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Introduction 

Linuxappliesanalternatephilosophytocomputingthatrevolvesaroundthesharingofnotonly
softwarebutalsoknowledge.TouseLinuxistobecomepartofahugeglobalcommunityofpeoplewho
havecaughtontoaphenomenonthatischangingtheworld.

Ubuntu(http://www.ubuntu.com)isthenaturalcontinuationofthesegoals.It’saproject
foundedbyentrepreneurbusinessmanMarkShuttleworthwiththeintentionofbringingafreely
available,high-qualityoperatingsystemtotheworld.Tothisend,Shuttleworthinvested$10millionof
hisownmoneytoguaranteethatthiswillbethecaseformanyyearstocome.In2011,theprojecthas
movedclosertobecomingself-sustainingasUbuntubecomespartofthemainstreamfordesktop,and
serverusers.

ThefundamentalconceptisthatUbuntuisavailableforusebyanyoneintheworld,nomatter
whoorwheretheyare.Assuch,manydifferentlanguagesaresupported,andtheoperatingsystemcan
alsobeaccessedbythosewithdisabilities,suchaspartialsightorhearing.Ubuntumightjustaseasily
befoundonaWallStreetbanker’slaptopasonabatteredoldcomputerinaBrazilianfavela.

UbuntuisbuiltaroundoneofthemostestablishedversionsofLinux:Debian
(http://www.debian.org).TheDebianProjectwasstartedbackin1993,shortlyaftertheveryfirstversion
oftheLinuxsoftwarewasreleased,andhasbecomeoneofthepioneeringvarietiesofLinux.Ubuntuand
DebianLinuxbothsharecommongoalsandarecloselyallied,butUbuntufocuseslargelyonthe
desktop.Forexample,itprovidesapowerfulofficesuitebydefault,aswellassomeexcellentpiecesof
Internetsoftware.Onlyrecentlyhasadedicatedserverversionbecomeavailable.

It’salsoveryeasytouse.Ubuntuworksstraightoutofthebox.Assoonasit’sinstalled,you
shouldbereadytostartusingitwithoutanyfurtherwork.Inaddition,taskssuchasupdatingyour
softwareareaseasyunderUbuntuastheyareunderWindows—inmanycases,easier.Aboveall,
however,Ubuntuisdesignedtobeshared.YoucandownloadUbuntufromwww.ubuntu.comand
installUbuntuonasmanycomputersasyouwant.Youcanalsocopythesoftwareasmanytimesasyou
wantandgivethosecopiestoyourfriends.We’reserious!Thisisn’tsomekindoftrick,either—Ubuntu
isn’tatrialversionthatwillquitrunninginamonth.Youwillneverfindyourselfhavingtopayafee
furtherdowntheline,evenifyouwanttoinstalladditionalsoftware.Ubuntu,andmuchofthesoftware
thatrunsontopofit,willalwaysbefreeofcharge.

Sinceitsinceptionin2004,UbuntuhasliterallytakentheworldofLinuxbystormandhaseven
brokenoutofthetechnicallydemandingworldofopensourcesoftware.It’sconsistentlyvotedthemost
populardesktopLinuxandhasevengarneredahandfulofcelebrityusersalongtheway:Jamie
HynemanofthepopularTVshowMythBustersisafan,asisnovelistandbloggerCoryDoctorow.Within
someInternetcommunities,suchasDigg.comandReddit,youmaystruggletofindindividualswho
don’tuseUbuntu.

http://www.ubuntu.com
http://www.debian.org
http://www.ubuntu.com
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What’s New in the Sixth Edition 
TheoriginaleditionofBeginning Ubuntu LinuxwasthefirstEnglish-languagebooktoprovideaguideto
usingUbuntu,anditremainsoneofthebest.Successiveeditionsofthebookhavetrackedthechanges
withintheUbuntuprojectandhaveimprovedeachtime.

ThiseditionofBeginning Ubuntu Linuxhasbeenthoroughlyupdatedandrevisedtotakeinto
accountimprovementswiththe11.04releaseofthesoftware,code-namedNattyNarwhal.Theprevious
editioncoveredthe10.04release.Themostimportantimprovementthatyou'llreadaboutinthisedition
istheinclusionofthenewUnitygraphicaldesktop.Thebookhasalsobeenupdatedtodescribeallnew
softwareprogramsthathavebecomestandardin11.04.

What You’ll Find in This Book 
Beginning Ubuntu Linux,SixthEditionisdividedintofiveparts,eachofwhichcontainschaptersabouta
certainaspectofUbuntuuse.Thesepartscanbereadinsequence,oryoucandipinandoutofthemat
will.Whenatechnicaltermismentioned,itisdefinedonfirstuseinthechapter,orareferenceismade
tothechapterwherethetermisexplained.

Part1examinesthehistoryandphilosophybehindUbuntuandtheLinuxoperatingsystem.We
aimtoanswermanyofthecommonquestionsaboutLinux.Suchknowledgeisconsideredtobeas
important,ifnotmoreso,thanunderstandingthetechnicaldetailsonhowLinuxworks.Butalthough
thesechaptersshouldbereadsoonerratherthanlater,theydon’tcontainanytechnicalinformationthat
youabsolutelyrequiretogetstartedwithUbuntu.

Part2coversinstallingUbuntuonyourcomputer.Anillustratedguideisprovided,andall
installationchoicesareexplainedindepth.Additionally,you’llfindaproblem-solvingchaptertohelp,
justincaseanythinggoeswrong.

Part3focusesongettingstartedwithUbuntu.ItcoverssettinguptheLinuxsystemsothatit’s
readytouse.Firstweexplorethegraphicalinterface,soyouknowwheretogotoperformthemostbasic
tasks.Onechapterisdedicatedtosettingupcommonhardwaredevices,suchasprinters,andanother
explainshowyoucansecureyoursystem.You’llalsolearnhowtofullypersonalizeUbuntusoyoufeel
moreathomewithit,andhowtoworkwithyourfiles.

InPart4,wetakealookathowyoucanuseUbuntutoperformyourdaytodaytasks.Welistthe
mostcommonUbuntuapplicationsasanintroductionforusersmoreacquaintedwithWindows.Then
wetakealookatworkingwithtextfilesandwithLibreOffice,thecompleteofficesuitebuiltintoUbuntu.
Thenweexplorewaystogetconnectedwithotherpeoplethroughe-mailorinstantmessaging.Thenext
chaptertakesalookathottopicslikesocialnetworksandcloudcomputing,andhowUbuntucanhelp
youmakethemostofthemwithminimaleffort.Wealsolookatworkingwithaudio,moviesand
multimedia,anddigitalphotos.AndwefinishPart4bygoingoverdifferentoptionsforplayinggames
withyourUbuntumachine.

Part5isdedicatedtogiveyoutheskillsnecessarytokeepyoursystemrunningsmoothly.You’ll
learnhowtoinstallnewsoftware,manageusers,optimizeyoursystem,backupessentialdata,schedule
tasks,andaccesscomputersremotely.

Finally,Part6containsthreeappendixes.Thefirstisafullintroductiontothecommand-line
prompt,andincludesaquickreferencetothemostusedcommands.AppendixBisaglossaryofLinux
termsusednotonlyinthisbookbutalsointheLinuxandUnixworlds,andthethirdappendixexplains
howtogetfurtherhelpwhenusingUbuntu.
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Conventions Used in This Book 
ThegoalwhenwritingBeginning Ubuntu Linuxwastomakeitasreadableaspossiblewhileproviding
thefacilityforreaderstolearnattheirownpace.

Throughoutthebook,you’llfindvarioustypesofnotesandsidebarscomplementingthe
regulartext.Thesearedesignedtoprovidehandyinformationtohelpfurtheryourknowledge.Theyalso
makereadingthebookabiteasier.

Note Anoteisdesignedtoprovideanimportantpieceofinformationthatyoushouldknowandthatwillhelp
yourunderstandingofthetopicbeingdiscussed.



Tip Atipissomethingthatwillhelpwhenyouneedtoperformthetaskbeingdescribed.Alternatively,itmight
besomethingthatcanmakeyourlifeeasierwhenusingUbuntu.



Caution Acautionissomethingyoushouldcertainlypayattentionto,becauseitwarnsofahiddendangeror
particularcaveatthatappliestothetopicbeingdiscussed.

Inthesidebars,wetakeamomenttoexplainsomethingthatyoushouldknow,butthatisn’tvitaltoan
understandingofthemaintopicbeingdiscussed.Youdon’tneedtoreadthesidebarsthereandthen;
youcanreturntothemlaterifyoulike.
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Meet Ubuntu Linux 

Becauseyou’reholdingthisbookinyourhands,thereisagoodchancethatyouhaveheardofUbuntu
Linuxbefore.Maybesomeonesuggestedittoyouoryouhavereadaboutitinthemedia.Anyway,we
willtrytoshowyouhowyoucanuseittomakeyourlifeeasier.Firstwepointoutten(thoughthereare
certainlymore)goodreasonswhyyoushouldgiveitatry.ThenwetalkaboutUbuntuLinuxinmore
detail,showingwhatitisandwhatitisliketoworkwith.

Wewillbehappyif,bytheendofthischapter,youfeelconfidentenoughtoinstallUbuntuLinuxon
aPC.Ofcourse,you’llgetthemaximumbenefitfromitbyreadingtherestofthebook.Withoutproper
guidanceyoumaysometimesfeelthatLinuxisawildjungle,butthisbookcanhelpyoubecomean
expertuser.

TenReasonstoTryUbuntuLinux
InourexperiencethereareatleasttengoodreasonstotryUbuntuLinuxrightaway:

• Youwantyourcomputertobootreallyfastandtobefullyfunctionalafterthat.

• Youwanttouseasleekandmodernoperatingsystem(OS)butarereluctantto
buyaMac.

• Youareanidealistwhothinksthatsoftwareshouldbefree(“freeasinfreespeech”).

• Youareamaterialistwhowouldratherhavesoftwareforfree(“freeasinfreebeer”).

• YouhaveseenUbuntuLinuxinstalledinafriend’sPCandwantthesame“wow”
computerexperienceforyourself.

• Youaretiredofbeingexposedtohackersandmalicioususerseverytimeyouopen
InternetExplorer.

• Youjustboughtanetbookanditeither(a)comesloadedwithanoldOS,or(b)has
abrandnewOSthatlimitsyouonwhatyoucando.

• YouhaveanoldPCthatyoudon’twanttothrowawayjustyet,butwhichisnearly
uselessunderthelatestversionsofWindows.

• YouareahardcoreLinuxuserwhowantstofigureoutwhyUbuntuhasbeen
chosenthebestLinuxdesktopdistributionsomanytimes.

• YouhavebeenaskedbyyourbosstoevaluateUbuntuLinuxasareplacementfor
Windowsonyourorganization’sdesktopcomputers.Ormaybeyouaretheboss
andwanttomotivateyourcrewwithagreatproject.
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Thislistcouldgoon;weallhavegoodreasonstotryUbuntuLinuxonourPCs.Morereasonswill
occurtoyouonceyougettoknowit.

Ofcourse,ifyou’realreadyusinganolderversionofUbuntu(andtakingintoaccountthat,in
Ubuntu’sterminology,“older”meanssixmonths),youdon’tneedustopointoutitsvirtues,right?

What Is Ubuntu Linux Anyway? 
UbuntuLinuxcanbedefinedinmanywaysandfromdifferentangles.Firstoff,itisanoperatingsystem
(usuallyshortenedtoOS).UbuntuisadistributionofLinux,basedonDebian,andthatgivesitsome
characteristicfeatures.ButtodescribeitonlyasanOSwouldbenothingshortofunfair:italsohasa
widerangeofpre-installedapplicationsandmanymorereadilyavailableattheclickofthemouse,and
anever-growingusercommunity.Let’stalkaboutwhatUbuntuisinalittlemoredepth.

UbuntuLinuxIsanOperatingSystem
UbuntuLinux,asanOS,is,verysimply,whatmakesyourcomputerwork1.

AcomputerismuchmoreversatilethanaTVorDVDplayer.Youcanplugdifferentinputdevices
intoit,runapplications,andexpectittodoalotofstuff.Tobeabletodoallthis,yourcomputerneeds
anOS,theunderlyingsoftwarethatinstructsitinhowtoperformallitsfunctions.

AnOStellsyourcomputerwhattodowhenitstarts,forexample.Withoutit,yourcomputerwould
beepandwaitinannoyancewhenyouturnediton.TheOSalsocommunicateswithyourcomputer’s
hardware,andwiththeapplicationsthatyouusetoperformyourwork.TheOSgluestogetherallaspects
ofyourcomputer.

Thefirstandmostimportantofthosecomponentsisyou,theuser.You’retheonewhochooses
whichapplicationstorun,whatactionstotake,andwhetherthePCshouldbeturnedonoroff.TheOS
needsinputfromyouandneedstocommunicatetoyoutheresultofyouractions.

Usually,youworkwithapplications,whichenableyoutodospecifictasks,suchaswriting
documentsorbrowsingtheweb.ApplicationsalsoneedtocommunicatewithyourOS,tointeractwith
otherapplications,andtomakethecomputer’shardwarework.Howtheydothisvariesbyoperating
system,whichiswhymostWindowsapplicationswillnotworkoutoftheboxwithLinux.But,aswewill
seelater,thatshouldn’tdeteryoufromusingLinux.

Youalsohavedata,theinformationyouneedtoperformyourwork.Youmightsavephotos,
documents,andotherfiles.Inthisrespect,theOSshouldprovideameanstoaccessstoragecapacity,
whetheritislocal(aharddiskattacheddirectlytoyourcomputer),removable(USBdrive),orremote(a
fileserveroronlinestoragesystem).Datacomesindifferentformats,andeachformatisusuallytiedtoa
specificapplication,whichmayevenberegisteredasproprietary.Forexample,adocumentwiththe
extension“.doc”or“.docx”hasbeenwrittenandsavedwithMicrosoftWord.Thisiswhy
interoperability—theabilitytousedifferentdataformatswithvariousapplications—isimportant.Asan
analogy,thinkaboutathermometerreading64°F.Wecansaythattemperatureitselfisthedata,andthe
measurementunittheformat.Youcanchangetheformat(todegreesCelsius)whilekeepingthesame
data,butyoucan’thavemeasurementoftemperaturewithoutameasurementunit.Aninteroperable
applicationwouldbeabletoreadthetemperaturewhetheritisindegreesFahrenheitorCelsius.

                                                 

 
1Infact,it’snotonlycomputersthathaveoperatingsystems.Thenow-ubiquitoustabletssuchasthe
iPadandtheSamsungGalaxyTabhaveOSs,asdosmartphones.Linux,asyoumighthaveguessed,runs
perfectlywellonthoseplatforms,withtheLinuxdistributionAndroid(sponsoredbyGoogle)beingone
ofthemostsuccessfuloperatingsystemsfortabletsandsmartphones.
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Lastbutnotleast,youhavethehardware,suchasgraphicandsoundcards,printers,scanners,and
manyotherdevices.Usually,tomakeaspecificpieceofhardwarework,theOSneedsadriver,aspecial
pieceofcodethathandlescommunicationwiththedevice.Maybethegreatestchallengeyou’llface
whenusingUbuntuLinuxwillbegettingallyourhardwareupandrunning.Althoughmostdevices
shouldrunout-of-the-boxwithUbuntu,youmighthavetofollowsomeadditionalstepstomakesome
specificpiecesofhardwarework.That’swhywepaysomuchattentioninthisbooktothistopic.

Asyoucansee,anOSdoesalotofstuff.Ondesktopcomputers,themostpopularOSisMicrosoft
Windows,withWindows7beingthelatestincarnation.2WindowsisaclosedandproprietaryOS,which
meansthatnobodyoutsideMicrosoftcanviewormodifyitssourcecode(unlessyouaregiven
permissiontodosobyMicrosoft,andeventhenyoumustsignaNon-DisclosureAgreement).Itisalso
“non-free”inthesensethatyoumustpayforit,anddependingontheversionWindowscanbereally
expensive.3

But,aswithanyothercomponentofyourcomputer,theOScanbeswappedoutforabetterone.
WelcometoUbuntuLinux.

UbuntuIsaDistributionofLinux,BasedonDebian
Ubuntu,asanOS,ispartofthelargerfamilyofLinuxdistributions.

You’llfindoutmoreaboutthatinChapter2.Fornow,sufficeittosaythatUbuntuusesLinuxasits
kernel.Thekernel

4istheportionoftheOSthatperformsthemostbasicfunctions,suchasmemoryand
processmanagement.Linuxisanopenandfreekernel,stronglybasedonconceptsfirstsketchedupfor
UNIX,Linux’shonorableancestor.That’swhyitissaidthatLinuxisaUNIX-likeOS.

Linuxisoneoftheflagshipdevelopmentsofthefreeandopensourcesoftwaremovement.Itisa
veryversatileandpowerfulOSthatrunsonmanydifferenthardwareplatforms.Althoughwidely
adoptedindevicessuchasserversandsmartphones,ithasn’tyetearnedgreatmarketshareondesktop
computers.Butthatmightbeabouttochange—thanksinparttoUbuntuLinux.

BecauseLinuxisjustakernel,itusuallyneedsotherprogramstorunasafullOS.DifferentLinux
distributions(ordistrosforshort)packagealltheothersoftwareneededtomakeanOS,eachwitha
differentphilosophyinmind.Moreoftenthannot,thereareorganizationsbehindeachdistribution,and
theseorganizationsoftendrivethedevelopmentofnewpackages.

UbuntuLinuxisonesuchdistribution,butitisn’tcompletelyoriginal,whichistosayitwasn’t
createdfromscratch.ItisinfactanadaptationofDebian.Debianhasbeenaroundalmostaslongas
Linuxitself,havingbeenfoundedin1993,justtwoyearsafterLinusTorvalds5madehisinitial
announcementoftheLinuxkernel.DebianiswidelyrespectedwithintheLinuxcommunityandhas
someclaimtobethedefinitiveLinuxdistribution.

TheDebianprojectwasstartedbyacomputerscientistnamedIanMurdock,anditsnamecomes
fromacombinationofhisChristiannamewiththatofhisgirlfriendDeborah—henceDeb-Ian(sortof
likeBrangelina).

Debianiswellknownforitsstrictadherencetothespiritoffreeandopensourcesoftware,whichis
embodiedintheDebianSocialContractandtheDebianFreeSoftwareGuidelines(DFSG).These

                                                 

 
2WindowsisofcourseverypopularasaserverOSalso.
3Atthetimeofthiswriting,thefullversionofWindows7rangedfrom$199to$319
(http://www.microsoft.com/windows/buy/default.aspx).ThispricedidnotincludeMicrosoftOffice.
4Thekerneliscommonlypresentedalongsidewiththeshell,thelatterbeingtheinterfacebetweenthe
userandthekernel.ThetraditionalshellforLinuxisbasedonthecommandline.  
5LinusTorvaldsistheoriginalcreatoroftheLinuxkernel.SeeChapter2formoredetails.

http://www.microsoft.com/windows/buy/default.aspx
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documents6laydownrulesforthegovernanceofthedecentralizedworldwidecommunitythatis
Debian.

Debianisnot,likemanyotherLinuxdistributions,sponsoredbyanycompany,butratherbyanot-
for-profitorganizationcalledSoftwareinthePublicInterest.7

Debianisalsowellknownforhowitmanagesitssoftware.PartoftheDebianprojectistomaintain
anonlinedatabaseandrepositoryofsoftware,whichisavailabletoallInternetusers.Today,morethan
25,000freeapplicationsareinthere,andmuchcarehasbeentakentomakesoftwareinstallationand
upgradeaseasyaspossible.

UbuntuLinuxIsaFullDesktopSolution
ButtotalkaboutUbuntuLinuxasjustanOSwouldbeunfair.Itismuchmorethanthat.

UbuntuLinuxisbuiltuponthesoundfoundationofDebian,andbyallstandardstheyarevery
muchalike;however,theydodifferintheirapproaches.Althoughsupremelyflexible,Debianismostly
usedonservers.Ubuntu,ontheotherhand,isprimarilyadesktopdistribution,althoughitalsohasa
Serveredition.Intermsoftheirapproachestoreleasingnewsoftware,Debianisextremelycautiousand
issuesareleaseonlyafterathroughbug-testingprocedure.Incontrast,Ubuntuisveryaggressive,which
allowsittoincludemoremodernsoftware,thoughsometimesinnot-so-stableversions.

BuildinguponDebian’spremise,UbuntuLinuxisafull-featureddesktopsolutionthatcomeswith
tonsofapplicationsreadytoinstallanduse.ItisnotjusttheOSthatisfreeandopen:youalsoget,pre-
installed,thefullproductivitysuiteOpenOffice.org,abrowser,aphotomanager,mailandmessaging
clients,andmuch,muchmore.OnceyouinstallUbuntuLinux,youwillseldomneedanapplicationthat
isnotfoundinitsrepositories.It’slikebeinggrantedunrestrictedaccesstoawarehousefullofgoodies!

Computerscanbemoneypits.ButwithUbuntuLinux,youcanstopworryingabouthowmuch
softwarecostsandstartthinkingwhatyouwanttodoandhowtousetherighttoolstodoit.

The Ubuntu Linux Experience 
WhenyoureplaceyourOS,manythingschangewithit.Theinterfacemightnotlookthesame,the
applicationscanbedifferent,andyoumaynotbeabletoaskthesamepeopleforhelp.Soyoumayask:
“WhatwoulditbeliketoworkwithUbuntuLinux?WhatwouldIbegettinginto?”

Thosearegoodandlegitimatequestions.Wewilltrytogiveyouapreliminaryimpression,butthe
answerscanbetrulyobtainedonlywhenyouuseUbuntuyourselfforthefirsttime.

“LinuxforHumanBeings”
IfyouhaveheardaboutLinuxbefore,youmightthinkitisadullandtext-basedOSthatcanonlybeused
bycomputergeeks.Butalthoughthecommand-lineshellhasacentralroletoplay,therearemany
differentflavorsofLinux(calleddistributions,asyouwillseeinChapter2),andUbuntuisaimedat
beingeasytouse.

OneofthenicknamesforUbuntuis“Linuxforhumanbeings.”8Thismeansthatwhenthe
developersgettogethertoanalyzefuturedirectionsfortheOS,theytalkaboutwhatpeoplewanttouse
thecomputerfor.

                                                 

 
6Availablehere:http://www.debian.org/social_contract
7http://www.spi-inc.org/ 
8https://help.ubuntu.com/10.04/about-ubuntu/C/

http://www.debian.org/social_contract
http://www.spi-inc.org/
https://help.ubuntu.com/10.04/about-ubuntu/C/
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ManyoftheimprovementsofNattyNarwhal,thelatestversionofUbuntuLinux,areintheuser
interface.Thedevelopmentteamisalwayslookingforwaystotweaktheuserexperiencesoitismore
productiveandenjoyable.

Anotherareaofgreatimprovementinthelastfewreleaseshasbeenapplicationinstallation.There
isanewconceptregardinghowapplicationsshouldbelookedforandinstalled.Withotheroperating
systems,younormallygotothestoreandbuyabox.Thenyougohome,pulltheDVDfromthebox,and
figureouthowthesoftwareisinstalled.Youevenhavetostoreapaperwithinformationaboutlicensing
fortherestofyourlife!Thewholeprocessiscumbersomeandpronetoproblems.Ubuntu,withits
SoftwareCenter,hasacompletelydifferentapproach.Installingapplicationsisaseasyasbrowsing
categoriesandselectingwhichapplicationbestsuitsyourneeds.Thenitisinstalledandreadytouse.
Forfree.InNattyNarwhal,theUbuntuSoftwareCenterevenmakesitpossibletorateandreview
software,soyoucanshareyouropinionswiththerestofthecommunity.

ThosearejusttwoexamplesoftheOSbeingdesigned“forhumanbeings.”Itmeans,inshort,that
theuserinterfaceiseasyandsimpleandthatitsfeaturesarethereonlytobeofusetoyou.Theultimate
goalofUbuntuLinuxistomakeyourlifeeasier.

Ubuntuisalsomeanttocommunicateinthelocallanguageoftheuser,andthat’shuman-friendly
too.Ittakesintoconsiderationthatdifferentpeoplehavedifferentabilities.And,asyou’llreadlaterin
thischapter,itmakesyoupartofabroadcommunityofpeoplesharingknowledgeandtryingtohelp
otherpeople.

IfyoutakealookattheTableofContentsofthisbook,youwillfindthatthereisnosinglechapter
devotedtoworkingwiththecommand-lineshell.StrangeinaLinuxbook,right?It’snotthatweforgotto
writeaboutit!ButwethinkthatUbuntuLinuxissuchauser-orientedOSthataccesstotheshellcanbe
reducedtoaminimum.

■NoteOfcourse,thecommand-lineshellisstillanimportantpartofUbuntuLinux,anditmakesalotofsenseto
learnaboutitindepthifyouwanttobecomeatrueguru.Wedevoteanappendixtothesubject,andtherearealso
manybooksontheshellavailablefromApressifyouwanttolearnmore.

APowerfulyetFlexibleOperatingSystem
Maybeyou’rewonderingwhetherUbuntuLinuxisastableandversatileOSorjustonethatisfreeand...
youknow...betternotexaminedtoothoroughly.Afterall,haven’tweallbeentoldthatanythingfreeis
worthwhatyoupaidforit?

Ifthatisyourconcern,youshouldworrynofurther.Ubuntu,aswestatedbefore,isadistributionof
Linux.AndLinuxisrunningonquitealotofcomputingdevices,fromtinyonestogiganticones.Oneof
themostpopularoperatingsystemsfortabletsandsmartphonesisAndroid,anOSfromGooglebased
onLinux.Ontheotherendofthespectrum,theTianhe-1AfromtheNationalSupercomputingCenterin
Tianjin,9theworld’smostpowerfulsupercomputer,runsLinuxaswell.Thatmeansitisbothflexibleand
powerful.Ifyoulookatthecomputermarketasawhole,itseemsthatdesktopcomputersarethelast
strongholdoutsideofthehandsofLinux(thereasonforthatlieselsewhere,notintechnicallimitations).

                                                

9http://www.top500.org/system/10587
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Isitpowerful?Ofcourseitis!Ofthe500mostpowerfulcomputers,asmeasuredbytheTOP500
organizationinNovember,2010,1080%runsomeversionofLinux.MicrosoftWindowsrunsonjust1%of
thosecomputers.Thisdominancewouldn’tbepossibleifLinuxweren’tastableandefficientOS.

Onceuponatimez/OS,aproprietaryOSfromIBM,wastheonlyoptionforthepowerfulmainframe
computersinusetodayformission-criticaloperationsinmanyindustries;now,moreandmoreuse
LinuxonSystemz,accountingtodayforroughlyonethirdofthemainframesrunningworldwide.

LinuxalsodrivesalmosthalfoftheserversthatmakeuptheInternet.11TogetherwiththeApache
HTTPserver,theMySQLdatabaseengine,andprogramminglanguageslikePHP,Python,andPerl,
LinuxformsanopensourcebundlecollectivelyknownasLAMP,whichisafreealternativeto
proprietary(andexpensive)solutions.AndLAMPisnotjustforlow-trafficwebsites:themighty
WikipediarunsonLinux—onUbuntuLinux,infact12).

Linuxisalsohardtobeatwhenitcomestoflexibility.Itnotonlyrunshugeservershiddenin
datacenters;manyLinuxderivativesfoundtheirwaysintothesmartphonemarket,Google’sAndroid
beingthemostpopularbutnottheonlyone(andisnowevenusedwithTVsets13).AndafterHP’s
acquisitionofPalminlateApril,2010,ithasannouncedthatitwilluseWebOS,whichusestheLinux
kernelaswell,asaplatformforitsTabletPCsandconnectedmobiledevices.TheHPPre3andHPVeer
smartphoneswillrunWebOS2.2atlaunch,andthecompany’sfirstmainstreammobiletablet
computer,theHPTouchPad,willrunWebOS3.0whenitisreleasedinsummer2011.Thereareeven
planstomaketheWebOSubiquitousevenonHPPCs.ThisflexibilityiswhatallowsLinuxtobeaserious
contender—manywouldsaytheperfectoption—inthenetbookmarket.

Whenthefirstgenerationofnetbookscameout,theconceptwasnothingshortofarevolution.
Untilthatmoment,PCmanufacturershadthoughtthatuserswouldalwaysbewillingtospendmoney
onever-morepowerfulcomputerswithalotofunnecessarysoftware.WindowsVistawasthelogical
conclusionofthatlineofthought:abloatedOS,hungryforhardwareresources.Microsoftseemedto
hopethatpeoplewouldbuyanewandexpensivecomputerjusttobeabletorunitslatestOS,whichwas
fulloffunctionalitymanydidnotwantorneed.Whathappenedwasjusttheopposite:toavoidhavingto
dothat,manystucktoWindowsXPorturnedtoLinux.Andsomeevenwentonestepfurther,by
replacingbigdesktopsandnotebookswiththesmallernetbooks.Theunthinkablehadhappened:
peopleactuallywantedlessthanwhatthemarkethadbeenproviding.Whattheywantedwasa“good
enough”computerthatallowedthemtodotheirwork,whilebeingcheapenoughtobeaffordableina
timeofeconomicuncertainty.

Microsoftwasstartled.ItwasobviousbythenthatWindowsVistawasnotdesignedforthatkindof
device,soitallowednetbookmanufacturerstoinstallWindowsXPandwaitforWindows7tosavethe
day.NowthatWindows7isout,whatnetbookshaveisanartificiallyreducedversionoftheWindows
OS—reducednottoaccommodatethesimplerhardwareimprint,buttomakeyoupayextramoneyif
youwantallthefunctionality.

UbuntuLinuxseesthingsdifferently.Becauseitisfree,itdoesn’thavetobelimitedforcommercial
purposes.Becauseitneedsfewerhardwareresourcestorun,itisnativelybettersuitedtosmall
netbooks,andcanrunmoreapplicationsonthemasaresult.Andbecauseitisrelativelysafe,itdoesn’t
needantivirussoftwarerunningconstantlyinthebackground,consumingvaluableprocessorcyclesand
diskI/Oonacomputerwithlimitedhardwareresources.

                                                 

 
10http://www.top500.org/stats/list/36/osfam
11https://ssl.netcraft.com/ssl-sample-report/CMatch/osdv_all
12http://en.wikipedia.org/wiki/Wikipedia#Software_and_hardware
13http://www.google.com/tv/ 

http://www.top500.org/stats/list/36/osfam
https://ssl.netcraft.com/ssl-sample-report/CMatch/osdv_all
http://en.wikipedia.org/wiki/Wikipedia#Software_and_hardware
http://www.google.com/tv/
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ContinuousImprovements
OneofthethingsyouhavetogetusedtoisthefrequencywithwhichnewversionsofUbuntuLinux
appear,eachwithnewfeaturesandhardwaresupport.ThereleasecycleofUbuntuLinuxiseverysix
months.Thedevelopmentteamfollowsatime-basedreleasecycle,notafeature-drivenone.Whatdoes
thismean?

Someoperatingsystems,includingMicrosoftWindows,arelaunchedonlywhenalltheplanned
andcommittedfeaturesareready.Atthebeginningofthedevelopmentcycle,thelistofproposed
featuresfortheproductisset.Thecompanythenstartssellingtheideaofthefutureproduct,fullofnew
toys.Becauseofthis,theymustfinishprogrammingallthenewfeaturesbeforelaunchingtheproduct,
andadelayinanyfeature(nomatterwhetheritisimportantornot)canslowdownthewholeproject.
That’swhyMicrosoftWindowsdelaysaresocommonandlaunchdayannouncementsaresowidely
publicized.Sometimesfeaturesgolivehalfbaked,justtoavoidpushingthedatestillfurtherback,and
thenamaintenanceupdatehastobemadeavailablejustafterlaunch.

ThingsaredifferentwithUbuntuLinux.Fromtheverybeginning,thedevelopmentteammadea
commitmenttoreleaseanewversioneverysixmonths.14ReleasedatesareusuallyscheduledforApril
andOctober.That’swhyarelativelyyoungOS(bornin2004)isnow,sevenyearslater,onits14threlease.

HowdoesUbuntudothis?Areitsprogrammersmoreresponsibleorbetteratprojectmanagement?
Well,thatcouldbepartoftheexplanation,butnotallofit.ThereasonUbuntucandoitthiswayis
becauseitfollowsacompletelydifferentreleasephilosophy.

Insteadofbasingreleasesonfeatures,Ubuntubasesthemontime.Itisafineexampleofthe
“timebox”method15ofagilesoftwaredevelopment.Ubuntusetsareleasedateforanewversionofthe
OSlongbeforeitactuallyhappens,andsomeguidinggoalsaregivenforthatversion.Afterthatthe
developmentworksentirelydifferently,becauseUbuntuLinuxdependsonmanyunrelatedteamsof
developersworkingtogetheronsomespecificpieceofsoftware.Thoseteamshavenorelationshipwith
UbuntuorCanonical.TheycanbeasdisparateastheGNOMEteam(developersoftheGNOMEdesktop
environmentusedbyUbuntu),Mozilla(maintainersoftheFirefoxwebbrowser),andOracle(homeof
theOpenOffice.orgproject).

Canonical,thecompanybehindUbuntu,can’tenforceareleasescheduleforallthoseprojects.So,
asthelaunchdateapproaches,Ubuntuentersa“featurefreeze”state.Allpackagesareupdatedtothe
lateststableversionandbundledtogethertotestcompatibility.Mostproblemsarefixed,andthe
productisreleasedrightonschedule.

Thismeansthatsometimes,ifateamisdelayed,thepriceoftimelyreleaseisthatthelatest
functionalityofacertainproductwillnotbeincluded.Thatisashame,sure,butthenagain,witha
releasecycleofjustsixmonths,theupdatedfunctionalitywillbeavailabletoUbuntuLinuxusersalmost
immediatelywhenit’sready.Andupgrades,likeUbuntuitself,arecompletelyfreeofcharge—andeasy
toapplyaswell.

■NoteIthasbecomecustomarythatUbuntureleasesarenamedafteranimals,precededbyanadjectivethat
suggeststhephilosophybehindtheparticularversion.Atthetimeofwriting,forexample,thelatestreleaseswere

                                                 

 
14http://www.ubuntu.com/project/about-ubuntu
15Thereisplentyofinformationabouttimeboxingintheweb—forexample,here:
http://www.davecheong.com/2006/07/26/time-boxing-is-an-effective-getting-things-done-strategy/ 

http://www.ubuntu.com/project/about-ubuntu
http://www.davecheong.com/2006/07/26/time-boxing-is-an-effective-getting-things-done-strategy/
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LucidLynx,MaverickMeerkat,andNattyNarwhal.TheOSalsousesaversionnumberthatreferencestheyear
andmonthoftheupdate.So11.04means2011,Aprilrelease.

Makefeaturesavailablewhentheyareready.Haveastate-of-the-artOSreleaseeverysixmonths.
Thisissuchacommon-senseapproach!ToobadMicrosoftwillneverbeabletouseitwithWindows.Do
youthinktheycouldconvinceanybodytobuyanewversionofWindowseverysixmonths?

TheProductFamily
SinceVista,oneoftheoddthingsaboutMicrosoftWindowshasbeenthenumberofdifferenteditions
onoffer.WindowsStarter,HomeBasic,HomePremium,Professional,Enterprise,Ultimate...the
diversityseemedtobetherejusttoconfuseconsumers.

Butno,thatwasn’tthegoal:itwastheretomakethempaymore.Likeausedcarsalesperson,they
firsttellyouthatitischeap,basedonthepriceoftheStarteredition.Andthen,whenyouaskwhyyou
can’tdoacertainthing,theysay:“Oh,forthatyouneedanotheredition,availableforjustafewmore
bucks.”Suddenlyyoufindyourselfgoinguptheeditionsstairway,“fewbucks”after“fewbucks,”ending
uphavingtopayquiteafewhundredbucksforthewholeexperience.

UbuntuLinux,too,comesinmanydifferenteditions,buttherationaleisquitedifferent.Firstoff,all
editionsofUbuntuarefree.Technicallyspeaking,thesearenotdifferenteditionsofUbuntu,but
derivatives.AderivativeofUbuntumeansthatsomepeoplepackagedthingsdifferentlytoproducean
OStargetedataspecificsetofusers.Forexample,somepeoplefindtheKDEdesktopenvironmentmore
appealingthanGNOME.SoCanonicalprovidedanewderivativeofUbuntu,whichinstallsKDEby
defaultinsteadofGNOME.There’snothingmoretoitthanthat.It’sforsimplicity’ssake.Tomakeyour
lifeeasier.Linuxforhumanbeings,remember?

Therearealotofderivatives.SomearemaintainedbyCanonical,andsomearenot.Themost
commonare:

• Ubuntu:Thewell-known,GNOME-basedOS.

• Kubuntu:LikeUbuntubutwiththeKDEdesktopenvironment.

• Edubuntu:Aspecialderivativeloadedwithapplicationsforeducationalpurposes.

Buttherearemanyothers.16ThereareUbuntusforChristiansandforMuslims,UbuntusinChinese
andinItalian,Ubuntusforanthropologistsandfordesigners.ThereisevenanUbuntuforGoogle
employees,calledGoobuntu.BecauseUbuntuisafulldesktopsolutionwithastaggeringnumberof
applications,anyonecanmixtheingredientsthewayhelikesandsharewhathehasdonewiththerest
oftheworld.

Justtobeclear:itisnotthataderivativeblockssomefeaturesthewayWindowsStarterdoes.It’s
justacustomization.IfyouwantKDE,forexample,youcanstartwithUbuntu,installtherequired
packages,andendupwiththeexactsamedesktopasyouwouldhaveifyouinstalledKubuntuinthefirst
place.

                                                 

 
16TheUbuntuNetbookEditionhasbeenmergedwithUbuntuDesktop,sincebothnowsharethesame
interface.
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TheUbuntuLinuxCommunity
OneoftheargumentsMicrosoftusestotrytoscareyouawayfromLinuxisthatyouwillhaveno
support.Thatthere’snobody“ontheothersideoftheline”whenyouhaveaproblem.

It’s totally the other way around.LinuxismuchmorethanacomputerOS.It’sanentirecommunity
ofusersallovertheglobe.WhenyoustarttouseLinux,youbecomepartofthiscommunity(whether
youlikeitornot—althoughyouwill!).

Oneofthebenefitsofmembershipisthatyou’reneverfarfromfindingasolutiontoaproblem.The
communitylikestocongregateonlinearoundforumsandnewsgroups,whichyoucanjoininorderto
findhelp.

Yourinitialplacementintheranksofthecommunityis“newbie.”Thisisapopulartermfor
someonewhoisnewtoLinux.Althoughitmaysoundderisive,itactuallyhelpswhenyoutalktoothers.
Advertisingyournewbiestatusencouragespeopletotakethetimetohelpyou—afterall,theywere
newbiesonceuponatime.

Thereisanotherreasonnottobedisheartenedbyyournewbietag:you’lloutgrowitveryquickly.By
thetimeyoureachtheendofthisbook,you’llbeonyourwaytotheotherendofthespectrum:guru.
You’llbeoneofthosegivingouttheadvicetothosenewbies,andyou’llbe100%confidentinyourskills.

Butbeingpartofacommunityisnotjustaboutgettingfreetechnicalsupport.It’saboutsharing
knowledge.Linuxwascreatedtobesharedamongthosewhowanttouseit.Therearenorestrictions,
apartfromone:anysoftwarechangesyoumakeanddistributemustalsobeavailabletoothers.

Thespiritofsharingandcollaborationhasbeentheresincedayone.OneofthefirstthingsLinus
TorvaldsdidwhenheproducedanearlyversionoftheLinuxkernelprogramwastoaskforhelpfrom
others.Andhegotit.Completestrangerse-mailedhimofferingtocontributetheirtime,skills,andeffort
tohelphimwithhisproject.ThishasbeenthewayLinuxhasbeendevelopedeversince.Thousandsof
peoplearoundtheworldcontributetheirownsmallpieces,ratherthanonebigcompanybeingin
charge.AndthesameconceptappliestoLinuxknowledge.Whenyoulearnsomething,don’tbeafraidto
sharethisknowledgewithothers.“Givingsomethingback”isanimportantpartoftheLinux
community,andthatdoesn’tmeanjustcreatingprograms—peoplecontributeartwork,documentation,
andtimetohelpothers.

TounderstandwhyLinuxisshared,ithelpstounderstanditshistory,aswellasthehistoryofwhat
camebeforeit.You’lllearnmoreaboutthisinChapter2.

Praise for Ubuntu Linux 
Bynow,youknowalotofreasonstobeginusingUbuntuLinux.We’llwrapupthechapterby
highlightingwhyiswisetostopusingWindowsandtryUbuntuLinuxinstead.Manyofthetopics
touchedoninthissectionhavealreadybeenmentioned;nowyouhavethemalltogetherinoneplaceto
helpyouarguewithWindowsdie-hards.

ShouldIStopUsingWindows?
Thisquestioncouldbesplitintotwosmallerproblems:whywouldIwanttostopusingWindows?And,is
itawisemove?TherearemanyreasonstostopusingWindows,someofwhichare:

• It is insecure:SecurityisonlyarecentconcernforMicrosoft.Andinspiteofthe
manyeffortsthecompanyclaimsitismaking,newsecurityflawsaredetected
eachandeverymonth,making“patchTuesday”anightmareformanysystem
administrators.Thelaxsecurityalsonecessitatesexpensiveantivirusprograms,
whichconsumeprecioushardwareresources.
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• It is expensive:AlthoughWindowsoftencomespre-installedonnewcomputers,
itscostisbuiltintothecomputerprice,anditmaybeinonlyalimitedversion.
Youhavetopaymorefortheadvancedversions,forupgradeswhenanewversion
isreleased,andforanyadditionalsoftwareyouwanttoinstall.

• It is full of bugs:Inhis1999essay“TheCathedralandtheBazaar,”EricS.
Raymond,anopensourceadvocate,statedLinus’Lawthatgoeslikethis:“Given
enougheyeballs,allbugsareshallow.”Thismeansthatsoftwareislesslikelyto
havebugswhenmorepeoplecanreviewitscode.MicrosoftWindowsisclosed
sourcesoftware,soonlyitsowndevelopersgettoviewthesourcecode.When
theyoverlookabug,thereisnowayofdetectingituntilaproblemactually
happens.Itisnotthattherearenobugsinopensourcesoftware,buttheyare
morelikelytobefoundandcorrectedinatimelymanner.Youcantrytofindthem
yourself!

Now,isitwisetostopusingWindowsandstartusingUbuntu?Let’sanswersomeofthemost
commonquestionsregardingthemovetoUbuntuLinux:

• I won’t be able to run my applications!Thisistrueatsomepoint,butithasthree
workarounds:first,youcanuseWindowsapplicationswithWine,an
implementationoftheWindowsAPI.Second,therearealotofreplacement
applicationsthatalsohappentobefree.Andthird,thereisastrongtendencyfor
applicationstobecomeweb-based,sowhat’simportantthenisthewebbrowser,
nottheAPI.

• I need to use Windows for my job!Thereareplentyofworkaroundsifyoureally
can’tgetawaywithoutusingWindowsfromtimetotime.Youcouldsetupdual-
bootingandusebothononecomputer.YoucoulduseUbuntuforyoureveryday
tasksandWindowstokeepyourselfup-to-datewiththattechnology,oryoucould
installWindowsinavirtualPCinsideUbuntuwithVirtualBox.17Thiswayyouget
thebestofbothworlds—butrememberthatyou’llneedavalidWindowslicense
foreitherofthosescenarios.

• I will need to get help sometimes!WehavealreadymentionedtheLinux
community.Thinkaboutitthisway:MicrosofthasamonopolyoverWindows
support.Becauseitssourcecodeisclosed,theyaretheonlyonesthatcanhelp
youatcertainproblems.Andtheyareoftenunwillingtodoso,maybebecause
yourproductisnolongersupported,orbecause“yourproblemwillberesolved
withthenextservicepack.”AndwhatwouldhappentoyoursupportifMicrosoft
wentoutofservice?

TherearemanyreasonstodropWindows,andthereisnogoodreasontobeafraidofdoingso.It
shouldbepainlessifyoudoitproperly.

UbuntuLinuxandItsStrengths
“Okay,soIshouldstopusingWindows.WhyshouldIstartusingUbuntuandnotanotheroperating
system?”youmightask.Because:

                                                 

 
17http://www.virtualbox.org/wiki/VirtualBox

http://www.virtualbox.org/wiki/VirtualBox
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• Ubuntu is the best Linux distribution for desktops:ItisLinux,whichmeansitis
stableandsecure;itisderivedfromDebian,soitisfree,opensource,andhasalot
ofapplicationsavailable;anditisUbuntu,adistributionorientedtohuman
beings.

• It is beautiful:Theaestheticaspectsoftheinterfacearewellpolished,soyour
friendswillbereallysurprisedbyitslooks!Itisa“wow”operatingsystem.

• It will make your life easier:Alotofworkhasalreadybeendoneforyou.
Applicationshavebeencataloguedandpublished.Theinterfacehasbeen
tweaked.Hardwarehasbeenmadecompatible.Communitieshavebeenformed.
Allthissocialcapitalisthereforyoutotakeadvantageofit.Wouldn’titbefoolish
notto?

IfwehaveconvincedyoutotryUbuntuLinux,letusbeyourguideonyourfirstbabysteps.Onthe
journey,youwillfeelyourstridesgrowingstrongerchapterafterchapter.Bytheendofit,youshouldbe
abletostandbyyourselfandonyourwaytobecomingaseniormemberofthecommunity!

ButfirstletustellyousomemoreaboutthehistoryofUbuntuLinux.ThatisthesubjectofChapter
2,whichcompletesPartIofthisbook.

Summary 
InthisChapter,thefirstinthebook,weintroducedyoutoUbuntuLinuxandpointedoutsomeofits
salientfeatures.YoulearnedhowitisanOSbasedonLinuxandderivedfromDebian.Wetalkedabout
howUbuntuisdevelopedandwhyaremanydifferentversionsoreditions,suchasKubuntuor
Edubuntu.Finally,weanalyzedreasonsformakingthechangetoUbuntuLinux.
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GNU “slash” Linux 

WetalkinthischapteraboutsomeofthemajordrivingforcesbehindUbuntuLinux.Althoughitisa
youngoperatingsystem(OS),ithasahistoryandafamilytobeproudof,becauseitistheheirofa
traditiondatingbacktothelate1960s,andevenbefore.

If,afterreadingChapter1,youstartedwondering,howcoulditallbefreeofcharge?Where’sLinux
Corp.andhowdoesitmakeaprofit?WhoarethemembersoftheLinuxcommunitythatanswermy
questionswithoutexpectinganythinginreturn?Ifyouareaskingyourselfthosequestions,thenyou
shouldreadthischapter.

UNIX 
Westartourhistoryataratherarbitrarypointintime:thebirthofUNIXinthelate1960s.Ourrationale
fordoingsoisquitestraightforward:LinuxisaUNIX-likeOS,designedandwrittenspecificallywiththe
aimofreproducingUNIX’scorefunctionality.

UNIXisanextremelysuccessfulOS,originallydevelopedin1969atBellLabs,NewJersey,bya
groupofAT&Temployees.Itscreators,whoincludedKenThompson,DennisRitchie,andBrian
Kernighan,arerankedtodayassomeofthemostprominentpersonalitiesincomputerhistoryandare
evenidolizedbysomeUNIXgurus.UNIXwas,andstillis,averymodern,portable,multi-taskingOS.

MS-UX? 

DidyouknowthattherewasaMicrosoftversionofUNIX?In1979,MicrosoftacquiredalicensefromAT&T
andproducedaderivativeofUNIXformicrocomputers.ItwascalledXenix,andforatimewastheUNIX
versionwiththelargestinstalledbase,piggybackingonthex86processorsuccess.

ToproduceXenix,MicrosoftworkedwithTheSantaCruzOperation,whichlaterretainedtherightsand
producedSCOUNIX.Inrecentyears,thiscompanyhasbeenactivelyfightingotherUNIXandLinux
manufacturersovertheownershipoftherightstoUNIXandrelatedintellectualpropertyissues.Several
judicialproceedingsarebeingheldintheU.S.overthoseissues.

Inthelate1970sandearly1980s,UNIXhadatremendouspreeminenceinacademiccircles.Itwas
highlyrespectedbycomputerscientistsofthedayandbecamethebasisformanysubsequentvariants
madebydifferentcompanies.OperatingsystemssuchasHP-UX,Solaris,andIBMAIXwerearesultof
thoseefforts.
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The Rise of the IBM PC… and of Microsoft 
In1981IBMintroducedtheIBMPCinanattempttogainshareinthemicrocomputermarket.Itwas
suchahugesuccessthatintheenditturnedagainstitscreatorandunderminedIBM’smarket
dominance.WhatIBMdidatthetimewassharplyatoddswithitspreviouscorporateculture.To
shortenthedevelopmentcycle,itchosetointegratecomponentsfromdifferentvendorsinsteadofusing
proprietarycomponentsfromIBMitself.ItalsopublisheddetaileddocumentationofthePC’sinternal
architecture,soothercompanieswereabletocreatetheirownexpansionmodules.There’snothing
wrongwiththosepractices,exceptwhentheyclashwith(orevenundermine)yourownbusinessmodel.

OneofthosecomponentswastheCPU:IBMusedtheIntel8088microprocessor.Thisallowedother
computermanufacturerstocreatecompatiblecomputers,collectivelyknownasPCclones.

Andtherewasalsotheoperatingsystem:MS-DOS,fromMicrosoft.BillGatesandhiscompanyhad
abrilliantidea:insteadofsellingtheirOStoIBM,theyonlylicensedit.Theythusreservedtheirrightto
licensetheOStootherhardwaremakers—namelytheonesthatwerealreadycloningtheIBMPC.

Sotheonlyidentifiablecomponentsthatremainedthesameacrossallthesecomputerswerethe
processorandtheOS.Eventuallythe“Wintel”duo(shortforWindowsandIntel)beganreplacing“IBM
PC”asthebrandofthenewrevolution.Thedreamof“aPConeverydesktop”runningMicrosoft
softwarespunoffinathousanddirectionsfromthatpointonwards.

IndependencefromanyparticularhardwareproviderandthefreedomtolicenseitsOStodifferent
manufacturershasbeenthefoundationofMicrosoft’ssuccesswithWindows.ThehardwareandtheOS
evolved,fromXTtoPentium,andfromMS-DOStoWindows,buttheunderlyingbusinessmodel
remainedthesame(withanever-strongerarmtoforcedealsasWindowsbecamemorepopular).
Microsoftbecameoneofthemostsalientexamplesofaclosedandproprietarysoftwarebusinessmodel.

RMS on Free Software 
SpeakingoutagainstthepracticeofproprietaryandclosedsoftwarewasanMITLabprogrammercalled
RichardMatthewStallman,orRMSashepreferstobecalled.

WorkingatMITlabs,severalepisodeswarnedhimabouthowproprietaryandclosedsoftwarewas
imposingseverelimitstotheirusers’freedoms.Hebelievedthatusersshouldbefree:freetocreate,to
study,touse,toreproduce,toshare,tomodify,andtodowithsoftwarewhattheywanted.The
principlesoffreesoftwarewereborn.

Sometimespeoplegetconfusedaboutwhat“free”meansinthiscontext.RMShasoftenexplained
thatwhathemeansby“free”is“freeasinfreespeech,”not“freeasinfreebeer.”Thatis,freesoftware
shouldnotnecessarilybegivenawayforfree,butitdefinitelyshouldnotlimitinanywaywhattheuser
candowithit.

HesethimselfthetaskofcreatinganOSandenoughapplicationstomakeproprietarysoftware
unnecessary,inacollaborativeprojecthecalledGNU.Thisisarecursiveacronym(andprogrammer’s
in-joke)thatmeans“GNU’sNotUnix!”AlthoughthegoalwastomakeitUNIX-like,itwasmeanttobe
entirelyfreeandrigorouslyexcludesanyUNIXcode.TheprojectwasfirstannouncedonSeptember,
1984,andstarteddevelopmentafewmonthslater.

TheyhadtowritethecoreoftheOS,orkernel(whichwasgiventhenameHURD),andasetof
applicationsthatreproducedtheoperationofUNIX.Thelatterpartadvancedswiftly,butdevelopment
ofthekernelstalled.ItsoonreachedapointinwhichtheonlypartmissingfromthefreeUNIX-like
utopiawasthekernel.

Aspartofhisefforts,StallmanalsocreatedtheFreeSoftwareFoundation,which,asitsname
implies,advocatesfortheuseoffreesoftware.
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RMS VS. BILL G 

TherearehardlytwopeoplemoreatoddsthanRichardStallmanandBillGates.Afewanecdotesmayhelp
illustratetheirdifferentattitudestowardssoftwareandlifeingeneral.Heretheyare,theHarvarddropout
andtheMIThacker,facetoface:

• In1975,PaulAllenandBillGateslicensedaversionofBASICtothecompany
MITS,forusewithitsnewestcreation,theAltairComputer.Afterseeingthat
computersaleswerestrong,butBASIC’swerelagging,theydiscoveredthatmany
hobbyistsfromaclubinPaloAltoweremakingillegalcopiesoftheOSand
installingitontheirown.BillGatesthenwroteaninfuriatedletterinwhichhe
defendedtherightofsoftwaremakerstoearnprofitsbysellingtheirproductsfora
price.Heassertedthatwidespreadadoptionofsuchsoftwarewithoutproper
paymentwoulddiscouragedevelopersfromproducingqualitysoftware.(Maybeif
heopenedthecodetothehobbyists,theAltairBASICwouldhaveimprovedfrom
theircollaboration!)

• In1977,RMSwasaprogrammerworkingatMIT’sAILaboratory.Whenthe
authoritiestriedtoenforcepassword-protectedaccess,Stallmanconvincedmany
userstosetablankpasswordinordertore-enableanonymousaccess.Helinked
freedomtoanonymity;today,herecommendsnotusingacellphoneorakeycard,
soyourmovementscannotbetracked.

• In1980,anewprinterarrivedattheAILab,andRMSrequestedaccesstoits
sourcecode.Heandsomefellowhackershadsuccessfullymodifiedthecodefor
thepreviousprinterinordertoenhanceuserexperience.Hewasdenied,andthe
printingwiththenewdevicewasworsethanwiththepreviousone.That
confirmedtohimthatpeopleshouldhavetherighttoaccessandmodifythe
programstheyuse,inordertobetterthem.



Copyleft 
TwoquestionsRichardStallmanhadtoanswerwhenlayingthefoundationforfreesoftware
developmentwerewhetheritshouldbelicensedand,ifso,how.

Therewasaproblemwiththeoriginalideaoffreesoftware,aholethroughwhichamalicious
companycouldprofitfromtheeffortsofaltruisticprogrammers.Ifaperson,organization,or
communitywritesanapplicationandgivesitawayforfree,makingitpartofthepublicdomainand
grantingallrightsinanunrestrictedfashion,thenwhatpreventsagreedyuserfromregisteringthe
applicationunderhisnameandtryingtoprofitfromthecopyright?Thattypeofpracticehadtobe
somehowavoidedwithoutlimitinguserfreedom.

SomethinglikethathappenedtoRMS.Hewasaskedtowriteanapplication;heagreedtodoitand
tomakeitpublicdomain,andwaslaterdeniedaccesstothemodifiedversionasupdatedbythesame
peoplewhohadrequesteditinthefirstplace.

Buthedislikedtheideaofcopyright,becausehethoughtitwasinherentlylimiting.Itgaveanauthor
excessivepoweroverhiswork,lettinghimorherdefinewhattheusercouldorcouldnotdowithit.
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CopyrightwasnotthesolutionforRMS.Butsomehowhehadtoplaybytherulesinordertoavoidbeing
deprivedoftheresultsofhisworkonceagain.

Soheconceivedtheideaof“copyleft”asaspecialkindofcopyrightwhichimposeslimitsonone
thingonly:therighttopreventsharing.Worksregisteredundercopyleftlicensescanbeused,studied,
shared,modified,andredistributedasanyonelikes;buteverymodificationoradditionmustbelicensed
undersimilarcopyleftterms.Thatwayeveryonebenefitsfromtheworkofothers,eventheoriginal
author.It’salsocalleda“viral”license,becauseitistransmittedfrompersontoperson.Noonehasthe
righttopreventothersfromsharingthesoftware.

Becausecopyleftgranteduserstherighttomodifythework,animportantsideeffectwasthatthe
sourcecodehadtobereleasedtogetherwiththeapplication.

StallmandecidedthatacopylefttypeoflicensewasidealfortheGNUprojectandsocreatedthe
GNUPublicLicense,orGPL.Today,muchoftheworkfromtheopensourcecommunityislicensed
undertheGPLorotherlicensesinspiredbythesameconcepts.

The Quest for a UNIX-like Operating System 
RichardStallmanwasnottheonlyonewiththeideaofmakingaUNIX-likeoperatingsystem.Infact,in
the1980sthetechnicalsuperiorityofUNIXwaswidelyrecognized,soeveryoneexpectedittobecome
thedominantforceinthePCmarketrecentlycreatedbyIBManditsclones.

Butthatwasn’thappening.DisputesovercopyrightissuesspreadamongUNIXcompaniesinwhat
becameknownasthe“UNIXwars.”TheHURD(thekerneloftheGNUproject,remember?)was
nowherenearfinished(eventodaythereisstillnostablerelease).AndMS-DOScontinuedtogain
popularity,aMicrosofttrendthatlaterintensifiedwiththegraphicalinterfaceofWindows.

Asanexception,fromtheBSDversionon,UNIXspawnedalittlederivativethattoday,afteryearsof
evolution,isgivingMicrosoftpeoplemorethanoneheadache:theMacOS.That’sright:thesleek
operatingsystemfromApple(nowintheversionMacOSX)sharesafoundationwithLinuxasaUNIX-
likeoperatingsystem.1

Meanwhile,intheNetherlands,acomputerscienceprofessornamedAndrewTanenbaumwas
writingaclassicbookcalledOperating Systems: Design and Implementation.Hedecidedthatforittobe
moredidactic,thebookshouldbeaccompaniedbyacompleteoperatingsystem,includingitssource
code.TheresultofthisworkwasMINIX,shortfor“minimalUNIX.”Itwasdevelopedforcompatibility
withtheIBMPCmodelsavailableatthetimeandincludedakernel(thecoreoftheOS,remember),a
memorymanager,andafilesystem—prettymuchthemostimportantcomponentsofanyOS.Thebook
becameverypopular,andMINIXbecamethelearningtoolofmanystudentsworldwide.LinusTorvalds
wasoneofthem.

Linus Torvalds and His Little Project 
In1991LinusTorvaldswasastudentattheUniversityofHelsinki,Finland,whenhepurchasedanIntel
80386-basedIBMPC,whichheintendedtouseasaterminalemulatorforremotelyconnectingtothe
University’slab.

ThemainchoicesatthattimeforaPCoperatingsystemwereMS-DOSandMINIX.Hewasrapidly
disappointedwithMS-DOS,andgivenhisrespectforUNIXandhiswillingnesstolearn,hischoicewas
thelatter.ButhisdissatisfactionwithsometechnicalaspectsofMINIXencouragedhimtocreatehis

                                                

1Aswearewritingthis,Apple’smarketcapjustsurpassedMicrosoft’s:
http://gizmodo.com/5548460/apple-is-now-bigger-than-microsoft-the-most-valuable-tech-company-
in-the-world
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terminalemulatorfromscratch,althoughbasedonMINIX.Healsowantedhisversiontobe
noncommercial,whichMINIX,althoughinexpensive,wasnot.Theterminalemulatorsoonevolvedinto
afullOSkernelhefirstcalled“Freax”(acombinationof“free,”“freak,”andthe“X”thatidentifieditasa
UNIX-likesystem),butintheend“Linux”(yes,standingfor“Linus”)becamepopularbecausethat’s
howafriendnamedthefolderinwhichthefileswerestoredandshared.

TorvaldsthendecidedhewantedhisOStodomorethings,butheneededoutsidecollaborationso
hedidn’thavetodoallthehardwork.Itwasduetoabitoflazinessthathepostedamessagetothe
MINIXusergroupwhichstartedwiththeless-than-visionarystatement:“I’m doing a (free) operating 
system (just a hobby, won’t be big and professional like gnu) for 386(486) AT clones.” 

LINUX 0.01 

ThefirstversionofLinux,dubbedLinux0.01,wasextremelylimited.ItonlyranonAT386machinesand
eventhenonlyasmallsubsetofthehardwareworked.Becauseforalongtimehewasalonelycoder
hidingfromtheFinnishwinter,itwasasthoughthehardwarerequiredformakingLinuxworkwas...Linus
Torvalds’ownPC!EvenhavingaFinnishkeyboardwasrecommended.2  

Whatfollowedwashis“accidentalrevolution.”Soonmoreandmoredeveloperswerefollowinghis
leadinthedevelopmentoftheLinuxkernel,startingwhatisnowconsideredthemostimportant
collaborativeeffortincomputinghistory.HeevenhadafiercedebatewithAndrewTanenbaum,
whodeclaredinthesameusergroupthat“Linuxisobsolete”asearlyas1992.Intheend,ofcourse,
Linusprevailed.

Today,LinusTorvaldsliveswithhiswifeToveandtheirthreedaughtersinCalifornia,supervising
theLinuxkerneldevelopmentanddirectingTheLinuxFoundation,anot-for-profitorganization
sponsoredbyindividualsandcompaniesthatadvocatetheuseoffreesoftwareandLinuxinparticular.
Heisseenbythecommunityastheirleader,andisoftencalledthe“benevolentdictatorofplanet
Linux,”eventhoughhelikestodescribehisownpositionasthe“hoodornament”ofLinux.

GNU “slash” Linux 
ButLinuxwasn’tacompleteOS.Itwasjustakernel,unabletodoanythingusefulwithoutprograms
runningintopofit.

SoLinuxwasinsearchofprogramsalreadyavailableforfreethatemulatedtheworking
environmentofaUNIX-likecomputer...whichwasexactlywhattheGNUprojectwasproducing.
MeanwhiletheGNUprojectwasstrugglingtodevelopafree,opensource,UNIX-likekernel...whichwas
exactlywhatLinusTorvaldsandhiscrewweredoing.Soaperfectmatchwasfound.

Itisnotthatbothteamsmergedintoone.TheGNUprojectcontinuedwithitsdevelopmentofthe
HURD.It’sjustthatforpracticalpurposes,ifonepersonwantedtohaveacompleteOS,heneededboth
parts:theLinuxkernelandtheGNUapplications.

ThatwastheoriginofaveryfruitfulrelationshipbetweenLinuxandGNU.Todaymanyfree
softwareadvocatescalltheOSbythefullnameGNU/Linux(pronounced“GNUslashLinux”).Richard
Stallmanevenproposedthename“Lignux”onetime.Ityouevercomeacrossadiscussionastowhether
theOSshouldbecalled“Linux”or“GNU/Linux,”youshouldknowthatthelatternameisdefendedby
thefollowersofRichardStallmanwhothinkhisapplicationsareasimportantasthekernelitself.

                                                 

 
2www.kernel.org/pub/linux/kernel/Historic/old-versions/RELNOTES-0.01

http://www.kernel.org/pub/linux/kernel/Historic/old-versions/RELNOTES-0.01
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The Linux Diaspora 
ForaLinuxnewbie,oneofthemostdisorientingaspectsis:whyaretheresomanyversions?Youjust
wanttouseLinux,butwhichone?Linuxitselfseemstobenowhere—alltherearetobefoundare
distributions.

Thatisquitetrue,buttherealquestionyoushouldbeaskingyourselfis:whatdoIwanttodowith
Linux?Answerthatquestion,andtheperfectdistribution(oratleastashortlistofthem)shouldemerge
naturally.

DistributionsappearedatfirstasawaytomakeLinuxinstallationeasybyintegratingallthe
requiredsoftwareplusadditionalapplicationsthatmadethatdistributionunique.Thereweresome
originaldistributions,andthenmanythatspawnedfromthereinordertoachieveaparticulargoal,and
thismakesLinuxhistoryresembleatree-likestructure.Therearecommercialdistributions,sponsored
bycompaniesthatsellservicesassociatedwiththeirproducts,andtherearecompletelyfree
distributions.Thereareevenfreedistributionsthatarealmost100%copiesofcommercialdistributions!
ThusLinuxisanever-endingstory,likehumanhistory,becausetherewillalwaysbenewobjectivesand
goals.ThisdispersionisnotaliabilityforLinux,butoneofitsmajorstrengths:you’llalwayshavea
distributionthatmatchesyourexactneeds...andifnot,youcancreateyourown!

WHAT ABOUT THE PENGUIN? 

ThepenguinistheofficialmascotoftheLinuxkernelandwassuggestedbyLinusTorvaldshimself.He
hadquiteafixationwithpenguins,andevenclaimedtohavebeenbittenbyoneinAustralia,which
caused,accordingtohim,dreamsofpenguinsforseveraldays.

In1996,Torvaldssaidthemascotshouldbeapenguin—acontentedpenguinwithitsstomachstuffed
withherringandabouttoburp.Heusedthewords“cuddly”and“cute”todescribewhathewasthinking.
HepreferredthatLinuxbeassociatedwithacutelittleanimalinsteadofaferociousone,becausehe
wasn’tinthearenatofightbuttohavefunandmakingagreatOS.

Theideaofhavingananimalasamascot,healsoreasoned,gavepeoplefreedomtochangethelogo
whileretainingthelinknonetheless.Thisprovedtobetrue.Wehavetodayalotofvariationsofthe
penguinthatstillmakesusthinkofLinux.

Thepenguin’snameisTux,whichcanbeexplainedasmeaning(T)orvalds(U)ni(X),andasareferenceof
thetuxedospenguinsseemtobewearing.

Table2-1listssome(butbynomeansall)ofthemostpopularLinuxdistributionsinusetoday.

Table 2-1. Linux Distributions 

Distro Brief Description  

Slackware OneofthefirstLinuxdistributionsandtheoldestinactivemaintenance,whichintends
tokeepitsdesignsimpleoftentothedetrimentofitsusability.Firstreleasedin1993.

Debian AfreeLinuxdistributionthatemphasizestheprinciplesoffreesoftwareand
collaborativedevelopmentthroughtheDebianConstitutionandaSocialContract.
Debianisreleasedwithaccesstoaloadoffreeapplicationsavailableonline.Itwas
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createdbyIanMurdochin1993,thenamebeingacombinationofDebra,thenameof
hisgirlfriend,andhisown.

SuSELinux ALinuxdistributionbasedoriginallyonSlackwareandcreatedbyfourGermanstudents
in1994.ItisverypopularinEuropeandinacademiccircles.In2004itwasacquiredby
Novellandlaterdividedintoafreeanddevelopmentalversion(openSuSE),andtwo
commercialones(SuSELinuxEnterpriseServerandSuSELinuxEnterpriseDesktop).
NovellhasaninteroperabilityagreementwithMicrosoft(whichisasourceofalotof
scorntowardsSuSEinthefreesoftwarecommunity)andleadsseveralprojectsthataim
atbeingfriendlywithWindowsshops(suchastheMonoprojectortheEvolutionmail
andcalendarclient).

RedHat OneofthefirstandmostpopularcommercialversionsofLinux.Firstlaunchedin1994,
RedHatgaveLinusTorvaldssharesofstockwhenitwentpublic,allowinghimtomake
asmallfortune(hehadn’tprofitedmuchfromLinuxbefore).In2003itspawnedthe
Fedoraprojecttotakeadvantageofexternalandcommunitydevelopersinsteadof
relyingexclusivelyfrominternalprogrammers.Itnowsponsorsbothafreedistribution,
Fedora,andRedHatEnterpriseLinux,availableonlythroughasubscription.

Mandriva AFrenchdistribution,derivedfromRedHatandformerlyknownasMandrakeLinux.Is
verypopularinFranceandfocusesoneaseofuse.

CentOS CentOSisadistributionbasedalmostexclusivelyonRedHatEnterpriseLinux.Asthe
sourcecodeofthatOSisentirelyavailableforfree,itcanbepackagedtocreateanother
distribution,andthat’swhatCentOSdoesafterstrippingitofRedHatbrandingand
logos.EvenitsversionschemaexactlyfollowsthatofRedHat.

Ubuntu AdistributionbasedonDebianandthemainfocusofthisbook.Ithasalsosome
derivativeslikeKubuntu(thatusesKDEinsteadofGNOME),Edubuntu(forthe
academicpublic),andevenGoobuntu,aversiondevelopedbyGoogleemployeesfor
internaluseinthecompany.Itwasfirstlaunchedin2004andismaintainedby
Canonical,aUK-basedcompany.

ChromeOS AnOSdevelopedbyGooglewhichisdesignedtoworkonlywithwebapplications.
BasedonLinuxandlaunchedin2010,itrunsonlyonspecializedhardware.

Open Source 
Open sourceisaconceptoftenassociatedwithLinuxandfreesoftware.

Linuxisanopensourceproject,whichmeansthatitssourcecodeisavailableforanyonetosee.
That’sdifferentfrom,say,Microsoft’sdevelopmentmodel,whichisclosed source.Microsoft’ssource
codeisnotwidelyavailable,andifyou’regrantedaccesstoit(ifyouare,forexample,apartner),you
havetosignanondisclosureagreement.LinuxisalsofreeandlicensedundertheGPL.

Opensourceasadevelopmentpracticehasalotofadvantagesoverclosedsource.Oneofthemis
whatisknownasLinus’Law:“Givenenougheyeballs,allbugsareshallow.”Ifsourcecodeisopen,
everybodycanseeit,andthuserrorshavemorechancesofbeingdetectedandcorrectedinatimely
fashion.



CHAPTER2GNU“SLASH”LINUX

20

Therearecurrentlymanyopensourceprojectsthat,althoughtheyrunontopofotheroperating
systemsbesidesLinux,aremostlyassociatedwithit.SomeexamplescanbefoundinTable2-2.

Table 2-2. Free and Open Source Software 

Application Brief Description  

Apache AfreeandopensourcewebservermaintainedbytheApacheSoftware
Foundation,itservesthemajorityofwebsitesontheInternettoday.

MySQL AfreeandopensourcerelationaldatabasenowownedbyOracle(afterthe
purchaseofSunMicrosystems,itsformerowner).MySQLisusedinconjunction
withApacheandprogramminglanguagessuchasPython,PHP,andPerltocreate
powerfulwebsites.ThisbundleiscommonlycalledLAMP(Linux,Apache,
MySQL,andtheprogramminglanguage,whichallstartwithP).

OpenOffice.org Afreeandopensourceofficeproductivitysuite,withawordprocessor(Write),a
spreadsheet(Calc),adatabase(Base),apresentationsoftware(Impress),avector
graphiceditor(Draw),andatoolforcreatingandeditingmathematicalformulas.
ItissponsoredbySunMicrosystems(nowownedbyOracle),whichalsosellsa
“pro”versioncalledStarOffice,withmorefunctionality.

Someyearsago,theopensourceconceptbecamemoreinstitutionalandoftencollideswiththatof
freesoftware,atleastintheheadsoftheirleaders.In1998,theOpenSourceInitiative(OSI)wasfounded
withtheaimofmakingthisfamilyofsoftwaremoreappealingtocommercialorganizations,whichmay
bescaredbytheconceptofsoftwarebeingfree.Theopensourcemodelofdevelopment,thefounders
thought,haditsownmerits,whetherthesoftwareproducedwasfreeornot.OSItriestosellthebusiness
caseforopensourceasapragmaticsolution,withoutthemoralphilosophyentanglementoffree
software.

Butthetwoconceptsareoftenlinked,givingrisetotheacronymsFOSS(“FreeandOpenSource
Software”)andFLOSS(the“L”fromlibre,Spanishfor“free”).

The South African Factor 
Afterearninghalfabilliondollarsinthelate1990sandtravelingtospace,MarkShuttleworth,ayoung
SouthAfricanentrepreneur,foundhimselfwithalotofmoneyinhispocketsandinsearchofacause.

HefounditinLinuxandthefreesoftwarepromise.MarkhadbeenaDebianprogrammerinthe
1990s,butthistimehismissionwassomewhatdifferentandmoreambitious:heenvisionedaworldin
whichthePCmarketwasupsidedown.InsteadofusershavingtopayfortheOS,aspeopledowith
Windows,hewantedittobepossibleandsustainabletogivetheOSawayforfreeandprofitfrom
servicessuchasconsulting,customization,andsupport.HethoughtthatLinuxwasanalreadymature
platformandaperfectfitforthisbusinessmodel.AndheaimedattheheartofMicrosoft:thedesktop
computer.But,unlikemanyothers,heunderstoodthatforuserstomassivelyembracehisproduct,it
wouldnotonlyhavetobefree,butalsoexciting,easytouse,andcomplete.Therehadtobea“wow”
factorinplaceforhisplantosucceed.

ThenameUbuntuwasaperfectchoicetoreflectbothfreesoftwareprinciplesandSouthAfrica’s
culturalheritage.Ubuntu(pronounced“oo-BOON-too”)isaBantuwordwithsynonymsinmanyother
Africanlanguages.AlthoughithasbeendescribedastoobeautifultobetranslatedintoEnglish,theword
reflectstheideathatyouonlybecametrulyhumanthroughotherhumanbeings.ThereisaZulusaying
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thatgoes:umuntu ngumuntu ngabantu(“apersonisapersonthrough(other)persons”).Ithasalso
beendefinedas“humanitythroughothers.”Byemphasizingfraternalbondsbetweenhumanbeings,
thenameUbuntutakesfreesoftwareprinciplesonestepfurther,connectingittoabroaderhumanistic
viewoftheworld.Itisnotjustthatopensourcesoftwareisbetterprogrammed,orthatanindividualhas
therighttousethesoftwareashelikes:itseeshumanityasacollectiveendeavorthatwillonlyattainits
goalifwetreatourfellowhumansascompanionsonatripinsteadofjustcustomersorproviders.
UbuntutheOSattemptstobeameansbywhichubuntuthephilosophycanthrive.MarkShuttleworth
believesthatifUbuntusucceeds,hereallywillbechangingtheworld.It’snotasmallgoalhesetfor
himself!

MarkthenfoundedCanonicalLtd.,theUK-basedcompanybehindUbuntu,in2004,withinitial
fundingof$10million.HebelievesUbuntuwillgrowtobeasustainablebusinessovertheyears,andnot
justthewhimofabillionaire.Itsrevenue,Shuttleworthdisclosedinaninterviewacoupleofyearsago,
was$30millionayear.StillfarfromthebillionsMicrosoftearnsbysellingWindows,butprettygoodfor
acompanythatgivesawayitsmainproduct!

An Operating System for the Future 
Thereisanold,so-far-unfulfilledprophecyabout“theYearoftheLinuxDesktop.”Manyhavepredicted
thatLinuxwouldeventuallyreplaceWindowsasthede-factodesktopOS,butsofarithasn’thappened.

Mightthingsbechanging?Couldthelong-awaited“Year”finallybehere?
Linuxisnotaboutmarketshare,butjustplainsharing.Toshare,say,anapplewithyoumeans

givingittoyou.Youcaneatit,giveitaway,orstoreitforlateruse.That’swhatsharingmeans;otherwise
somethingisexpectedinreturn.Proprietarysoftwaremakerswantyoutotaketheapple,payforitin
advance,feelthatyouneedtoeattheapplerightaway,andthensellyouaknifetopeelit(andit’seven
betterifonlytheirknifeworkswiththatparticularapple).Theypolishtheappleandputastickerover
thewormholesoyoudon’tseeituntilit’stoolate.Theirrevenuesderivefromthismethod.

TheaimofthisbookistotellyouthatyoucanmakethepersonalchoiceofoptingforUbuntu
Desktopanditsapplicationstackwithoutfear,andevenwithsomehope.

WementioninChapter1thattrendsinthedesktopcomputingmarketcanleadonetothinkthat
theveryfoundationonwhichtheMicrosoftWindowssuccessstoryisbasedmightbeshakingrightnow,
amongthemtheemergenceofweb-basedapplicationsandthe“goodenough”revolutioninhardware.

Microsoft’smissionofbattlingpiracycanalsobeaforcedrivingUbuntuLinuxadoption.Believeit
ornot,ondesktops,thesecondmostinstalledOSbehindlegitimatecopiesofMicrosoftWindowsis...
illegalcopiesofMicrosoftWindows.ButifMicrosoftincreasesitspressureonpirates(asit’salready
doing),peoplemightturntofreealternativesratherthankeeppayingforWindows.Andifmoreusers
turntoLinux,anythingcouldhappen.Withasmallamountofthemarketsharefordesktopcomputers,
theLinuxcommunityproducedsomethingasgoodasUbuntu;it’sdifficulttoimaginewherethelimit
willbeifthenumberofusersincreases.

UbuntuisnowamaturedesktopOSinits14threlease,anditisreportedlythemostpopularLinux
distributionfordesktops;infact,ithasbeenchosenasdistributionoftheyearmanytimes.RedHatand
Novell,withRedHatEnterpriseLinuxDesktopandSUSELinuxrespectively,areaimingatthecorporate
marketandhavemadesomeadvancestherethatpushforwardtheoverallLinuxcommunity.

Theremightneverbea“YearoftheLinuxDesktop.”Today,computingislessaboutdesktop
computersandmoreaboutsuchdevicesassmartphones,tablets,andevenTVswithprocessingpower
andintelligentsoftware.Linux,initsvariousflavors,isastepaheadofitscompetitioninthisarena.
Desktopcomputerswillmostcertainlymaintainaplaceinthisnewworldofcomputing,andUbuntu
andLinuxhavealreadybeensuccessfulinraisingthebarwhenitcomestowhatweexpecttoreceivefor
eachdollarwespendonsoftware.
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Summary 
Thischapterclosestheintroductorypartofthebook.We’vediscussedthehistoryofUbuntu,starting
fromthecreationofUNIXinthe1970s,totheriseofIBMPCandMicrosoft’sDOSinthe1980s,andgone
fromtheinitialcallforcollaborationfromLinusTorvaldstotherealityoffreeandopensourcesoftware
thatisUbuntu.

AlongthewaywemetcharacterssuchasRichardStallmanandLinusTorvalds,thefoundingfathers
oftheGNU/LinuxOS.Wealsoreviewedtheconceptsofcopyleft,freesoftware,andopensource,which
arepartofunderstandingtheworldofLinuxandUbuntu.
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Pre-installation Steps 

NowthatyouknowabitaboutwhereUbuntuLinuxcamefrom,howit’sdifferent,andwhyyoumight
wanttouseit,it’stimetogetUbunturunningonyourowndesktoporlaptop,usingtheDVDthat’s
includedwiththisbook.MostcomputersintheworldrunWindows,butveryfewpeopleinstall
Windowsthemselves.Theyhavenoneedto,becausealmosteverycomputeryoucanbuycomeswith
Windowspre-installed.Bycontrast,it’sraretofindcompaniessellingnewcomputerswithUbuntuor
anyotherflavorofLinuxonthem.Thereareexceptions—forexample,acompanycalledSystem76
suppliesexcellenthardwaretocustomersintheUnitedStatesandCanadawithUbuntupre-installed.
AndevenDellhasbeenknowntoofferUbuntuonalimitedrangeofitscomputers,notablythe
inexpensiveInspironMini10netbook.

Butformostofus,gettingUbuntumeansinstallingitforourselves.Thiscanseemadaunting
prospectifyouhaven’tdoneitbefore.However,Ubuntumakesthisjobaseasyasit’spossibletobe.Its
installationroutinesareveryadvancedcomparedtopreviousversionsofLinuxandevencomparedto
othercurrentdistributions.

Whatdoessayingthatyou’regoingtoinstallUbuntuactuallymean?Itinvolvesthreethings:

• Somehow,allthefilesnecessarytorunUbuntuaregoingtobeputontoyourhard
disk.

• ThePCwillbeconfiguredsothatitknowswheretofindthesefileswhenitfirst
bootsup.

• TheUbuntuoperatingsystemwillbesetupsothatyoucanuseit.

However,inordertodoallthisandgetUbuntuontoyourPC,youmustundertakesome
preparatorywork,whichisthefocusofthischapter.

TipIt’snotalwayseasytomakesurethatUbuntuwillworkonthehardwareofyourchoice.Ifyou’dliketo
avoidunpleasantsurprises,it’sagoodideatovisitwww.ubuntu.com/certification/.Onthiswebpage,you’llfinda
listofallUbuntu-certifiedhardware.ChoosingoneofthecomputersmentionedhereensuresthatUbuntuwillwork
onit!

http://www.ubuntu.com/certification/
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Understanding Partitioning 
ChancesareyourPCalreadyhasWindowsinstalledonit.Thiswon’tpresentaproblem.Inmostcases,
UbuntucanlivehappilyalongsideWindowsinwhat’scalledadual-boot setup,whichenablesyouto
choosewhichoperatingsystemtorunatyourcomputer’sstartup.However,installingUbuntumeans
thatWindowsmustmakecertaincompromises.Windowsisforcedtocohabitonyourharddiskwith
anotherOS—somethingitisn’tdesignedtodo.

NoteYoucaninstallUbuntuwithWindowsononecomputer.Ifyoureallywanttogainexperienceusing
Ubuntu,thisisnotarecommendedsolution.Ifyoucanaffordit,itisbettertoinstallUbuntuonacomputerwhere
itwillbetheonlyoperatingsystem.InstallingitalongsideWindowstoooftenmeansthatyou’llstartWindowsby
default,andit’stoomuchworktoshutdownWindowssothatyoucanstartUbuntuinstead.Soyou’llprobablyend
upinstallingUbuntuandremovingitlaterifyouchoosethisapproach.Ifyoucan’taffordtoputitonacomputerby
itself,youcanuseavirtualizationsolution,suchasVirtualBox.ThisallowsyoutorunUbuntuasavirtualmachine,
withoutshuttingdownWindows.UsingthisapproachrequiresalotlessworktostartexploringUbuntu.Formore
informationonVirtualBox,seewww.virtualbox.org.YoucanalsodownloadyourfreecopyofVirtualBoxfromthis
site.You’llfindsomemoreinformationonhowtoworkwithVirtualenvironmentslaterinthischapter.Evenifyou
intendtoinstallUbuntuonacompletelyblankharddisk,it’sstillimportantthatyou
understandpartitioning.

ThemainissuewithsuchasituationisthatWindowsneedstoshrinkandmakesomespace
availableforUbuntu(unlessyouinstallasecondharddisk,whichisdiscussedlaterinthischapter).By
doingthis,you’llgiveUbuntuitsownseparatelydefinedpartofthedisk,whichisreferredtoasa
partition.AllofthiscanbehandledautomaticallybytheUbuntuinstallationroutine,butit’simportant
thatyouknowwhathappenssothatyouknowwhattodointheunlikelyeventofanythinggoingwrong.

NoteIt’spossibletoinstallUbuntuwithintheWindowsfilesystemtoo,asanalternativetodual-booting.That’s
explainedinChapter4.

Allharddisksaresplitintopartitions,whicharelargechunksofthediskcreatedtoholdoperating
systemsanddata(justasalargefarmispartitionedintoseparatefields).Apartitionisusuallymultiple
gigabytesinsize,althoughitcanbesmaller.

NoteIfyouuseaMacintosh,don’tfeelleftout!Thenextchapterincludesasidebarexplainingtheoptionsfor
installingUbuntuonyourMac.

http://www.virtualbox.org
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Youcanviewyourdisk’spartitionsbyusingtheDiskManagementtoolinWindowsXP,2000,Vista,
and7,asshowninFigure3-1.Youcanaccessthistoolbyright-clickingComputerintheWindowsStart
menuandselectingManage.ThisbringsuptheComputerManagementwindow,whereyouwillfind
DiskManagementunderStorage.

MostdesktopPCsystemshavejustonepartition,unlesstheuserhasspecificallycreatedadditional
partitions.Asmentioned,Ubuntuneedsapartitionofitsown.Duringinstallation,Ubuntuneedsto
shrinkthemainWindowspartitionandcreatetwonewpartitions:onefortheoperatingsystemitself,
andanextraonetoholdtheswapfile.

Inaddition,theUbuntuinstallationroutinewritesanewbootsector(alsoknownasaboot loader).
Theboot sectorislocatedattheverybeginningofthediskandcontainsasmallprogramthatthenruns
anotherprogramthatletsyouchoosebetweenoperatingsystems(andthereforepartitions)whenyou
firstbootup.



Figure 3-1. You can view your disk’s partitions by using Windows’ Disk Management tool. 

NotePartitioningacomputerfordual-bootingcanpresentsometrickydecisions.Manufacturersoftencreate
multi-partitionsetupsincludingarecoverypartitiontomakeitveryeasytoresetWindowstofactorydefaults.It’s
temptingtodeletethisrecoverypartitionanddevotethespacetoLinux.Ifyoudecidetodothis,makesureyou
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haveafullsetofWindowsrecoverydisksbeforeyoustart!Toavoidproblems,itisbettertoinstallUbuntuona
dedicatedcomputerorinavirtualenvironment.

Ofcourse,UbuntucannotshrinkaWindowspartitionthatispackedfullofdata,becausenospace
isavailableforittoreclaim.Therefore,oneofthefirstpreparatorystepsistoensurethatenoughspace
isfree.

Freeing Up Space 
ThefirststepbeforeinstallingUbuntualongsideWindowsistocheckhowmuchfreespaceyouhavein
yourWindowspartition.ToseetheamountoffreespaceyouhaveunderWindowsVistaor7,clickthe
Startbutton,clickComputer,andlookatthebargraphnexttoyourharddiskdrive,asshowninFigure
3-2.WitholderversionsofWindows,youshoulddouble-clickMyComputer,right-clickyourbootdrive,
andselectProperties.Thefreespaceisusuallyindicatedinpurpleonapiechart.

Inbothcases,lookforhowmuchfreespaceyouhave.InWindowsVistaand7,thisisthefirstfigure
underneaththebargraph.

Youneedtohaveatleast3GBoffreespaceinyourWindowspartitionforUbuntutouse,but3GBis
abareminimumandshouldbeconsideredonlyifyouhavenootherchoice(thatis,yourcomputerlacks
freediskspace).You’llneedmuchmorespacethanthatifyouwishtoinstallalotofprograms.Ifyou
reallywanttodosomethingwithyourUbuntucomputer,takecarethatyouhaveatleast20GBof
availablediskspace.Afterall,youwanttoinstallsoftwareonitandputotherfilesinyourUbuntu
environmentaswell,don’tyou?Ifyoudon’thaveenoughfreespace,youhaveseveraloptions:reclaim
space,removeWindows,oruseasecondharddisk.
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Figure 3-2. Ubuntu needs free disk space in which to install, so you might need to clean up your  

Windows partition. 

ReclaimingSpace
InWindows7,Vista,andXP,youcanruntheDiskCleanuptooltofreesomespaceonyourharddisk.
UnderWindows7andVista,clickStartComputerandright-clicktheiconrepresentingyourharddisk.
SelectPropertiesfromthemenuthatappearsandthenclicktheDiskCleanupbutton.OnWindowsXP,
clicktheDiskCleanupbuttonbeneaththepiechartshowingthefreediskspace.DiskCleanupin
WindowsisalsoaccessiblebyclickingStartAllProgramsAccessoriesSystemToolsDisk
Cleanup.

YoumightalsoconsiderturningoffSystemRestore.Thisconsumesalotofdiskspace,whichyou
canreclaim.However,deactivatingSystemRestoremeansyoulosethepossibilityofreturningyour
systemtoapreviousstateshouldanythinggowrong(althoughyoucanalwaysmanuallybackupyour
data,ofcourse).ToaccessSystemRestoreunderWindows7andVista,clicktheStartbuttonandthen
right-clickComputerinthemenu.SelectPropertiesandclicktheSystemProtectionlinkontheleftof
thewindowthatappears.InWindows7,selectthedrive(usuallyC:)forwhichyouwanttodeactivate
SystemRestoreandclickConfigure.SelectTurnOffSystemProtectioninthewindowwhichappears,
andconfirmyourchangebyclickingOKhereandintheunderlyingSystemProtectionwindow.In
WindowsVista,removethecheckalongsidethedrivesundertheAvailableDisklist,confirmthatyou
wanttoturnoffSystemRestore,andclicktheOKbuttonontheSystemPropertiesdialogbox.Under
WindowsXP,right-clickMyComputer,clickProperties,andthenclicktheSystemRestoretab.Next,put
acheckalongsideTurnOffSystemRestoreonAllDrives,andclickOK.

Ifyoustillcannotfreeupenoughdiskspace,consideruninstallingunusedsoftwareviathe
Add/RemoveProgramsappletwithinControlPanel.Ifyouhaveanylargegamesinstalled,consider
removingthemfirst,becausetheyusuallytakeupsubstantialamountsofharddiskspace.Youmight
alsoconsiderdeletingmovieandMP3musicfiles,whicharerenownedforeatingupharddiskspace.
TheaverageMP3isaround4MB,forexample,andoneminuteofvideotypicallytakesupatleast10MB
ofdiskspace!ConsiderputtingtheselargemediafilesonaUSBdisk,astheseexternalmediaarevery
affordablenowadaysandusingthemmakesiteasytofreeupdiskspace.

RemovingWindows
Someusersmightpreferasecond,moreradicaloption:gettingridofWindowscompletelyandletting
Ubuntutakeovertheentireharddisk.IfyoufeelconfidentthatUbuntuwillfulfillyourneeds,thisis
undoubtedlythemoststraightforwardsolution.You’llbeabletodothisduringinstallation.However,
thiswillalsomeanthatanypersonaldatayouhavewillbelost,soyoushouldfirstbackupyourdata(as
describedshortly).

CautionYoushouldbeawarethatinstallingWindowsbackontoaharddiskthathasUbuntuonitis
troublesome.WindowshasaDarwiniandesiretowipeoutthecompetition,whichmeansthatsettingupadual-
bootenvironmentbyinstallingWindowsonacomputerthatalreadyhasUbuntuisdifficult.Ifyouattempttoinstall
WindowsonanUbuntuharddisk,itwilloverwriteLinux.
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UsingAnotherHardDisk
AthirdoptionformakingroomforUbuntuisattractiveandsomewhatsaferintermsofavoidingthe
potentialfordataloss:fittingasecondharddisktoyourPC.YoucantheninstallUbuntuonthisother
harddisk,lettingittakeuptheentiredisk.UnlikesomeversionsofWindows,Ubuntudoesn’tneedtobe
installedontheprimaryharddiskandishappyonasecondarydrive.

Asecondharddiskisperhapsthebestsolutionifyou’relowondiskspaceandwanttoretain
Windowsonyoursystem.However,you’llneedtoknowhowtoinstallthenewdriveorfindsomeoneto
doitforyou(althoughstep-by-stepguidescanbefoundontheWeb—justsearchusingGoogleor
anothersearchengine).Inaddition,youcouldinvalidateyourwarrantybyopeningupyourPC.

IfyouhaveanoldPClyingaround,youmightalsoconsiderinstallingUbuntuonit,atleastuntil
you’resurethatyouwanttorunitonyourmainPC.

VIRTUALIZATION 

Ifyoudon’twanttorepartitionyourdiskoraddanotherdiskdrive,there’sanotherwayyoucanrunUbuntu
underWindows:usingvirtualizationsoftware.

Putsimply,virtualizationsoftwareletsyouruna“computerwithinacomputer”(or,infact,several
computerswithinacomputer!).Itdoesthisbycleverlysharingsystemresourcesbetweenthereal
computerandtheonethat’sbeingvirtualizedinsoftware.

Whenthevirtualizationsoftwareisrun,thevirtualcomputerappearsinaprogramwindow.ABIOS-like
startupscreenappears,justasonarealcomputer,andthenthevirtualharddisk(usuallyafileonthe
mainharddisk)isbooted.Anoperatingsystemmaythenbeinstalledontothevirtualharddiskor,
alternatively,it’spossibletodownloadentirevirtualmachinesfromvarioussites,forwhichthehardwork
ofinstallingtheoperatingsystemhasbeendoneforyou!

Thereareawidevarietyofvirtualizationsoftwarepackagesavailable,bothproprietaryandfreelyavailable
opensource.UndoubtedlythebestopensourcerenditionisVirtualBox(www.virtualbox.org),whichis
sponsoredbydatabasegiantOracle.PerhapsthebestproprietarypackagesarethoseofferedbyVMware,
includingVMwareServerandVMwarePlayer.Bothproductsareentirelyfreeofchargeandcanbe
downloadedfromwww.vmware.com.AnotherversionofVMware,calledWorkstation,whichisavailablefor
acharge,isalsohighlypraisedbymany.

AlsopopularwithmanyisQEMU(www.nongnu.org/qemu/),althoughitdoesn’tquiteoffertheperformance
ofthesoftwarealreadymentioned.However,shouldyoudecidetogiveitatry,alsoworthdownloadingis
QEMUManager,whichprovidesaGUI-basedconfigurationfrontendforQEMU:see
www.davereyn.co.uk/download.htm.

IfyouhaveanApplecomputer,you’llalsobeabletorunUbuntuvirtually,usingtheopensourcechoicesof
VirtualBoxandQEMU,orthepaid-forproprietaryoptionsofVMwareFusionandParallelsDesktop.
SoftwaredeveloperswhoneedtotesttheirworkonallthreemajoroperatingsystemsoftenrunLinuxand
WindowsvirtualizedonOSX,partlybecauseApplehardwareisverypowerfulandthereforecapableof
runningvirtualmachineswithease,andpartlybecauseApplemakesittechnicallyandlegallydifficultto
virtualizeMacOSXonnon-Applehardware.

http://www.virtualbox.org
http://www.vmware.com
http://www.nongnu.org/qemu/
http://www.davereyn.co.uk/download.htm
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UsingavirtualizedcomputerisagreatwaytotryoutUbuntubeforeyoucommityourselftoanythingmore
drastic,butyouhavetobeawareofthedrawbacksaswell.Operatingsystemsrunningwithinvirtual
computerstendtooperatemoreslowlycomparedtorunningnativelyonacomputer,andthevirtualized
hardwareisoftenverysimple(virtualmachineshaveonlyrecentlygainedtheabilitytoaccessyour
computer’s3Dgraphicshardware,forexample).Settingupavirtualcomputercanbedifficultforthose
whoarenewtoit,andyou’llrequireapowerfulPCwithatleast2GBofmemory(andmorelike3–4GBfor
optimumresults).

Onefinalnote:virtualizationsoftwareisalsoavailableforUbuntu,whichmeansyoucouldinstallandrun
WindowswithinavirtualmachinerunningonUbuntu.Thisisanexcellentwaytogoifyoustillneedaccess
toafewlegacyWindowsprograms.QEMU,mentionedpreviously,runsonUbuntu,asdoesVirtualBoxand
thevariousVMwareproducts.

Backing Up Your Data 
WhicheverrouteyoudecidetotakewheninstallingUbuntu,youshouldbackupthedatacurrentlyon
yourcomputerbeforehand.PossiblytheeasiestwayofdoingthisistoconnectanexternalUSBharddisk
toyourcomputerandcopythedatayouwanttokeeptothisharddisk.Asanalternative,youmay
choosetoburnthedatatorecordableopticaldisks,suchasCD,DVD,orBlu-raydiscsbyusinga
programsuchasNeroorInfrarecorderandaCD-R/RW,DVD-R/RW,orBlu-raydrive.Dependingonthe
amountofdatayouwanttobackup,youmightneedalargeamountofopticaldisks,though.

Ifyoutakethecoexistenceroute,installingUbuntualongsideWindows,youshouldbackupyour
dataanywayforinsurancepurposes.AlthoughthepeoplebehindUbuntutestalltheirsoftware
thoroughlyandrelyoncommunityreportingofbugs,there’salwaysthechancethatsomethingoutof
yourcontrolwillgowrong.Repartitioningaharddiskisamajoroperationandcarrieswithitthe
potentialfordataloss.

IfyouintendtoerasetheharddiskwheninstallingUbuntu(therebyremovingWindows),youcan
backupyourdataandthenimportitintoUbuntu.

Table3-1showsalistofcommonpersonaldatafiletypes,theirfileextensions,wheretheycanbe
typicallyfoundonaWindowssystem,andnotesonimportingthedataintoUbuntu.Notethatearlier
versionsofWindows(95,98,andMe)maydifferwhenitcomestodatastoragelocations.

Table 3-1. Data That Should Be Backed Up 

 

Type of File  

File 

Extensions  

Typical Location 

(Windows 7) 

Typical Location 

(XP) 

 

Notes 

Officefiles .doc,
.docx,.xls,
.xlsx,.ppt,
.pdf,etc.

\Users\ 
<username>\
Documents 

\Documents and
Settings\ 
<username>\ My 
Documents 

MicrosoftOfficefilescanbe
opened,edited,andsaved
underUbuntuusingthe
OpenOffice.orgsuite.PDF
documentscanbeviewedwith
theEvinceprogram.

E-mailfiles N/A N/A N/A TheEvolutionmailclientused
byUbuntucannotimportdata
directlyfromMicrosoft
OutlookorOutlookExpress.
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Type of File  

File 

Extensions  

Typical Location 

(Windows 7) 

Typical Location 

(XP) 

 

Notes 

However,thereisaconvoluted
buteffectiveworkaround,
describedinthenextsection.

Digitalimages .jpg,.bmp,
.tif,.png,
.gif,etc.

\Users\ 
<username>\ 
Pictures 

\Documents and 
Settings\
<username>\ My 
Pictures 

Ubuntuincludesavarietyof
programstocatalog,view,and
editimagefiles.

Multimedia
files

.mp3,.mpg,

.avi,.wma,
etc.

Variouswithin
Documents 

Variouswithin\
My Documents 

Withsomeadditional
downloads,programsunder
Ubuntucanplaymostaudio
andmoviefileformats.

Internet
Explorer
Favorites

None \Users\ 
<username>\
Favorites 

\Documents and
Settings\ 
<username>\ 
Favorites 

YourFavoriteslistcannotbe
importedintoUbuntu,butthe
individualfilescanbeopened
inatexteditorinordertoview
theirURLs,whichcanthenbe
openedintheUbuntuweb
browser.Betterstill,install
Firefox,haveitimportyour
favorites,andthenfollowthe
instructionsinthenexttable
item.

MozillaFirefox
Bookmarks

.html N/A N/A IfyouuseMozillaFirefoxunder
Windows,youcanmanually
exportyourbookmarksfor
importunderFirefoxwhen
Ubuntuisinstalled.Click
BookmarksOrganize
Bookmarks,clicktheImport
andBackupbuttononthe
toolbarofthewindowthat
appears,andthenselectthe
Backupoptionfromthemenu
thatappears.Toimportthe
bookmarksintoUbuntu’s
versionofFirefox,repeatthe
steps,butclicktheRestore
ChooseFileoptiononthe
menuinsteadandthenlocate
the.htmlfileyousaved.

Alternatively,takeadvantageof
Firefox’snewsyncing
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Type of File  

File 

Extensions  

Typical Location 

(Windows 7) 

Typical Location 

(XP) 

 

Notes 

capabilitybysettingupa
MozillaWeaveaccountin
Preferences.Thiscanbeused
tosecurelyshareyour
bookmarks,passwords,and
morebetweencopiesofFirefox
runningonanysystem
anywhere.

Miscellaneous
Internetfiles

Various Various Various Youmightalsowanttobackup
websitearchivesorinstant
messengerchatlogs,although
hiddendatasuchascookies
cannotbeimported.

BackingUpE-MailFiles
Microsofte-mailcannotbeeasilyimportedintoUbuntu.Moste-mailprogramsusetheMBOXformat,
andthisistrueofUbuntuaswellasprogramscreatedbytheMozillaFoundation(theorganization
behindtheFirefoxwebbrowser).However,MicrosoftusesitsownDBXfileformatforOutlookExpress
andPSTformatforOutlook.TheDBXfilescannotbereadinEvolution,butthePSTformatissupported
inEvolutionnow.

AsaworkaroundtoconverttheunsupportedWindowsfileformatstoaformatthatyoucanread
fromUbuntu,youcandownloadandinstallthefreeMozillaThunderbirde-mailclient(availablefrom
www.getthunderbird.com)onyourWindowssystem.InThunderbird,chooseToolsImporttoimport
yourmessagesandcontactsfromOutlook,OutlookExpress,oreventhepopularEudoramailclient.You
willthenbeabletobackupThunderbird’smailfilesandimportthemintoEvolutionunderUbuntu,as
describedinChapter14.

Tofindwherethemailfilesarestored,inThunderbirdchooseToolsAccountSettings,andthen
lookintheLocalDirectorybox.Backupeachfilethatcorrespondstoafolderwithinyourmailprogram
(forexample,Inbox,Sent,andsoon).Notethatyouneedtobackuponlythefileswithoutfile
extensions.Youcanignorethe.sdbfoldersaswellasthe.msffiles.

TipToquicklygotothelocationoftheThunderbirde-mailfilesunderWindows,copytheaddressintheLocal
Directorytextbox.Then,underWindowsXP,clickStartRun,pastetheaddressstraightintotheOpenbox,and
clickOK.UnderWindowsVistaor7,pastetheaddressintotheStartSearchtextboxandpressEnter.Bearinmind
thatsomeofthefoldersareclassifiedassystemfoldersandarethereforehidden.Youwillneedtoactivatethe
ViewHiddenFilesoptionwithinMyComputer.

http://www.getthunderbird.com
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MakingNotes
Whenyou’rebackingupdata,apencilandpapercomeinhandytoo.Youshouldwritedownany
importantusernamesandpasswords,suchasthoseforyoure-mailaccountandotheronlineservices.

Inaddition,don’tforgettojotdownessentialtechnicaldetails,suchasyourIPaddressifyouare
partofanetworkofcomputersusingstaticaddresses(thiswillusuallyberelevantonlyifyouworkinan
officeenvironment).

TipIfyou’veforgottenanypasswords,severalfreeware/sharewareapplicationsareableto“decode”the
asterisksthatobscureWindowspasswordsandshowwhat’sbeneaththem.AgoodexampleisAsteriskPassword
Reveal,whichyoucandownloadfromwww.nirsoft.net/utils/astlog.html.Sharewaresiteslike
www.download.comoffersimilarapplications.

Notethatyoudon’tneedtowritedowninformationsuchashardwareinterrupt(IRQ)ormemory
addresses,becausehardwareisconfiguredautomaticallybyUbuntu.However,itmightbeworth
makinganoteofthemakeandmodelofsomeitemsofinternalhardware,suchasyourgraphicscard
andsoundcard.ThiswillhelpifUbuntuisunabletoautomaticallydetectyourhardware,althoughsuch
asituationisfairlyunlikelytoarise.UnderWindowsVistaand7,youcanfindoutthisinformationby
clickingtheStartbuttonandright-clickingComputer.ClickPropertiesinthemenuthatappears,and
clicktheDeviceManagerlinkontheleftofthewindowthatappears.UnderWindowsXP,right-clickMy
ComputerontheDesktop(oronyourStartmenu),selectProperties,andclicktheHardwaretab.Then
clicktheDeviceManagerbutton.

TipYoucanalsogetaccesstothisinformationfromanUbuntuenvironmentbyusingthecommandlspcifrom
aconsoleenvironment.ThiscommandrevealsthespecificdevicetypeofallhardwareconnectedtothePCIbus.

Insteadofwritingeverythingdown,youmightconsidertakingascreenshotoftheHardwaretabby
pressingthePrintScreenkeyandusingyourfavoriteimageeditortoprintit.

TipUbuntuworkswithawidevarietyofhardware,andinmostcases,itwillautomaticallydetectyoursystem
components.Ifyou’reinanydoubt,youcanconsulttheforumsathttp://ubuntuforums.org—inparticular,the
HardwareHelpforumsundertheMainSupportCategoriesheading.Youmightalsoconsidersubscribingtooneor
moreoftheUbuntumailinglistsathttps://lists.ubuntu.com.RememberthatanimportantelementofUbuntu
isitscommunityofusers,manyofwhomwillbeverywillingtoansweranyquestionsyoumighthave!Another
goodsourceofinformationistheUbuntuCertifiedhardwarewebpage,whichyoucanfindat
www.ubuntu.com/certification.

http://www.nirsoft.net/utils/astlog.html
http://www.download.com
http://ubuntuforums.org%E2%80%94in
https://lists.ubuntu.com
http://www.ubuntu.com/certification
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Whenyou’recertainthatallyourdataisbackedup,youcanmoveontothenextchapter,which
providesastep-by-stepguidetoinstallingtheoperatingsystem.

Summary 
TheaimofthischapterhasbeentopreparebothyouandyourcomputerfortheinstallationofUbuntu.
You’velookedathowyourharddiskwillbepartitionedpriortoinstallationandthepreparationsyou
shouldmaketoensurethatyourharddiskhassufficientfreespace.Youalsolearnedaboutthetypesof
filesyoumightchoosetobackup,inadditiontovitaldetailsyoushouldrecord,suchasusernamesand
passwordsforyouronlineaccounts.

Inthenextchapter,wemoveontoafulldescriptionoftheUbuntuinstallationprocedure.The
chapterguidesyouthroughgettingUbuntuontoyourcomputer.
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Installing Ubuntu 

It’snowtimetoinstallUbuntu.Inthedimanddistantpast,installationwassometimesdifficult,butthe
developersnowhaveitdowntoafineart,soitshouldtakeonly30minutesorsoonamodernPC.It’s
alsorelativelysimple,withveryfewdecisionstomakethroughout,andlotsofhand-holding.

However,youshouldexaminealltheoptionsyou’reofferedtomakesurethey’recorrect.Installing
anoperatingsysteminvolvesacoupleofseriousprocessesthathavethepotentialfordataloss.Read
andconsidereverywarningmessageyousee,andbesuretokeepyourwitsaboutyou.Aboveall,makea
backupofyourdatabeforehand,asdescribedinthepreviouschapter.

An Overview of the Installation Process 
TheDVD-ROMdiscsuppliedwiththisbookisdouble-sided.Thismeansit’slikeavinylLPrecord.To
playSideA,simplyinsertthediscwiththeSideAlabeltopmost.ToplaySideB,insertthediscwiththe
SideBlabeltopmost.

SideAcontainsthereleaseversionofUbuntuonwhichthisbookisbased,11.04,
code-namedNattyNarwhal.ThisisthemostrecentversionofUbuntuatthetimeofwriting.SideB
containsthefollowing:

• ISOimagefilesofthe32-bitand64-bitversionsofUbuntu11.04,whichyoucan
burntoablankCD-R/RWdiscbyfollowingtheinstructionsinAppendixD.Thisis
includedincaseyouwanttogivecopiesofUbuntutoyourfriends,orifyouwant
totrytheWubiWindowsinstaller(seethe“InstallingUbuntuInsideWindows”
sidebar),whichisn’tincludedwiththeDVDversionofUbuntu11.04fortechnical
reasons.

NoteYoucanalsofreelyduplicatetheDVDsuppliedwiththisbookandgivecopiestofriendsifyouwant.In
fact,thisisencouraged.

• The32-bit“AlternateInstall”versionofUbuntu11.04,whichcanbeusefulfor
settingupautomateddeployments,upgradingfromolderinstallationswithout
networkaccess,LVMand/orRAIDpartitioning,andinstallingonsystemswithless
thanabout256MBofRAM.
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• The11.04(NattyNarwhal)releasesofKubuntuandXubuntu,whichprovide
alternativeDesktopenvironmentsifUbuntu’sdefaultDesktopenvironment,
GNOME,doesnotsuityourtaste,andEdubuntu,whichprovidesalayerof
educationalcontentontopofthestandardUbuntuinstallation.Formoredetails
ontheseversionsofUbuntu,seeAppendixD.

• AnimageoftheUbuntuNetbookEdition,whichpresentsasimplifiedinterface
whichitsdevelopersfeelismoresuitedtothesmallerscreensfoundonNetbooks.

IfyouwanttotryoneoftheinstallersonSideBoftheDVD,youwillfirstneedtoburnitontoaCD
(orDVD,inthecaseoftheEdubuntuimage).ThisprocedureisdiscussedinAppendixD.

However,mostreaderswillwanttoinstallthedefaultversionofUbuntu.Sotostartthingsrolling,
insertSideAintotheDVD-ROMdriveandbootyourcomputer.YoumighthavetosetyourBIOStoboot
fromDVD,asexplainedinstage2oftheinstallationguideinthischapter.

Ifyou’veeverinstalledWindowsfromscratchonacomputer,youmightbeusedtoworkingwiththe
Windowsinstallationprogram.ThisautomaticallyappearswhenyoubootfromaWindowsCDorDVD
orrunthesetup.exeprogramfromtheDesktopofaWindowsversionthatyouwanttoupgrade,andit
guidesyouthroughinstallingWindowsontoyourharddisk.

Ubuntuisalittledifferent.Afteryou’vebootedfromtheDVD-ROM,amenuwillappear.Youcan
choosetheInstallUbuntuoption,andtheDVDwillcontinuebootingtoagraphicalinstaller.
Alternatively,youcanchoosetheTryUbuntuoption.ThisallowsyoutorunUbuntufromtheDVD-
ROM,effectivelytryingitoutwithoutmakinganychangestoyourcomputer.

UsingUbuntuwithoutinstallingittotheharddiskisreferredtoasrunninginlive distro mode.
AlthoughthisisagreatwaytotakeasneakpeakatwhatUbuntuoffers,thereareafewthingstobe
awareof,asdiscussedinthesidebartitled“RunninginLiveDistroMode.”

ToinstallUbuntuonyourcomputer,simplyselecttheInstallUbuntuoptionfromtheWelcome
window.Thiswillrunthededicatedinstallationprogram,whichwillworkthroughafewstagestoget
Ubuntuonyourcomputer’sharddisk.Duringtheinstallationstages,you’llbeaskedahandfulof
essentialquestionsandwillbetakenthroughtheprocessofcreatingspaceonyourcomputerforthe
newOS.Afterthis,Ubuntuisinstalledontoyourharddisk.

Attheendoftheprocedure,yourPCwillbootstraightintotheUbuntuloginscreen,andyou’reset
togo.There’snoneedtomessaroundconfiguringhardware,becauseforalmosteverything,that’sdone
automatically.Neat,eh?

Inmostcases,theinstallationprocesswillrunsmoothlywithoutahitch.Butifyoudoruninto
problems,headovertoChapter5,whichaddressesmanyofthemostcommonissuesandprovides
solutions.

RUNNING IN LIVE DISTRO MODE 

Ifyoudon’twanttoinstallUbuntujustyet,youcantryitoutbybootingtheoperatingsystemstraightfrom
theDVDsuppliedwiththisbook.Youmightwanttodothis,forinstance,tohighlightanypotential
hardwareissuesorifyou’revisitingfriendsandwanttobootupintoafamiliarDesktopontheirPC.Todo
this,simplyinserttheDVD-ROMandthenrebootyourcomputer.Makesurethecomputerissettoboot
fromDVD(seestage2oftheinstallationguideinthischaptertolearnhow),andselecttheTryUbuntu
11.04option.Afterafewmoments,theUbuntuDesktopwillappear.Dependingonthespeedandmemory
capacityofyourcomputer,thisprocesscantakesometime,sobepatient.Youcanfollowmostofthe
chaptersinthisbookwhenrunninginlivedistromode,andyoucanevensavedata(documents,
downloads,andsoforth)toaUSBdrive.However,youshouldbeawareofthefollowingissues:
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• Settings:Anychangesyoumaketothesystemwillbeforgottenassoonasyou
shutdownyourPCorreboot.Inotherwords,eachtimeyouruninlivedistro
mode,itwillbeasifUbuntuhasbeenfreshlyinstalled.Forexample,ifyou’ve
configuredanetworkcardorrearrangedtheDesktop,thosechangeswillbelost.
Therearewaysaroundlosingsettingsoneachreboot,buttheyrequirepartitioning
yourharddisk,which,frankly,isasmucheffortasinstallingUbuntufromscratch.
Sothere’slittletobegainedbydoingso.

• Performance:BecausethedatamustbereadfromDVD-ROM,runningUbuntuin
livedistromodeisaslowand,therefore,frustratingexperience.Itcanalsobe
noisyifyourDVD-ROMisamodelthatmakesawhirringnoiseasitspins.

• System:Asstrangeasitsounds,Ubuntuislargelyunawareofwhenit’srunningin
livedistromode.Forexample,ifyouweretofollowtheinstructionsinChapter8,
whichdiscusshowtoupdateyoursystem,Ubuntuwillattempttoupdate,even
thoughit’srunninginlivedistromode!Ofcourse,itcan’tdothis,because,asfar
asitisconcerned,theDVD-ROMistheharddisk,andit’sthereforeimpossibleto
writedatatoit.Thiscancreateconfusingerrormessages.

• Risk to data:Whenrunninginlivedistromode,you’regivenpracticallyunlimited
poweroverthesystem.Thismeansthatyoucouldpotentiallyrepartitionthehard
disk,forexample,orevenwipetheharddiskentirely,allwithoutanypassword
promptorwarning.Thiscanbeusefulincertaincircumstances—youcanattempt
to“rescue”aharddiskthat’shavingproblemsusingthelivedistromodeofthe
Ubuntudisc.Butusingitforeverydaytasksisahugerisk,andthepotentialfor
accidentaldamageishigh.

Inshort,werecommendthatyouuselivedistromodesparinglyandonlytogetatasteofwhatUbuntu
islike.IfyouintendtouseUbuntuforanysignificantperiodoftime,taketheplungeandinstallittoyour
harddisk.Theremightbecaseswhereyouneedtoborroworrentacomputertodoonlinetransactions.In
suchsituations,usingtheLiveCDisagreatsolutiontomakesurethatthesystemisn’tinfectedwith
worms,virusesetc.

A Stage-by-Stage Installation Guide 
AsoutlinedinChapter3,youshouldn’tstarttheinstallationprocessuntilyou’vemadesurethereis
enoughspaceforUbuntuonyourharddiskandyouhavebackedupallyourdata.Withthose
preparationscomplete,you’rereadytoinstallUbuntu.Theremainderofthischapterguidesyou
throughtheprocess.

Stage1:PreparetheWindowsPartitionforResizing
WedorecommendyoutorunUbuntuonadedicatedcomputer.Thisgivesyoumanybenefits,suchas
thatyoudon’ttakeanyriskatallforyourcurrentinstallation.(Afterall,thingsmightgowrongifyoutry
toconfigureyourcomputerfordualbootingwithWindowsandLinux).IfyoudowanttoinstallUbuntu
onacomputerthatalreadycontainsWindows,it’sagoodideatoperformthreeadditionalstepsbefore
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actuallyinstallingUbuntu.ThesestepswillensurethatUbuntuwillbeabletoresizetheWindows
partitionsuccessfully.

Ifyourcomputerdoesn’tcontainWindows,orifyou’reinstallingUbuntuontoasecondharddisk,
youcanskipstraighttostage2.

ThefollowingarethestepsforpreparingtheWindowspartitionforresizing.Youneedtoperform
thesestepsfromyourWindowsenvironment:

1. Scanthediskforerrors.

2. Defragmenttheharddisk.

3. EnsurethatWindowsisshutdowncorrectly.

Toscanthedisk,openMyComputer(orComputerifyou’rerunningWindowsVistaor7),right-click
yourWindowsdrive(usuallyC:\)andselectProperties.Inthewindowthatappears,clicktheToolstab
andthenclicktheCheckNowbuttonundertheErrorCheckingheading.Ensurethatthere’sacheck
alongsideAutomaticallyFixFileSystemErrors,andclicktheStartbutton.Youwillthenbepromptedto
schedulethediskcheckthenexttimeyourcomputerrestarts.Selecttodosoandrebootyourcomputer,
sothediskcheckcantakeplace.

Whenthecomputerhasrebooted,it’stimetodefragmentyourdisk.Windowscanbeuntidywith
howitstoresdataonthedisk.OvertimefilesgetbrokenintopiecesandscatteredalloveryourWindows
partition.DefragmentingthepartitionwillnotonlymakeWindowsrunmorequickly,butwillalso
consolidateyourfilesatthebeginningofthepartition,enablingyoutoshrinkitfurtherandcreatea
largerpartitionforUbuntuinthefreedspace.RepeatthepreviousstepstoviewtheToolstabofthe
drive’sPropertiesdialogbox,andclicktheDefragmentNowbutton.Thenworkthroughthe
defragmentationprogram’soptionsinordertodefragmenttheWindowsdisk(showninFigure4-1);
usuallythisinvolvessimplyclickingtheDefragmentbutton(labeledDefragmentNowunderWindows
VistaorDefragmentDiskunderWindows7).

Afterthathascompleted—itmaytakeseveralhoursifyourcomputerhasnotbeendefragmented
before—shutdownthecomputerasusualandproceedtostage2oftheinstallationprocess.

It’svitalthatthecomputershutsitselfdownproperly.Ifthecomputerdoesn’tcleanlyshut
down,Ubuntu’sinstallationprogrammightstopwithanerrormessageaboutnotbeingabletoresize
thepartition.
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Figure 4-1. Before installing Ubuntu, it’s essential to scan the Windows partition for errors and to 

defragment it. 

INSTALLING UBUNTU INSIDE WINDOWS 

UbuntuincludesacleverpieceofsoftwarecalledWubithatletsyouinstallUbuntuwithintheWindowsfile
system.Inadditiontothat,WUBIprovidesasaferwayofdualbootingWindowsandUbuntusinceyoudon’t
needtocreatepartitionsatall.Fromauserperspective,thereisnomajordifferencebetweenapartitioned
installationandaWubiinstallation.Thereisanimportantdifferencethough.BecauseWubiinstallsontop
ofaWindowsfilesystem,yourUbuntuinstallationwillbealotslowercomparedtoasystemthatis
installedonrealhardware.Therefore,feelfreetoexplorethedifferentUbuntuoptionsfromaWubi
environment,butifyoureallywanttogetserioususingUbuntu,installitdirectlyonyourcomputershard
drive.

Wubiworksbycreatingaloopbackfilesystem—thatis,itcreatesasinglelargefilewithintheWindows
filesystem,andthatfileisthenusedastheUbuntufilesystem.

WubiisanicewaytotryoutUbuntuonamorepermanentbasisthanusingthelivedistromode.Wubi
requiresaminimumof256MBofmemoryand5GBofharddiskspace,butthisshouldn’tpresentany
problemsformostmoderncomputers.However,usershavereportedperformancedegradationcompared
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toadedicatedUbuntuinstallationinitsownpartition,andyou’llalsofindthatUbuntu’susefulHibernate
power-savingmode(whatWindowsreferstoasSuspendtoDisk)isn’tsupported.

Unfortunately,fortechnicalreasonsWubiisn’tincludedontheDVDreleaseofUbuntu,assuppliedonSide
AoftheDVD-ROMdiscthatcomeswiththisbook.Touseit,you’llneedtoburnyourownCD-R/RWdisc
fromtheinstallationISOimageofUbuntuprovidedonSideBofthedisc.Tolearnhowtodothis,followthe
instructionsinAppendixD.

TouseWubi,inserttheCDwhileWindowsisupandrunning.Inthedialogboxthatappears,clickthe
InstallInsideWindowsbutton.Ifthedialogboxdoesn’tappear,navigatetothecontentsoftheCDand
double-clickwubi.exe.Inthenextdialogbox,youarepresentedwithaseriesofdrop-downlists.Using
these,youcanchoosewhichdrivetocreatetheUbuntufilesystemon,ifyouhavemorethanonehard
diskorpartition,andyoucanchoosethesizeoftheloopbackfilesystemyouwanttocreate.Inmost
cases,thedefaultoptionsarefine.Youwillneedtoenterausernameandpasswordintheboxesprovided.
ThesewillformyourUbuntulogindetails.Whenyou’refinished,clicktheNextbutton.

Wubiwillthencreatetheloopbackfilesystem.Whenithasfinished,you’llbeinvitedtorebootyour
computer.Afterthecomputerisupandrunningagain,you’llbepresentedwithabootmenufromwhich
youcanchooseeitherWindowsorUbuntu.ChoosingUbuntuwillthenstarttheinstallationroutine,which
willcompleteautomatically.Followingthis,you’llbepromptedtoreboot.Fromthenon,selectingthe
UbuntuoptionfromthebootmenuwillstartUbuntu.TostartWindows,simplychoosetheWindowsoption
fromthemenu.

ToremovetheUbuntufilesystemfromyourWindowsharddisk,navigatetoC:\ubuntufromwithin
Windowsanddouble-clickUninstall-Ubuntu.exe.Don’tbetemptedtojustdeletetheUbuntufolder,
becausedoingsowillnotremovethebootmenucomponent.

Stage2:BootfromtheDVD-ROM
Withyourcomputerbootedup,inserttheUbuntudiscintotheDVD-ROMdrive,withSideAtopmost.
Closethetrayandrebootyourcomputer.ThediscmightautomaticallyrununderWindows,openinga
menuwhereyoucanclicktofindoutmoreaboutUbuntu,butyoucanignorethis.

BecauseyouneedtobootfromtheDVD-ROMdiscinordertoruntheUbuntuinstaller,thefirststep
istomakesureyourcomputer’sBIOSissetcorrectly.ThebestapproachistomakesurethebootDVDis
inyourcomputersopticaldriveandthenrebootthecomputer.IfyouseetheUbuntuinstallation
program,you’regood.Ifyoudon’t,youneedtheprocedurethatisdescribednext.

Manymoderncomputersletyoupressaparticularkeyduringtheinitialbootphaseofyour
computer,duringthememorytestinganddriveidentificationperiod,tomakeabootmenuappear.
OftenthisisF8,Delete,orEsc,butyoushouldkeepaneyeonthebootmessagestoidentifythecorrect
key.Onthebootmenu,youcanchoosetobootfromtheCDorDVDdrivefromthelist.

IfyoudonothaveanoptiontobootfromtheCD/DVDdrive,you’llneedtoentertheBIOSsetup
programandchangethebootpriorityofyourcomputer.Todothis,presstheDeletekeyjustafterthe
computerisfirstactivated.Again,somecomputersuseanotherkeyorkeycombination,andyourboot
screenshouldindicatewhichkeytopress.

WhentheBIOSmenuappears,lookforamenuoptionsuchasBootandselectit(youcanusually
navigatearoundthescreenoftheBIOSmenuusingthecursorkeys,andselectoptionsbypressing
Enter).Onthenewmenu,lookforaseparateentrysuchasBootDevicePriorityorperhapsBoot
Sequence.MakesurethattheentryfortheCD/DVD-ROMisatthetopofthelist.Arrangethelistsothat
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CD/DVD-ROMisfollowedbythefloppydriveandthenyourmainharddisk.Youcanusuallypressthe
F1keyforhelponhowthemenuselectionsystemworks.

Afteryou’vemadethechanges,besuretoselecttheSaveandExitoption.YourPCwillthenreset
andbootfromtheUbuntuDVD-ROM,andyou’llbegreetedbytheUbuntuDVDbootmenu.

Note AfterUbuntuhasbeeninstalledonyourcomputer,youmightchoosetorepeatthisstepandrearrangethe
bootorderoncemoretomaketheharddiskappearatthetopofthelist.Thenyourcomputerwon’twastetime
checkingtheDVD-ROMdriveforabootdisceverytimeitstarts.

Stage3:TryorInstall
WhentheDVD-ROMboots,forafewsecondsyou’llseeapurplebackgroundwithtwosmallicons—a
keyboardandanaccessibilitysymbol—atthebottomofthescreen,hintingthataccessibilityfeatures
suchasascreenreadercanbereachedbypressinganykeyonthekeyboard.Mostpeoplecanjustleave
thebootsequencetocontinue.

Youwillthenbeentertainedbyaprogressindicatorforaminuteorso,dependingonthespeedof
yourmachine,afterwhichtheinstallerwindowwillappear(Figure4-2).



Figure 4-2. The Welcome screen of the installer: choose to test the system out, or install it. 
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Englishisthedefaultlanguagefortheinstaller,butaselectionlistontheleftofthewindowoffers
thechoiceofmorethan60otherlanguages,remindinguswhatanamazinglyinternationalproject
Ubuntuis.

ThetwomainoptionsofferedbytheWelcomewindowareasfollows:

• Try Ubuntu:ThisoptionletsyourunUbuntu“live”fromtheDVD-ROMdisc,so
youcantryoutitsfeatures,albeitinaslightlylimitedstate(seethe“Runningin
LiveDistroMode”sidebar).Ifyou’veneverseenUbuntuupandrunning,choose
thisoptionandplayaround.YoucanalwaysclicktheinstalliconontheDesktop
whenyou’rereadytotaketheplunge.

• Install Ubuntu: ThiswillstartUbuntu’sinstallationroutine.Choosethisifyou
wanttogetstraightonwithinstallingUbuntuonyourPCnow.

AtextlinkonthiswindowalsooffersyoutheopportunitytoreadthereleasenotesforUbuntu11.04.
Thereleasenotesnormallycontainalistofissuesthatwereknownatthetimethesoftwarewasreleased.
Itmightbeagoodideatohaveabrieflookatthem,butit’snotessentialtodoeitherofthese.

Note PressingakeywhenthepurplebackgroundfirstappearsonbootingtheDVD-ROMwillbringupan
alternativebootmenu.Thisallowsyoutoactivateaccessibilityfeatures,testyourcomputer’smemory,orstarta
text-modeinstaller,incasethestandardgraphicalinstallerhasproblemsdisplayingonyourhardware.Chances
areyouwon’tneedanyoftheseoptions.

Stage4:PreparingtoinstallUbuntu
Thefirstwindowyouseenow,iscalledPreparingtoinstallUbuntu.Itasksyoutoensurethatyouhave
atleast2,5GBavailablediskspace,arepluggedintoapowersourceandthatyouarecurrently
connectedtotheInternet.Alsoitasksifyouwanttodownloadupdateswhileinstalling.Tomakesure
thatyou’reusingthelatestandgreatestversionofallsoftware,it’sagoodideatodoso.Also,itshowsan
optiontoinstallspecificthird-partysoftware.Thisissoftwarethathasn’tbeenreleasedasopensource
software,butwhichisingeneralusefultohaveonyourcomputeranyway.It’sagoodideatoselectboth
optionsbeforeyouclickForwardtoproceed.
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Figure 4-3. Preparing to install Ubuntu: make sure you meet the minimal requirements! 

Stage5:RepartitionYourHardDisk
Partitioningthediskisoneofthemostimportantstepsduringinstallation,but,unfortunately,it’sone
thatcanbecouchedindifficultterminology.Partitioningistheprocessofdividingupaharddiskinto
sectionssothatdifferentoperatingsystemsoroneoperatingsystemandsomedatacanexistonthe
samecomputerandconvincethecomputerthatmorethanonediskexists.Thoughit’sacomplex
subject,Ubuntudoesitsbesttomakepartitioningeasy.

TheUbuntuinstallationroutineoffersseveraloptionsfordiskpartitioning.Youwon’tseeallof
theseoptionsatthesametime,whatyouseedependsonwhattheinstallationprogramhasfoundon
yourcomputer:

• InstallUbuntualongsideit:You’llseethisoptioniftheinstallationprogramhas
detectedacurrentWindowsinstallationonyourcomputer.Byselectingthis
option,you’llshrinktheWindowsfilesystemtomakeplaceforUbuntu.You’ll
alsobeallowedtochoosewhichoperatingsystemyouwanttostartasadefault.

• ReplaceWindowsyourversion withUbuntu:Thisoptionalsoonlyshowsifa
Windowsinstallationwasdetectedonyourcomputer.Byselectingthis,you’ll
removeWindowsandallfilesyouhaveinthere.Makesurethatyouhavebacked-
upallyourdatabeforeselectingthisoption!
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• ErasediskandinstallUbuntu:Thisoptionshowsonacomputerthatdoeshavean
operatingsysteminstalled,butnotWindows.Byselectingthis,you’llusethe
entiredisk,whetheritalreadyhassomecontentsornot(thatis,ifthecomputeror
harddiskisneworifyouwanttooverwriteyourcurrentoperatingsystem
installation).

• ManualConfiguration:Thisoption,whichisavailableregardlessofwhatyou
currentlyhaveonyourcomputer,allowsyoutoresizetheexistingpartitiononthe
harddiskandinstallUbuntualongsideitinthenewlycreatedfreespace.(This
optionisnotofferedifthediskhasnoexistingpartitions.)

MostpeoplewhoareinstallingUbuntuonacomputerthatalreadyhasWindowsonitwillwantto
resizethemainpartition,asdescribednext.

Ifyou’reinstallingUbuntuonacomputerthathasnooperatingsysteminstalledoronethatyou
wouldliketocompletelyerasefromthecomputer,followtheinstructionsundertheupcoming“Erase
diskandinstallUbuntu”section.However,beawarethatthiswillcompletelywipeanydatafromthat
disk.

Install Ubuntu alongside Windows 

ThisisthedefaultpartitioningoptionifyourcomputeralreadyhasWindowsinstalledonit.Ubuntuwill
detectthemainWindowspartitionandsuggesttheamountofresizing.

Caution Ifthere’snotenoughfreespacewithintheWindowspartition,youwon’tbeabletoresizeittomake
spaceforUbuntu.Ifthisisthecase,theUbuntuinstallerwilltellyou.SeeChapter3forsuggestionsforfreeing
upspace.

Bydefault,Ubuntuattemptstograbasmuchspaceforitselfaspossible,withoutshrinkingthe
existingpartitiontoomuch.InourexampleinFigure4-4REMAKE,theinstallationprogramhasdecided
tosplitthediskroughly50/50,givingbothoperatingsystemsadecentamountofspace.Thisisshownin
thebardisplay:therightpartofthebarrepresentsWindows,andtheleftpartrepresentsthenew
Ubuntupartition.

Ubuntu’sdefaultchoiceisnormallyfine,butyoucanalsoclickanddragthegrabbarinthemiddle
ofthepartitioningdisplaybartoincreaseordecreasethesizesoftheWindowsandUbuntupartitions.
YoumaywanttogiveWindowsalittlemorespaceifyouplantodivideyourtimebetweenWindowsand
Ubuntu.Bearinmindthat,whileUbuntucanreadfilesontheWindowspartition,Windowsrefusesto
doviceversawithoutinstallinganyadditionalsoftware.Ifyouneedtodothisthoug,youcanusethe
ext2fsdWindowstool,whichhelpsyouopeningUbuntufilesystemsfromWindows.Ifyouwantaneasy
solutionthoughtoaccessyourfilesfrombothUbuntuandWindows,thosefilesshouldbestoredinthe
Windows(NTFSorFAT)partition.

TheUbuntuinstallerisintelligentenoughnottoletyousetanimpossiblevalueforshrinkingthe
existingpartition.TheUbuntuinstallerisalsocleverenoughtoknowthatWindowsneedssomefree
spacewithinitspartitiontooperateeffectively—towritetemporaryandsystemfilesanduser-created
filessuchasWorddocuments,forexample.Soyoushouldn’tbeabletomakechangesthataretoo
extreme.Onatestsystem,wecouldn’tsetasizefortheexistingpartitionlowerthan10percentofthe
entiredisk,becausetheexistingdataonthepartitionoccupiedabout10percentofthespace.Youcan
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overridethisprotectionbymanuallypartitioning,asdescribedinthe“ManuallyEditthePartitionTable”
sectionofthischapter.Similarly,theinstallershouldn’tletyoucreateaninadequateamountoffree
spaceforUbuntuwhendraggingtheslidertotheright.

ThenexttimeyoustartWindows,havingresizedyourWindowspartition,it’sverylikelythat
Microsoft’sdiskcheckingprogramwillrun.Thisisquitenormal.Typicallyitwillcompletewithout
findinganyerrors.Also,youmighthavetore-registerWindows,becauseyouhaveappliedamajor
changetothehardwareinyourcomputer.



Figure 4-4. The installer will take as much space as Ubuntu needs, without shrinking the existing 

partition too much. 

Afteryou’vemadeyourselection,clicktheForwardbutton.Afterawarningmessageaskswhether
youreallywanttotakethisirreversiblestep,theinstallerwillresizethepartition.Thismighttakea
longtime.

Caution Ifyou’reresizingapartitiononalaptopornotebookcomputer,ensurethatyouhavethemainpower
connected.Ifthepowergoesoffduringtheresizingprocedurebecauseofafailingbattery,there’saverygood
chanceyourWindowspartitionwillbedestroyed.ThisofcourseisalsotruefordesktopPC’s.Ifyoudon’twantto
takeanyrisk,plugitintoauninterruptablePowerSupplytobesure.
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Use Entire Disk 

Iftheharddiskisempty,orifyou’vedecidedtoeradicateWindowsanduseonlyUbuntuonyour
computer,youcanchoosethe“ReplaceMicrosoftWindowswithUbuntu”option,asshowninFigure
4-5.

Ifthediskdoeshavecontents,thisoptionwillremovethemandthenusetheentiredisktoinstall
Ubuntu.AsmentionedinChapter3,beforeundertakingthismove,youshouldbackupessentialdata
fromtheWindowspartition(oranyothersontheharddisk).Thereisnoeasywayofundoingthe
partitionerasure,soyoushouldproceedwithcaution.

Afteryou’vemadethechoice,clicktheForwardbutton.Thedeletionshouldtakeplacequickly,after
whichyoucanproceedstraighttothenextstageinthisguide.



Figure 4-5. If you have an unused disk or are getting rid of your current operating system entirely, choose 

the “Replace Microsoft Windows with Ubuntu” option. 

Use the Largest Continuous Free Space 

Ifyou’vealreadyrepartitionedyourharddiskbyusingathird-partyutility,orifyoudeliberatelycreated
asmallerWindowspartitioninordertoleavefreespaceforanotheroperatingsystem,youcanselectthe
“Usethelargestcontinuousfreespace”option(notethatthisoptionwon’tappearunlessthereisfree
spaceontheharddisk).ThentheUbuntuinstallationprogramwillusethelargest amount of free space
fortheUbuntupartitions.Thisisanimportantpoint:ifyouhavemorethanoneareaoffreespace,the
largestwillbeused.

Ifyoudohavemorethanoneamountoffreespace,theUbuntuinstallationroutineisunableto
automaticallyuseanysmalleramountsoffreespace.Ifyouwantthistobethecase,theonlyoptionisto
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manuallypartition,asdescribedinthesection“ManuallyEditthePartitionTable.”However,only
advanceduserswillneedtodothis.

Afteryou’vemadeyourchoice,clicktheForwardbuttonandproceedtothenextstageinthisguide.

Use a Second Hard Disk 

Ifyourcomputerhasmorethanoneharddisk—anewharddiskyou’veaddedforUbuntu,asdescribed
inChapter3,orasecondharddiskalreadyinstalledinyourcomputer—youshouldselectitunderthe
UsetheEntireDiskoption.ThewayUbuntuidentifiesyourharddisksmightseemalittlecomplicatedat
first,butisactuallystraightforward.

MostcomputerstypicallyhaveaSATA-basedharddisk.Ifso,thefirstharddiskwillbeidentifiedas
sda,thesecondassdb,thethirdassdc.Allthatchangesineachcaseisthelastletter:a,b,c,andsoon.

IfyourcomputerusesanolderIDE-basedharddisks,theprimarymasterdriveinthesystemis
identifiedashda,theprimaryslaveashdb,thesecondarymasterashdc,andsoon.Thedrivewillalsobe
identifiedbymakeandmodel,whichmayhelpyouidentifyit.Youmightoccasionallyseehdadevices
onnewerdriversalso.

AssumingthesecondIDEharddiskisinstalledasaslaveontheprimarychannel,asisthestandard
configurationforanadditionalharddisk,itwillbeidentifiedashdb,somakethatselection.Ifthediskis
installedastheslaveonthesecondarychannel(thatis,thesamechannelastheDVD-ROMdrive),itwill
beidentifiedashdd.Ifyou’reusingSATAdisks,thesecondharddriveistypicallyidentifiedassdb.

Afteryou’veselectedthedisk,clicktheForwardbutton.

Manually Edit the Partition Table 

If,foranyreason,youfindthatUbuntu’sdefaultpartitioningchoicesarenotforyou,youcanoptto
manuallyeditthepartitiontable.Thisespeciallyisusefulifyouwanttodesignanewharddisklayout,
whereyouhavefullcontroloverwhat’shappeningonyourdisk.Oneofthebenefitsisthatifyouusethis
option,youcancreatedifferentfilesystems.Ifyoudothisefficiently,youwillreducechancesthatyour
harddiskgetsfilledupbyaccident.Forexample,youmaywanttoseparatetheoperatingsystem
installationfromyour/homefolder.ThisseparationmakesdoingafreshinstallationofUbuntuor
anotherLinuxeasy,becausethedataisleftuntouched.Thereareessentiallytwostagestoworkthrough
ifyouchoosethisoption:

• You’regiventhechancetorepartitionthediskmanually.Youcanresizeordelete
anyexistingpartitionsandcreatethepartitionsUbuntuneeds.

• Whilecreating/editingthepartitions,you’llbeaskedtoassignmount points.
You’llbepromptedtotellUbuntuwhichofthepartitionsonthediskitshoulduse
fortheroot file system(thatis,themainpartitionforUbuntu’suse)andwhich
shouldbeusedfortheswap partition.

Manuallypartitioningoffersultimateflexibilitybutrequiresarelativelyhighlevelofknowledgeof
howUbuntuworks.Therefore,werecommendthatonlyexpertsundertakethisstep,unlessyouhaveno
otherchoicebecausethedefaultUbuntupartitioningchoicesdonotofferwhatyouneedordonotwork
properlyforyou.

Inthefollowingsteps,weexplainhowtocreatethenewpartitionsthatUbuntuneeds,andassign
mountpointssothatUbuntuisabletousethem.Inthisexample,we’llstartonaharddiskthatis
completelyfree.Ifyouwanttoinstalladual-bootsystemwhereUbuntuandWindowsareco-existing,
youshouldfollowtheprocedurethatwasdescribedabove.Alternatively,youcanuseanexternalutility
toresizeexistingpartitions,suchasGParted(seethetipbelow),toshrinkyourexistingpartitionand
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makefreespaceavailabletoinstallUbuntu.Ifyou’vedonethat,youcanapplythefollowingprocedure
andinstallUbuntuintheavailablefreespace.

Tip GPartedisagraphicalpartitiontoolthatyoucanusetoadd,edit,anddeletepartitionseasily.GParted
lookssimilartothethird-partycommercialpartitiontoolsyoumayhavealreadyused.Youcanrunthisutilityby
startingUbuntuinlivedistromodeandchoosingGPartedPartitionEditorfromtheUbuntumenu.Afteryouhave
madethedesiredchangeswiththispartitioneditor,youcanrebootandstarttheUbuntuinstalleragain.Then
whenyoumanuallyeditthepartitionsintheinstaller,youneedtosetmountpointsonlyonthepartitionsthatyou
createdinGParted.

PreparePartitions

Whenthediskpartitioningchoicesappear,clickthe“Specifypartitionsmanually(advanced)”radio
buttonandclickForward.ThePreparePartitionswindowwillappear,asshowninFigure4-7.This
windowliststheharddisksdetectedbyUbuntuandtheircorrespondingpartitions.Eachitemhasthe
followingproperties:

• Device:ThisisthelogicalrepresentationofthehardwaredeviceinUbuntu.See
theprevioussectionforanexplanationofthedriveidentification,butnotethat
herethedrivereferencesareprecededwith/dev.Youcanignorethis.The
numbersattheendrefertotheorderofpartitions.Forexample,sda1referstothe
firstpartitionofthefirstharddisk,andsda2referstothesecondpartitionofthe
firstharddisk.

• Type:Thisspecifiesthefilesystemtypeofthepartition.Forexample,NTFSand
VFATareWindowsfilesystems,ext4indicatestheUbuntupartition,andswap
indicatesaswapfilepartition.

• Mount Point:Amountpointisalocation(folder)withinUbuntu’sfilesystem
whereUbuntuwill“see”apartition.Atleastonepartitionneedstobemountedas
root,denotedwithasingle/.MountingisdiscussedfurtherinChapter10.

• Format?:Thisindicateswhetherthepartitionwillbeformattedduringinstallation.
Formattingwilldestroyanydataonapartition,soensurethatyouhavebackups
ofimportantdataandthatyoureallydowanttoformat.

• Size:Thisdeterminesthediskspaceofthepartition,inmegabytes. 

• Used:Thisdetermineshowmuchdiskspacehasbeenconsumed,inmegabytes.

Atthebottomofthewindowarebuttonstomanipulatetheharddiskasawholeoreachindividual
partition.Fortheharddisk,youcanopttocreateanewpartitiontable.Thiseffectivelyreturnsthedisk
toas-newstatus,withnopartitioninformation.Ifyouwanttore-allocateallavailablediskspaceonyour
computers,it’sagoodideatousethisoption,asitleavesallofyourharddiskdiskspaceasfreespace.
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Tip It’sgoodtoknow,thataslongasyou’reintheAllocatedrivespacemenu,youcanalwaysusetheRevert
buttontoreverttotheoriginalsituation.Soifyou’renotsureaboutwhatyou’redoing,justreverttostartallover
again.

Onceyouhaveunallocatedfreespace,youcanaddanewpartition.Foranexistingpartition,you
haveanoptiontochangeitsproperties(thisoptionletsyouresizethediskandassignamountpoint)or
deletethepartitiontoaccumulatefreediskspace.Youalsohavearevertoptiontoundoallharddisk
changes,whichappliestoalldesiredchangesexceptresizingapartition,becauseresizingiscarriedout
assoonasyouselecttodoso,unliketheotherchanges,whicharecarriedoutafterworkingthroughall
theinstallationstages.



Figure 4-6. Creating a new partition table has the same effect as completely wiping the contents of a disk. 

Use with extreme care. 

Themainpartition(typicallythefirstpartitionthatyou’llbecreating)willcontaintheUbuntu
operatingsystemitself.Thispartitionshouldhaveattheveryleast3GBofdiskspace(2GBforthebase
installation,andtherestfornewapplications,softwareupgrades,andyourdata).
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Apartfromthemainpartition,you’llneedaswappartitionalso.Theswappartitionissimilartothe
swapfileunderWindows(sometimesreferredtoasvirtual memoryorthepaging file),exceptthatit
residesonitsownpartition.Thetraditionalpurposeofaswappartitionistoactasadditionalmemory
shouldthemainmemorybecomefull,butgiventhelargeamountsofRAMthatareinstalledinmodern
computers,swapisrarelyusedforthispurposeanymore.TheswapfileisalsousedbyLinuxforstoring
“anonymouspages,”thatis,datathatexistsinmemoryonlyandnotondisk.Withoutswap,therewould
benowhereforanonymouspagestogowhenLinuxwantstousethememoryspacethey’retakingup.
Additionally,theswapfileisusedtostorethecontentsofthephysicalmemorywhenthecomputer
entersHibernate(SuspendtoDisk)power-savingmode.Thisisprobablythemostimportantreason
whyyouwouldnormallyallocateareasonableamountofswapspaceonyourcomputer.

Theidealsizefortheswappartitionisasubjectofendlessdebate.Recommendationsusually
dependonthesizeofyourphysicalRAM.IfyouwanttousetheHibernatefeatureonyourcomputer,
yourswappartitionsizemustbeatleastequaltothesizeofthephysicalRAM,orhibernationwillfail.
SeeTable4-1forsomesuggestions.

Table 4-1. Suggested Swap Partition Sizes for a Desktop Ubuntu System 

Physical RAM Size Swap Partition Sizea 

512MB1,02 4MB

1,024MB(1GB) 1,024MB

2,048MB(2GB) 2,048MB

3,072MB(3GB) 3,072MB

4,096MB(4GB) 4,096MB

a
 Swap partition sizes have been adjusted to take into account the strict definition that 1 megabyte = 1,000,000 bytes, as 

stated in the Create Partition dialog box. 

Apartfromthemainpartitionandtheswappartition,it’sagoodideatocreateaseparatepartition
forthe/homedirectoryaswell.Doingthishasseveralbenefits:

• Itmakesupgradingyourcomputereasier(becauseyoucanjusttelltheupgrade
processnottotouchthehomepartition,thuskeepingyourpersonalfilessecured.

• Itmakessurethatyourpersonalfileswillnotfilluptheoperatingsystem
environmentandviceversa.

• Itgivesadvancedoptions,suchastheoptiontokeepyourpersonalenvironment
onanencryptedpartition.

Afteryouhavedeterminedthesizeofallpartitions,totaltheirsizes.Thisishowmuchfreespaceyou
needtoallocateforUbuntu.
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Edit Partition Properties 

CreateMainandSwapPartitions

Thenextstepistocreatepartitionswiththefreespace.Selectthefreespaceyouhavecreatedandclick
theAdd...button.TheCreatePartitiondialogboxwillappear,asshowninFigure4-7.Thisdialogboxhas
fiveoptions:

• Type for the New Partition:Thisoptionallowsyoutosetthepartitionasprimary
orlogical.Unlesstheharddiskhasmorethanoneoperatingsysteminstalled,you
shouldselectthePrimaryoption.Withprimarypartitions,youcandivideyour
harddiskuptoonlyfourpartitions.Ifyouneedmorethanfourpartitions,orif
therearealreadythreepartitionsonthedisk,selecttheLogicaloption.Inthis
case,allotherpartitionsthatyou’llcreate,havetobelogicalpartitionsalso.

• New Partition Size in Megabytes: Thisoptionsetsthenumberofmegabytesthat
willbeallocatedtothenewpartition.Thedefaultvaluetakesallofthefreespace,
butsinceyouaregoingtomakeseveralpartitions,youshouldadjustthesize
accordingly.Ifyourharddiskisbigenough,20GBisaniceminimumforthemain
partition,youcanallocatetherestofavailablediskspacetothehomepartition
you’regoingtocreate.

• Location for the New Partition:Thisoptionspecifieswhetherthenewpartitionwill
becreatedonthebeginningorendareaofthefreespace.It’srecommendedthat
youusethebeginning.Thisway,thefreespacecanbeseeneasily,becauseit
alwaysappearsjustbelowallofthepartitions.

• Use As:Thisoptionspecifiesthefilesystemofthenewpartition.Thedefault
optionofExt4JournalingFileSystemisfineforboththemainpartitionasthe
partitiononwhichyouputyourhomedirectories.

• Mount Point: Themountpointisadirectorythatwillactasalocationwhereyou
canmakeadiskaccessible.ThemainpartitionyoucreateforUbuntumustbe
mountedasroot.Thisisalwaysrepresentedasasingleforwardslash(/).The
homepartitionthatyou’llcreatelater,hastobemountedas/home.
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Figure 4-7. You can create a new partition as long as there is free/unallocated space available. 

Tosummarize,youshouldusethefollowingoptionsforthemainpartition:

• Typeforthenewpartition:Primary

• Newpartitionsizeinmegabytes:20000

• Locationforthenewpartition:Beginning

• Useas:Ext4journalingfilesystem

• Mountpoint:/

Nextwe’llcreatetheswappartition.Ifyou’renotsureaboutthesizethatyoushoulduse,justmake
theswappartitionaslargeastheamountofRAMinyourcomputer.ChangetheUseAsoptiontoSwap
Area.Leavetherestoftheoptionsuntouched(notethattheswappartitiondoesn’tneedamountpoint).
Forexample,ifthesizeofthephysicalRAMis2GB,thepartitionsizefortheswappartitionshouldbeset
to2,048MB.ClickOKtocontinue.

Nowyoustillneedtoaddthepartitionforthehomedirectory.Todothis,fromtheAllocatedrive
spacewindow,selectthefreespaceagain(seefigure4-7)andclickAdd.Asyoucanassignallofthe
remainingdiskspacetothehomepartition,youjusthavetochangethemountpoint.Makesureitisset
to/homeandclickOKtocontinue.
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Youshouldnowhavepartitionsreadytogo,asshowninFigure4-8.Atthispoint,youcanclick
InstallNowtocontinue.



Figure 4-8. With your partitions configured, you’re ready to move on. 

Stage6:ConfigureyourRegionalSettings
Atthispoint,yourcomputerstartsinstallingandcopyingfiles.Whileitisdoingthat,youcanprovide
someadditionalinformation,suchasyourtimezone(seeFigure4-9).It’seasytoselectyourtimezone,
justclickonthemapthatisshowntoindicateinwhichpartoftheplanetyouareandafterdoingthat,
clickForwardtocontinue.Next,you’llneedtoselectthekeyboardthatyouwanttouseonyour
computer.Afterdoingso,clickForwardtoproceed.
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Figure 4-9. While your computer starts copying files, you can configure regional settings such as time zone 

and keyboard 

Stage7:SetUpaUser
Nextyou’llbepromptedtosaywhoyouareandchoosethenameyouwanttousetologin.Inanswer
tothequestionYourName?youcanenterthenamebywhichyou’llbeformallyidentifiedonthesystem
toanyonewhousesit.Thestandardpracticeistouseyourfirstandlastnames,separatedbyaspace.

Basedonthenamethatyouenterhere,acomputernameisprovided.Thedefaultnameisbasedon
yourfirstnameandcomputertype,butyoucanchangeittoanythingyoulike,aslongasthenameis
uniqueonthenetwork.

Next,youcanspecifytheusernameyouwanttouse.Thisusernameneedstobeunique;twousers
onthesamecomputercannothavethesameusername.Also,itmustfollowtheserules:

• Theusernameshouldbeonewordwithoutanyspacesinit.

• Youcanchooseanyusernameconsistingofuppercaseandlowercaselettersand
numbers,butnotsymbolsorpunctuation.
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• Theusernamecannotbeginwithanuppercaseletter,althoughyoucanuse
uppercaseintherestofthename.

Thesimplestprocedureforchoosingausernameistouseyourownfirstname,typedentirely
inlowercaseletters.Forexample,inFigure4-10,we’vesetthefullnametoLindaTomsenand
theloginnametolinda.Helpfully,Ubuntuwilladdthefirstpartofthefullnametotheusername
spaceautomatically.



Figure 4-10. You should enter an ordinary name, a login name, a password, and, if you want, a name to 

give your computer. 

Followingtheusername,enterapassword.Here,therulesaretheinverseofthoseforyour
username.Agoodpasswordcontainsnumbers,uppercaseandlowercaseletters,punctuationmarks,
andanythingelseyoucangetinthere!Thishelpsmakeyourpasswordalmostimpossibleforsomeone
elsetoguess,andthusmakesyoursystemmoresecure.(Ifyouwanttobereallysecure,createa
passwordthat’stenormorecharacterslong.)You’llneedtoenterthepasswordtwice;thesecondtime
confirmsthatyoudidn’tmakeatypothefirsttimearound.
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Lastly,therearetwomoreimportantoptionsintheWhoareyou?Window.First,youcanchoose
betweenLoginautomaticallyandRequiremypasswordtologin.Onlyselectloginautomaticallyif
you’resettingupakioskcomputerwhereanyonecanloginto,inallothercasesyoushouldleavethe
defaultsettingRequiremypasswordtologin.Lastly,youcanselecttheoptionEncryptmyhomefolder.
Thisisindeedaveryusefuloption.Ifeveryourlaptopgetsstolen,it’sfairlyeasytogetaccesstofilesin
yourhomefolder.Ifyouusetheoptiontoencryptyourhomefolder,noonecanaccessyourfilesifthey
haven’tgotyourpasswordaswell.Therefore,it’sagoodideatoswitchthisoptionon.

Afteryou’refinished,clicktheForwardbutton.

Stage8:ImportDocumentsandSettings
Thenextstepistomigrateaccountsbyimportingdocumentsandsettingsofexistinguseraccountsfrom
yourWindowspartitiontoUbuntu.(Youwon’tbepromptedtodothisifyou’reinstallingUbuntuona
freshharddiskorhavechosentooverwriteyourWindowspartition.)Justselecttheitemsyouwouldlike
toimporttoyouraccount.ThenclicktheForwardbuttontocontinue.

Thisiscertainlyahandyfeaturetobeofferedbytheinstaller,butthinktwiceaboutwhethertouse
it.Ifyouhavealargeamountofdata,suchasmusicandvideo,storedonyourWindowspartition,there
islittlepointinusingthemigrationtooltocopyitoverontoyournewUbuntupartition.Youwouldbe
merelyduplicatinglargeamountsofdataonthesamedisk,whichmakeslittlesensegiventhatyour
WindowspartitionwillinanycasebeaccessiblefromyournewUbuntusystem.

Stage9:CompletingtheInstallation
Atthispoint,packagesaredownloadedandinstalled.Oncethishasfinished,you’llendupwitha
workingUbuntusystem,whereyou’llseealoginscreenonwhichyoucanselectyourusernameand
enteryourpassword.

Stage9:PerformInstallation
Nowallyouhavetodoiswait!TheUbuntuinstallationroutinewillcopythenecessaryfilesandinstall
Ubuntu,asshowninFigure4-11.Itwon’trequireanyfurtherinputfromyou,unlesssomethinggoes
wrong.Forexample,ifyou’vecreatedpartitionsthataretoosmallintheprevioussection,thisisthe
pointatwhichyou’llbetold.Ifyoudoencounteranerror,theinstallationprogramwillquit,andyou
willneedtostartitagainbyclickingtheiconontheDesktop,thistimealteringyourchoicesaccordingly.

Installationshouldtakenomorethan30minutes.Itcompletedinhalfthattimeonmostofour
testsystems.
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Figure 4-11. While the Ubuntu files are copied, you can read about its nifty features and applications. 

Stage10:RebootandEnjoyUbuntu!
Wheninstallationhasfinished,adialogboxwillappeartellingyoutorestartthecomputer(seeFigure
4-12).AfteryouclicktheRestartNowbutton,theDVDwillbeejectedautomatically.It’simportantthat
youremoveitsothatyoudon’taccidentallybootUbuntu’sinstalleragainwhenthemachinerestarts.In
fact,UbuntuwillpromptyoutoremovethediskandpressEntertoconfirmtheremoval.

Followingthis,thesystemwillrestart.Ifyou’veinstalledUbuntuonacomputerthatcontains
Windows,you’llfirstseetheGrubbootmenu.Thisoffersanumberofchoices,includingthechanceto
bootUbuntuintorecoverymode,whichcanhelpfixyourcomputer(discussedinChapter5).Youcan
alsochoosetobootintoWindows.Youcanswitchbetweenthemenuchoicesbyusingthearrowkeys;
pressEntertomakeyourselection.
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Figure 4-12. You’re almost ready to get started with Ubuntu. 

YoucanalsorunMemtest86totestyoursystem’smemory.However,mostuserscansimplypress
Enterwhenthemenuappears,whichwillselectthetopmostentry,therebybootingUbuntuinnormal
mode.Alternatively,after10seconds,thedefaultchoicewillbeautomaticallyselected.

IfyouinstalledUbuntuontoacomputerorharddiskwithoutanyotherOS,thesystemwillstartup
directly,withoutdisplayingabootmenu(althoughthiscanbeaccessedifdesiredbyholdingdownShift
duringstartup).

AfterafewsecondshavepassedwhileUbuntuloads,you’llseetheUbuntuloginscreen,asshown
inFigure4-13(unlessyousetupUbuntutologyouinautomatically).Fromhere,youcanprogressto
Chapter6tolearnhowtogetstarted.Alternatively,ifyou’verunintoanyproblems,seeChapter5.



Figure 4-13. When the computer has rebooted after installation, the standard Ubuntu login screen  

will appear. 
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INSTALLING UBUNTU ON AN APPLE MAC 

UbuntucanalsorunonAppleMacintoshcomputers,aswellasPCs.However,theinstructionsvary
dependingontheprocessorinstalledinyourMacintosh.TofindoutwhichtypeofprocessoryourMac
uses,clicktheApplemenuandselectAboutThisMac.Inthesummarydialogbox,lookforthe
Processorheading.Ifyourcomputerismorethanfiveyearsold,thelinewillprobablyread“PowerPC,”
andyoushouldrefertotheinstructionsunderthatheading.IfyoursisamorerecentMac,andthe
linecontains“Intel”incombinationwithanyotherwords,suchas“IntelCorei5,”continuewiththe
followinginstructions.

Intel 

IfyourMaccontainsanIntelprocessor,youmightbeabletobootfromtheDVD-ROMsuppliedwiththis
bookanduseittoinstallUbuntu.However,someextrastepsarenecessary.Ifyou’reusingMacOSX10.5
“Leopard”or10.6“SnowLeopard,”youcanuseApple’sBootCamputility(locatedinApplications
Utilities)toresizetheexistingMacOSXpartition.BootCampisalsousedtoprovideabootmenutoletyou
switchbetweenMacOSXandUbuntu.However,BootCampisdesignedtoallowWindowstobeinstalled
alongsideMacOSX,sosomeadditionalstepsarenecessarytomakeitworkwithUbuntu.Afullguideis
providedattheofficialUbuntuwiki:https://help.ubuntu.com/community/MacBook.

Ifyou’rerunningMacOSXTiger(10.4),youmaywanttolookintousingthird-partybootmenusoftware
calledrEFlt(http://refit.sourceforge.net).ThisutilitycanalsobeusedinLeopardandSnowLeopard
inplaceofBootCamp.

Afterthecomputerhasbeencorrectlyconfiguredbyfollowingtheguide,youcanbootfromtheDVD-ROM
andfollowtheinstructionsintherestofthischapter.HolddowntheCkey(orCmd+Shift+Option+Delete
onoldersystems)whentheApplesymbolappearsduringbootingtobootfromtheDVD-ROMdisc.

PowerPC 

UbuntualsoworksonaMacbasedonaPowerPCprocessor,althoughaspecialversionmustbeused.
NotethatCanonical,thecompanythatsponsorsUbuntu,nolongerprovidesofficialreleasesofUbuntuon
thisarchitecture.Currentversionsaresupportedsolelybythecommunity.ThePowerPCversionofUbuntu
10.04canbedownloadedfromhttp://cdimage.ubuntu.com/ports/releases/natty/release/.
ChoosethelinkentitledMac (PowerPC) and IBM-PPC (POWER5) desktop CD.Onceyou’vesavedthis
ISOimagetodisk,you’llneedtomanuallyburnittoablankCD-RorCD-RW,andthenbootfromitto
installUbuntu.However,firstyoumustcreatesomefreespaceontheharddisk,soyoucaninstallUbuntu
alongsideyourexistingOS(assumingyouwanttodual-bootMacOSXandUbuntu;ifyouwanttolet
Ubuntuusetheentireharddisk,theUbuntuinstallerwillbeabletowipetheexistingpartitions,andno
furtheractionisnecessary).BootfromtheMacOSXinstallationDVD-ROMandquittheinstaller.Thenuse
DiskUtilityfromthemenustoresizetheharddiskinordertomakespace.

TocreatetheUbuntuinstallationCDinMacOSX,insertablankCD-RorCD-RW,andthenstartDisk
Utility.ChooseImagesBurn,navigatetotheubuntu-10.04-desktop-powerpc.isofileyoudownloaded
andthenclicktheBurnbutton.Whentheburnhasfinished,usethedisctobootfromandinstallUbuntu,

https://help.ubuntu.com/community/MacBook
http://refit.sourceforge.net
http://cdimage.ubuntu.com/ports/releases/natty/release/


CHAPTER4INSTALLINGUBUNTU

60

followingtheinstructionsprovidedinthischapter.HolddowntheCkey(orCmd+Shift+Option+Deleteon
oldersystems)whentheApplesymbolappearsduringbootingtobootfromtheCD.

The Virtual Option 

ManyownersofApplecomputerschoosetorunUbuntuinavirtualmachinerunningonOSX,ratherthan
installandrunitnatively.Asdiscussedinthe“Virtualization”sidebarinChapter3(wherewelistthemain
virtualizationsoftwareoptionsforMacOSX),thiscanbeaconvenientandrisk-freechoice,whetheryou’re
anordinaryuserwhowantstoexperimentwithUbuntuorasoftwaredeveloperwhowantsaccesstoOSX,
Linux,andWindowsonasinglemachine.Virtualizingisacompromise,though,bothinperformance—
becauseUbuntuhastocompeteforhardwareresourceswiththehostoperatingsystem—andintheheavy
dependenceyouwillstillhaveonproprietarysoftware.Thechoiceisverymuchyours!

Summary 
Byfollowingthestepsoutlinedinthischapter,youshouldnowhaveUbuntuinstalledonyour
computer.We’vetriedtoprovideyouwithenoughinformationtogetaroundcertainproblems,and
explaineachstepoftheinstallation.

Alas,it’sstillpossiblethatyouencounteredhurdlesthatweren’taddressedhere.Inthenext
chapter,you’llfindsolutionstocommonproblemsassociatedwithUbuntuinstallation.
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Solving Installation Problems 

There’saverygoodchancethatyourUbuntuinstallationwillgosmoothly,andyou’llfindyourselfwith
afirst-rateoperatingsystemupandrunningwithinjustafewminutes.However,issuesdosometimes
arise,sowe’vedrawntogetheralistofcommonproblemsalongsidetheirsolutions,whichshouldget
yououtofanytightspot.Theseproblemsareorganizedbywhentheyoccur:(A)beforeyoustart
Ubuntu’slivedistromode;(B)whilerunningtheinstallationprogram;and(C)aftertheinstallation,
whenyoubootforthefirsttime.Thefinalsectionofthechapterdescribeshowtoconfigurethe
graphicalsubsystemwiththeX.orgconfigurationutility,whichcanbeusefulifgraphicalglitchesarise.
ThelatestversionofUbuntuhasanall-encompassingrecoverymode,whichshouldassistinsolving
manyproblems.

A. Preinstallation Problems 
SomeproblemsmightarisebeforeyouevenbootUbuntu’slivedistromodeinordertorunthe
installationprogram.Thissectionaddressessuchissues.

TheDiscDoesn’tBoot
When I boot from the Ubuntu DVD-ROM, the drive spins up as if something is happening, but I see either 
nothing or strange graphics on the screen. 

Solution 

TheDVD-ROMdiscmightbeeitherdirtyorfaulty.Examineitssurfaceforscratchesortryremovingdust
fromitwithasoft,lint-freecloth.Atypicalindicatorofadirtyordamageddiscisthatthedrivespinsup
andtheninstantlyspinsdownseveraltimesinsuccession—listentothewhirofthedrive’smotortotell
whetherthisisthecase.

Ifthediscseemsokay,itmightbethatyourcomputerisnotsettobootfromtheDVDorisunableto
displaytheUbuntubootmenu.Intheformercase,you’llneedtoredefinethebootorderinthe
computer’sBIOS,ascoveredinChapter4.Togetaroundthelatterproblem,whenyouseetheblank
screenorgraphicalcorruption,presstheEscapekeytwice.ThenpressEnter.You’llseetheword
boot:atthetopleftofthescreen,alongwithapromptwhereyoucanentercommands.Typeliveand
pressEnter.
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TheComputerIsHavingaKernelPanic
The DVD starts to boot, but then the computer freezes and eventually displays a message along the lines of 
“Kernel Panic.” 

Solution 

KernelPanicerrorsoccurwhenUbuntucannotcontinuetoloadforvariousreasons.Inthiscontext,it’s
likelythateithertheDVDisfaulty(ordirty)orthatthePChasahardwareproblem.

First,checktomakesurethattheDVDiscleanandnotscratched.Ifpossible,tryitonadifferent
computer.Ifitworks,thenit’sclearlynotatfault,andyourcomputermostlikelyhasahardwareissue.
Inparticular,badmemorycancauseproblems.Doesthecomputeralreadyhaveanoperatingsystem
installed?Doesitrunwithoutproblems?Ifnot,considerreplacingyourmemorymodules.

Tothoroughlytestyourcomputer’smemory,bootfromtheUbuntuDVD,pressanykeywhenyou
firstseeanUbuntulogo,andselecttheTestMemoryoptiononthemenu(usethearrowkeystomove
upordowninthelist,andpressEntertomakeaselection).ThiswillruntheMemtest86program,and
anyproblemswithyourmemorywillbereportedintheErrorscolumnontherightsideoftheprogram
screen.FormoredetailsabouthowtouseMemtest86,seewww.memtest86.com.

TheDVDStartstoBoot,buttheScreenGoesBlankorCorrupted
Soon after the DVD starts to boot, the computer looks like it has crashed—the screen goes blank or the 
display looks scrambled! 

Solution 

YourgraphicscardmaybeincompatiblewitheithertheframebuffergraphicalmodeusedbyUbuntu’s
bootroutine,orthenewkernel-mode-settingtechnologywhichisnowenabledbydefaultonmost
commonvideochipsets.Youcanovercometheseproblemsbyfollowingthesesteps:

1. RebootthecomputerandmakesureitbootsfromtheUbuntuDVD.Assoonas
youseethebootmenu.ChooseyourlanguageandthenpressF6.Thiswill
bringupalistofkernelbootoptions.PressEscapetodismissthismenu.

2. Youshouldthenseeacursorattheendofalineoftextwhichstartswiththe
wordsBoot Options.UsingtheBackspacekeytodeletequiet splash fromthe
endoftheline,asshowninFigure5-1.ThenpressEnter.

Iftheproblempersists,reboot,pressakeytoaccessthebootmenu,chooseyourlanguage,and
pressF6againtobringupthebootoptions.Thistimeusethearrowandspacebar/Enterkeystoselect
nomodesetfromthelist.PressEscape,andthenEnter.

Additionalbootoptionswhichyoucantryaddingmanuallyinclude:

• i915.modeset=0(forolderIntelgraphicsadapters)

• xforcevesa 

• fb=false 

http://www.memtest86.com
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Figure 5-1. Pressing F6 in the boot menu gives you the chance to choose from a menu of kernel options or 

edit the options manually. 

TheComputerFreezesDuringInstallation
After I’ve selected the Install Ubuntu option on the menu, the status bar appears, but then the  
computer freezes. 

Solution 

It’spossiblethatthepower-savingfeatureortheadvancedprogrammableinterruptcontroller(APIC)in
yourcomputeriscausingproblems.BoottheDVDagain,andassoonasyouseethepurplebackground,
withtwosmalliconsatthebottomofthescreen—akeyboardandanaccessibilitysymbol—pressany
key.ChooseyourlanguageandthenpressF6tobringupalistofkernelbootoptions.Usingthearrow
keystonavigate,andspacebar/Entertoselectordeselectoptions,makesurethatthefollowingthree
optionsareselected:

• acpi=off 

• noapic 

• nolapic 

ThenpressEscapetodismissthebootoptionsmenu,andEntertobootUbuntu.

Installer“UnrecoverableError”Message
Booting the DVD fails with the message “The installer encountered an unrecoverable error. A desktop 
session will now be run so that you may investigate the problem or try installing again.” 
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Solution 

Twosolutionswhichcanfixthisproblemare:

• Ubuntu’sreleasenotessuggestthatyoureboottheDVD,accessthebootmenuby
pressinganykeyatthesplashscreen(whenyouseethetwosmalliconsatthefoot
ofthescreen),select“TryUbuntuwithoutinstalling,”andthenusethe“Install
Ubuntu11.04”iconwhentheliveDesktopappears.

• Gointoyourcomputer’sBIOSsettingsanddisablethefloppydisk.Alternatively,if
yourcomputerhasafloppydiskcontrollerbutnofloppydiskdriveconnected,
andyoumaywanttousethatancienttechnologyoccasionally,installafloppy
diskdriveandreboot.

MyNotebookDisplayLooksCorruptedDuringInstallation
I’m attempting to install Ubuntu on a notebook computer. After I select the Install Ubuntu option and 
press Enter, the screen is filled with graphical corruption, and it looks like Ubuntu has crashed. 
(Alternatively, the screen looks squashed, or some elements are off-center or off the edge of the screen.) 

Solution 

WhentheUbuntubootmenuappears,presstheEscapekeytwiceandthenpressEnter.Attheboot:
prompt,typelive vga=771.ThenpressEnter.Thisstartsthelivemodeinasafe,VGAresolution.You
shouldbeabletochangetheresolutionafterthesystemhasloaded.Ifthisdoesn’tprovidethedesired
solution,bootyourcomputeragain,andthistime,intheboot:prompt,typelive vga=normal.Youcan
alsoaddvga=asktohavechoicesonresolutionandtype(VGA/VESA)

I’mUsingaKVM,andtheScreenLooksWrong
I’m using the same keyboard, mouse, and monitor across several computers, courtesy of a keyboard, video, 
and mouse (KVM) switch. When Ubuntu boots, the resolution is wrong and the graphics are corrupted. 
(Also, my keyboard or mouse doesn’t work correctly.) 

Solution 

AKVMswitchmaynotallowUbuntutocorrectlyprobetheattachedhardware.Considerattachingthe
keyboard,monitor,andmousedirectlytothecomputerforthedurationoftheinstallation.After
installationisaccomplished,youcanreintroducetheKVM,andthingsshouldbefine.
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NONE OF THESE SOLUTIONS WORK! 

Ifyourunintoinstallationproblemsforwhichyoucan’tfindasolutionhere,youcantryusingthe
AlternativeInstaller.ThiswillneedtobeburnedtoaCDasanimageandbootedasbefore.

We’veprovidedanISOimageofaCDversionofUbuntuthatusestheAlternativeInstaller.Thiscanbe
foundonSideBoftheDVD-ROM.YoucanlearnmoreaboutitinAppendixD.

Unfortunately,thereisn’tspacetoprovideafullinstallationguidehere,althoughmostinstallationoptions
shouldcorrespondlooselytothosediscussedinChapter4.

B. Installation Problems 
AftertheDVD-ROMhasbootedinlivedistromode,andyou’veruntheinstallationprogram,youmay
geterrormessagesorexperienceotherdifficulties.Thissectionofferssomesolutionstocommon
installationproblems.

I’mOfferedOnlyaTextLogin
I’ve partitioned my disk and clicked to start the installation, after which the Installing System progress bar 
appears. However, it stops at a certain percentage with an error message. If I click the Continue button, 
everything continues, and at the end I’m offered the chance to reboot into the new installation. However, 
when I reboot, the Ubuntu Desktop doesn’t appear. Instead, all I see is a black screen with a text-mode 
login prompt. 

Solution 

Forsomereason,vitalUbuntusoftwarehasn’tbeencorrectlycopiedtothemachine.MakesuretheDVD
isinyourcomputer’sdriveand,attheaforementionedtext-modeloginprompt,typeyourusername
andpressEnter.Typeyourpasswordwhenit’srequestedandpressEnter.Notethatyouwillnotseeany
characters,maskedorotherwise,asyoutypeyourpassword.Then,atthecommandprompt,typethe
following,pressingEnterorReturnaftereachline:

sudo apt-get update 
    [At this point you'll need to type your password; do so] 
sudo apt-get –f install 
sudo apt-get install ubuntu-desktop 

Ifthisdoesn’twork,followtheinstructionsinthe“NoneofTheseSolutionsWork!”sidebar,and
installUbuntuusingtheAlternateInstaller.

TheComputerCan’tFindMyHardDisk
When the Ubuntu installation program gets to the Allocate Disk Space stage, it reports that it can’t find 
any hard disk in my computer. 
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Solution 

Therearemanypossiblereasonsforthis,butherearethreepotentialsolutionsthatyoumighttry
insequence:

1. Select“Manualconfiguration(advanced)”andclicktheForwardbutton.You
shouldseealistofharddiskswitheachofitspartitionsdisplayed,andyou
shouldthenbeabletofollowtheinstructionsunderthe“ManuallyEditthe
PartitionTable”headinginChapter4.

2. Ensurethatthejumpersaresetcorrectlyontheharddisk(consultthehard
disk’sdocumentationifnecessary).Thisisparticularlyworthcheckingifyou
havemorethanoneharddiskinstalledinyourcomputer.Ifthisdoesn’tsolve
theproblem,andyoursecondharddiskisnonbootable(thatis,it’susedonly
fordatastorage),trytemporarilyremovingitandtheninstallingUbuntu.
Reconnectitafterinstallationhascompleted.

3. Seethe“NoneofTheseSolutionsWork!”sidebartolearnhowtousethe
AlternateInstaller.Thiscontainsanolderinstallationprogramthatmany
considermorereliableonsomeproblematiccomputers.

ISeeLotsofHardDisksinthePartitioner
When I try to install Ubuntu, the Prepare Partitions screen shows one (or several) additional small hard 
disks, usually identified as/dev/sdaor similar, followed by a number.

Solution 

IfyouhaveaUSBmemorystickinserted,oramemorycardreaderwithacardinit,itwillbeidentified
bytheUbuntuinstallerinthisway.Youcanignorethisor,ifyouwanttoavoidconfusion,quitthe
installer,removethememorystickorcardreader,andrestarttheinstallerprogram.Notethatmany
computersthatshipwithWindowsVistaorWindows7mayhaveaSystemRestorepartitiononthemain
harddisk,whichwillalsoshowuphere.

IHaveTooManyPartitions
When manually partitioning, I see an error message to the effect that I can’t have more than four  
primary partitions. 

Solution 

Thisisalimitationinhowharddiskswork,notanissuewithUbuntu.Aharddiskcancontainonlyfour
primarypartitions,butthiscanbeextendedbysubdividingthesefurtherintologicalpartitions,as
coveredinChapter4.Toresolvetheproblem,whencreatinganewpartition,selectLogicalasthetype
ofpartition.

Formoredetailsaboutprimaryandextendedharddiskpartitioning,seehttp://
en.wikipedia.org/wiki/Disk_partitioning.

http://en.wikipedia.org/wiki/Disk_partitioning
http://en.wikipedia.org/wiki/Disk_partitioning
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C. Postinstallation Problems 
ProblemsmightalsooccurafteryouinstallUbuntu.Thissectionaddressesseveralpossible
postinstallationproblems.Thissectioncoversonlyproblemsthatappearimmediatelyafter
installation—thosethatpreventUbuntufromworkingcorrectlyimmediatelyafteritsfirstboot.Issues
surroundingtheconfigurationofhardwareorsoftwarearedealtwithinChapter7.

MyMonitorResolutionIsNotRecognized
I use a widescreen monitor (or a widescreen notebook). When I boot to the desktop, the resolution is set too
low. When I try to switch resolutions (by using the Monitors application), the resolution my monitor
usually runs at isn’t available in the list. 

Solution 

Inaminorityofcases,theopensourcedriversforATIandNvidiacardscan’tsupportcertainresolutions
onparticularmonitors,especiallywidescreenones.Onesolutionistoinstallproprietarygraphics
drivers,asdiscussedinChapter7,althoughyoushouldalsoupdateyoursystemonlineassoonas
possible(seeChapter8)toseeiftheopensourcegraphicsdrivershavebeenupdatedandimproved.In
bothcases,you’llneedtoconfigureyourcomputertogoonline,whichisalsoexplainedinChapter7.

MyKeyboardorMouseIsn’tWorking
After booting up, my USB mouse and/or USB keyboard are not recognized. 

Solution 

Tryunpluggingthekeyboardand/ormouse,andthenreattachingthem.Youmightalsotrycleaningthe
connectionswithadryclothorcompressedair.Ifyoufindtheynowwork,logintoUbuntuandperform
anonlinesystemupgrade.SeeChapter8formoreinformationaboutthistask.

Ifthatfailstosolvetheproblem,youcanconfigureyourBIOStopretendyourmouseandkeyboard
aretraditionalPS/2-styledevices,asfollows:

1. EntertheBIOSsetupprogrambypressingDeleteduringtheinitialstagesof
yourcomputerbootroutine(whilememorytestinganddriveidentificationare
stilltakingplace).Somecomputersmightuseadifferentkeycombinationto
enterBIOSsetup,suchasCtrl+Insert,butthatinformationwillbedisplayedon
yourscreen.

2. UsethearrowkeystonavigatetotheIntegratedPeripheralssectionandthen
lookforanentryalongthelinesofUSBLegacySupport.SetittoEnabled.

3. PressEscapetoreturntothemainmenu,andopttosavethechanges.

4. Rebootthecomputer.
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TheComputerNoLongerBoots
When I boot for the first time, I see an error message along the lines of “No operating system could be found 
on the hard disk.” 

Solution 

Itseemsthat,forwhateverreason,theGrubbootloaderwasn’tinstalledcorrectly.BootfromtheDVD-
ROMandselectTryUbuntuWithoutinstallingwhenprompted.WhentheUbuntudesktopappears,
fromtheApplicationsselectTerminal.Thisopensacommand-promptwindow.Typethefollowing
command:

sudo grub-install /dev/sda 

Ifyouarepromptedforyourpassword.TypeitandpressEnter.Almostimmediatelyyouwillbe
returnedtothecommandprompt.YoucanthenclosetheTerminalwindowandrestartUbuntu(click
thepowerbuttoniconinthetoprightcornerofthescreenandchooseShutDown).Ensurethatyou
removetheDVD-ROMwhenprompted.YoushouldfindthattheUbuntubootmenunowappearswhen
youboot.

UbuntuIsWorking,butWindowsWon’tBoot
After I’ve installed Ubuntu, Windows will no longer boot, although Ubuntu works fine. After I select 
Windows from the boot menu, the Windows boot procedure either freezes when “Starting Windows . . .” 
appears or the boot status bar is shown, but the Desktop never appears. 

Solution 

TryrepairingyourWindowsdiskbyusingtheWindowscommand-linetoolchkdsk.Thiscanbedone
fromtherecoverymodeoftheWindowsinstallationCD/DVD,buttheinstructionsforhowtodothis
varydependingonwhetheryou’rerunningWindowsVistaorXP.

WindowsVistaandWindows7

Ifyou’rerunningWindowsVistaor7,followthesestepstorunchkdsk:

1. InserttheWindowsVistaor7installationDVDandselecttobootfromit.For
detailsonhowtoconfigureyourcomputertobootfromtheDVD,seestage2
oftheUbuntuinstallationguideinChapter4.

2. You’llseethemessage“WindowsisLoadingFiles,”alongwithaprogressbar.
Afterthishascleared,selectyourlanguage/localesettingsfromtheInstall
Windowsdialogbox,andthenclickNext.

3. Onthenextscreen,don’tclicktheInstallNowbutton.Instead,clicktheRepair
YourComputerlinkatthebottom-leftcornerofthewindow.

4. IntheSystemRecoveryOptionsdialogbox,selectyourWindowsVistaor
Windows7partitionandthenclickNext.
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5. Onthenextscreen,selectCommandPrompt.

6. Inthecommand-promptwindowthatappears,typethefollowing(this
assumesVistaor7isinstalledondriveC:):

chkdsk c: /R 

7. Waituntilthecheckhascompleted,andthentypeexitattheprompt.

8. BackintheSystemRecoveryOptionsdialogbox,clickRestart.Thiswillreboot
yourcomputer.BesuretoejecttheWindowsVistaDVDbeforedoingso.

WindowsXP

Ifyou’rerunningWindowsXP,followthesestepstorunchkdsk:

1. InserttheWindowsXPinstallationCDandselecttobootfromit.Fordetailsof
howtoconfigureyourcomputertobootfromtheCD,seestage2ofthe
UbuntuinstallationguideinChapter4.

2. You’llseestatusmessagesthatWindowsisloadingdriverfiles.Eventually,the
WindowsSetupmenuwillappear.PressRtostarttheRecoveryConsole.

3. You’llbeaskedtoconfirmwhichWindowsinstallationyouwouldliketoboot
into;doso.

4. You’rethenpromptedfortheadministrator’spassword.Ifyoudon’thaveone,
simplypressEnter.

5. Atthecommandprompt,typethefollowing:

chkdsk c: /R 

6. Waituntilthecheckhascompleted,andthentypeexitattheprompt.Thiswill
rebootyourcomputer.BesuretoejecttheWindowsXPCDbeforerebooting.

YoucanalsouseSuperGrubDisk(www.supergrubdisk.org)tobootthecomputerandexaminethe
bootprocesstofindandfixtheproblem.

ICanSeeOnlyaTextLoginPrompt
When I boot for the first time, all I see is a black screen with some text at the top reading, “Ubuntu 11.04  
[hostname] tty1” and beneath that, “[hostname] login:.” 

Solution 

Forsomereason,theautomaticconfigurationofyourgraphicscardfailedduringinstallation.Seethe
followingsectionforinstructionsonconfiguringyourGUImanually.

Graphical Problems 
AlthoughUbuntuisextremelyadeptatautomaticallydetectingandconfiguringyourPC’sgraphics
hardware,itsometimesgetsthingswrong.Suchproblemsarecharacterizedbyoneofthefollowing:

http://www.supergrubdisk.org


CHAPTER5SOLVINGINSTALLATIONPROBLEMS

70

• UbuntufreezeswhentheDesktopwouldusuallyappear.

• Youseeonscreengraphicalcorruptionofeithertextorgraphics.

• Theresolutionissettoolowortoohigh,andyoucan’tchangeittothecorrect
resolutionbecauseitisn’toffered.

• Youseeablackscreenwithonlyatextloginprompt.

Tip IftheDesktopisoff-center,andthemenuscan’tbeaccessedtochangetheresolution,right-click
somewhereonthepanelandtemporarilyaddanewmainmenuapplet.You’llthenbeabletoaccessthe
Preferencessectionfromthis.

TroubleshootinggraphicalproblemshasneverbeenaseasyasinthelatestversionsofUbuntu.
UbuntuhasaddedasystemcomponentwhichensuresthatX.org(Ubuntu’sgraphicalsubsystem,often
referredtosimplyasX)willruninlow-graphicsmodeshouldX.orgfailtostartwiththecurrentdisplay
settings.Inotherwords,it’salotlikeSafeModethatyoumightbeusedtowithMicrosoftWindows.

Low-graphicsmodeuses640×480or800×600resolution,16or256colors,andaVESAdriverto
operatethegraphicscard.Obviously,thesearenotoptimalsettingsforusingtheDesktop,butthey’re
chosenfortheirwidecompatibilitywithmostgraphicshardware.

Ubuntualsofeaturesarecoverymodethatwillattempttofixcommonproblemssuchaspoor
graphicsperformanceandbrokenpackages.NormallywhenUbuntubootsonacomputerwithonlyone
operatingsysteminstalled,theGrubbootloadermenuishiddenfromyou.Touserecoverymode,you
willhavetoaccessthebootmenu,whichyoudobyholdingdowntheShiftkeyassoonasyour
computer’sBIOSscreenhasfinisheddisplaying.Fromthebootmenu,usethearrowkeystoselectthe
secondUbuntuoption,labeledRecoveryMode,andpressEnter.TheLinuxkernelwillstartupintext
mode,afterwhichaRecoveryMenuwillappear,onabluebackground.Forgraphicsissues,choosethe
fourthoptiononthelist,failsafeX.ThiswillpresentyouwithoptionstorunUbuntuinlow-graphics
modetemporarily,reconfigureyourgraphicssettings,troubleshoottheerror,Exittoconsoleloginor
RestartX.Oftheseoptions,youmightwanttotryReconfiguregraphicsfirst,whichallowsyouto
recreateaconfigurationforyourgraphicalenvironment.

NoteOnatechnicallevel,NattyusesthelatestversionofX.org.ThisversionofX.orgisabletoautodetectand
autoconfiguremonitors,graphiccards,andmice,whichmeansmanualcustomizationofdisplaysettings—long
thebaneofLinuxusersaroundtheworld—israrelynecessary.

Additionally,ifyourcomputerutilizesarecentNvidiaorATI3Dgraphicscard,youcantryinstalling
theproprietarydrivers.Thisisbestdonewhenthesystemisupandrunning,sofollowtheinstructions
heretogetaworkablegraphicalsystemandthenfollowtheinstructionsinthe“Installing3DDrivers
andActivatingDesktopVisualEffects”sectionofChapter7.Installingaproprietarydrivermightbethe
onlywaytogetvisualdesktopeffectsworkingandutilizethefullresolutionofawidescreenmonitor.
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InUbuntu’sMonitorssettings(SystemPreferencesMonitors),youcanexperimentwith
differentresolutionsforyourmonitor,asshowninFigure5-2.Table5-1showsthemostcommon
monitorresolutions.Notethatflat(LCD)screensgenerallyhaveonlyone“native”resolutionatwhich
thedisplayissharp,incontrasttotheoldCRTmonitors,whichcansupportavarietyofresolutions.



Figure 5-2. You can experiment with different resolutions in the Monitor Preferences section. 
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Table 5-1. Typical Monitor Resolutions 

LCD Screens Resolution 

15inches 1024×768

17inches 1280×1024

19inches 1280×1024,1366×768(widescreen),1440×900(widescreen)

20inches 1600×900(widescreen),1680×1050(widescreen)

21inches 1600×1200

22inches 1680×1050(widescreen),1920x1080(widescreen)

23inches 1920×1080(widescreen)

23inches 1920×1200(widescreen)

24inches 1920×1200(widescreen),1920×1080(widescreen)

26inches 1366×768(widescreen),1920×1200(widescreen)

27inches 1920×1080(widescreen),1920×1200(widescreen)

28inches 1920×1200(widescreen)

30inches 2560×1600(widescreen)

40inches 1366×768(widescreen)

CRT Monitors Resolution 

14inches 800×600,640×480

15inches 800×600,640×480

17inches 1024×768,800×600,640×480

19inches 1280×1024,1024×768,800×600,640×480

20inches 1600×1200,1280×1024,1024×768,800×600,640×480


Notethatifyou’veinstalledproprietarydriversforanNvidiaorATIgraphicscard,you’llseea

differentdisplayconfigurationscreen.Thisisbecausewiththedriverofthesegraphicalcards,youalso
installaproprietarymanagementprogramforit.TheNvidiamanagementprogramisshowninFigure
5-3.
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Figure 5-3. Nvidia users see a different set of options for configuring displays. 

Summary 
Thischapter’sgoalwastoaddressproblemsthatmightoccurduringtheinstallationofUbuntu.It
discussedpreinstallation,installation,andpostinstallationissues.Italsocoveredsomeofthegraphical
problemsyoumayencounter.

YoushouldnowhaveUbuntuinstalled.Thenextpartofthisbookfocusesonhelpingyouget
everythingupandrunning.You’lllearnessentialskillsandbecomeaconfidentLinuxuser.
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Booting Ubuntu for the First Time 

NowthatUbuntuisinstalled,you’llnodoubtwanttogetstartedimmediately,andthat’swhatPart3of
thisbookisallabout.Inlaterchapters,we’llpresentspecificdetailsofusingUbuntuandgetting
essentialhardwareupandrunning.We’llalsoshowyouhowtopersonalizethedesktopsoitworksina
waythat’sbestforyouonaday-to-daybasis.Butrightnow,thegoalofthischapteristogetyoudoing
thesamethingsyoudidunderWindowsasquicklyaspossible.

ThischapterexplainshowtostartupUbuntuforthefirsttimeandworkwiththedesktop.Italso
showshowsomefamiliaraspectsofyourcomputer,suchasusingthemouse,areslightlyenhanced
underUbuntu.

Starting Up 
Ifyou’vechosentodual-bootwithWindows,thefirstUbuntuscreenyou’llseeisthebootloadermenu,
whichappearsshortlyafteryouswitchonyourPC.IfUbuntuistheonlyoperatingsystemonyourhard
disk,youneedtoholdtheShiftkeyduringsystemstartuptoaccessthisbootmenu,butyouwon’tneed
todosounlessyouwanttoaccesstherecoverymodebootsettings.Infact,ifUbuntuistheonly
operatingsystemonyourcomputer,youcanskiptothenextsectionofthischapter.

■Note ThebootloaderisactuallyaseparateprogramcalledGrub,whichhasbeenupdatedtoversion2since
Ubuntu9.10.ThisprogramkicksoffeverythingandstartsUbuntu.

ThebootloadermenuyouseewhenyourPCissettodual-boothasthreeorfourchoices,asshown
inFigure6-1.ThetoponeiswhatyouneedtobootUbuntu.TheUbuntuoptionwillbeselected
automaticallywithin10seconds,butyoucanpressEntertostartimmediately.
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Figure 6-1. The default choice is fine on the boot menu, so press Enter to start Ubuntu. 

YoushouldfindthatyoualsohaveanentryforWindows,locatedatthebottomofthelistand
labeledwithwhicheverversionoftheOSyouhaveinstalled.TobootintoWindows,simplyusethe
cursorkeystomovetheselectiontotheappropriateoptionandthenpressEnter.

■NoteFromtheGRUBmenu,youcanalsoselecttorunamemorytest.Ifyourcomputerfrequentlycrashes
withoutspecificreason,badmemorymightbethereason.Ifthathappens,runthememorychecktofindoutifit’s
timetoreplacesomefaultymemorychips.

Youshouldalsoseeanentryendingin“(recoverymode).”ThisisalittlelikeSafeModewithin
Windows.Ifyouselectrecoverymode,Ubuntuwillboottoatextmodemenuwithsixoptions:

resume—Resume normal boot:Thisoptionallowsyoutobootnormally,asifyoudidn’tneedtofix
anythingatall.However,thebigdifferencewiththisoptioncomparedtoagraphicalbootisthat
Ubuntubootsintextmode,inwhichsystemmessagesscrollpastasUbuntuisstartingup.Ifyou
haveproblemswithbootingUbuntu,youcanruninrecoverymodeandchoosethisoptiontofind
errormessagesinthebootprocess.
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clean—Try to make free space:Thisoptionforcesthebootloadertotrytomakefreespaceonthe
disk. 

dpkg—Repair broken packages:Thisoptiontriestorepairthesoftwareinstalledonyourcomputer.

failsafeX-Run in failsafe graphic mode—Thisoptionallowsyoutologinwithlowresolutionanda
limitednumberofcolors,soyoucanrunadisplayconfigurationutilitytotestvariousdisplay
settingsandchooseaconfigurationthatworkswellwithyourhardware,andtroubleshootyour
displayproblems. 

fsck-Reboot into file system check—EnablesyoutocheckandoptionallyrepairLinuxfilesystems.
Thisoperationisbetterdonewiththefilesystemsunmounted,sowhenyouchoosethisoption,the
systemwillrebootandrunthefilesystemcheckondefaultpartitions. 

Grub—Update Grub loader:ForcesGrub(theprogramthatpresentsyouthisbootmenu)toquery
theoperatingsystemsinstalledinyourharddisksandtorecreatethelistitpresentsatstartup. 

netroot—Drop to shell prompt with networking: Liketheoption“root”butwiththenetworking
featuresfullyfunctional.

root—Drop to root shell prompt:Thisoptionbootswithconservativesystemsettingsandthen
presentsyouwithacommand-linepromptinadministratormode(yourunastheroot user—a
specialuseraccountthathasabsolutepowerovertheentiresystem,sotrytoavoidbootingtothis
optionifyoucandoso,andbeverycarefulwhenyoudon’thaveanyotheroptionbuttousethe
rootshellprompt).Thetypicalusageforthispromptistochangethepasswordsofusersifthey
forgettheirpasswords,tofreeupdiskspacetorunnormally,andtouninstallbuggysoftwareto
bringbacksystemstability.Thesystemcommandsthatcanbeusedforrecoveryarepasswd(to
changepasswords),mv(tomovefilesandfolders),rm(todeletefilesandfolders),cp(tocopyfilesand
folders),mkdir(tocreateanewfolder),anddpkg(toinstallorremovesoftware).Theseandother
commandsarediscussedfurtherinAppendixA.

Whenyouupdateyoursystemsoftware,youmightfindthatnewentriesareaddedtothebootmenu
list.Thisisbecausethekernelhasbeenupdated.ThekernelisthecentralsystemfilethatUbunturelies
on,andessentially,thebootmenuexiststoletyouchoosebetweendifferentkernels.Almostwithout
exception,thefirst(topmost)entryistheoneyou’llwanteachtimetobootUbuntu,becausethiswill
alwaysusethemostrecentversionofthekernel,alongwiththelatestversionsofothersystemsoftware.
Theotherentrieswillstartthesystemwitholderversionsofthekernelandareprovidedintheunlikely
situationthatthelatestkernelcausesproblems.

■Note Alloperatingsystemsneedabootloader,evenWindows.However,theWindowsbootloaderishidden
andsimplystartstheOS.UnderUbuntu,thebootloaderusuallyhasamenusoyoucanselectLinuxorperhapsan
optionthatletsyouaccessyourPCfortroubleshootingproblems.WhenyougainsomeexperiencewithUbuntu,
youmightchoosetoinstalltwoormoreversionsofLinuxonthesameharddisk,andyou’llbeabletoselect
amongthembyusingthebootmenu.
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Logging In 
AfterUbuntuhasbooted,whichshouldn’ttakelong,,youwillseetheloginscreen,asshowninFigure6-
2.Hereyouentertheusernameandthepasswordyoucreatedduringtheinstallationprocess.Ifduring
installationyouselectedtobeautomaticallyloggedinatstartup,thenyouwillnotseethisscreenand
willbepresentedwiththedesktoprightaway.

ClickingtheShutdownOptionsbuttoninthebottom-rightcornerofthescreenbringsupamenu
fromwhichyoucanopttorebootthesystemorshutitdown.Nexttothisbuttonaretheclockandthe
UniversalAccessPreferencesbutton,whichallowsyoutoenableaccessibilityfeaturessuchastheon-
screenkeyboardandthemagnifier.

TheuseraccountyoucreatedduringinstallationissimilartowhatWindowsreferstoasan
administratoraccount.Thismeansthatthewithintheaccountyouuseonaday-to-daybasisyoucan
alsochangeimportantsystemsettingsandreconfigurethesystem.However,themaindifference
betweenUbuntuandWindowsisthatyou’llneedtoenteryourpasswordtomakeanyseriouschanges,
ratherthanclickinginaconfirmationdialogbox,aswithWindowsVistaorWindows7(ofcourse,
WindowsXPdoesn’thaveanykindofconfirmationrequirementatall!).

Don’tworryaboutdamaginganythingaccidentally;tryingtoreconfigurethesystemoraccessa
serioussystemsettingwillinvariablybringupapasswordprompt.YoucansimplyclicktheCancel
buttonifyoudon’twanttocontinue.

■Note UnlikesomeversionsofLinux,Ubuntudoesn’tencouragetheusertouseanactualroot(administrator)
account.Thisisevendisabledbydefault.Instead,itoperatesontheprincipleofcertainordinaryusersadopting
superuserprivilegesthatallowthemtoadministerthesystemwhentheyneedto.Thosearecalledsudoers. In
UNIXterms,sudoisshortforsuperuser do,meaningtoperformataskasthesuperuser.Asudoerisauser
accountenabledtoexecutesudoforcertaintasks,asdefinedinthesudoersfile.Theuseraccountyoucreate
duringsetuphastheseprivileges.
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Figure 6-2. Select or type your username, enter your password, and then press Enter to log in. 

Exploring the Desktop 
Afteryou’veloggedin,you’llseethewelcomingthemeofthenewUnityinterface,asshowninFigure6-
3.IfyouhaveusedanypreviousreleaseofUbuntu,andifyouhavetheproperhardware,1youwillnotice
agreatdealofchanges.

Feelfreetoclickaroundandseewhatyoucandiscover.There’slittlechanceofyourdoingserious
damage,soletyourselfgowildandplayaroundwithyournewOS!However,becarefulifanydialog
boxesaskyoutotypeyourpassword—thisindicatesthatyou’veclickedanactionthathasthepotential
tochangethesysteminafundamentalway.

                                                 

 
1TheUnityinterfacehashardwarerequirementslistedonthefollowinglink:
https://wiki.ubuntu.com/DesktopExperienceTeam/UnityHardwareRequirements.Ifyourcomputer
failstomeetthem,youwillbepresentedwiththetraditionalGnome-panel-basedversionofthe
interface.YoucanstillinstallaversionoftheUnityinterfacewithlesserhardwarerequirements(also
knownasUnity2D);youwilllearnhowtoinstallitinChapter9.

https://wiki.ubuntu.com/DesktopExperienceTeam/UnityHardwareRequirements
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Figure 6-3. A clean Ubuntu desktop—this is your first view of the new OS.  

FirstImpressions
Thefirstthingyou’llnoticeisthatthedesktopiscleancomparedtoWindows.Youdon’thavealotof
iconslitteringthescreen.

Ofcourse,youcanfillthedesktopwithalltheiconsyouwant.AswithWindows,youcansavefiles
tothedesktopforeasyaccess.Inaddition,youcanclickanddragiconsfromanyofthemenusontothe
desktopinordertocreateshortcuts.

UNITY: THE NEW FACE OF UBUNTU 

UbuntuhasanewdesktopinterfacethatmakesitsdebutinNattyNarwhalandthatmaybefamiliartoold
UbuntuNetworkRemixusers:Unity.

UnitydoesnotreplacetheGNOMEdesktopenvironmentasawhole,butonlytheGnomeShell,itsuser
interface.ThismeansthatUbuntuwillcontinuetoshiptheGNOMEapplicationsforthetimebeing.Ifyour
hardware,inparticularyourvideodrivers,don’tmeettheminimumrequirementsforUnity,Nattywillfall
backtotheGNOMEShell.

ThefundamentalsoftwarebehindGNOMEismaintainedbytheFreeSoftwareDesktopProject.Thisisone
ofthemostwell-establishedorganizationscurrentlyproducingdesktopinterfacesforLinux,aswellasfor
otherversionsofUNIX.Itshomepageishttp://www.gnome.org.

Thenatureofopen-sourcesoftware—wherebyanyonecantakethesourcecodeandcreateanewversion
ofaprogram—makesUbuntu’sremodelingoftheGNOMEdesktoppossible.UnlikewithWindows

http://www.gnome.org
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software,morethanonecurrentversionofaparticularprogramorsoftwaresuitecanexist,eachusually
tailoredtotheparticularneedsofoneofthevariousLinuxdistributions.

TherearealsoversionsofUbuntubuiltaroundKDE(http://www.kde.org)andXfce
(http://www.xfce.org),twosimilardesktopenvironments.They’recalledKubuntuandXubuntu,
respectively,andthey’resuppliedontheDVD-ROMthatcomeswiththisbook.Formoredetails,including
installationinstructions,seeAppendixD.

■Note Ifyou’redual-bootingwithWindows,youmightseeaniconatthetopleftoftheUbuntudesktopthatwill
letyouaccessyourWindowsfiles.Ononesystem,itwasidentifiedassda1.Double-clicktheicontoviewthe
Windowsfilesystem.Similarly,ifyouhaveamemorycardreaderordigitalcamerapluggedinyourPC,youmight
seedesktopiconsforthemtoo,andanyinsertedCD/DVDdiscswillalsoberepresentedbydesktopicons.

Bydefault,theUbuntudesktopinterfaceiscleanandneat,withonlyafewelementsvyingfor
attention.Let’sdescribethemquicklynow;youcanfindamoredetaileddescriptionlaterinthis
chapter.

Top Panel—Nattyincludesthetraditionalhorizontalstripatthetopofthedesktop.Asinprevious
versionsofUbuntu,itdisplaysattherighttheapplicationstatusindicators,theclock,theMe
menu,andtheSessionmenu.Buttotheleft,youwillnoticethatthetraditionalthreemenus
(Applications,Places,andSystem)aremissing,orreplacedbyasingleUbuntulogo,whichiscalled
theHomeButton(or,moregraphically,the“BigFreakin’Button”).ClickingtheHomeButtonwill
opentheUnitydash,withaSearchdialogboxandshortcutstothemostpopularapplications.

Unity launcher—MaybethecentralpartoftheUnityuserinterfaceistheUnitylauncher,whichby
defaultshowsontheleftpartofthescreen.Whenyourcurrentapplicationencroachesthearea
wheretheUnitylauncherislocated,itwillauto-hide.Unitylauncherreappearswhenyour
applicationworkspaceleavestheareawheretheUnitylauncherislocated.TheUnitylauncherisa
verticalstripthat,whenvisible,islocatedbelowtheHomeButtonandcontainsiconsrepresenting
variousapplicationsorsystemcomponents.Thoseiconsarecalledlaunchers,andwhenselected
theyopenthespecifiedapplicationorletyouaccessmoreoptionsforthespecificsystem
component.Thoselaunchersenableyoutoaccessfilesandfoldersonyourcomputer(Home
folder,Files&Folders),browsetheWeb(Firefoxwebbrowser),workondocuments(LibreOffice
Writer,Calc,andImpress),installnewsoftware(UbuntuSoftwareCenter),accessonlineservices
(UbuntuOne),switchbetweenworkspaces(WorkspaceSwitcher),openapplications
(Applications),andviewthecontentsoftheTrash.Youcanaddyourownlaunchers,asyouwillsee
inChapter9.OpenApplicationswillautomaticallyaddanicontotheUnitylauncherthatyoucan
usetoaccesstheapplicationwhenitisnotactiveatthemoment.

ThemouseworksmostlyasitdoesinWindows,inthatyoucanmoveitaroundandclickonthings.
Forthemostpart,single-anddouble-clickingworkexactlyastheydoinWindows.Youcanalsoright-
clickvirtuallyeverythingandeverywheretobringupcontextmenus,whichusuallyletyoualtersettings.
Andyoushouldfindthatthescrollwheelinbetweenthemousebuttonsletsyouscrollwindows.

http://www.kde.org
http://www.xfce.org
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SomethingthatmightcatchyourattentionthefirsttimeyouopenawindowinLucidLynxisthe
placementofthefamiliarMaximize,Minimize,andClosebuttons.Theyareplacedtotheleftofthetop
bar,insteadoftotherightasiscustomaryinWindowsandOSX.ClickingtheClosebuttonendseach
program,asinWindows.AndanewimprovementdevelopedforNattyNarwhalisthatthetopbarofany
application’swindow,whenitismaximized,ismergedwiththetoppanel,usingthemostpartofthetop
panelthatisusuallyempty.

WheneverUbuntuisbusy,ananimated,circulariconappearsthatissimilarinprincipletothe
hourglassiconusedinWindows.Italsoappearswhenprogramsarebeinglaunched.

■Caution BearinmindthatUbuntuisn’tacloneofWindowsanddoesn’ttrytobe.Althoughitworksinasimilar
way—byprovidingmenusandiconsandcontainingprogramswithinwindows—therearedifferencesand
refinementsthatmaytripyouupasyouexplore.

ExploringtheTopPanelandtheUnityLauncher
ThetwocentralpartsoftheUbuntudesktoparethetoppanelandtheUnitylauncher.Thetoppanel,as
wementionedearlier,isthehorizontalstripatthetopofthescreen.TheUnitylauncheristhevertical
stripattheleftofthescreenthathaslaunchersforthemostusedcomponentsofthesystem.

Theyareextremelyusefulandhighlycustomizable.Mostoftheoperationsyouwilleverneedtoaccess
onUbuntuareavailablethroughthosetwo,somasteringthemearlyonisofgreathelp(toreadmore
aboutpersonalizingthetoppanelandtheUnitylauncher,refertoChapter9).Theexactviewis
determinedbywhatyouhaveinstalledonyourcomputer.Followingisalistofsomeofthemost
importantpartsofyourgraphicaldesktop.

Home Button: TheHomeButtonistheUbuntuiconatthefarleftofthetoppanel.Whenclicked,it
allowsyoutoaccesstheUnitydash,whereyoucansearchforandopensomeofthemostcommon
applications.

Application launchers:IntheUnitylauncher,you’llfindiconsthatrepresentapplications.By
default,theFirefoxwebbrowser,andLibreOffice’sWriter,Calc,andImpressfindtheirhomehere.
Youcancreateyourownlaunchersforexistingapplications,butifyouoverpopulatetheUnity
launcher,itcanbemoredifficulttofindyourapplications.Whenyouclickoneofthoseiconsthe
correspondingapplicationstarts.

Home folder and Files & Folders launchers:These twolaunchers, whicharethefirstandthelastof
thelaunchers(notcountingtheTrash,whichisatthebottomoftheUnitylauncher)willallowyou
toopenNautilus,thefileexplorer.NautilusisfurtherexplainedinChapter10. 

Ubuntu Software Center:Thislauncher,sixthintheUnitylauncher,willopentheUbuntuSoftware
Centerandallowyoutoinstallnewapplications.ItisexploredinmoredetailinChapter20. 

Ubuntu One: ThislauncherletsyouaccessconfigurationforthecloudservicesdescribedinChapter
15.WithUbuntuOne,youcanbackupfilesandotherdata(suchasmusiccollections,yourcontact
information,oryourFirefoxbookmarksandTomboynotes)totheWeb,andsynchronizethem
acrossmanycomputers,

Workspace Switcher:TheWorkspaceSwitcherisusedtomovebetweenvirtualdesktops,described
laterinthischapter.
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Applications: Thislauncher,whichisgraywithaplussignatthemiddle,isthego-toplacewhenyou
wanttoopenanapplication.ItreplacestheApplicationsandSystemmenusofthepreviousUbuntu
releases.Whenselected,itopenstheApplicationsdash,whichcontains,atthetop,aSearchdialog
boxthatyoucanusetonarrowthelistofapplicationsshown.Youcanalsoselectthecategoryofthe
applicationwiththedrop-downlistlocatedattherightoftheSearchdialogbox.Therewillbethree
sectionsforapplicationsinthedash:theMostFrequentlyUsedapplications,theInstalled
applications(whichisthemostimportantsection),andtheAppsAvailableforDownload,whichare
notinstalledbutjustafewclicksofthemouseaway.Aquicktip:youcancreateanapplication
launcherbydraggingtheiconoftheapplicationtotheUnitylauncher.

Off button:Theright-mostiteminthetoppanelistheOffbutton,aboutwhichmoredetailsare
givenlaterinthischapter.YouwillnoticesometimesthattheOffbuttonchangesitscolortored.
Thisisanindicationthatachangehasbeenmadetothesystemthatrequiresyoutorebootthe
computer.Thiscanhappen,forexample,whenyouinstallthelatestupdatestoUbuntu. 

Me menu:TheMemenu,indicatedbyyourusernameonthepanelandlocatedtotheleftoftheOff
button—allowsyoutoeasilysetyourstatusforvariousIMclientsandposttosocialnetworksites
likeFacebookorTwitterwithouthavingtologintothem.Itsfunctionalityisexplainedindepthin
Chapter15. 

Clock:Theclockislocatedatthetoprightofthescreen.Clickingitbringsupahandymonthly
calendar.Clickitagaintohidethisdisplay.ClickAddEventtoaddanentrytotheEvolution
calendarfromhere(thiscalendarisexplainedinChapter14).ClickTime&DateSettingsto
configurethetimezoneandhowthetimeanddateinformationisdisplayed.

Indicator applet:TheIndicatorapplet,representedbyanenvelopeiconnexttotheclock,allowsyou
toconfigureinstantmessage(IM),mail,andbroadcastaccounts,andisusedbythosesame
accountstoinformyouwhenachangehasoccurred,suchasnewincomingmailoranIMfromone
ofyourcontacts.ThereisalsoashortcuttoUbuntuOne. 

Notification area:ThisissimilartotheWindowssystemtray.Programsthatliketohangaroundin
memory,suchasBansheethemediaplayerorSkype,addiconsinthistop-rightareatoallowquick
accesstotheirfunctions.TheSoftwareUpdateNotifierappearsinthisareatoletyouknowthat
softwareupdatesareavailable(similartoWindowsUpdate).NetworkManagerdisplaysanicon
herewhenyouareconnectedtothenetwork.TheVolumeControlappletisheretoo.Usually,you
simplyneedtoclick(orright-click)theiriconstoaccesstheprogramfeatures.

Notifications:Inadditiontothenotificationarea,Ubuntualsohasapop-up,short-termnotification
systemthatisusedtokeepyouinformedofchangestoyoursystem’svolume,screenbrightness,
networkavailability,IMfriendstatus,andotherusefulthings.Youmightwanttodisablesome
notificationsiftheystarttoannoyyou. 

Trash: AtthebottomoftheUnitypanelistheTrashicon.Draggingfilesorfoldersintothisicon
causesthemtobemovedtothetrash.Fromhereyoucanalsoemptythetrashorviewitscontents.

■Note There’soneimportantdifferencebetweentheRecycleBininWindowsandUbuntu’sTrash.Bydefault,the
RecycleBinusesonly10percentoftheremainingspaceonaharddisk.Afterthis,theoldestitemsare
automaticallydeleted.WithUbuntu’sversion,theonlylimitonthecontentsistheremainingfreespaceonthe
disk.NothingwilleverberemovedfromtheTrashunlessyouspecificallychoosetoremoveit.
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ShuttingDownorRestartingUbuntu
YoucanshutdownorrebootyourPCbyclickingtheOffbuttoninthetop-rightcornerofthescreen.On
manylaptopsanddesktops,youcanalsobrieflypresstheon/offbuttononthecomputer.Theformer
methodpresentsyouwithaselectionofoptionsinadrop-downlist,whilethelatterlaunchesadialog
boxshowingiconsforvariousoptions,asshowninFigure6-4.



Figure 6-4. A variety of shutdown operations are available, some allowing for a quick resumption later on. 

Notethatnotalltheoptionsappearifyouusethehardwaremethodtoclosedown.Theoptionsin
thedrop-downlistareasfollows:

Lock Screen:Thisenablesthescreensaverandpassword-protectsthesystem.Theonlywaytoleave
LockScreenmodeistoentertheuser’spasswordintothedialogboxthatappearswheneveryou
movethemouseorpressakey.

Guest Session:Thislaunchesanewguestsessionofthedesktop.Itisidealforemployeeswhoare
temporarilyusingacompany’sPC,forexample,orforfriendswhovisitandwanttochecktheire-
mailorFacebookwithoutleavinganytraceonyourPC.Anyfilesdownloadedonaguestaccountare
deletedwhentheuserlogsout.

Switch From <username…>:Ifmultipleusersaredefinedonthesystem(Chapter21discusseshow
toadduseraccounts),thisoptionallowsotherstologinwithoutclosingdowntheoriginaluser’s
account.Toswitchbacktotheoriginaluser,chooseSwitchUseragainorlogouttheseconduser.
Theoriginaluserwillneedtoentertheirpasswordtoregainaccess.

Log Out:ThisoptionlogsyououtofthecurrentuseraccountandreturnsyoutotheUbuntulogin
screen.Anyopenprogramswillbeshutdownautomatically.
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■Caution Duringshutdownorlogoutoperations,Ubuntusometimesautomaticallyshutsdownapplicationsthat
containunsaveddatawithoutpromptingyou,soyoushouldalwayssavefilespriortoselectinganyoftheoptions
here.

Suspend:Thisusesyourcomputer’ssuspendmode,inwhichmostofthePC’ssystemsarepowered
downexceptforthecomputer’smemory.Suspendmodeisdesignedtosavepowerandallowa
quickreactivationofthePC.Notallcomputerssupportsuspendmode,however,soyoushould
experimenttoseeifyourcomputerworkscorrectly.Ensurethatyousaveanyopenfilesbefore
doingso.IfyourPCgoesintosuspendmodebutfailstowakeupwhenyoushakethemouseorpush
keys,youmayneedtoreboot.Thiscanoftenbedonebyholdingdownthepowerbuttonforabout
fiveseconds.

Hibernate:Thissavesthecontentsofthecomputer’smemorytotheharddiskandthencompletely
powersdownthecomputer.Whenthecomputerisreactivated,theuserchoosestostartUbuntuas
normal,andthememorycontentsarereadinfromdisk.Thisallowsafasterstartupandallowsusers
toresumefromwheretheywerelastworking.Forthehibernatefeaturetowork,theswapfileneeds
tobeaslargeasorlargerthanthemainmemory.Ubuntu’sinstallationprogramshouldhave
automaticallydonethat,butifyoudidn’tdedicateenoughdiskspacetoUbuntuwhen
repartitioning,itmightnothavebeenabletodoso.Theonlywaytofindoutistoattemptto
hibernateyoursystemandseewhetheritworks.

■Caution Someusershavereportedthattheircomputerissometimesunableto“wake”fromhibernation,so
youshouldsaveanyopenfilesbeforehibernatingasinsuranceagainsttheunlikelyprospectthatthishappens.
We’veseenthishappenafewtimes,althoughhundredsofothertimesit’sworkedfine.

Restart:ThisoptionshutsdownUbuntuandthenrestartsthecomputer.

Shut Down: ThisshutsdownUbuntuandthenpowersoffyourcomputer,provideditsBIOSis
compatiblewiththestandardshutdowncommands.(Allcomputersboughtwithinthepastfive
yearsorsoarecompatible;ifyoufindthatthecomputerhangsattheendoftheUbuntushutdown
procedure,simplyturnitoffmanuallyviathepowerswitch.)

OnlythelastfouroftheseoptionsareavailableintheShutDowntheComputerdialogbox,opened

viathehardwareshutdownbuttonorbypressingtheCtrl+Alt+Delcombinationofkeys.Ifyouleavethe
computerafterpushingthisbutton,itwillpausefor60secondsandthenshutdown.

QuickDesktopGuides
RefertoFigure6-5foranoverviewoftheUbuntuDesktop.Inthisfigure,youcanseeanopenbrowser
window,aprogramwindow,andthedefaultdesktopcomponents,suchastheUnitypaneintheleftpart
ofthescreen.TheUbuntuDesktophasbeencompletelyredesigned,soit’sbestthatyoudon’ttryto
compareittowhatyoumayknowfromaWindowsenvironment!
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Figure 6-5. The Ubuntu desktop has been largely redesigned for this release of Ubuntu. 

Running Programs 
Startinganewprogramiseasy.JustclicktheApplicationslauncherintheUnitypanelandthenchoosea
programfromthelist.Theapplicationsinterface,showninFigure6-6,isgroupedintothreepartsin
whichyoucanfindyourMostFrequentlyUsedapplications,theInstalledapplications,andsome
popularapplicationsthatareavailablefordownload.Also,youcanclicktheAllApplicationslinkinthe
upperrightpartofthescreentogetaccesstoallsoftwarethatisinstalledonyourcomputer.

IfyouwanttostartthewebbrowserortheLibreOfficeapplications(arguablysomeofthemost
popularprogramsofferedbyUbuntu),youcanclicktheiriconsontheUnitypanel.
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Figure 6-6. The programs on the Applications launcher are grouped into various categories, which you can 

filter. 

Working with Virtual Desktops 
Windowsworksonthepremiseofeverythingtakingplaceontopofasingledesktop.Whenyoustarta
newprogram,itrunsontopofthedesktop,effectivelycoveringupthedesktop.Infact,allprogramsare
runonthisdesktop,soitcangetabitconfusingwhenyouhavemorethanacoupleofprogramsrunning
atthesametime.WhichMicrosoftWordwindowcontainsthedocumentyou’reworkingon,ratherthan
theoneyou’veopenedtotakenotesfrom?WhereisthatMyComputerwindowyouwereusingtocopy
files?

Ubuntuovercomesthisproblembyhavingmorethanonedesktoparea.ByusingtheWorkspace
Switchertool,locatedontheUnitylauncher,youcanswitchbetweentwoormorevirtualdesktops,as
showninFigure6-7.Thisisbestexplainedbyademonstration:

1. Makesureyou’recurrentlyonthefirstvirtualdesktop(opentheWorkspace
Switcherandselecttheupperleftpanel),andstartupthewebbrowserfrom
theUnitylauncher.

2. ClickthesecondsquareontheWorkspaceSwitcher.Thisswitchesyoutoa
cleandesktop,wherenoprogramsarevisible—desktopnumbertwo.

3. StartupthefilebrowserbyclickingtheupperbuttonintheUnitylauncher—
theonethatlookslikeafoldericon.Afilebrowserwindowappears.

4. ClickthefirstsquareintheWorkspaceSwitcheragain.Youshouldswitchback
tothedesktopthatisrunningthewebbrowser.
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5. Clickthesecondsquare,andyouswitchbacktotheotherdesktop,whichis
runningthefilebrowser.

■Tip YoucanholddownCtrl+Altandpresstheup,down,left,andrightcursorkeystoswitchbetweenvirtual
desktops.

Youcanclickanddragthesmallrepresentationsofanapplicationwindowfromoneworkspaceto
anotherintheSwitcheritself.TheWorkspaceSwitcherprovidesawayoforganizingyourprogramsand
alsoreducingtheclutter.Youcanexperimentwithvirtualdesktopstoseewhetheryouwanttoorganize
yourworkthisway.Somepeopleswearbythem.

Using the Mouse 
Asnotedearlier,themouseworksmostlythesameunderUbuntuasitdoesunderWindows:aleft-click
selectsthings,andaright-clickusuallybringsupacontextmenu.Tryright-clickingvariousitems,such
asiconsonthedesktoporeventhedesktopitself.

■Tip Right-clickingablankspotonthedesktopandselectingCreateLauncherletsyoucreateshortcutsto
applications.ClickingCreateFolderletsyoucreatenewemptyfolders.YoucanalsouseCreateDocument➤
EmptyFileifforsomereasonyouwanttocreateanemptyfile.

Youcanusethemousetodragiconsontopofothericons.Forexample,youcandragafileontoa
programiconinordertorunit.Youcanalsoclickanddragincertainareastocreatean“elasticband”
and,asinWindows,thisletsyouselectmorethanoneiconatonce.

YoucanresizewindowsbyusingthemouseinmuchthesamewayasinWindows.Justclickand
dragtheedgesandcornersofthewindows.Inaddition,youcandouble-clickthetitlebartomaximize
andsubsequentlyrestorewindows.

Ubuntualsomakesuseofthethirdmousebuttonformiddle-clicking.Youmightnotthinkyour
mousehasoneofthesebut,actually,ifit’srelativelymodern,itprobablydoes.Suchmicehaveascroll
wheelbetweenthebuttons,andthiscanactasathirdbuttonwhenpressed.

InUbuntu,themainuseofthemiddlemousebuttonisincopyingandpasting,asdescribedinthe
nextsection.Middle-clickingalsohasahandfulofotherfunctions;forexample,middle-clickingthetitle
barofanyopenwindowwillswitchtothewindowunderneath.

■Tip Ifyourmousedoesn’thaveascrollwheel,orifithasonethatdoesn’tclick,youcanstillmiddle-click.
Simplypresstheleftandrightmousebuttonsatthesametime.Thisemulatesamiddle-click,althoughittakesa
littleskilltogetright.Generallyspeaking,youneedtopressonebuttonafractionofasecondbeforeyoupressthe
otherbutton.
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Cutting and Pasting Text 
Ubuntuofferstwoseparatemethodsofcuttingandpastingtext.ThefirstisidenticaltoWindows.Ina
wordprocessororanotherapplicationthatdealswithtext,youcanclickanddrag(ordouble-click)the
mousetohighlighttext,right-clickanywhereonit,andthenchoosetocopyorcutthetext.Inmany
programs,youcanalsousethekeyboardshortcutsofCtrl+Xtocut,Ctrl+Ctocopy,andCtrl+Vtopaste.

However,there’saquickermethodofcopyingandpasting.Simplyclickanddragtohighlightsome
textandthenimmediatelyclickthemiddlemousebuttonwhereyouwantthetexttoappear.Thiscopies
andpastesthehighlightedtextautomatically,asshowninFigure6-7.

Thisspecialmethodofcuttingandpastingbypassestheusualclipboard,soyoushouldfindthatany
textyou’vecopiedorcutpreviouslyshouldstillbethere.Thedownsideisthatitdoesn’tworkacrossall
applicationswithinUbuntu,althoughitdoesworkwiththemajorityofthem.



Figure 6-7. Highlight the text and then middle-click to paste it instantly. 

Summary 
ThischaptercoveredbootingintoUbuntuforthefirsttimeanddiscoveringthedesktop.Welookedat
startingprograms,workingwithvirtualdesktops,usingthemouseontheUbuntudesktop,andmuch
more.YoushouldbeconfidentinsomebasicUbuntuskillsandreadytolearnmore!

Inthenextchapter,you’lllookatgettingyoursystemupandrunning,focusingonitemsof
hardwarethatyoumayencounterinday-to-dayuse.
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Getting Everything Up and Running 

ThischapterguidesyouthroughsettingupalltheessentialcomponentsofyourUbuntuinstallation.
Thisincludeshardwareconfiguration,aswellassettingupe-mail.Itcoversthepost-installationsteps
necessarytogetyoursystemupandrunningefficiently.

LikeallmodernLinuxdistributions,Ubuntuispracticallyautomatedwhenitcomestosettingup
keyhardwareandsoftwarecomponents.Keysoftwarewillworkfromthestart,andmosthardwarewill
beautomaticallyconfigured.However,youmightneedtotweakafewsettingstomakeeverythingwork
correctly.Readontolearnmore.

Will Ubuntu Support My Hardware? 
Theage-oldcriticismthattheLinuxOSlagswaybehindWindowsintermsofhardwaresupportislong
dead.Themajorityofconnectabledevices,suchasdigitalcamerasandprinters,willworkwithUbuntu
immediately,withlittle,ifany,configuration.

MostunderlyingPChardwareispre-configuredduringinstallationwithoutyourknowledgeand
withoutrequiringfurtherwork,sowithlucktherewillbelesshuntingaroundfordriversthanyoumight
beusedtowithWindows.Yourgraphicsandsoundcardsshouldworkwithoutahitch,forexample.In
addition,nearlyallUSBandFireWiredevicesyoupluginafterinstallationwillbesupported.(Table7-1
listssomeonlinesourcesofinformationabouthardwaresupportforUbuntu).You’llbesurprisedathow
manyusermanualsnowhaveasectionforLinux—oftengivenequalweighttoMacOS.Documentation
forNetgearroutersisoneexample.

However,it’sstillthecasethatasubstantialnumberofdevicesarenotsupportedbyUbuntu.
Generally,it’sablackorwhitesituation:Ubuntueitherworkswithapieceofhardwareoritdoesn’t.

ThetypesofhardwarethatUbuntudoesn’tsupportareoftenesotericdevicesthatrelyoncustom
softwareprovidedbythehardwaremanufacturer,buteveninmass-marketareassuchasprinters,
scanners,andwirelessadapters,somemanufacturersarestillfrustratinglyuninterestedinpublishing
theirownLinuxdrivers,andevenrefusetoprovidedetailsaboutthehardwaretovolunteer
programmerswhooffertowritefreeandopensourcedriversatnoexpensetothecompany.It’salso
sometimesthecasethatbrand-newmodelsofhardwarewon’tworkwithUbuntuwhentheyfirsthitthe
market.Companiesprioritizedeveloperresources,soWindowsdriversgenerallygetwrittenbefore
Linuxdrivers.However,assoonasanewpieceofhardwarecomesout,workisusuallyundertakento
ensurethatLinuxismadecompatiblewithit,bythecompany,thecommunity,oracombinationofthe
two.Thisisespeciallytrueofhardwaresuchasprintersandscanners,andit’sonemorereasonwhyyou
shouldregularlyupdateyoursystemonline.
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Tip Beforeyouhitthestorestobuyanewpieceofhardware,it’sagoodideatodoalittleresearch.
CompatibilitywithLinuxissometimeslistedonthehardwareboxoratthemanufacturer’swebsite(evenifyou
sometimesneedtosearchthroughtheFAQsectiontofindoutaboutit).And,ofcourse,othersmayhavetried
yourparticularsmallobjectofdesire,sosearching<hardware name> + Linux compatibilityinGooglemay
provideenlightenment.AnothergoodsourceforinformationonUbuntuhardwarecompatibility,is
www.ubuntu.com/certification.

Table 7-1. Hardware Information Sources 

Hardware Web Sources 

Graphicscards http://xorg.freedesktop.org/wiki/Projects/Drivers 

Soundcards http://linux-sound.org/hardware.html 

Printers www.linuxfoundation.org/en/OpenPrinting 

Scanners www.sane-project.org/sane-supported-devices.html

Cameras www.gphoto.org/proj/libgphoto2/support.php 

Wi-ficards www.hpl.hp.com/personal/Jean_Tourrilhes/Linux/ 

Laptops http://tuxmobil.org 


Unfortunately,unlikewithWindows,it’snotverycommontofindLinuxdriversontheCDthat

comeswiththehardware.EvenifyoudofindaLinuxdriversupplied,chancesarethatitwillworkwith
onlycertainenterprise-orientedversionsofLinux,suchasRedHatEnterpriseLinuxorSUSELinux
EnterpriseDesktop.Somedriversareusablebutimperfectorlackfeaturesthatareavailableintheir
Windowscounterparts.Atthetimeofthiswriting,Ubuntuhasyettogainthekindofmomentumthat
leadsmanufacturerstospecificallyproducedriversforit,butthismaychangeinthefuture,especiallyas
moreusersencounterthesystemviaNetbooksandmobiledevices.VariousOEMshavedippedtheir
toesintheopensourcewater.DellandShuttlearethebiggestnamescurrentlybundlingLinuxwith
someoftheirdesktopofferings,withsmallerspecialistcompanieslikeSystem76competingwith
excellentpre-installedofferings.

Attheotherend,Linuxtakescareofaddressingmosthardwarethroughthekernel.Ifthehardware
manufacturerhasmadespecificationsforadeviceavailabletothepublic,thereprobablyisanopen
sourcedriveravailableinthekerneltoaddressyourhardware.Thisisespeciallytrueforhardware
devicesthatareabitlongeronthemarket(whichmeansthatopensourcedevelopershavehadtimeto
developspecificdrivers.Ifthatisthecase,you’llseethatUbuntujustrecognizesthedeviceandno
additionalconfigurationisneededatall.

http://www.ubuntu.com/certification
http://xorg.freedesktop.org/wiki/Projects/Drivers
http://linux-sound.org/hardware.html
http://www.linuxfoundation.org/en/OpenPrinting
http://www.sane-project.org/sane-supported-devices.html
http://www.gphoto.org/proj/libgphoto2/support.php
http://www.hpl.hp.com/personal/Jean_Tourrilhes/Linux/
http://tuxmobil.org
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Note  It’spossibletouseaprogramcalledalientoconvertsoftwareinstallationpackagesdesignedforother
distributionsintoUbuntuinstallationfiles.Doingsoisn’tcomplicatedbutmaynotworkwellwithdriverfiles
becauseofthesubtledifferencesinwheresystemfilesarestoredacrossdifferentLinuxdistributions.Youcanfind
moreinformationaboutalienathttp://kitenet.net/~joey/code/alien/.It’scontainedwithintheUbuntu
softwarerepositoriesandcanbedownloadedusingtheUbuntuSoftwareCenterorSynapticPackageManager.A
graphicalfrontendtoalienisavailableathttp://code.google.com/p/foxoman/wiki/PackageConverter.

UsingProprietaryvs.OpenSourceDrivers
Asdiscussedearlierinthisbook,LinuxisanopensourceOS.Thismeansthatthesourcecode
underlyingLinuxprogramsisavailable,sothateveryonewhoisinterestedcancontributetoitsfurther
development,orstudythewaythesoftwarewaswritten.Thisisagoodthingwhenitcomestohardware
drivers,becausebugsinthecodecanbespottedandrepairedbyanyonewithaninterestindoingso.If
youconsiderthatabuginagraphicsdrivercouldmeanyourPCcrashesevery5minutes,thevalueof
suchanapproachisabundantlyclear.

Unfortunately,somehardwaremanufacturersdon’tliketodisclosehowtheirhardwareworks,
becausetheywanttoprotecttheirtradesecrets.Thismakesitimpossibleforthemtoreleaseopen
sourcedrivers,becausesuchdriverswouldexposeexactlyhowthehardwareoperates.Becausesuch
companiesareawarethatgrowingnumbersofpeopleuseLinux,theyreleaseproprietary drivers,
whosesourcecodeisnotmadepubliclyavailable(inthesamewaythatWindowssourcecodeisnot
releasedtothepublic).

Asidefromethicalissuessurroundingnotbeingabletostudythesourcecode,thebiggestissuewith
proprietarydriversrelatestobugfixing.Touseaproprietarydriveristobeatthemercyofthehardware
manufacturer’sowndevelopmentandreleaseschedule.Ifthedriverhasaseriousbug,you’lleitherhave
toworkarounditorputupwithtroublingissuesuntilthemanufactureroffersanupdate.Afewyears
ago,aproprietarydriverfora3Dgraphicscardstoppedanycomputeritwasinstalledonfromgoinginto
hibernationmode(thatis,suspendingtodisk).Thoseusingthedrivershadtowaitmonthsuntilthefix
wasreleased.

Despitethis,andalthoughthefolksbehindUbuntustronglysupportfreeandopensourcesoftware,
theyrealizeproprietarydriversneedtobeusedincertainsituations.Forexample,it’simpossibletouse
the3Dgraphicselementsofsomegraphicscardsunlessyouhaveaproprietarydriver,andthismeans
thatvisualeffectswillbeunavailabletouserswhohappentohavehardwarethatisn’tcurrentlyfully
supportedbyopensourcedrivers.

Becauseofthis,Ubuntuautomaticallyinstallswi-fiproprietarydriversbydefaultifnoopensource
alternativeexists(oriftheopensourceversionisnotyetgoodenough).Italsoofferstheopportunityto
easilyinstallsomeproprietarygraphicscarddriversiftheyprovidemorefunctionalitythantheopen
sourceversions.

http://kitenet.net/~joey/code/alien/
http://code.google.com/p/foxoman/wiki/PackageConverter
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Note  Linuxseeshardwareinatechnicalway,ratherthaninthewayhumansdo.Ifyouattachsomethingsuch
asaUSBCD-R/RWdrive,Linuxwillrecognizethedrivehardwareandattempttomakeitwork.Itwon’ttrytofinda
driverforthatspecificmakeandmodelofCD-R/RWdrive.Thus,Linuxisabletoworkwithawiderangeof
hardware,becausealotofhardwareissimilaronatechnicallevel,despitethedifferencesincasedesign,model
names,andevenprices!

WHAT HARDWARE WORKS? 

ThequestionofwhathardwareworksunderUbuntuisonethat’snoteasilyanswered.However,youcan
takealookathttp://www.ubuntu.com/certificationtoseeifyourhardwareislisted.

AsearchenginesuchasGoogleisyourbestfriendiftheUbuntuhardwarelistdoesn’thelp.Simplysearch
forthebrandandmodelofyourhardwareandaddUbuntutothesearchstring.Thisshouldreturnresults,
usuallyfromtheUbuntuforums(http://ubuntuforums.org)orblogs,writtenbythosewhohavefounda
waytomakethattypeofhardwarework.

InstallingDeviceManager
WhenusingWindows,youmighthavecomeacrossDeviceManager,thehandytoolthatlistsyourPC’s
hardwareandprovidesaccesstovariousproperties.Ubuntuoffersasimilarpieceofsoftware,asshown
inFigure7-1,butitisn’tinstalledbydefault.

AfteryoucanconnecttotheInternet(followingtheinstructionsinthe“GettingOnline”sectionof
thischapter),youcaninstallDeviceManagerbyusingtheSynapticPackageManager(seethe“Installing
Software”sectionofthischapter),asfollows:

1. Fromthepanel,selecttheUbuntuSoftwareCentericonandclickit.

2. Yourcursorisautomaticallyinthesearchfield,sogoaheadandtypedevice 
manager.

3. Alistofprogramswillappear.ClickDeviceManagerandthenclicktheInstall
buttonthatappears.Enteryourpasswordwhenasked.

4. Aprogressbarwillshowthatthesoftwareisinstalling.Whenit’sdone,agreen
tickwillappearbytheprogram’sicon.YoucannowclosetheUbuntuSoftware
Centerwindow.

http://www.ubuntu.com/certification
http://ubuntuforums.org
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Figure 7-1. Ubuntu’s Device Manager program can display just about everything you need to know about 

attached hardware. 

Afteryou’veinstalledDeviceManager,youcanopenitfromtheUbuntumenubytypingDevice
ManagerintheSearchbar.Nextclicktheicontolaunchtheprogram.You’llneedtoclickViewDevice
PropertiestoensurethatDeviceManageraddstheuseful(butoccasionallyoverwhelming)Properties
tab.

YoushouldbeawareofafewimportantdifferencesbetweentheWindowsandUbuntuversionsof
DeviceManager.ThoughtheaimofUbuntu’sDeviceManageristomanagehardwaredevices,the
projectisstillinitsinfancyandcanprovideonlyhardwareinformationatthetimeofthiswriting.Onthe
otherhand,Ubuntu’slistisfarmorecomprehensivethanthatinWindows.InUbuntu,DeviceManager
thoroughlyprobesthehardwaretodiscoveritscapabilities.

Perhapsthebiggestdifference,however,isthatjustbecauseapieceofhardwareislistedwithin
Ubuntu’sDeviceManagerdoesn’tmeanthatthehardwareisconfiguredtoworkwithUbuntu.Infact,it
doesn’tevenimplythatthehardwarewilleverworkunderUbuntu.DeviceManager’slistissimplythe
resultofprobingdevicesattachedtothevarioussystembuses(PCI,AGP,USB,andsoon)andreporting
thedata.

Nonetheless,DeviceManageristhebeststartingplaceifyoufindthatacertainpieceofhardware
isn’tworking.Ifapieceofhardwareislisted,thenitproves,ifnothingelse,thatthesystemrecognizes
thatthehardwareisattached.Forexample,laterinthischapter,wedescribehowyoucanuseDevice
Managertodiscovercrucialdetailsaboutwirelessnetworkdevices,whichyoucanthenuseto
installdrivers.
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Tip Ifyourcomputerisnotyetonline,you’llneedtouseacomputerthatisonline(perhapsanothercomputer,
orWindowsifyoudual-boot)todownloadthesoftware,andthencopyitacrosstoyourUbuntucomputerfor
installation.Todownloadthesoftware,visitthefollowingtwoaddressesinyourbrowser.Youwillbepromptedto
downloadafileaftertypingeachaddress:

http://us.archive.ubuntu.com/ubuntu/pool/universe/g/gnome-device-manager/gnome-device
-manager_0.2-3_i386.deb

http://us.archive.ubuntu.com/ubuntu/pool/universe/g/gnome-device-manager/libgnome
-device-manager0_0.2-3_i386.deb

Afterthefilesaredownloaded,copythemtotheDesktoponyourUbuntumachine,usingaUSBmemorystickor
similarstoragedevice.Right-clicktheiconforlibgnome-device-manager0_0.2-3_i386.debandselectthefirst
choiceinthecontextmenu,OpenWithGdebiPackageManager.APackageInstallerwindowwillappear.Clickthe
InstallPackagebuttonandsupplyyourpasswordwhenasked.Closethewindowwhenthepackagehasfinished
installing.Next,right-clicktheothericon,forgnome-device-manageritselfandrepeatthesameprocedure.

Configuring Ubuntu 
UnlikesomeversionsofLinux,Ubuntudoesn’trelyonacentralizedconfigurationsoftwarepackage.
Instead,itusessmallerprogramstoconfigurehardware.Forexample,toconfigurethenetwork,you’ll
usetheNetworkManagerprogram,andprintersareconfiguredusingaseparateprinterconfiguration
program.Becauseusingsomeoftheconfigurationsoftwareinvolvesreconfiguringyourentiresystem,
doingsorequiresadministratorprivileges.Therefore,you’llbepromptedforyourloginpasswordeach
timeyouusesomeoftheprograms.Insomecases,afteryou’vemadechanges,you’llneedtoclickthe
Applybuttontoputthechangesintoeffect.Whenyou’vefinishedconfiguration,simplyclosethe
programwindowbyclickingtheClosebutton.

Note  Ubunturemembersyourpasswordfor5minutesafteryouenterit.Therefore,ifyouopenthesame
applicationoranotherthatrequiresadministratorprivilegeswithinthatamountoftime,youwon’tbepromptedto
enteryourpasswordagain.

http://us.archive.ubuntu.com/ubuntu/pool/universe/g/gnome-device-manager/gnome-device%EF%83%89
http://us.archive.ubuntu.com/ubuntu/pool/universe/g/gnome-device-manager/libgnome%EF%83%89
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GETTING HELP FROM THE COMMUNITY 

ConfiguringhardwareisoneareawherethevalueoftheUbuntucommunitybecomesveryapparent.Ifyou
runintoaproblem,it’sunlikelyyoursituationwillbeunique.Otherswillprobablyhaveencounteredthe
sameproblemandmayhavefiguredoutasolution.Ifso,theymayhaveposteditonline.Ifnothingelse,
youmightfindsufficientcluestobeabletosolvetheproblembyyourself.Sharinginformationinthisway
ispartofthespiritofUbuntuandalsoLinux.

We’vetriedtoprovidecompleteguidestomosthardwareconfigurationinthischapter,butifyouruninto
problems,yourfirstportofcallshouldbetheUbuntuforums,atwww.ubuntuforums.org.Thisisthe
centralmeetingplacefortheUbuntucommunity.Youcansearchthroughexistingforumpostingsorstart
yourownthreadaskingforhelp.WeexplainalittlemoreabouttheprotocolsofaskingforhelpinAppendix
C.Thekeyadviceistotrytospendtimesolvingaproblemyourselfbeforeyouaskotherpeopleforhelp.

Alsoworthvisitingintimesoftroubleisthecommunity-writtenwiki,whichcanbefoundat
https://help.ubuntu.com/community.Hereyou’llfindarangeofguidestohelpconfigurevarious
aspectsofUbuntu.Awikiisakindofcommunitywebsitethatanyonecaneditorcontributeto.Theideais
thatit’sconstructedandmaintainedbyitsreaders.

WealsorecommendtakingalookattheUbuntuGuide,athttp://ubuntuguide.org,whichisalso
communitywritten.TheUbuntuGuidecanbeconciseandoftenexpectsarelativelyhighdegreeof
technicalknowledge,butitisalsocomprehensive.

Finally,don’tforgetthatyou’reamemberofthecommunitytoo.Ifyouencounterandsubsequentlysolvea
configurationproblem,sharethesolutionwithothers.YoucandothisbyeditingtheUbuntuwikiorposting
totheforums.

Configuring Input Devices 
Mouseandkeyrepeatspeedsarepersonaltoeachuser,andyoumayfindthedefaultUbuntusettings
nottoyourtaste,particularlyifyouhaveahigh-resolutionmousesuchasagamingmodel.Fortunately,
changingeachsettingiseasy.

ConfiguringMouseOptions
OpenApplicationsandinthesearchbar,typemousetodisplaytheMousePreferencesicon.Clickitto
opentheMousePreferencesdialogbox,whichhasGeneralandAccessibilitytabs.Onalaptop,you
mightalsoseetheTouchpadtab.

General Mouse Settings 

OntheGeneraltaboftheMousePreferencesdialogbox,showninFigure7-2,youcanconfigureseveral
options.

http://www.ubuntuforums.org
https://help.ubuntu.com/community
http://ubuntuguide.org


CHAPTER7■GETTINGEVERYTHINGUPANDRUNNING

98



Figure 7-2. The Mouse Preferences dialog box lets you tame that mouse. 

Theseoptionsareasfollows: 

• Mouse Orientation:Thisoptionletsyousetwhetherthemouseistobeusedbya
left-handedorright-handedperson.Effectively,itswapsthefunctionsoftheright
andleftbuttons.

• Locate Pointer:Thisoptionallowsyoutoshowwherethemouseisbydisplayinga
ripplesurroundingthemousepointerwhenyoupresstheCtrlkey.Thiscanbe
usefulforpartiallysightedpeoplewhomaynotbeabletolocatethecursorona
busyDesktop.

• Acceleration:Thissettingcontrolshowfastthemousepointermoves.Whenever
youmovethemouse,thepointeronthescreenmovesacorrespondingamount.
However,thecursoractuallyincreasesinspeedthemoreyoumoveyourhand
(otherwise,youwouldneedtodragyourhandacrossthedesktogetfromoneside
ofthescreentotheother).Thisisreferredtoasacceleration.Ifyousetthe
accelerationtoohigh,thepointerwillflyaroundthescreen,seeminglyunableto
stop.Ifyousetittooslow,you’llneedtoswipethemouseseveraltimestomakeit
goanywhere.
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• Sensitivity:Thissettingcontrolshowquicklytheaccelerationkicksinwhenyou
firstmovethemouse.Choosingahighersettingmeansthatyoucanmovethe
mouserelativelyquicklybeforeitstartstoaccelerateandcovermorescreenspace.
Alowsettingmeansthataccelerationwillbeginalmostassoonasyoumovethe
mouse.Highersensitivitysettingsgiveyoumorecontroloverthemouse,which
canbeusefulifyouuseimage-editingprograms,forexample.

• Drag and Drop:Thissettingdeterminestheamountofmousemovementallowed
inadraggingmaneuverbeforetheitemunderthecursorismoved.Itisdesigned
forpeoplewhohavelimiteddexterityandwhomightbeunabletokeepthemouse
perfectlystillwhenselectinganitem.Insuchcases,alargethresholdvaluemaybe
preferred.

• Double-Click Timeout:Thisisidealforthosewhoarelessphysicallydexterous,
becausethedouble-clickspeedcanbesloweddown.Ontheotherhand,ifyou
findyourselfaccidentallydouble-clickingitems,youcanspeeditup.Testyour
settingsbydouble-clickingthelightbulbimage.

Changesaremadeaseachsettingisadjusted,sototestthenewsettings,simplymoveyourmouse.

Accessibility Settings 

ThesettingsontheAccessibilitytabcanhelppeoplewithphysicaldisabilitiesusethemouse.However,
toenablethesefeatures,youneedtoenableAssistiveTechnologiesinUbuntufirst,asfollows:

1. OpentheAssistiveTechnologiesPreferencesdialogbox(fromthepanel,click
Applicationsandtypeassistinthesearchbar.ThiswillshowtheAssistive
Technologiesicon.ClickittoopentheAssistiveTechnologiespreferences.

2. SelecttheEnableAssistiveTechnologiescheckboxandthenclicktheClose
andLogOutbutton(thisisnecessarytostartthebackgroundservices).

3. SelectLogOutintheShutdowndialogbox,andthenlogbackinagainwhen
prompted.

4. Afterloggingin,returntotheAccessibilitytaboftheMousePreferencesdialog
box(ApplicationsMouse).

FromtheAccessibilitytab,youcanenableSimulatedSecondaryClickanddwellclickoptions.
Selectingthe“Triggersecondaryclickbyholdingdowntheprimarybutton”checkboxsimulatesaright-
clickafteryouholdtheleft-clickforacertainamountoftime(usefulforthosehavingtroubleright-
clicking).Theright-clickactuallyoccurswhenyoureleasethemousebutton,forinstancebringingupa
contextmenuifyou’reclickingonafileicon.Theamountoftimeyouhavetoholddownthemouse
buttoncanbeconfiguredbymovingtheDelayslidertotheleftforafasterresponseortotherightfora
longerdelay.

Adwell clickallowsyoutosimulateamouse-clickactionafterthemousepointerhasbeenleftidle
foracertainamountofthetimeso,forinstance,hoveringoveraniconforafewsecondscoulddouble-
clickittolaunchanapplication.Toenablethisfeature,select“Initiateclickwhenstoppingpointer
movement.”YoucansetthelengthoftheidletimebymovingtheDelayslidertotheleftforlessidletime
ortotherightforalongerdelay.TheMotionThresholdsettingdeterminestheamountofpointer
movementallowedwhilethemouseisstillconsideredidle(usefulforthosewhomightbeunableto
controlsmallmovementsoftheirhands).MovingtheMotionThresholdslidertotheleftmakesthe

D
ow

nl
oa

d 
fr

om
 W

ow
! e

B
oo

k 
<

w
w

w
.w

ow
eb

oo
k.

co
m

>



CHAPTER7■GETTINGEVERYTHINGUPANDRUNNING

100

mousepointersensitive;movingittotherightmakesthepointerlesssensitive.Youcanchoosetwo
typesofdwellclick:

• Choose type of click beforehand:Thisoptionautomaticallyclicksthemousewhen
themousepointerisidle.Ifyouwanttochoosethetypeofmouseclickeachtime,
putacheckintheboxbesideShowClickTypeWindow.Thiswillshowafloating
window,fromwhichyoucanselectvarioustypesofclicks,suchassingle-click,
double-click,andsoon.Alternatively,youcanchoosethemouseclickfromthe
DwellClickappletinstead.(Appletsarediscussedinthe“WorkingwithApplets”
sectionlaterinthischapter.)

• Choose type of click with mouse gestures:Thisoptionallowsyoutochoosethetype
ofmouseclicktoexecutewhenthemousemovementisidlebymovingthemouse
inacertaindirection,usuallyup,down,left,orright.Justwaituntilthemouse
turnsintoacrossandthenmovethemouse.Afteryou’veperformedthe
movement,themousewillreturntoitsoriginallocationbeforeitwasmoved.All
themousemovementscanbecustomizedbychangingthegesturesinthedrop-
downlistsforSingleClick,DoubleClick,DragClick,andSecondaryClick.

Note  Orca,GNOME’sscreenreadersoftware,alsoincludesatoolthatmagnifiestheareaunderthemouse
pointer.ItisavailableintheAssistiveTechnologiesPreferences.SelectthePreferredApplicationsoptionandset
Orcato“runatstart.”Thesoftwarecanbeusedtobothmagnifyanareaofthescreenunderthemouseand,
usingaspeechsynthesizer,readonscreenelementsoutloud.

Touchpad Settings 

TheTouchpadtabintheMousePreferencesappearsonlaptopsonly.Youcansetthefollowingoptions:

• Disable touchpad while typing:It’seasytobrushagainstthetouchpadaccidentally
withtheballofyourthumbwhileyou’retyping.Thisoption,whichisenabledby
default,eliminatestheproblembydisablingthetouchpadmomentarilyaftereach
keypress.

• Enable mouse clicks with touchpad:Thisallowsyoutosimulateamouseclickby
tappingthetouchpad.Dependingonthesensitivityofyourtouchpad,thisis
eithergreatorthemostannoyingthingintheworld. 

• Scrolling options:Likeascrollwheelonamouse,yourlaptop’stouchpadcanbe
usedtoscrollpagesandimagesupanddown,orevenleftandright.Bydefault,
verticaledgescrollingisenabled,sothatrunningyourfingerupanddownthe
rightedgeofthetouchpadwillscrollwebpagesupanddown.Ifyouenable
horizontalscrolling,youwilladditionallybeabletoscrollleftandrightbyrunning
yourfingeralongthebottomedgeofthetouchpad.Thetwo-fingerscrolling
optiondisablesedgescrolling,andinsteadmakesthetouchpadscrollifyouhave
twofingersmovingonitatthesametime.Ifyoudon’tlikeanyofthesefeatures,
youcanchoosetodisablescrollingcompletely.
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ChangingKeyboardSettings
Fromtheapplicationsinterface,typekeyboard.ThisshowstheKeyboardiconwhichyoucanuseto
opentheKeyboardPreferencesdialogbox.Thisdialogboxhasfivetabs:General,Layouts,Accessibility,
MouseKeys,andTypingBreak.

General Settings 

TheGeneraltaboffersRepeatKeyssettingsandaCursorBlinkingslider.Youcanaltertherateofkey
repeat,whichcanbeusefulifyouoftenfindyourselfholdingdowntheBackspacekeytodeletea
sentence;ashortersettingontheDelaysliderandafastersettingontheSpeedslidercanhelp.However,
ifyoumakethedelaytooshortforyourtypingstyle,youmayfinddoublecharacterscreepingintoyour
documents;typinganfmayresultinff,forexample.

ModifyingtheCursorBlinkingslidersettingmayhelpifyousometimeslosethecursorina
document.Afasterspeedwillmeanthatthecursorspendslesstimebeinginvisiblebetweenflashes.

Layouts Settings 

OntheLayoutstab,youcanchooseyourkeyboardmodel,addanalternativekeyboardlayout,and
configurelayoutoptions,asshowninFigure7-3.Typically,thegenerickeyboardworksfineformost
setups.However,ifyouwanttomakefulluseoftheextrakeysonyourkeyboard,suchasMail,Web,
Power,Sleep,Suspend,andsoon,youshouldselectyourkeyboardmodel.

Ifyouwriteintwodifferentlanguagesonyourkeyboard,itmaybehelpfultobeabletoswitch
betweenthem.ClicktheAddbutton,andselectthesecondlanguagefromthelist.Toswitchfromone
languagetoanother,youcanaddtheKeyboardIndicatorappletinapanelandtogglefromonelanguage
toanotherbyclickingtheapplet.

TheKeyboardLayoutOptionsdialogbox,accessedbyclickingtheOptionsbutton,letsyouselect
fromamultitudeofhandytweaksthataffecthowthekeyboardworks.Forexample,youcanconfigure
theCapsLockkeytoactlikeasimpleShiftkey,oryoucanturnitoffaltogether.Youcanconfigurethe
Windowskeysothatitperformsadifferentfunctiontoo.Putacheckalongsidetheoptionsyouwant
afterreadingthroughtheextensivelist.
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Figure 7-3. You can select another keyboard layout at this place 

Accessibility Settings 

Aswiththemouse,therearealsoaccessibilityoptionsforkeyboarduserstohelppeoplewithphysical
disabilities.OntheAccessibilitytab,youcanconfigurethefollowingsettings:

• General:Youhaveanoptiontoenable/disable(“toggle”)accessibilityfeatures
withkeyboardshortcuts.Thisisdisabledbydefault.

Caution  Donotchecktheboxlabeled“Accessibilityfeaturescanbetoggledwithkeyboardshortcuts”unless
youaresureyouneedit.Onceenabled,ifyouhappentoholddowntheShiftkeyforeightseconds,ortaptheShift
keyfivetimes,adialogwindowwillappearaskingwhetheryouwanttoenabletheStickyorSlowKeysfeatures.
Thiscanbeasourceofconfusion! 
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• Sticky keys:Somepeopleareunabletoholddownmorethanonekeyatatime,
whichisaproblemifyouwanttotypeakeyboardshortcutsuchasCtrl+Stosave
yourwork.Asitsnamesuggests,thestickykeysfeature“holdsdown”keyssuchas
Shift,Ctrl,andAltwhileyoupressanotherkeyonthekeyboard.Toenablesticky
keys,selecttheSimulateSimultaneousKeypressescheckbox.Youcanteststicky
keysbyrunningtheFileBrowser(clickFilesandFoldersfromthepanel).Try
pressingAltandFsequentially;NautiluswillopentheFilemenuasifyoupressed
thosekeyssimultaneously.Ifyouwouldliketodisablestickykeysonthefly,
withouthavingtousethisdialogbox,select“Disablestickykeysiftwokeysare
pressedtogether.”YoucantestthisbypressingCtrl+Alt.AStickyKeysAlertdialog
boxwillappeartopromptyoutodisablestickykeys.

• Slow keys:Thisfeaturecontrolsthereactionrateofkeys.BymovingtheDelay
slidertotheleft,thereactionrateofthekeysbecomesfaster.Bymovingtheslider
totheright,thereactionrateofthekeysbecomesslower,tothepointthatyou
wouldneedtoholdthekeyforacertainamountoftimeforittobeconsideredasa
keypress.Thishasobvioususesforpeoplewithlimiteddexterityintheirfingers,
butmostpeoplewillnotwantthisenabled.

• Bounce keys:Thisfeaturecontrolstherepetitionoflettersonthescreenwhenthe
samekeyisaccidentallypressed.Bymovingtheslidertotheleft,therepeatrate
willbequicker;movingittotherightaddstimeforthekeytoberepeated.

Atthebottomofthedialogboxisatextboxfortypingtotestthesettingsyou’vejustconfigured.You
canalsoenablesoundnotificationsbyclickingtheNotificationsbutton.Thesenotificationswillletyou
knowwhenthekeyboardaccessibilityfeatureshavebeenenabledordisabled.Youcansetsoundalerts
foraccessibilityingeneral,stickykeys,slowkeys,andbouncekeys.

Mouse Keys Settings 

Themousekeysfeatureletsyouuseyournumerickeypadtocontrolthemousepointer.Byselectingthe
“Pointercanbecontrolledusingthekeypad”checkboxandpressingtheNumLockkey,youcanmove
themousepointerbytypingfromthenumerickeypad.

Withmousekeysenabled,the5keybothsimulatesamouseclickandactsasthecenterofa
directionalwheelsurroundingit.The1,2,3,4,6,7,8,and9keyssimulatemousedirection.Some
numerickeypadshavearrowsonthemtoindicatethis.

YoucanmovetheAccelerationslidertoadjustthetimeittakeswhilepressingthemousekeysfor
themousemovementtoreachfullspeed.

TheSpeedslidersetsthedistanceoffsetofthemousepointerwhenyoupressamousekey.By
movingtheSpeedsliderleft,themousepointercoversasmallerdistancewhenyoupressamousekey,
givingyoutheillusionthatthemousemovementisslower.BymovingtheSpeedsliderright,themouse
pointercoversalargerdistancewhenyoupressamousekey,givingyoutheillusionthatthemouse
movementisfaster.

TheDelaysliderdeterminestheamountoftimetopressthemousekeysbeforethemousepointer
startstomove.YoucansetthedelaybymovingtheDelayslidertotheleftforaquickerresponsetime
andtotherightforalongerdelay.
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Typing Break Settings 

TheTypingBreaktabfeaturesafunctionthatcanforceyoutostoptypingafterapredeterminednumber
ofminutes,togiveyourfingersandwristsarest.Itdoesthisbyblankingthescreenanddisplayinga
“Takeabreak!”message.Notethatanotificationareaiconwillappearbeforethebreaktimetogiveyou
advancedwarningofthelockout.

CreatingKeyboardShortcuts
Ubuntuletsyoudefineyourownkeyboardshortcutsforjustaboutanyactiononthesystem.Tocreatea
shortcut,fromthePanel,openApplicationsandtypekeyboard.Thisshowsafewicons,includingthe
KeyboardShortcutsicon.Clickitandinthedialogbox,searchthroughthelistfortheactionyouwantto
createashortcutfor,clickit,andthenpressthekeycombinationyouwanttouse.Forexample,you
mightlocatetheVolumeUpandVolumeDownentriesinthelist,clickeach,andpressCtrl+leftarrow
andCtrl+rightarrow.Thenyouwillbeabletoturnthevolumeofyoursoundcardupordownbyholding
downCtrlandtappingtheleftorrightarrowkey,respectively.

Caution  Becarefulnottoassignashortcuttoapopularkey.ItmightbenicetomakeTotemmediaplayer
appearwhenyouhitthespacebar,forexample,butthatwillmeanthatitwillstartupseveraltimeswheneveryou
typeasentenceinawordprocessor!Alsobeawarethatsomekeycombinationsareusedbyapplications.Within
OpenOffice.org’sWriter,forexample,theCtrl+left/rightarrowkeycombinationmovesyoufromwordtowordina
paragraph.Ifyoudefinethosecombinationsasshortcuts,youwillnolongerhavethisfunctionality.

AnexampleofahandyshortcutistoconfigureyourHomefoldertoappearwheneveryoupress
Ctrl+Home.ThiscanbedonebylocatingtheHomeFolderoptionundertheDesktopheading.

Getting Online 
GettingonlineisvitalinourmodernInternetage,andUbuntucaterstoallthestandardwaysofdoing
so.LinuxwasbuiltfromthegrounduptobeanonlineoperatingsystemandisofcoursebasedonUNIX,
whichpioneeredtheconceptofnetworkingcomputerstogethertosharedatabackinthe1970s.
However,noneofthisistosaythatgettingonlinewithUbuntuisdifficult!Infact,it’seasy.

Regardlessofwhetheryouuseamobilebroadbandconnection,astandardwiredEthernetnetwork
deviceorawirelessnetworkdevice,thesameprogram,NetworkManager,isusedtoconfigureyour
networksettingsunderUbuntu.Supportformanymakesandmodelsofequipmentisbuiltin,soin
mostcases,allyouneedtodoisenterafewconfigurationdetails.

Note  Linuxrunsabout60percentofthecomputersthatmaketheInternetwork!IfyouuseGoogle,Facebook,
orWikipedia,you’reusingLinux.AsyourLinuxskillsincrease,you’lleventuallygettoastagewhereyou,too,can
runyourownInternetservers.Itsoundsdifficultbutcanbequiteeasy.
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UsingNetworkManager
NetworkManagerletsuserseasilymanagewireless(alsoknownaswi-fi)andwiredconnections,aswell
asmobilebroadbandconnections.Aniconforthisutilitysitsinthenotificationareaatthetoprightof
theDesktopandchangesaccordingtothetypeofconnectioncurrentlyactive(up/downarrowsfor
wirednetwork,radiowavesforwirelessnetwork,andsoon).NetworkManagerautomaticallydetectsany
wirelessnetworksthatareinrange,aswellasifyou’recurrentlypluggedintoawirednetwork.Ifyou
automaticallyconnecttoanetwork,ablacknotificationboxwillappearonthetoprightofyourscreen
forafewsecondsandthenfadeaway.

ClickingtheNetworkManagericonintheupperrightcornerofthescreenwillshowalistof
networksdetected.Byselectinganentryin
thelist,youcanthenconnecttothenetwork,andyou’llbepromptedtoconfigureWEP/WPAprotection,
ifapplicable.

Caution  Attimeswehavebeenpromptedforthewrong kindofwirelessprotection—forexample,wewere
askedfora128-bitWEPkeyratherthana64-bitkeywhentryingtoconnecttoanetwork.Inotherwords,itpays
tocheckthatyou’rebeingpromptedfortherightthing,andtoselectthecorrectoptionifyou’renot.Failuretodo
somightresultinfrustration!Ifyouarereallystuck,makesuretoreadyourwirelessrouterdocumentation.

Followingthis,theNetworkManagericonwilldisplaythesignalstrengthoftheconnectionforas
longasyou’reconnected.Byclickingit,you’llbeabletoseeataglancewhatnetworkyou’reconnected
toandanyotherswithinrange.Ifyouwanttoswitchnetworks,justclicktheNetworkManagericonand
selectadifferentnetworkinthelist.Ifit’sasecurenetwork,you’llbepromptedforapasswordbefore
you’regrantedaccess.

Tip  Byright-clickingtheNetworkManagericon,youcanopttocompletelydisableyournetworkhardwareif
youwish.Thisisquiteusefulifyoudon’tneedanetworkandwouldliketoconserveyourlaptopbattery.

NetworkManagersettingspersistacrossreboots,providedthenetworkthatwaslastconfiguredisin
range.ThismeansthatNetworkManagerisidealforallkindsofwirelessnetworkusers,fromthosewho
frequentlyswitchbetweendifferentnetworks(thatis,mobileworkers)tothosewhojustuseasingle
wirelessnetworkconnection,suchasthatprovidedbyawirelessnetworkbroadbandrouterina
home/smallofficeenvironment.NetworkManagerwillalsoletyouswitchtoawired(Ethernet)
connection,ifandwhenyouattachonetoyourcomputer.

NetworkManagerwillautomaticallydetectnetworksandthetypeofconnection.Ifyouwantto
manuallysupplydetails,suchastheIPaddressandgateway,orthenameofthewirelessbasestation—
whichmightbenecessaryifyourbasestationdoesn’tbroadcastitsnameorifyouneedtoconnecttoa
specializedsetup—youcandosobyeditingtheconnection.
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ConfiguringWiredNetworking
EveryconventionaldesktoporlaptopcomputercomeswithanEthernetportwhichisusedtomakea
wirednetworkconnectiontoarouter,hub,orswitch.

Wirelessnetworkingasanalternativeisextremelypopular,particularlyofcourseforportable
devicessuchaslaptops,butconnectingviaacableoffersadvantagesinspeed,reliabilityandsecurity.
ForthesereasonswiredEthernetconnectionsarestillthestandardinofficeenvironments.Evenat
home,ifyouhaveadesktopcomputerlocatedclosetoyourrouter,youmayaswellconnectthemusing
theEthernetcablethatcamewithyourrouter.

Inmostcases,NetworkManagerwillsenseawiredEthernetconnectionandautomaticallyconnect
usingtheDynamicHostControlProtocol(DHCP).ThismeansthatyourcomputerreceivesitsIP
address,gateway,subnetmask,andDomainNameSystem(DNS)addressesautomatically.Allrouters
manufacturedtodayaresetuptoautomaticallyuseDHCPoutofthebox.

Tip  IfaDHCPserverisnotavailable,UbuntuwillattempttosetupanetworkautomaticallyusingtheZeroconf
(orZeroConfigurationNetworking)system,justlikeMicrosoftWindowssystems.(Microsoftreferstothisas
AutomaticPrivateIPAddressing,butit’salsoknownaslink-local.)Inotherwords,ifabunchofcomputersplug
intoahuborrouteronanadhocbasis,withoutbeingconfiguredandwithoutaDHCPserveroperating,theywill
beabletonetworkwitheachother.Tomakethiswork,eachcomputerrandomlyassignsitselfauniqueIPaddress
thatstartswith169.254withasubnetmaskof255.255.0.0.

IfyouneedtomanuallyspecifynetworkdetailssuchasIPandrouteraddresses,perhapsbecause
youworkinanofficeenvironmentwithnonstandardsystems,startbyspeakingtoyoursystem
administratorortechnicalsupportpersontodeterminethesettingsyouneed.Asktheadministratorfor
yourIPaddress,DNSserveraddresses(thereareusuallytwoorthreeofthese),yoursubnetmask,and
therouteraddress(sometimescalledthegateway address).Thesettingsyouwillgetfromyoursystem
administratorwillusuallybeintheformofaseriesoffournumbersseparatedbydots,somethinglike
192.168.0.233.Afteryouhavethisinformation,followthesesteps:

1. Left-clicktheNetworkManagericoninthenotificationareaandselectEdit
Connectionsfromthemenu.

2. SelecttheWiredtabfromthetabbarandclicktheAddbutton.Thislaunches
thenewnetworkconfigurationscreen,whereyoucancreateaprofileforthe
wirednetwork.Tochangesettingsofanexistingwiredconnection,selectthe
connectionwhichistypicallymarkedasAutoeth0,andclickEdittomodifyits
properties.

3. Provideanameforthenewconnection.ThenselecttheIPv4Settingstaband
changetheMethoddrop-downfromAutomatic(DHCP)toManual.

4. ClickAddandsupplytheIPaddress,subnetmask,andgatewayaddressforthe
device.YoushouldalsofillintheareasforDNSServersandSearchDomains.
Youcanaddmorethanoneaddresstothesesectionsbyseparatingeachone
withacomma.Figure7-4showsanexampleofthesesettings.ClickApplyafter
fillingintheinformation.Thenetworkwillbeaddedtothelist.
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Figure 7-4. Ubuntu will automatically work with DHCP networks, or you can define a static IP address. 

Tip  Ifyou’reusingastaticIPaddresswitharouter,suchasthatprovidedbyaDSLmodem,theDNSaddress
isoftenthesameastherouter/gatewayaddress.

Yournetworkconnectionshouldnowwork.Ifyounowhavemorethanonewirednetwork
connectionsetup,youcanswitchbetweenthembyclickingontheNetworkManagericonandselecting
theappropriatelynamedconnectionunderWiredNetworks.Ifyournewlysetupconnectionisn’t
working,tryrebooting.However,ifyoursystemadministratormentionedthataproxymustalsobe
configured,you’llneedtofollowtheinstructionsinthe“WorkingwithaProxyServer”sectionlaterin
thischapter.
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ConnectingtoaWirelessNetwork
Awireless(wi-fi)networkis,asitsnamesuggests,anetworkthatdoesawaywithcablingandusesradio
frequenciestocommunicate.It’smorecommonfornotebooksandhandheldcomputerstousewireless
connections,butsomedesktopcomputersalsodo.Indeed,it’sincreasinglythecasethatmany
workplacesareswitchingtowirelessnetworking,eschewingold-fashioned,cable-basednetworking.

Note  Slowlybutsurely,wi-fiisreplacingwiredEthernetnetworks.However,sometimeswi-finetworksare
impracticalorsimplyundesirable.Forexample,themetalinfrastructureinsomebuildingsmeansthesignal
becomesunreliable.Wi-fiisalsoconsideredtooinsecureforsomecompanies,asthewi-fisignaloften
spreadstothestreetoutsidethebuilding.AlthoughsuchtransmissionsarenearlyalwayssecuredandWPA2is
consideredsecure,wi-fisecurityimplementationshavebeenbroken.Ethernetmightbeconsideredold
technology,buttryingtostealdatafromphysicalcablesisanorderofmagnitudemoredifficult,tothepointof
beingpracticallyimpossible.

NotebooksandPDAstypicallyusebuilt-inwirelessnetworkdevices,withaninvisibleantennabuilt
intothecase.However,someoldernotebooksmightusePCMCIAcards,whichhaveanexternalsquare
antenna,andsomedesktopcomputersmightusePCI-basedwirelesscardsorUSBdongles,whichhave
externalrubber/plasticantennas,inthestyleofoldcellphones.

Ubuntuincludessupportformostwirelessnetworkdevices.However,it’spossibletouseWindows
wirelessnetworkdevicedriversforunsupportedhardware.Inthepastthiswasnecessaryratheroften,
nowadaysyou’llfindthatyourwirelessnetworkcardissupportedinmostcases.Inrarecases,Ubuntu
appearstosupportawirelessnetworkdevice,inthatitidentifiesitandletsyouconfigureit,butyou
mightfindthatitsimplydoesn’twork(orworksverybadly,perhapswithanintermittentconnection).In
thissituation,youcanalsotryinstallingWindowsdrivers.Seethe“InstallingWindowsWirelessNetwork
DeviceDrivers”sectionlaterinthischapterfordetails.

Note  UbuntuisrareintheLinuxworldinthatitusessomeproprietary(closedsource)wirelessdevicedrivers
bydefault.Ubuntuis,afterall,anopensourceOSandiscommittedtothegoalsoffreeandopensourcesoftware.
Theuseofproprietarydriversisconsideredanecessaryevilbecausenotalldeviceshaveopensourcedrivers
rightnow,andnotallopensourcedriverssupportallthefunctionsyoumightbeusedto(typically,theymightnot
supporttheWPAfunctionalityofyourwi-fidevice,forexample).Theuseofproprietarydriversisregardedasa
stopgapmeasure,andit’shopedthatmanufacturerswillrealizethatitisintheirintereststosupportopensource
driverdevelopment,makingproprietarydriversredundant.

ConnectingtoawirelessnetworkdeviceiseasywithNetworkManager.Justclickthe
NetworkManagericon,andyouwillseetheavailablewi-finetworksintheWirelessNetworklist.
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NetworksprotectedwithWEP/WPAhaveapadlockinthewirelessicontotherightofthename,as
showninFigure7-5.Thosethatare“open”don’thavethispadlock.



Figure 7-5. Clicking the network icon displays a list of available wireless networks. 

Youmightseemanywi-finetworkslisted,dependingonyourlocation.Thewirelessbasestations
areidentifiedbytheirServiceSetIdentifier(SSID)orsometimesESSID,withEstandingforExtended.

IftheSSIDyouwouldliketoconnecttoisnotlistedbyNetworkManager,itcouldmeanthatyour
wirelessbasestationisn’tsettobroadcastitsSSIDor,worse,Ubuntu’swi-fidriversaren’tfunctioning
correctly.Ifit’stheformer,allyouneedtodoisright-clicktheNetworkManagericonandselectConnect
toOtherWirelessNetwork.Then,inthenewdialogbox,typetheSSIDunderNetworkName,set
WirelessSecuritytoNoneortheappropriatesecuritytype,fillintheotherinformationdependingonthe
typeofwirelesssecurityyouselected,andclickConnect.Ifit’sthelatter,youmayneedtouseaWindows
driver,asdescribedinthenextsection.
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Tip  Ifyouarenotofferedanywirelessnetworksatall,ensurethatthewirelesshardwareisswitchedon.Some
notebookshaveakeyboardcombinationtoturnitofftosavebatterypower.Othershavealittleswitchlocatedon
oneoftheedgesofthenotebook.Left-clicktheNetworkManagericonandensurethatEnableNetworkingand
EnableWirelessarebothselected.

Toconnecttoawi-finetwork,selectthewirelessbasestationyouwanttoconnecttointhelist.Ifit
isn’tprotectedbyWEP/WPA,youwillbeconnectedtoitautomatically.

Ifthewi-finetworkyouwishtoconnecttoisprotectedwithWEPorWPA,adialogboxwillappear,
promptingyouforthepassword/passphrase,asshowninFigure7-6.IntheWirelessSecurityfield,
makesurethecorrecttypeofsecurityforthewirelessnetworkisselected—it’susuallyright,butdon’t
assumeit’sautomaticallycorrect!Bydefault,thepassword/passphraseisobfuscatedbycirclecharacters
sothatanyonelookingoveryourshouldercan’tseewhatyou’retyping.Ifithelps(andifyourshoulder
isclear),checktheShowPasswordbox.Thiscanbereallyhandywhenyou’retypingaparticularly
longpassphrase.

Note  WEPkeyscomeineitherhexadecimal(hex)orplaintext(passphrase)varieties.Hexkeyslooksimilarto
thisintheir128-bitform:CB4C4189B1861E19BC9A9BDA59.Intheir64-bitform,theywillbeshorterandmaylook
similarto4D9ED51E23.Apassphrasewilltaketheformofasingleshortsentence.Inhomeandoffice
environments,WPAnetworksareusuallyprotectedwithpassphrases.Inlargercorporateoracademic
environments,youmightfindthatthenetworkisprotectedwithaWPAcertificate.



Figure 7-6. Ubuntu is able to join WPA-protected wireless networks. 
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Whenyou’refinished,clicktheConnectbutton.YoushouldseetheNetworkManagericonstartto
animateastheprogramattemptstoconnectandfindanIPaddress.Afterafewseconds,whenthe
animationfinishesandtheiconswitchestodisplaysignalstrength,youshouldfindyourselfonline.

Ifyourcomputerdoesn’tseemtoconnect,tryrebooting.Ifthehardwaredoesn’tworkafterthis,it
mightbethatthedriversUbuntuinstalledbydefaultareincompatiblewithyournetworkdevice.Inthis
case,youcantryusingaWindowswirelessnetworkdevicedriver,asdescribedinthenextsection.

ShouldyoufindyourselfintheunusualsituationofneedingtospecifytheIPaddress,subnetmask,
andgatewayforawirelessconnection,youcandosousingthemanualconfigurationmodeof
NetworkManager,asoutlinedinthe“ConfiguringanEthernetNetworkDevice”sectionearlierinthis
chapter.Simplyfollowtheinstructionsinthatsection,butselecttheWirelessConnectionentryinthe
listratherthanWiredConnection.Inthedialogboxthatappears,you’llseeadditionalareasforentering
yourSSIDandWEP/WPAprotectiondetails.

WEP VS. WPA 

MostwirelessnetworksareprotectedusingeithertheWiredEquivalentPrivacy(WEP)orWi-FiProtected
Access(WPA)systems.WPAiseffectivelyanupdatedversionofWEPandoffersmuchstrongerprotection.
TherearetwoversionsofWPA:WPAandWPA2.WPA2isnewerandcorrectedseveralsecurityflawsin
WPA.Bothworkinroughlythesameway.

WEPandWPAencryptthedatabeingtransmittedonthenetwork,theideabeingthatitcannotbestolenby
crackerswithspecialequipment.Also,peoplecan’tjointhewirelessnetworkunlesstheyknowthe
encryptionkey,whichisbasicallyanaccesscodeorpasswordthatpreventsunauthorizedpeoplefrom
accessingthenetwork.Aswithothersituationswheresecurityisimportant,youshouldchooseastrong
passwordcontaininglettersofbothcases,punctuation,andnumbers.

Ofthetwo,youshouldideallyconfigureyourwi-fibasestationtouseWPA,because,sadly,WEPcanbe
compromisedwithin5minutesbyusingeasilyavailablesoftware.However,thesituationisn’tquiteso
clear-cutforsomeUbuntuusers.NotallofUbuntu’sbuilt-inwi-fidriverssupportWPA.Somemightclaim
tosupportit,butyoumightfindtheydon’tworkreliably.Unfortunately,theonlywayyouwillbeableto
findoutwhetherthisisthecaseforyouistotrytoconfigureyournetworkdeviceandseewhathappens.

IfyoufallintothecampofnothavinggoodWPAsupportonyourUbuntuPC(andonlyasmallpercentage
ofuserswill),youmightfindWEPisyouronlyreliableoption,andyoumightthereforeneedtoreconfigure
yourbasestationtouseit.OurexperiencehasshownthatWEPhasaveryhighsuccessrateunder
Ubuntu.However,sometimes128-bitWEPwon’tworkonsometroublesomewi-fidevices,andyoumight
needtoswitchyournetworkto64-bitWEPinstead.

WEPisacompromiseinsecurityterms,buttrytoremainrealisticwhenconsideringyourimmediate
environment.Ifyourwirelessnetworkiswithinyourhome,isitlikelythatthecouplelivingnextdoorwill
havetheknow-howtocrackawirelessnetworkconnection?Aretheylikelytowanttodoso?

Ontheotherhand,ifyouliveinanapartmentblockwithseveralothercomputer-literatepeople,orifyou
workinanoffice,theriskmightbeconsiderablyhigher.Somepeoplesuggestthatbreakingintowireless
networksisalmostasportforcertainindividuals.Ifthisisthecase,andyoufeelyousimplycan’tuse
WEP,considerinstallingWindowsdriversusingNdisWrapper,asexplainedlaterinthischapter.
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Butwhateverthecase,bearinmindthatconfidentialInternetconnections,suchasthoseforbankingand
shoppingsites,areindependentlyprotectedusingaseparatetechnology.Seethesidebartitled“Secure
ConnectionsontheNet”laterinthischapterfordetails.

InstallingWindowsWirelessNetworkDeviceDrivers
NdisWrapperiseffectivelyanopensourcedriver(technicallydescribedasakernel module)thatallows
LinuxtousestandardWindowsdriversforwirelessnetworkdevices.YoumightdescribeNdisWrapperas
beingatranslationlayerbetweentheLinuxkernelandtheWindowsdrivers,whichcanbeinstalledby
usingNdisWrapper’sconfigurationtools.

YoushoulduseNdisWrapperinonlyoneoftwosituations:

• Your wireless network hardware simply isn’t recognized by Ubuntu:Allyousee
whenyouclicktheNetworkManagericonisaManualConfigurationoption;you
don’tseeanywirelessnetworkslisted.Ofcourse,youshouldfirstensurethatthe
wirelesshardwareinyourcomputerisswitchedon—somenotebooksofferthe
facilitytodeactivateittosavebatterylife.

• Your network hardware is recognized by Ubuntu but fails to work correctly or 
adequately when you configure it:Perhapsitisunabletoassociatewithwireless
basestations,ormaybeyoucan’tconnecttoWPA-enabledbasestationsand
considerWEPtooinsecureforyoursurroundings.Ifthisisthecase,inadditionto
installingNdisWrapper,you’llneedtoundertakeanadditionalstepinorderto
blacklisttheexistingUbuntudriver.

UsingNdisWrapperisrelativelysimple,andjustahandfulofcommandsarerequired.However,
gettingholdofthenecessaryWindowsdriverfilesisharderworkbecause,unfortunately,NdisWrapper
isn’tdesignedtoworkwiththeusualmethodofdriverdistribution:.exefiles.Instead,NdisWrapper
needsthespecific.infand.sysfilesthatconstitutethedriver—effectively,theWindowssystemfiles.
Thesearecontainedwithinthe.exefileandmustbemanuallyextracted.

Note  Sometimesdriversaredistributedas.zipfiles,inwhichcasetherelevantfilesareeasytogetat.Keep
yourfingerscrossedthatthiswillbethecaseforyourparticularhardware!

NdisWrapperisfarfromperfect.Notallwirelessdeviceshavebeenproventoworkwithit,andit’s
notnecessarilythecasethatadriveravailableforWindowswillworkunderLinux.Sometimestrialand
errorisrequired.Annoyingly,Windowsdriverssometimesappeartoworkbutthenproveunreliable.
Somemightstopworking.Somemightevencrashyoursystem.Thebestplanissimplytogiveitatry.

Tip  NdisWrappergetsbetterandbetterwitheverynewrelease.Thisiswhyit’sagoodideatoupdateyour
systemonaregularbasis.
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Intheinstructionsinthissection,weexplainhowtomakeanAtherosAR5008wirelessnetwork
devicethat’sbuiltintoanAppleMacBookworkunderUbuntuusingNdisWrapper.Theinstructions
remainessentiallythesameforalltypesofwirelessnetworkhardware.However,somespecificdetails,
suchasdownloadaddresses,willobviouslydiffer.

First,you’llneedtoinstalltheNdisWrappersoftwareandthenyoucaninstallthenecessary
Windowsdrivers.ThesestepswillmakeyourwirelessnetworkdeviceavailableunderUbuntu.Thenyou
canfollowtheinstructionsintheprevioussectiontoconnecttothatwirelessnetwork.

Installing the NdisWrapper Configuration Tools 

NdisWrapperconsistsoftwocomponents:akernelmoduleandconfigurationtools.Thekernelmodule
comesaspartofthedefaultkernelpackage,soisinstalledbydefault,butyouwillneedtoinstallthe
configurationtoolsmanually.

Todoso,ensureyouareonlineusingawiredconnectiontoyourrouterhaveanactivewired
networkconnection,followingtheprevious“ConfiguringanEthernetNetworkDevice”section.Then
startuptheUbuntuSoftwareCenter,whichyou’llfindunderApplications.Doasearchforwindows 
wirelessandinstalltheWindowsWirelessDriverspackagewhichwillcomeupinthesearchresults.You
willneedtoenteryourpasswordwhenprompted.Installingthispackageautomaticallyinstallsnotonly
thegraphicalWindowswirelessdriverinstallationtool,butalsotheunderlyingpackagesndiswrapper-
utilsandndiswrapper-common.

Installing the Windows Drivers 

AftertheNdisWrapperconfigurationsoftwareisinstalled,youcaninstalltheWindowswirelessnetwork
devicedrivers.Thereareseveralpartstotheprocedure:

• IdentifythewirelessnetworkhardwareandthensourcetheappropriateWindows
driver.Ifyou’redual-bootingwithWindows,thedriversmayalreadybeavailable
onyourWindowspartition.

• Extractthenecessary.sysand.inffilesfromthedriverarchive(andpossibly.bin
files,althoughthisisrare).

• Youmayneedto“blacklist”(thatis,tellthesystemtoignore)thebuilt-inUbuntu
driver,sothatNdisWrappercanassociatewiththehardware.

• UsetheNdisWrapperconfigurationtooltoinstalltheWindowsdriver.

Thesestepsarecoveredinthefollowingsections.Youwillneedanothercomputerthat’salready
onlinetodownloadsomefilesandchecktheNdisWrapperwebsiteforinformation.Ifyourcomputer
dual-boots,youcanuseyourWindowssetuptodothis,orifyouhaveanEthernetportonyour
computer,youcouldplugintoawirednetwork.

IdentifyingYourWirelessNetworkHardwareandSourcingDrivers

ToidentifythewirelessnetworkhardwareforusewithNdisWrapper,youneedtwopiecesof
information:themakeandmodelofthehardwareandthePCIIDnumber.Theformeristhemakeand
modelofthehardwareasidentifiedbyUbuntuasaresultofsystemprobing,ratherthanwhat’squoted
onthepackagingforthewirelessnetworkdeviceorinitsdocumentation.Thesedetailsdiscoveredby
Ubuntuwillusuallyrelatetothemanufactureroftheunderlyingcomponents,ratherthanthecompany
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thatassembledandmarketedthecomputer.ThePCIIDistwofour-digithexadecimalnumbersusedby
yourcomputertoidentifythedeviceinternally(suchas168c:001a).ThesamePCIIDnumberingsystem
isusedbybothWindowsandUbuntu,whichiswhyit’ssousefulinthisinstance.

YoucanfindboththePCIIDandthemake/modelinformationbyusingtheDeviceManagertool.
Followtheinstructionsinthe“InstallingDeviceManager”sectionearlierinthischapterifyouhaven’t
alreadyinstalledthisprogram.Thenfollowthesesteps:

1. FromthePanel,selectApplicationsandstartDeviceManager.Intheleft
column,findtheentrythatreadsNetworkController,NetworkingWireless
ControlInterface,orWLANInterface.YoumightalsolookforUSBInterface,
PCIBridge,or802.11toexhaustyoursearch.Thenlookatthecorresponding
summaryintherightcolumn,whereyou’llfindthemakeandmodelofthe
hardwarelistedundertheVendorandModelheadings.Ifnousefuldetailsare
listed,youmightneedtoclicktheparententryinthelist.Ononetestsystem,
wefoundtheWLANInterfaceentry,butsawthemakeandmodeldetailsonly
afterweclickedtheEthernetControllerparententryinthelistontheleft.

2. WritedownthemakeandmodelshowninDeviceManager.Forexample,ona
testnotebookcontaininganAtheroswirelessnetworkdevice,themakeand
modelreadAR5001WirelessNetworkAdapter.Rememberthatthesedetails
don’trelatetothoselistedintheinstructionmanualorcomputerpackaging
(ournotebook’sspecificationliststhehardwaresimplyasBuilt-inAirPort
ExtremeWi-Fi).ThisisbecauseUbuntuisidentifyingthehardware
generically,readinginformationfromitscomponenthardware.

3. ClickthePropertiestabofDeviceManager(ifthisisn’tvisible,clickView
DeviceProperties)andlookthroughtheinformationthereforalinethat
beginsinfo.udi.Lookattheendofthelineandmakeanoteofthetwosetsof
charactersthatareseparatedbyanunderscoreandprecededbypci_.Lookat
Figure7-7foranexampletakenfromourtestmachine.Yoursmaydiffer,but
thelineshouldalwaysendwithpci_andthenthedigits.Ifitdoesn’t,youhave
selectedthewrongentryinthelistofdevicesontheleft.Tryexamininga
differententry,suchastheparentoftheentryinthelist.

4. Writedownthecharactersfollowingpci_attheendoftheinfo.udiline.
Writtenalongsideeachother,thetwosetsofdigitsthatareseparatedbyan
underscoreformtheall-importantPCI ID number.Inwrittenform,they’re
usuallyseparatedbyacolon.Ifeitherofthesetsoflettersornumbersisfewer
thanfourcharacterslong,simplyaddzerosbeforetheminordertomakefour
characters.Inourtestmachine,theendoftheinfo.udilinereads168c_1a.We
addtwozerosbefore1c,makingacompletePCIIDof168c:001a.Onanother
PC,theendofthelinereads168c_13.Addingtwozerosbefore13givesaPCIID
of168c:0013.

5. Usinganothercomputerthat’sabletogoonline,visit
http://sourceforge.net/apps/mediawiki/ndiswrapper/index.php.Underthe
Documentationheading,clickthe“Listofknownworkingdevices”link.Thisis
acommunity-generatedlistingofthewirelessnetworkdevicesthathavebeen
proventoworkwithNdisWrapper.

http://sourceforge.net/apps/mediawiki/ndiswrapper/index.php
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Figure 7-7. Find the PCI ID of your wireless network hardware by looking at the end of the info.udi line. 

Tip  TheURLinstep5wascorrectasthisbookwenttopress.Ifyoufinditnolongeraccurate,searchGoogle,
usingNdisWrapper listasasearchterm.

6. The“knowntowork”cardsaregroupedinalphabeticalorder.Selectthe
appropriatelistbasedonthecardmanufacturer’sname.(Remembertouse
thenameyoudiscoveredusingDeviceManagerinsteps1and2,andnotthe
officialnameinthecomputer’smanualorpackaging.)

7. Usingthesearchfunctionofyourbrowser(Ctrl+FwithinFirefox),lookforthe
PCIIDnumberyounotedearlier,intheformatdescribedinstep4.Forthe
exampleinFigure7-7,wewouldsearchfor168c:001a.Inthelist,looktomatch
thefollowingthings,presentedinorderofimportance:

a. ThePCIID

b. Themodelnameofthewirelesshardware,asreportedbyDeviceManager
(listedontheSummarytab)

c. Themanufacturerandmodelofthenotebook,asmentionedonitscaseor
withinitsdocumentation

8. It’slikelymanyentriesinthelistmaymatchyourPCIID,sosearchuntilyou
findtheonethatbestmatchesthemodelofthehardware.Iftherearestill
manymatches,searchuntilyoufindanentrythatmatchesthemanufacturer
andmodelofthenotebook.Youmightnotbeluckyenoughtofindanexact
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matchforthenotebookmanufacturerandmodel,however,andyoumight
needtoselectthemostlikelychoice.Useyourcommonsenseandjudgment.If
yournotebookismanufacturedbyASUS,forexample,butyoucan’tfindthe
driversfortheexactmodel,thenchoosedriversforanotherASUSmodel.

Caution  Watchoutforanymentionofx86_64inthedescriptionofthedriverfile.Thisindicatesthattheentry
inthelistrelatesto64-bitLinux.TheversionofUbuntusuppliedwiththisbookis32-bit.Ifyouencounteranentry
relatingtox86_64,keepsearching.

9. Lookwithintheentryinthelistforadirectlinktothedriverfile.Sometimes
thisisn’tgiven,andamanufacturerwebsiteaddressismentioned,whichyou
canvisitandnavigatethroughtothedriverdownloadsection(usuallyunder
theSupportsectiononthewebsite).DownloadtheWindowsdriverrelease.

ExtractingtheDriverComponents

Afterdownloadingthedrivers,you’llneedtoextractthe.sysand.inffilesrelevanttoyourwireless
networkhardware.TheseareallthatNdisWrapperneeds,andtherestofthedriverfilescanbe
discarded.However,extractingthefilescanbehardtodo,becauseoftenthey’recontainedwithinan
.exefile.(Mostdriver.exefilesareactuallyself-extractingarchivefiles.)Additionally,thedriverfile
mightcontaindriversforseveraldifferentmodelsofhardware,andit’snecessarytoidentifythe
particulardriver.inffilerelevanttoyourwirelessnetworkdevice.

Ifthedriveryou’vedownloadedisa.zipfile,yourtaskwillprobablybemucheasier.Simplydouble-
clickthedownloaded.zipfiletolookwithinitforthedirectorycontainingtheactualdriverfiles.

Ifthedriverisan.exefile,it’snecessarytoextractthefileswithinit.Withanyluck,youmightbe
abletodothisbyusinganarchivetoollikeWinZip(www.winzip.com),assumingthatyou’vedownloaded
thefileusingWindows.SimplyopenthearchivebyusingtheFileOpenmenuoptionwithinWinZip.
YoumayhavetoselectAllFilesfromtheFileTypedrop-downlistinorderforthe.exefiletoshowupin
thefilelist.However,ifyou’reusingWindows,werecommendanopensourceandfree-of-charge
programcalledUniversalExtractor,whichcanbedownloadedfrom
www.legroom.net/software/uniextract.Thisprogramcanextractfilesfromvirtuallyeverykindof
archive,includingmostdriverinstallationfiles.Afteritisinstalled,simplyright-clicktheinstallation
.exefile,andselectUniExtracttoSubdir.Thiswillthencreateanewfolderinthesamedirectoryasthe
downloadedfile,containingthecontentsoftheinstallerfile.

Afteryou’veextractedthefileswithinyourdownloadeddriverfile,lookforthefilesyouneed.The
driverfileswilllikelybecontainedinafoldercalledsomethinglikeDriverornamedaftertheoperating
system,likeWin_XP.Afteryou’vefoundtherelevantdirectory,lookfor.inf,.sys,and.binfiles(although
youmaynotfindany.binfiles;they’reusedinonlyahandfulofdrivers).Youcanignoreanyotherfiles,
suchas.caband.catfiles.Clickanddragthe.inf,.sys,and.binfilestoaseparatefolder.

Thetasknowistofindthe.inffileforyourhardware.Ifthere’smorethanone,you’llneedtosearch
eachuntilyoufindtheoneyouneed.YouneedtolookfortextthatcorrespondstothePCIIDyounoted
earlier.Openthefirst.inffileinatexteditor(double-clickingwilldothisinWindows)and,usingthe
searchtool,searchforthefirstpartofthePCIID,asdiscoveredearlier.FortheexampleinFigure7-7,we
wouldsearchfor168c.Ifyoudon’tfinditwithinthefile,moveontothenext.inffileandsearchagain.
Whenyougetasearchmatch,itwillprobablybeinalonglineoftextandtotherightofthetextVEN_.

http://www.winzip.com
http://www.legroom.net/software/uniextract
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ThenlookfartheralongthatlinetoseeifthesecondpartofthePCIIDismentioned,probablytothe
rightofthetextthatreadsDEV_.Inthecaseofthedriverfilewedownloadedfortheexample,theentire
linewithinthe.inffilereadasfollows(thetwocomponentPCIIDpartsareshowninbold):

%ATHER.DeviceDesc.001B% = ATHER_DEV_001B.ndi, PCI\VEN_168C&DEV_001A 

IfyoufindbothcomponentpartsofthePCIIDintheline,asinthisexample,thenyou’vefoundthe
.inffileyouneed.(Infact,you’llprobablyfindmanylinesmatchingwhatyouneed,whichisfine.)

Youmustnowtransferthe.inffile,alongwiththe.sysand.binfiles(ifany.binfileswereincluded
withthedriver),tothecomputeronwhichyouwanttoinstallthedrivers.Thiscanbedonebyputting
themontoafloppydisk,CD,orUSBmemorystick.CreateanewdirectorycalleddriverontheDesktop
andsavethemthere.

YourprocedurefromthispointdependsonwhetherUbunturecognizedyourwirelessnetworking
devicewhenyoufirstbootedbutwasunabletomakeitworkcorrectly.Ifitdid,youwillneedtoblacklist
thebuilt-indriversothatNdisWrappercanassociatewiththehardware.Ifthedevicewasn’trecognized,
youcanskipstraighttothe“UsingNdisWrappertoInstalltheDrivers”section.

BlacklistingExistingDrivers

Toblacklisttheexistingbuilt-indriverthatdidn’tworkwithyourwirelessdevice,youneedtofindout
thenameofthekernelmoduleandthenaddittothe/etc/modprobe.d/blacklistfile.Herearethesteps:

1. FromthePanel,selectApplicationsandOpenDeviceManager.)Nextselect
theentryinthelistforyourwirelessnetworkdevice.Thisistheoneyou
discoveredinsteps1and2earlier,inthe“IdentifyingYourWirelessNetwork
HardwareandSourcingDrivers”section.

2. ClickthePropertiestab(ifthisisn’tvisible,clickViewDeviceProperties)and
lookforthelinethatbeginsinfo.linux.driver.ThenlookintheValuecolumn
andmakeanoteofwhat’sthere.Forexample,ononeofourtestnotebooks,
theValuecolumnreadath5k.CloseDeviceManager.

3. HolddowntheAltkeyonyourkeyboardandpressF2.Thiswillbringupthe
RunApplicationdialog.Typethefollowingtoopentheblacklist
configurationfileintheGedittexteditor:

 gksu gedit /etc/modprobe.d/blacklist.conf 

4. ClickRunandenteryourpasswordwhenprompted.

5. Atthebottomofthefile,typethefollowingonanewline:

blacklist modulename 

6.R eplacemodulenamewiththenameofthemoduleyoudiscoveredearlier.For
example,onourtestsystem,wetypedthefollowing(asshowninFigure7-8):

 blacklist ath5k 

7. Savethefileandthenrebootyourcomputer.

Youshouldnowfindthatthewirelessnetworkdeviceisnolongervisiblewhenyouclickthe
NetworkManagericon,andallyouseeisaManualConfigurationoption.Thisisgood,becauseitmeans
thehardwarenolongerhasadriverattached,andyoucannowtellNdisWrappertousethehardware.
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Figure 7-8. To stop Ubuntu from loading its own drivers, you may need to blacklist the module. 

UsingNdisWrappertoInstalltheDrivers

OntheUbuntucomputeronwhichyouwanttoinstallthedrivers,youshouldnowhavethe.inffile
fromtheprevioussteps,plusthe.sysandpossibly.binfilesthatconstitutethedriver.Youshouldhave
copiedthesefilesfromtheremovablestoragedeviceintoanewfolderonyourDesktopnameddriver.

Note  Ifyou’veusedaUSBmemorysticktotransferthefiles,itsiconshouldappearautomaticallyonthe
Desktopassoonasit’sinserted.Whenyou’vefinishedwithit,right-clickitandselectUnmount.Youmustdothis
beforephysicallyremovinganykindofUSBmemorydevice,asexplainedlaterinthischapter.

ToinstallthedriverbyusingNdisWrapper,followtheseinstructions:

1. Fromthepanel,selectApplicationsandintheSearchbar,typewindows.This
willshowaniconfortheWindowsWirelessDriversapplication.Ifyouhaven’t
installedityet,you’llseeitintheAppsAvailableforDownloadsection.Ifthisis
thecase,justclickittostarttheinstallation.Next,starttheWindowsWireless
Driversapplication.Enteryourpasswordwhenprompted.
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2. ClicktheInstallNewDriverbutton.

3. TheInstallDriverdialogboxappears,promptingyoutoselectthe.inffilefor
yourwirelessdevice.ClicktheLocationdrop-downlisttoopenafile-browsing
dialogbox.

4. Navigatetothe.inffileyoucopiedtoyoursystem,whichyouhaveplacedin
thedriverfolderonyourDesktop.Double-clicktheDesktopfolderandthen
double-clickthedriverfolderlistedintherightcolumn.Selectthe.inffile
youcopiedinthedriverfolderandthenclicktheOpenbutton.

5. BackintheInstallDriverdialogbox,clicktheInstallbutton.

6. Atthispoint,youshouldseethedriverlistedattheleftcolumnoftheWireless
NetworkDriversdialogbox.Itspecifiesthenameofthedriverinstalledand
whetherthehardwareisinstalled.Ifitsaysthehardwareisn’tinstalled,you’ve
probablyselectedthewrong.inffile,ormightbeusingthewrongdriverfile.
ReturntotheprevioussectionsandtrytogetanalternativeWindowsdriver.

7. Norebootisnecessary,andyourwirelessnetworkcardshouldwork
immediately.Totestwhetherthedriverworks,clicktheNetworkManagericon
andseeiftherearewirelessnetworkslisted.Ifitworks,clickClosetoexitthe
WirelessNetworkDriversdialogbox.

Followingthis,youshouldfindthatthenetworkdeviceisavailableforconfiguration.Followthe
earlierinstructionsforconnectingtoawirelessnetwork.

RemovingNdisWrapperDrivers

Asmentionedearlier,althoughNdisWrappercansolvealotofheadacheswithnonworkingwireless
hardware,itisn’tperfect.YoumightfindthattheWindowsdriveryouinstallsimplydoesn’twork.In
suchacase,youcandownloadadifferentversionofthedriverandtryagain.Butfirstyou’llneedto
removetheexistingdriver.

FromtheApplicationsmenuinthepanel,selectWindowsWirelessDriversandenteryourpassword
whenprompted.IntheWindowsNetworkDriversdialogbox,selectthedriveryouwanttoremoveinthe
leftcolumnandclickRemoveDriver.ClickYeswhenpromptedtoconfirmtheremoval.ClickCloseto
exitthetool.

SECURE CONNECTIONS ON THE NET 

Forhomeusers,theuseofonlinebankingservicesrequiresthetransferofconfidentialdata.Soisthisa
goodreasontousethestrongestformofwirelessnetworkencryptionwithyourbroadbandrouter?No,it
isn’t.Infact,itmakesnodifference.

ThisisbecausethetransferofconfidentialorfinancialdataacrosstheWeb—toandfromonlinebanking
sites,forexample—isnearlyalwaysprotectedbySecureSocketsLayer(SSL)HTTP.Thisworksacross
anytypeofnetworkconnection,includingwirelessandEthernet,regardlessofwhethertheconnectionhas
itsownprotection.
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Youcantellyou’rebrowsingasitethat’susingSSLbecausetheaddresswillbeginwithhttps.
Additionally,mostbrowsersdisplayapadlocksymbolatthebottomofthescreen(theFirefoxbrowserwill
alsoturnthebackgroundoftheaddressbaryellow).Accessingsuchsitesshouldbesafe,evenifyour
wirelessnetworkconnectionis“open,”whichistosayitisn’tprotectedwitheitherWEPorWPA.

Similarly,althoughonlineshoppingsitesmightnotuseSSLwhileyou’rebrowsing,whenit’stimetopay,
theyalwaysuseSSL.Thisensuresthatyourcreditcarddetailsareencrypted.Ifthestoredoesn’tadoptan
https://addresswhenyouclicktovisitthevirtualcheckout,youshouldn’tshopthere!

SodoyouevenneedWEPorWPAprotectionifyousimplyuseyourwirelessconnectiontobrowsethe
Internet?Yes.Inadditiontotheriskofunauthorizedusershoppingontoyourconnectionifitisn’t
protected,somewebmailservicestransferyourusernameandpassword“intheclear,”whichistosay
withoutusingSSL.Thismeansyourinformationcouldbepickedupbyaneavesdropper.Inthecaseof
HotmailandYahoo!Mail,youcanselectsecurelogin,butitisn’tactivatedbydefault.GoogleMailappears
touseSSLallthetimeforlogin,butafterthis,youre-mailmessagesaretransmittedacrosstheInternetin
theclearand,intheory,anyonecaneavesdroponthem.

ConnectingtoaMobileBroadbandNetwork
Manycountriesnowhavewidespread3Gcellularnetworkscapableofdeliveringdataatbroadband
speedstomobiledevices.Smartphonesnowcomewith3Gcapabilitybydefault,with3GUSBadapters
(“dongles”)toplugintoyournotebooknowcommonplaceonpay-as-you-goorcontractarrangements.
Higher-endnotebooksandNetbooksnowcomewithmobilebroadbandadaptersbuiltasstandard.

Ubuntuoffersexcellentsupportformobilebroadbanddevices,whetheryouwanttoconnectviaa
3GUSBadapterpluggedintoyournotebook,aninbuilt3Gadapter,oryour3G-enabledcellphone
connected(“tethered”)viaUSBcable.

Youcansetupyourmobilebroadbanddeviceasfollows:

1. Connectyour3Gdevice(dongleorcellphone)toyournotebook:

• AdongleconnectedviaUSBcableshouldbeinstantlyrecognized.

• Cellphoneswillgenerallyneedtobeswitchedintomodemmode,andyou
willneedtoconsultyourmanufacturer’sdocumentationfordetails.For
example,whenyouplugaNokiasmartphoneintoanotebook,adialogwill
appearonthephonegivingyoutheoptionofswitchingtoMassStorage
ModeorPCSuiteMode.Selectthelattertomakeitactasamodem.

• Ifyournotebookhasabuilt-in3Gdevice,makesureit’sswitchedon.

2. ClicktheNetworkManagericoninthetoppanelofyourUbuntuDesktop.If
your3Gdevicehasbeenrecognized,youshouldseeaextraheadingofMobile
Broadband,andunderit”NewMobileBroadband(GSM)connection,”which
youshouldclickontostarttheNewMobileBroadbandConnectionsetup
wizard.

3. Thethreesimplestepsinthiswizardare:

• Choose Your Provider’s Country:Thiswillprobablybecorrectlysetalready,
basedontheregionalandlanguagechoicesyoumadewhenyouinstalled
Ubuntu,butcheckitanywaybeforeyouclickForward.
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• Choose Your Provider:Youshouldseealistofallthe3Gprovidersoperating
inyourcountry.Chooseyours.Intheunlikelyeventofyourprovidernot
beinglisted,youcanenterthenamemanually.ClickForward.



Figure 7-9. Ubuntu’s mobile broadband connection wizard makes it straightforward to set up a 3G link. 

• Choose Your Billing Plan:Severalpre-setoptionswillbeshowninthe
“Selectyourplan”drop-down,dependingontheoptionsofferedbyyour
provider.ForVodafoneUK,forexample,theoptionsareContract,Prepaid,
TopUp,andGo.Thecorrectplannameforyour3Gdeviceshouldbethere,
butifit’snot,thereisanadditionaloptionof“Myplanisnotlisted,”which
willletyousettheAPN(AccessPointName)manually.(Youwillhavetoask
yourproviderforthisinformation).ClickForward,checkthesettings,and
clickApply.

Ifyou’rewithina3Gcoveragearea,yourmobilebroadbanddeviceshouldnowmakeaconnection,
andallnecessarysettingssuchasIPaddress,gateway,anddomainnameserversshouldbe
automaticallyconfigured.
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Figure 7-10. Uh-oh. Now that you’re set up with a high-speed mobile broadband connection, your boss 

will expect you to be hard at work wherever you are! 

WorkingwithaProxyServer
Somenetworksinoffices,schools,anduniversitiesrequirethatyouuseawebproxy(oftenreferredtoas
anHTTP proxy).Aproxyisaservercomputerthatprovidesadditionalsecuritybyprovidingasingle
portaltoallwebpages.ItalsohelpsspeedupInternetaccessbystoringfrequentlyaccessedpages.This
meansthatiftenpeoplerequestthesamewebpage,there’snoneedtogetthesametenpiecesofdata
fromtheInternet.Theproxycomputercansendthemitsowncopies.

You’llneedtospeaktoyoursystemadministratortoseewhetheryourlocationusesaproxy.Ifit
does,youradministratorwillmostlikelygiveyouanaddress,whichmaytaketheformofawebaddress
(aURL)oranIPaddress.Whenyouhavethisinformation,followthesestepstoconfiguretheproxy:

1. OpenNetworkProxyPreferences(fromthepanelselectApplicationsandin
thesearchbartypeProxy).

2. OntheProxyConfigurationtab,chooseoneofthethreetypesofproxy
configuration:

• Bydefault,theDirectInternetConnectionoptionisselected,meaningthat
networktrafficisrouteddirectly,withoutusingaproxy.

• ManualProxyConfigurationenablesyoutosettheproxyserversand
respectiveportsforHTTPProxy,SecureHTTPProxy,FTPProxy,andSocks
Host.Youcanfillinthisinformationbasedonthesettingsyoureceived
fromyoursystemadministrator.Ifyouwereprovidedwithoneproxyfor
Internetaccess,selecttheUsetheSameProxyforAllProtocolscheckbox
andfillinthedetailsfortheHTTPproxyandport,asshowninFigure7-11.
Ifyourproxyusesauthentication,clicktheDetailsbutton.IntheHTTP
ProxyDetailsdialogbox,selecttheUseAuthenticationcheckboxandthen
supplytheusernameandpassword.ClicktheClosebutton.

• AutomaticProxyConfigurationallowsyoutoenterthelink(URL)to
discovertheproxysettingsatyourlocation.

3. OntheIgnoredHoststab,youcansetthelistofsitesthatwillbypasstheproxy.
Bydefault,anysitehostedonyourowncomputerisbypassed.Youcanadd
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andremovesitesaswell.Younormallyaddintranet(internal)websitesto
thislist.

4. ClicktheClosebuttonafteryou’refinishedmakingchangestothe
proxysettings.



Figure 7-11. Proxy settings can be configured for a variety of locations. 

Ifyouhavealaptopthatisusedinvariouslocations,youcansetupaseriesofproxyconfigurations
thatcanthenbeselectedwheneveryoumovearound.Tocreateanewone,selectNewLocationfrom
theLocationdrop-downatthetopofthewindow,inputaname,andthensettheappropriatevalues.
Afteritissaved,eachconfigurationremainsavailableundertheLocationdrop-down.

Tip  SomeISPsrunproxyserverstoo.However,unlikeproxiesinoffices,it’stypicallyuptoyouwhetheryou
choosetousethem.Youmightfindthatusingaproxyspeedsupyourconnection,especiallywhenyouaccess
popularsites,soit’sworthtryingout.TofindoutwhetheryourISPoffersaproxy,visititstechnicalsupportweb
pagesorphoneitstechnicalsupportline.
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Adding a Printer 
Ubuntusupportsawidevarietyofprintermodels—everythingfromlaserprinterstocolorink-jet
models,andevensomeoftheveryolddot-matrixprinters.

Ifyouworkinanofficeenvironment,youmightbeexpectedtoaccessasharedprinter.Sharinga
printerisusuallyachievedbyconnectingthedevicedirectlytothenetwork.Theprinteritselftypically
hasspecialbuilt-inhardwaretoallowthistohappen.Alternatively,theprintermightbepluggedintoa
Windowscomputer,suchasaWindowsserver(orevensimplysomeone’sdesktopPC),sharedsothat
otheruserscanaccessit—asetupknownasWindows printer sharing.Ubuntuwillworkwithnetwork
printersofbothtypes.

Caution  ThevastmajorityofprintersarenowsupportedbyLinuxandworkbrilliantly.However,several
manufacturersarestillreluctanttoreleaseinformationabouthowtheirprinterswork,makingLinuxsupport
difficultorimpossible.Ifyou’reinthemarketforanewprinter,andyouwantittoworkwithyourUbuntusystem,
besuretochecktheOpenPrintingprinterlistingsatwww.openprinting.org/printerssoastoavoidbuyingan
expensivepaperweight.

ConfiguringaLocalPrinter
Alocal printerisonethat’sdirectlyconnectedtoyourcomputer,typicallyviaUSB.Anyprinteryou
attachtoyourcomputerwillbeconfiguredbyUbuntuautomaticallyandreadytouseimmediately,as
showninFigure7-12.Incaseyourprinterneedsaproprietarydriver,youwillbepromptedtosupply
yourpasswordandthenUbuntuwillguideyoutodownloadandinstallthedriver.



Figure 7-12. Any local printers are automatically configured when you connect them to the computer and 

then turn them on. 

http://www.openprinting.org/printers
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However,iftheprintermalfunctionswhenprinting,suchaschurningoutpaperwhenaprintjobis
senttoit,printinggarbage,ornotworkingatall,youcanattempttoconfigureityourself.Tosetupa
localprinter,followtheseinstructions:

1. FromthePanel,clickApplicationsandinthesearchbar,typePrinting.Inthe
Printerconfigurationwindow,clicktheAddbutton.You’llseethemessage
“SearchingforPrinters.”Thismighttakeafewmomentstoworkthrough.

2. IntheNewPrinterdialogbox,youneedtoselectwhichprintertoconfigure.
TheprintersthatUbuntudetectedarelistedunderDevices.Clicktheprinter
youwanttouseandthenclicktheForwardbuttontocontinue.You’llseethe
message“SearchingforDrivers.”

3. Selecttheprintermanufacturer.Bydefault,Ubuntuselectsthemanufacturer
thatbestfitsyourprinter,butyoucanselectanothermanufacturerfromthe
list.Alternatively,youcanprovidethePostScriptPrinterDescription(PPD)
fileifthebuilt-indriverscannotoperateyourprinter.Whenyou’vefinished,
clickForward.

Tip  YoucanfindPPDfilesontheCDthatcamewithyourprinterordownloadthem.OpenPrinting
(www.openprinting.org)andAdobe(www.adobe.com/products/printerdrivers/winppd.html)offermany
printerdriversfordownload.

4. Ubuntuagainselectsthedetectedmodelandcorrespondingdriverforyour
printer,butyoucanchangetheseselections.Ifthedefaultdriversimply
doesn’tworkcorrectly,tryasimilarbutdifferentmodel.Selecttheappropriate
modelintheModellistintheleftcolumnandthenselecttheappropriate
driverforyourprinterfromtheDriverslistintherightcolumn.Clickthe
Forwardbuttontocontinue.

5. You’llbeinvitedtogivetheprinteraname.ThedefaultshouldbeOK.Youcan
fillintheDescriptionandLocationfieldsifyouwant,butthesearenecessary
onlyifyouintendtosharetheprinteracrossanetwork.ClickApplywhen
you’vefinished.

Tip  Sharingyourprinteronthenetworksothatothercomputerscanuseitissimple:openthePrinter
configurationwindow(fromthePanelclickApplicationsandinthesearchbartypePrinting),selectSettingsfrom
theServermenu,andputacheckinthePublishSharedPrintersConnectedtoThisSystembox.ThenclicktheOK
button.

Afterinstallationhasfinished,theprinterwillthenappearinthePrinterConfigurationwindow.To
seewhetherit’sworkingcorrectly,double-clicktoseetheprinterproperties,asseeninFigure7-13,and
thenclickthePrintTestPagebuttonatthebaseofthewindow.

http://www.openprinting.org
http://www.adobe.com/products/printerdrivers/winppd.html
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Figure 7-13. After the printer is configured, you can see its properties and test it by printing a test page. 

Iftheprinterisinstalledcorrectly,youshouldfindyourselfwithatestpageshowing
colorgradations.

Iftheprinterhasn’tbeeninstalledcorrectly,iteitherwon’tworkatallorwillstartspewingoutpage
afterpageofjunktext.Ifthisisthecase,clickCancelTests(wherethePrintTestPagebuttonusedtobe)
andthenturnofftheprinter.Deletetheprinterdriverbyselectingtheprinterinthelistontheleftand
clickingtheDeletebuttonatthetopofthePrinterconfigurationwindow.Thenrepeattheinstallation
steps,thistimetryingdifferentsettingsoradifferentdriver.

ConfiguringaNetworkPrinter
Anetworkprinterisonethatisnotdirectlyconnectedtoyourcomputer.Instead,itconnectstothe
networkviaanEthernetcable,orsometimesviaawi-fiadapter.Inthisway,allcomputersintheoffice
willbeabletouseit.It’salsopossibletoshareaprinterthat’sattachedtoyourcomputertoother
computersonthenetwork.ThesharingistypicallydoneusingtheWindowsnetworkingprotocol(SMB).
Inthiscase,followtheinstructionsinthenextsection.

Someprintershavetherequiredserverhardwarebuiltin,butothersmightuseaspecialprint
servermodulethatattachestotheprinter’sUSBorparallelprinterport.Ubuntucanworkwithboth
typesofhardware.

UbuntuiscompatiblewithUNIX(LPD),HPJetDirect,andInternetPrintingProtocol(IPP)server
types.Thesearethemostubiquitoustypescurrentlyinuseforstand-aloneprinterservers.

Beforebeginning,you’llneedtofindouttheprinter’snetwork(IP)addressand,ifrelevant,the
queuenameortheportnumber.Youshouldbeabletofindoutthesedetailsbyspeakingtoyour
networkadministratororthepersonwhoconfiguredtheprinter.Ifit’suptoyoutoconfigurethe
networkprinter,consultitsmanualtofindouthowtosetastaticIPaddress.

Followthesestepstoconfigureanetworkprinter:

1. FromthePanelclickApplicationsandinthesearchbartypePrinting.Now
starttheprintingapplication.InthePrinterconfigurationwindow,clickthe
Addbutton.
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Tip  Youcanaddasmanyprintersasyouwant.Youcouldconfigurealocalprinter(thatis,oneattachedtoyour
computer)andthenconfigureanetworkprinter.

2. Recentmodelsofnetworkprinterwillbedetectedautomaticallyandshownin
theDeviceslist.Ifso,selecttheprinternameandclickForwardandproceedto
step5.

3. Ifyourprinterisn’tautomaticallydetected,youcanusetheFindNetwork
Printerfacilitytoquerytheprinteracrossthenetworkanddiscoverwhich
printingprotocolitprefers.Todothis,clickFindNetworkPrinter,enterthe
networkaddressoftheprinterintheHostfield,andclickFind.Ifalliswell,a
newentrywillbemadeintheDeviceslisted,andyoucanclickForwardand
proceedtostep5.

4. Olderprintersoftenaren’tdiscoverablebytheprecedingmethods,inwhich
caseyoucansettheprintingprotocolmanuallyintheDeviceslist.Ifyou’re
unsureofwhichtochoose,tryInternetPrintingProtocol(IPP).Ifyouwishto
connecttoaHewlettPackard(HP)printerwithanHPprintserverattached,
selectAppSocket/HPJetDirect.(YoucouldalsochooseLPD/LPRHostor
Printer,butthishaslongbeenreplacedbyIPP.)IntheHostfield,enterthe
networkaddressoftheprinter.InthecaseofHPJetDirect,thedefaultport
numbershouldwork,unlessyouhavebeenspecificallytoldtoenteradifferent
number.Dependingonwhichserveroptionyouchose,youmayalsoneedto
enterthequeuename.Ifit’sIPP,youneedtoprovidethehostandprinter
queue,butUbuntumakesiteasytosetthisup.Justtypethenetworkaddress
intheHostfield,andthenclickFindQueue.TheIPPBrowserdialogboxwill
popupanddisplayalistofprinterqueues.Selectaprinterqueueandthen
clickOK.UbuntuwillupdatetheentriesintheHostandQueuefields
automatically.ClicktheVerifybuttontocheckwhetheryoucanaccessthe
printerwiththeupdatedsettings.Ifitfails,trychangingtheHostfieldtothe
printer’snetworkaddress.Afteryouhavethecorrectsettings,clickForward.

5. Asprompted,choosetheprintermanufacturer,printermodelanddriver,and
printername,justasifyouwereconfiguringalocalprinter.Seesteps3,4,and
5intheprevioussectionforguidance.ClicktheApplybuttonafteryou’ve
madeyourselections.

6. Whentheprinterisinstalled,selecttheprinterfromthelistinthePrinter
configurationwindowandthenclickPrintTestPage.

Iftheprinterdoesn’twork,it’slikelythatyousetthewrongservertype.Tryanalternativetype;if
youchoseIPPthefirsttime,tryAppSocket/HPJetDirectthesecondtime.Manyprintserverscan
emulateavarietyofmodes,sotryingadifferentsettingmaywork.

Iftheprinterstartsspewingoutpageafterpageoftext,youlikelyselectedanincorrectprinter
driver.CancelthejobattheprinterbyclickingCancelTests.Next,selecttheprinterinthelistontheleft
andclicktheDeletebuttonatthetopofthewindowtoremovetheprinter.Thenrepeattheinstallation
steps,thistimetryinganalternativedriver.
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ConfiguringaWindows/SMBSharedPrinter
AWindows(orSMB)printerisonethat’sdirectlyconnectedtoacomputerandthenmadeavailable
acrossthenetworkviathenetworksharingfunctionoftheOS.Effectively,thecomputeractsasthe
printerserver.Often,incorporateenvironments,suchprintersareattachedtoservercomputers,butan
individualmaysharetheprinterattachedtoaworkstation.

Inahomesituation,aWindows/SMBshareisanexcellentandinexpensivewayofsharingaprinter
amongmanycomputers,butyoushouldn’tuseitifyourprintercanconnecttothenetworkdirectly.The
printerisattachedtoonePC,and,aslongasthatcomputerisswitchedon,theprinterwillbeavailable
totheothercomputersinthehousehold.Thisalsoisthebiggestdisadvantage:ifyoushutdownthe
computer,theprinterisnolongeravailable.

Assumingthattheprinterhasbeencorrectlysetuptobesharedonthehostcomputer,connecting
toaWindows/SMBprintershareiseasy.Infact,youmayfindthatUbuntufindstheprinterinthe
backgroundandsetsitupautomatically!Ifyoufindtheprinterisavailablewhenyouchoosetoprint
fromanapplication,tryitoutandseeifitworks.

However,morelikely,you’llneedtoadditmanually.FollowthesestepstosetupaWindows/SMB
sharedprinter:

1. FromthePanelclickApplicationsandinthesearchbar,typePrinting.Next
startthePrintingapplication.InthePrinterconfigurationwindow,clickthe
Addbutton.

2. IntheDeviceslist,selectNetworkPrinterandnextclickWindowsPrintervia
SAMBA.

3. ClicktheBrowsebuttontoprobethenetworktoseewhetheranyprinter
sharesareavailable.Morethanonemightappear,sonavigatethroughthe
printersharesuntilyoufindthedesiredprinter.Selecttheprinterandclickthe
OKbutton.IfyoucannotfindtheprintersharelistedintheSMBBrowser
dialogbox,youmayneedtoenterthedetailsinthesmb://fieldmanually,as
showninFigure7-14.Thisentrywillprobablytaketheformoftheaddress
followedbytheprintername(forexample,officepc/epson).Speaktoyour
systemadministratorortheindividualinchargeofthesharedprintertofind
outwhattheseare.

4. ClicktheVerifybuttontocheckwhethertheprinterisaccessible.Ifitsucceeds,
skiptostep6.Ifitfails,youmayneedtosupplytheusernameandpasswordto
accessthesharedprinter,asdescribednext.

5. SelecttheAuthenticationRequiredcheckbox.IntheUsernameandPassword
fields,typetheusernameandpasswordrequiredtoaccessthesharedprinter.
Thesecanbethelogindetailsofanyuserofthecomputeror,iftheshared
computerandprinterareconfiguredforGuestaccess,youcantrytypingGuest
fortheusernameandleavingthePasswordfieldblank.Afterthedetailshave
beenfilledin,clickForward.

6. Asprompted,choosetheprintermanufacturer,model,driver,andname,just
asifyouwereconfiguringalocalprinter.Seesteps3,4,and5inthe
“ConfiguringaLocalPrinter”sectionforguidance.ClicktheApplybuttonafter
you’vemadeyourselections.

7. Whentheprinterisinstalled,selecttheprinterfromthelistinthePrinter
configurationwindowandthenclickPrintTestPage.



CHAPTER7■GETTINGEVERYTHINGUPANDRUNNING

129



Figure 7-14. Ubuntu should be able to automatically detect any Windows or SMB shared printers on  

your network. 

Iftheprintermakesanoiseasiftostartprintingbutthendecidesnotto,youmightneedto
changeasettingontheWindowsmachine.OnWindows,clickStartPrintersandFaxesandthenright-
clickthesharedprinter’sicon.SelectPropertiesandclickthePortstabinthePropertieswindow.
RemovethecheckintheEnableBidirectionalSupportboxandthenclickOK.Thenrestartboththe
WindowsandUbuntucomputers.

Iftheprinterstartsspewingoutpageafterpageoftextinsteadofthetestpage,it’slikelythatyou
selectedthewrongprinterdriver.CancelthejobattheprinterbyclickingCancelTests.Next,selectthe
printerinthelistandclicktheDeletebuttonatthetopofthePrinterconfigurationwindowtoremove
theprinter.Thenrepeattheinstallationsteps,thistimeusinganalternativedriver.

AdministeringaPrinter
LikeWindows,Ubuntuusestheconceptsofprintqueuestohandleprinting.Whenyouprintfroman
application,theprintjobisheldintheprintqueue.Ifthequeueisempty,thejobisprintedimmediately.
Iftherearealreadyjobswaitingtobeprinted,orifaprintjobisalreadyinprogress,thenewjobisadded
tothequeue.
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Tip  Ifyouhavemorethanoneprinterinstalled(maybeyouhaveaprinterattachedtoyourPCbutalsoprinttoa
networkprinter),youcansetoneasadefault,whichwillautomaticallybechosenwheneveryouchoosetoprint.In
theprintingapplication,yourcurrentdefaultprinterisindicatedbyatickinagreencircle.Ifyou’dliketomake
anotherprinteryourdefault,right-clickitsiconandselectSetAsDefault.

Whenyouprintadocument,theDocumentPrintStatusiconappearsinthenotificationarea(it
lookslikeaprinter).Single-clicktheicontoviewthejobswaitingtobeprinted,ifany.Right-clickinga
jobdisplaysacontextmenuthatletsyoucancel,delete,hold,andreleasethejob,andevenmoveittoa
differentprinter.

Whenyouprintfromapplications,Ubuntuwilldisplayaunifiedprinterinterface,asyoumightbe
usedtoinWindows.YouwillfindsimilaritieswhenyouprintinGedit,GIMP,andFirefox.Theonly
exceptionisLibreOffice,whichoffersitsownsimplifiedprintdialogbox.

Mostapplicationsthatusetheunifiedprintdialogboxwillprovideadditionaluniqueoptions
relatedtothatparticularapplication.Forexample,theF-Spotphotomanagerofferssettingsusefulfor
photographs,suchaslayingupmultipleimagesonasinglepage,whereasGeditoffersfunctionsrelated
tobasictextprinting.

Ensurethatyouselectyourprinterinthelistontheleftoftheprintdialogbox(ontheGeneraltab)
inordertoseealltheavailableoptions.

Using Digital Cameras, MP3 Players, and USB Memory Sticks 
Removable storageisthetermappliedtoperipheralsthatyoumightattachtoyourcomputerandthat
containtheirownstorage.ExamplesincludeUSBmemorysticks,externalharddrives,MP3players,
digitalcameras,andphotographicmemorycardreaders.Youmightalsofindthatdevicessuchasmobile
phonesaretreatedasremovablestoragedeviceswhenyouattachthemdirectlytoyourcomputer.

Whenyouattachanyremovablestoragedevice,Ubuntudoesthefollowing:

• DisplaysaniconontheDesktop,whichyoucandouble-clicktoviewthe
removablestoragedevicecontents.

• AutomaticallyopensaFileBrowserwindowshowingthecontentsofthedevice.

• AddsaniconforthedevicetotheFileBrowser’sPlaceslist,whichisalso
accessibleviaPlacesonthetoppanel.

• Iftheremovablestoragedevicecontainsdigitalimages(ifit’sadigitalcamera,for
example),abarwillappeartowardsthetopoftheFileBrowserwindowwitha
buttonwhichwillenableyoutoimporttheimagestotheShotwellphotolibrary
program.You’lllearnmoreaboutthisinChapter18,whichprovidesaconcise
guidetocatalogingandmanipulatingyourdigitalimages.Similarly,ifyourdevice
containsaudiofiles,Ubuntuwilldetectthisandabuttonwillbeaddedenabling
youtoopenthesefilesintheBansheeaudioplayer.

Thecontentsoftheremovablestoragedevicewillbeaccessibleinexactlythesamewayasanyother
filesonyoursystem.Youshouldbeabletocopy,delete,andcreatefilesonthedevice,providedthe
deviceisn’tread-only(iftheread-onlyswitchisn’tsetonaUSBmemorystick,forexample).Ifthedevice
containsMP3tunes,youshouldbeabletodouble-clickthemtoplaythem,providedtheplayback
codecsareinstalled(seeChapter14).
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However,averyimportantrulemustbefollowedwhenyou’vefinishedwithremovablestorage
devicesunderUbuntu(orindeedanyoperatingsystem):thedevicemustbesafely removed(orin
technicaltermsunmounted)beforeyouphysicallyremoveit.Thisappliesalsotomemorycardsthatare
insertedintoacardreader—beforeremovinganycardfromthecardreader,itmustbesafelyremoved.

Safelyremovingisquitesimpletodo.Justright-clicktheiconontheDesktoporwithinthe
ComputerwindowandselectSafelyRemoveDrive,asshowninFigure7-15.Makesureyousaveand
closeanyfilesthatyoumayhavebeenworkingonbeforeyoudoso,oryoumayseeanerror.You’llneed
tocloseanyFileBrowserwindowsthatmighthavebeenbrowsingthestoragedevicetoo.

Followingthis,youcansafelyphysicallyremovethecardorunattachthedevice.Reinsertingitwill
makeitavailableonceagain.



Figure 7-15. You may be tempted to whip out a USB drive as soon as you’ve copied files to it, but it should 

be unmounted properly in order to protect your data. 

Caution  Beverycarefulnottoremoveamemorycardfromacardreaderwhileyou’rewritingtoorreading
fromitonyourPC.Thiswillmostlikelydamagethecardirreparably.Attheveryleast,itwillwipethecontentsof
thecard.
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Configuring a Scanner 
Scannersmayseemlikearchaicmachinesthathavebeensupersededbydigitalcamerasorabsorbed
intomultifunctiondevices,butthey’restillthebestmethodoftranscodingnondigitalimagesandtextual
documentsintoadigitalformat.

AlotofflatbedscannerscanbemadetoworkunderUbuntu,butnotalltypesaresupported.You
cancheckthelistofcurrentlysupportedscannersbyvisitingwww.sane-project.org.Additionalmodels
areaddedtothelistallthetime,andthisisanotherreasontomakesureyoursystemiscompletelyup-
to-date(seeChapter8,whichexplainshowtoupdateyoursystemsoftware).

ThebesttestofwhetheryourscannerissupportedunderUbuntuissimplytoseewhetheritwill
work.ScanningwithinUbuntuishandledbytheSimpleScanutility.Thisisastand-aloneprogramthat
operatesliketheTWAINdriversthatyoumighthaveusedunderWindows.

Toconfigureascannerandscanimages,followthesesteps:

1. FromthePanel,openApplicationsandinthesearchbar,typeScan.Nowstart
theSimpleScanapplication.Onstartup,theprogramattemptstodetectyour
scanner.Ifitfindsacompatiblemodel,SimpleScanwillstart.Ifthescanner
isn’trecognized,adialogboxwillappeartellingyouso.

2. UsingSimpleScanisassimpleasitsnamesuggests.Justlayyouroriginalon
thescannerandclicktheScanbutton.There’snopreview.SimpleScanwillgo
aheadandscanyouroriginalatfullresolutionanddisplaytheresultingimage.
Youcanthencrop,rotateandsavetheimagetodiskusingthecontrolsinthe
toolbar.ThefiletypeswhichSimpleScansupportsarePNG(lossless),JPEG
(compressed),andPDF.

3. InSimpleScan,underDocumentPreferences,youcanalterthescan
resolutionfortextandphotos,accordingtoyourscanner’scapabilities,and
alsosetthedefaultpagesize.

SimpleScanshouldbegoodenoughformostpurposes,butifyou’dlikealittlemorecontrolover
yourscanning,withcapabilitiessuchasadjustinggamma,contrastandbrightness,youmightconsider
installingXsane,whichisavailableintheUbuntuSoftwareCenter.

http://www.sane-project.org
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Figure 7-16. The Simple Scan program makes scanning really easy. 

Installing 3D Drivers and Activating Desktop Visual Effects 
ThemoderntrendisforoperatingsystemstoincorporateflashygraphicaleffectsintoordinaryDesktop
functions.Forexample,whenwindowsareminimizedinWindowsVista,theyphysicallyshrinkand
fadedowntotheTaskbar.UnderMacOSX,programwindowsappeartobe“poured”intotheDock
whenminimized.InWindowsVistaandWindows7,whenyoupressAlt+Tabtoswitchthroughopen
programs,theprogramwindowsarepreviewedverticallyinagraphicalarrangement,andyoucan
flickthroughthem,ratherlikesearchingthroughacardindex.Theseeffectsareachievedusingthe
3Dprocessingpowerofthecomputer’sgraphicscard,eventhoughtheeffectsaren’tnecessarily3D
innature.

Note  Onatechnicallevel,thetechniqueisknownascompositing.Whatyouseeonthescreenisfirstdrawnin
thegraphicscardmemoryandthentransferredtothescreen,ratherthaneverythingsimplybeingdrawndirectly
ontothescreen.

UbuntuincludessimilarDesktopvisualeffects,courtesyofasystemcalledCompiz
(www.compiz.org).However,allDesktopvisualeffectsystemshaveacouplerequirements,andthese
applytoUbuntuaswell:

http://www.compiz.org
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• ForDesktopeffectstowork,yourgraphicscard(ormotherboardgraphicschipset)
mustbecomparativelyrecent.ExamplesincludetheATIRadeon,NvidiaGeForce,
andIntelGMAproductlines.Mostgraphicscardsmanufacturedwithinthelast
fiveyearswithagraphicsprocessingunit(GPU)shouldbeadequate,andvery
recentmodelsdefinitelywillwork.

• Thecorrectgraphicsdriversmustbeinstalled.Currently,IntelGMAandsomeATI
RadeongraphicscardsaresupportedbydefaultbecauseIntelandATIprovide
opensource3D-capabledrivers.Forotherhardware,themanufacturerhasnot
assisteddevelopmentofopensourcedrivers,andyoumayneedtomanually
installaproprietarydriver.EvenforNvidiacards,thepictureisimproving,with
theopensourceNouveaudriversnowconsideredgoodenoughforUbuntuto
installbydefault.

Note  Formostgraphicscards,theopensourcegraphicsdriverswillnowsupport3DDesktopeffects.Youwill
probablyonlyneedtoinstalltheproprietarydriverifyouwanthighperformancefromintensive3Dapplications
suchasGoogleEarthandfirst-personshootergames.

Someproprietary3DgraphicsdriversareprovidedunderUbuntu,butonlyifopensource
equivalentsaremissing.Itishopedthatopensourcedriverswillonedayreplacetheneedfor
proprietarydrivers.

Sodoyouactuallyneedtoinstallnewdrivers?ItalldependsonhowyouexperienceyourLinux
environment.IfyoufindthatDesktopeffectsareworking,thecorrectdriversarealreadyinstalled.A
goodwaytotestthisistoholddownCtrl+Altandthentaptheleftorrightarrowkey.Thiswillswitchto
thenextvirtualDesktop.Iftheentiredesktopphysicallyslidesoutoftheway,Desktopeffectsare
activated.IftheDesktopremainsstatic,andasmalldialogboxappearsinthecenterofthescreentolet
youchooseavirtualDesktop,thenDesktopeffectsarenotactivated.AutilitycalledAdditionalDrivers
letsyoumanageproprietarydriversforyourgraphicscard.Thisutilityshouldappearautomaticallyin
thenotificationareaimmediatelyafterinstallationifyourhardwarerequiresproprietarydrivers.After
installingaproprietarydriver,restartyourcomputertoactivateit.

Configuring Bluetooth 
Bluetoothistheshort-rangenetworkingfacilitythatallowsvariousitemsofhardwaretoworkwitheach
otherwirelessly.YoucanuseBluetoothforeverythingfromfiletransfersbetweenamobilephoneand
computertoemployingawirelesskeyboardormousewithyourdesktopcomputer.

ForBluetoothtowork,bothdevicesneedtohaveBluetoothsupport.Manymobilephonescome
withBluetoothnowadays,asdoanincreasingnumberofnotebookcomputers.It’salsopossibletobuy
veryinexpensiveBluetoothUSBadapters.

BluetoothsupportisbuiltintoUbuntuandshouldactivateautomaticallyifBluetoothhardwareis
presentonyourPC.YouwillknowifthisisthecasebecauseaBluetoothiconwillappearinthe
notificationarea.ThisisusedtoadministerallBluetoothdevicesthatyoumightwanttoconnectto
yourcomputer.
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PairingBluetoothDevices
WhentwopiecesofBluetooth-compatiblehardwareneedtocommunicateonaregularbasis,theycan
gettogether,aprocessalsoknownaspairingorbonding.Thismeansthattheytrusteachother,soyou
don’tneedtoauthorizeeveryattemptatcommunicationbetweenthedevices.Indeed,somedevices
won’tcommunicateunlessthey’repairedinthisway.

PairingissimpleinpracticeandworksontheprincipleofasharedpersonalIDnumber(PIN).The
firstBluetoothdevicegeneratesthePINandthenasksthesecondBluetoothdevicetoconfirmit.After
theuserhastypedinthePIN,thedevicesarepaired.PairingiseasilyaccomplishedunderUbuntuand
doesn’trequireanyadditionalsoftware.

Asanexample,thefollowingarethestepsforbondingamobilephonetoanUbuntuPC.Bonding
fordeviceswithoutauserinterface,suchaskeyboards,ishandleddifferently,asexplainedinthe“Using
aBluetoothKeyboardorMouse”sectionalittlelaterinthechapter.

1. EnsurethattheUbuntuPCisvisible,whichistosaythatotherBluetooth
devicescandetectit.ClicktheBluetoothiconinthenotificationarea,select
Preferences,andmakesurethattheMakecomputervisiblecheckboxis
selected.ClickClose.

2. Youcanpairuptwodevicesfromeitherend,butwe’regoingtobeginusing
Ubuntu.Todothis,clicktheBluetoothiconinthenotificationareaandselect
“Setupnewdevice.”ThislaunchestheBluetoothNewDeviceSetup.Clickthe
Forwardbutton.

3. Thedevicesetupprobestheetherandfindsanyconnectabledevices.These
willappearfirstasaseriesofnumbersandthenusingtheirfriendlynames,as
showninFigure7-17.
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Figure 7-17. A pairing request is easily accomplished through the Bluetooth applet. 

4. SelectthedeviceyouwanttoconnecttoandclickForward.Bydefaulta
randomfive-digitPINcodeiscreatedandtransmitted,althoughifyouwant
youcancreateacustomonebyclickingPINoptions.Thesetupwindowwill
displaythisnumber,andyoushouldreceiveapromptonthephoneshowing
thesamenumberandaskingifyouwanttopairwiththisasatrusteddevice.
ConfirmthatonyourphoneandclicktheMatchesbuttonintheUbuntusetup
(fairlysoonoritwilltimeout!).Thetwodeviceswillnowbepaired.

Ifyousubsequentlywanttoremovethepairing,clicktheBluetoothiconandselectPreferences.In
thelistofDevicesatthebottomofthedialogbox,selecttheentryforyourBluetoothdeviceandclickthe
Deletebutton.Don’tforgettoremovethepairingontheBluetoothdevicetoo.

TransferringFilesBetweenBluetoothDevices
IfyouownaBluetooth-equippedcameraphone,youmightbeusedtotransferringpicturestoyour
computerusingBluetooth.It’sbyfartheeasiestwayofgettingpicturesoffthephoneandavoidsthe
needforUSBcablesorcardreaders.TotransferfilesviaBluetooth,youcanusetheBluetoothapplet.
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Note  Somephonesrefusetotransferfilesunlessthephoneandcomputerarepaired,sofollowtheinstructions
intheprevioussectionfirst.PhonessuchasliketheNokia6680don’tneedpairingforfiletransfer,althougheach
transfermustbeconfirmedmanually.

Browsing Files on a Remote Device 

TheeasiestwaytogetfilestoorfromadeviceistouseNautilus:

1. ClicktheBluetoothiconinthenotificationareaandselectBrowseFileson
Device.

2. Chooseyourphone(orotherdevice)fromthelistandclickBrowse.Youmay
needtoconfirmtheactiononyourphonebyselectingYes.

3. TheFileBrowseropensupwiththefoldersavailableonthedevice(seeFigure
7-18).YoucanthennavigatethroughtheseandcopyfilestoyourDesktopin
theusualdrag-and-dropfashion.Youcanalsoaddfilestothephoneinthe
sameway.



Figure 7-18. You can use the File Browser to access a Bluetooth device. 
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Sending Files from an Ubuntu PC to Another Device 

TherearetwowaystosendfilestoanotherBluetoothdevicefromyourUbuntuPC.Thefirstistousethe
Bluetoothapplet.Thesecondistoright-clickthefileinquestionandselectSendTo.Thesecondmethod
isusefulifyouwanttosendmanyfilesatonce,andyouwillhavetheoptionofautomaticallyzippingthe
filesintoasinglearchive(butbearinmindthattheBluetoothdevicereceivingthefilewillneedtobe
abletosubsequentlyunarchivethefile).

UsingtheBluetoothApplet

FollowthesestepstousetheBluetoothapplettosendfiles:

1. ClicktheBluetoothiconinthenavigationareaandclickSendfilestodevice.

2. IntheChooseFilestoSenddialogbox,navigatetothefileyouwanttosend
andclickOpen.

3. IntheSelectDevicetoSendTodialogbox,selectthetargetBluetoothdevice
andclicktheSendTobutton.

4. ThetargetBluetoothdevicemightpromptyoutoacceptordenyafiletransfer
requestfromUbuntu.Choosetoacceptit.

5. AfterthefilehasbeenreceivedbytheBluetoothdevice,clickClose.

UsingtheSendToOption

TosendoneormorefilesusingtheSendTooptiononthecontextmenuintheFileBrowseroronthe
Desktop,followthesesteps:

1. Eitherright-clickanindividualfileorfolder,orselectseveralfilesandclickone
ofthem.Right-clickandselectSendTo.

2. IntheSendAsdrop-downlistinthedialogboxthatappears,selectBluetooth
(OBEXPush).IntheSendTodrop-downlist,ensurethatyourBluetoothdevice
isselected.

3. Ifyou’resendingseveralfiles,youcanputacheckintheSendPackedIncheck
box.Thiswillcreateanewsingle.ziparchiveandaddthefilestoit
automatically.Otherwise,eachfilewillsimplybesentoneaftertheother.If
youaresendingafolder,theSendPackedoptionisalreadycheckedand
cannotbeunchecked.

4. ClicktheSendbutton.Youmaybepromptedtoauthorizereceiptofthefiles
ontheBluetoothdevice,sodoso.Bearinmindthattransferofmanyfiles
maytakesometimebecauseBluetoothisnotaparticularlyspeedyformof
datatransfer.

5. Afterthefiletransferiscomplete,clicktheClosebutton.
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UsingaBluetoothKeyboardorMouse
YourBluetooth-equippedkeyboardormousemayworkautomaticallyunderUbuntu.However,ifnot,
youmayneedtopairittoyourPC,asfollows:

1. EnsurethattheUbuntuPCissettobediscoverable.ClicktheBluetoothicon
inthenotificationarea,clickPreferences,andmakesurethatthe“Make
computervisible”checkboxisselected.ClickClose.

2. Switchyourkeyboardormousetodiscoverablemode.Readtheinstructions
foryourdevicetofindouthowthisisdone.OnaniGoStowawaykeyboardwe
usedduringtesting,thisrequiredpressingtheCtrl+blueFn+greenFnkeys
simultaneously.

3. Whileyou’rereadingthemanual,findoutwhetherthedevicehasadefault
passkey.Micealmostcertainlywill(andit’snearlyalways0000),butkeyboards
mightrequireyoutotypeonemanuallywhenitcomestothepairingrequest.

4. ClicktheBluetoothiconandselectPreferences.ClicktheSetupnewdevice
button.Ubuntuwillsearchforyourinputdevice.Inyou’resurroundedby
multipleBluetoothdevices,youmightfinditusefultonarrowdownthesearch
toinputdevicesusingtheDeviceTypedrop-down.

5. Youshouldfindthatyourkeyboardormouseisdetectedautomaticallyand
appearsinthelistbelowtheSelectDeviceheading(ifnot,ensurethatitisstill
indiscoverablemodeandhasn’tswitcheditselfoff).Clicktheentryforthe
keyboardormouse,andthenclicktheForwardbutton.

6. AcommentboxshouldpopupontheUbuntucomputer,notifyingyouofa
pairingrequestbetweenUbuntuandthekeyboardormouse.ClicktheEnter
Passkeybutton.

7. Whathappensnextdependsonwhetheryou’retryingtoconnectakeyboard
ormouse.Bearinmindthattheprocessofpairingquicklytimesoutonthe
Ubuntucomputer,soyouneedtocompletethefollowingstepswithout
hesitation:

• Inthecaseofamouse,enterthepasskeythatyoureadearlierinthemanual
forthemouse.Asmentioned,thisisusually0000.AfteryouclickOK,the
mouseshouldbepairedandshouldstartworking.

• Somekeyboardsalsouseadefaultpasskeyof0000,and,ifso,youcanenter
that,andthekeyboardshouldbepaired.However,someBluetooth
keyboardsmightrequireyoutoenterapasskeycreatedonthecomputer.In
theAuthenticationRequestdialogboxontheUbuntuPC,typearandom
four-digitpasskey—somethinglike1234(althoughforsecurityreasons,you
mightwanttochoosesomethingthat’sslightlylesseasytoguess).ClickOK.
OntheBluetoothkeyboard,typethesamenumberandpressEnter.
Followingthis,youshouldfindthatthekeyboardispairedwiththe
computerandwillwork.

8. ClickCloseintheBluetoothPreferencesdialogbox.
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Ifthekeyboardormousedoesnotworkafterareboot,tryturningitonandoffagain.Ifthatdoesn’t
work,deactivatetheBluetoothfunctionalityonthePC,perhapsbymomentarilyunpluggingthe
Bluetoothdongleor,onanotebook,usingtherelevantkeyboardcombinationtoturnoffandonagain
theBluetoothsystem.

Configuring Sound Cards 
Generallyspeaking,yoursoundcardshouldn’trequireanyadditionalconfigurationandshouldwork
immediatelyafteryouinstallUbuntu.Theiconforthevolumecontrolappletislocatedatthetoprightof
theUbuntuDesktop,anditoffersaquickwaytocontrolthemastervolume.

However,ifyouwanttochangeyourbalanceormicrophonelevel,orifyoursoundcardoffersmore
thanstereooutput,suchasmultiple-speakersurroundsound,thenitmightbenecessarytotakesome
simplestepstoallowfullcontrolofthehardware:

1. Clickthevolumecontrolicon(theonethatlookslikeaspeaker).Asimple
volumecontrolwillopenunderneath.

2. ClickSoundPreferencesatthelowerendofthewindowthatopens.

3. TheSoundPreferencesdialogboxappears.Onmostcomputers,youwillhave
justonesimplestereosoundcardshownintheHardwaretab,andtherewon’t
bemuchtoconfigure.IntheOutputtab,youwillbeabletoadjustthebalance,
shouldyoueverneedto,whileintheInputtabyoucanunmuteyour
microphoneandadjusttheinputvolume.Ifyourcomputerhasmorethanone
soundcard—forexample,onboardsoundandanexternalUSB5.1sound
card—youcansetwhichcardisactiveintheHardwaretabandthenswitchto
theOutputtabtoadjustvolumeslidersforbalance,fade,andsubwoofer,as
showninFigure7-19.Onanotebookthathasasoundcardfeaturingpseudo-
surroundsound,wecouldaddacontroltoaltertheintensityoftheeffect.

4. Whenyou’vefinished,clicktheClosebutton.
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Figure 7-19. In Sound Preferences you can control all aspects of your sound card’s output. 

Using Power-Management Preferences 
Dependingonthedegreetowhichyourcomputersupportspower-savingfunctionality,Ubuntuwilllet
youconfigureyourdisplaytogointostandbymodeafteracertainamountoftimeandwillalsoallow
youtoconfigureyournotebooktoentersleep(standby)mode.Inaddition,ifyouuseanotebook
computer,Ubuntumightletyouconfigureadditionalaspects,suchasthedisplaybrightness.These
functionsarecontrolledbyusingthePowerManagementPreferences.Tostartthis,fromthePanel
selectApplicationsandinthesearchbartypePower.NowclickthePowerManagementicon.IfUbuntu
isinstalledonanotebookcomputer,you’llseethreetabsintheprogramwindow:OnACPower,On
BatteryPower,andGeneral.IfUbuntuisinstalledonadesktopcomputer,you’llseejusttheOnAC
PowerandGeneraltabs.

Note  NotallPCsarecreatedequalwhenitcomestopower-savingfeatures.Somesupportmorefunctionality
thanothers.Inaddition,Ubuntuiscompatiblewithmostbutnotallpower-managementsystems,anditmightnot
beabletosupportcertainpower-managementfunctionalityonyoursystem,evenifsuchfunctionalityworks
underWindows.

z
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Notebookshavetheadditionaltabbecauseit’spossibletodefinetwoseparatepowermanagement
profiles:oneforwhenthecomputerispluggedinandoneforrunningonbatterypower.Thismakes
sense,becauseyoumightneverwantyourdisplaytoswitchoffwhenconnectedtoanoutlet,butit’s
advisablethatitshoulddeactivatewithin,say,15minutesofinactivityifthecomputerisrunningon
batterypower(toextendthelifeofthebattery).

ThethreetabsofthePowerManagementappletareexplainedinthefollowingsections.

On AC Power 

IfyourcomputerisadesktopPCwithoutabattery,you’llseetwooptionsundertheOnACPowertab:
PutComputertoSleepWhenInactiveForandPutDisplaytoSleepWhenInactiveFor.Thedropdowns
nexttoeachoftheseoptionsallowyoutodefineoneofanumberofpresettimelimitsbeforeeach
featurekicksin,includingtheoptionofNever.Thereisalsoacheckboxwhichenablesyoutospindown
theharddiskswhenpossible,atthesametimeasthecomputerisputtosleep.

Note  ThesleepmodecanbetoeithersuspendtoRAM(thatis,standby)orhibernate.Youcansetthisunder
theGeneraltab.

Ifyourcomputerisanotebookcomputer,you’llseesomeextraoptions.Dependingonthe
technologyusedinyourcomputer,youmightseeaSetDisplayBrightnessToslider,whichyoucanuse
tosetthebrightnessofthescreenwhenthepowerisconnected.Whenevermainspowerisconnected,
thedisplaybrightnesswillbechangedtomatchthissetting.

YoumayseeaWhenLaptopLidIsClosedoption,withadrop-downlist.Asitsuggests,thiswill
controlwhathappenswhenthenotebookisclosed.Dependingonthehardwarecontainedinyour
computer,youmighthavethechoiceofdoingnothing,blankingthescreen,suspendingthecomputer
(shuttingdownallsystemsbutRAM),hibernating(suspendingRAMtodiskandturningoffthe
notebook),andshuttingdownthecomputer.However,notallcomputerssupporteachofthesemodes,
sothechoicesyouseemightvary.

Additionally,youmayseeaDimDisplayWhenIdlecheckbox,whichyoucanselecttoconserve
powerbydimmingthescreenwhenyoursystemisidle.

On Battery Power 

TheoptionsundertheOnBatteryPowertab,presentonlyonanotebookcomputer,arelargelythesame
asthoseundertheOnMainsPowertab,asyoucanseeinFigure7-20.Thesesettingscomeinto
operationtheinstantthemainspowerisdisconnectedfromyournotebookandthebatterykicksin.
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Figure 7-20. Notebook users can define an additional power profile that will kick in when the battery is  

in use. 

AnextraoptionappearsasthelastitemintheActionssection:WhenBatteryPowerIsCriticallyLow.
Hereyoucanopttoautomaticallysuspend,hibernate,orshutdownthenotebookwhenthebattery
powerisnearlygone.

ThecheckboxesatthebottomoftheDisplaysectioncouldhelpsavebatterypowerconsiderably.
YoumayselecttheReduceBacklightBrightnessoption,whichasitsuggests,setsbacklightbrightnessto
alowersettingwhenyourunonbatterypower.AswithOnACPower,theDimDisplayWhenIdleoption
mayalsobeavailableforbatterypower.

Caution  Beawarethatsleepmoderequiresalittlebatterypowertoworkandwilleventuallydrainyour
battery,especiallyifit’salreadyonitslastlegs.

General 

UndertheGeneraltab,youhaveoptionstocustomizebuttonactionsandnotifications.Thesesettings
persistwhetherthecomputerisonmainsorbatterypower.

IntheActionssection,youcansetwhathappenswhenthepowerbuttonispressedandthe
computerisactive.Effectively,thiscontrolswhetherpressingthebuttonwhenUbuntuisrunning
shouldshutdownthecomputer,suspendit,orhibernateit.YoucanselectAskMe,whichwillcausethe
standardQuitdialogboxtoappear(thatis,thesamedialogthatappearsifyouclicktheSessionMenu
iconinthetop-rightcornerofthescreen).Youcanalsocustomizetheactionforthesuspendbutton.
Theavailableactionsaretodonothing,suspend,orhibernate.HibernatewritesthecontentsofRAMto
theharddiskandthenshutsdownthecomputer.Suspendshutsdownmostsystemsofthecomputer
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exceptfortheRAM,whichiskeptactive.Then,whenyoupressakeyormovethemouse,thecomputer
wakesupalmostinstantlyasthesubsystemsarereactivated.

Caution  Hibernatedoesn’tworkonallsystems.ThebestplanistotestitbybringinguptheSessionMenu
(top-rightcornerofthescreen)andselectingHibernate.EvenifHibernateappearstowork,therearereportsofit
beingunreliable.Someusersreportthattheircomputeroccasionallyfailstowakeup,causingalossofdata.
Therefore,youshouldalwayssaveanyopenfilesbeforeusingthehibernatefunctionorbeforeleavingyour
computerunattendedforanyperiodinwhichhibernatemodemightkickinautomatically.Hibernatewilldefinitely
notworkunlessyourswappartitionisatleastaslargeasyourRAM.

TheGeneraltabalsoletsyouselectwhetherthepowericonisvisibleinthenotificationarea.If
you’reusinganotebook,youcanchoosetodisplaytheicononlywhenthebatteryisnearlydrained,
whenyourbatteryischargingordischarging,orregardlessofthebatterystate.DesktopPCuserswill
probablyoptnottodisplaythepowericonatall.Themostfuss-freeoptionisperhapsOnlyDisplayan
IconWhenChargingorDischarging,whichisselectedbydefault.

Finally,there’salsoanextraoptionyoucanselecttoplaysoundswhenerroreventsoccur.

Tip  Thepowericoninthenotificationareawillgiveyouanindicationofthechargestatusofyourbatteryif
you’reusingalaptop.IfyouclickitandselectLaptopBatteryDischarging,aPowerStatisticswindowwillbe
displayed,givingyoumassesofinformationaboutyourmainsadapter,battery,andprocessor.

POWER SAVING: IS IT WORTH IT? 

Theamountofpowerdrawnbyourcomputersvariestremendously,from25wattsorsoforanetbook
to250wattsormoreforadesktopcomputerandmonitor.Even250wattsmaynotsoundmuch,butmost
ofusarerunningourmachinesforhoursatatime,andenergyisn’tgettingcheaper.Soit’sworth
consideringemployingpower-savingtechniques,evenifonlytosaveyourselfmoney,letalonethe
globalconsiderationsofhowfastthepowerstationsaregobblingupnon-renewableresourcesand
pumpingoutCO2.

Trytoavoidleavingyourcomputerturnedonovernightorwhenyou’reawayfromitforlongperiods.
Ataminimum,getusedtosuspendingyoursystem.Itonlytakeshalfaminutetowakeupfully.Aswell
assavingpower,switchingoffyourcomputeravoidswearandtearonitscomponents,extendingitslife.
AlthoughtheCPUcanwork24×7withouttrouble,it’scooledbyafanthat’sasimplemechanicaldevice.
Thereareotherfansinyourcomputertoo,suchasthegraphicscardfanandcasefan.Eachofthese
willeventuallywearout.Ifyourgraphicscardfanstopsworking,thecarditselfwilloverheatandmight
burnout.ThesameistrueoftheCPUfan.However,byshuttingdownyourcomputerovernight,youcan
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effectivelydoublethelifeofthefansandradicallyreducetheriskofcatastrophicfailure.Isn’tthat
worthconsidering?

Summary 
Inthischapter,youlearnedhowtosetupthecommontypesofhardwareyoumighthaveattachedto
yourcomputer.Additionally,youlookedatconfiguringvarioussoftwarecomponentsthatarevitalfor
Ubuntu’scorrectfunctioning.

YousteppedthroughgettingonlinewithUbuntu(includingjoiningawirelessnetwork),addinga
printer,connectingtoadigitalcamera,configuringa3Dgraphicscard,andmuchmore.

InChapter8,wemoveontolookathowyoucanensurethatyoursystemissecureandprotected.
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How to Secure Your Computer 

Linuxiswidelyconsideredoneofthemostsecureoperatingsystemsavailable.Onabasiclevel,Linuxis
builtfromthegrounduptobefundamentallysound,anditallowsuserstoworksecurelywithouttheir
evennoticingit.Forinstance,itenforcesthesystemofordinaryuserswhoarelimitedinwhattheycan
do,thusmakingitharderforsecuritybreachessuchasvirusinfectionstooccur.

Inaddition,Linuxcontainsafirewallthatishardwiredintothekernel,callediptables
(http://www.netfilter.org).Thefirewallisconsideredamongthebestsolutionsbypracticallyall
computersecurityexperts.Notonlythat,butitcanprotectyourhomePCjustaswellasitcanprotect
themostpowerfulsupercomputer.

LikemanyLinuxcomponents,iptablescanbemanagedthehardwayortheeasyway.Thehard
wayrequiresin-depthknowledgeofhownetworksoperateandanabilitytohackconfigurationfiles,
bothofwhicharebeyondtheskillsofmanyordinarycomputerusers.Fortunately,severalprogramsact
asinterfacestoiptablesandmakeitsimpletooperate(oratleastassimpleasanyequivalentWindows-
basedsoftwarefirewall,suchasZoneAlarmfromCheckPointSoftwareTechnologies).

InUbuntu,thisbuilt-infirewallisturnedoffbydefault.Thisisbecausethedevelopersdon’tthink
thatUbunturequiresafirewall,andonatechnicallevel,they’recorrect.UnlikeWindows,Ubuntuhas
noInternet-facingservices(programsthatwaitforconnectionsfromtheInternetorlocalareanetwork).
ItwasjustsuchaserviceonWindowsXPthatallowedtheBlasterwormtobringtheInternettoitsknees
in2003(seehttp://en.wikipedia.org/wiki/Blaster_worm).Expressedmetaphorically,thetheoryisthat
withoutanywindowsordoors,Ubuntuisdifficult,ifnotimpossible,forhackerstobreakinto(orfor
virusesorwormstoinfect).However,configuringthefirewallwithaprogramlikeFirestarter,whichwe
examinelaterinthischapter,canbedonesoquicklyandwithsuchlittleeffortthat,inouropinion,
there’snoreasonnottousetheLinuxfirewall.Afterall,chancesarethatyoumightwanttorunsome
servicesonyourUbuntuboxanyway.(JustthinkofsuchprogramsasSkype,whichthemselvesstart
servicesaswell).

Inaddition,aswithmostversionsofLinux,Ubuntudoesn’tcomewithantivirusprotectionoutof
thebox.ThisisbecausetherearepracticallynovirusesaffectingLinux,anditisreasonedthatthere
simplyisn’taneedforvirusprotection.However,aswithafirewallconfigurationprogram,installingan
antivirusprogramiseasilydone,andweexplainhowinthischapter.Butfirst,wespendsometime
examiningmore-basicsecurityconcepts.Followingthat,welookathowtosetupencryptionforfiles
ande-mailsotheycanbeopenedonlybytheintendedrecipients.Thenwecoversomeelementarysteps
thatyoucantaketoprotectyoursystem.

Windows Security vs. Linux Security 
Ifyou’veswitchedtoUbuntufromWindows,there’saverygoodchancethatthesecurityfailingsof
Windowsfeaturedinyourdecision.Windows7containsmanyimprovements,butMicrosoft’srecordon
securityoverthepastfewyearshasnotbeengreat.Newandserioussecuritywarningshaveappearedon

http://www.netfilter.org
http://en.wikipedia.org/wiki/Blaster_worm
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anongoingbasis,andevennow,newanddevastatingvirusesandTrojansmakenewsheadlineswith
worryingfrequency(usuallydescribedasaPC virusratherthanwhatitactuallyis—aWindowsvirus).

OneargumentisthatWindowsisthetargetofsomanyvirusesmerelybecauseit’ssopopular.
Althoughit’struethatsomeofthosewhowritevirusesdosobecausetheydislikeMicrosoft,there’salso
littledoubtthatWindowshasmorethanitsfairshareofsecurityissues.

ManypeoplearestillcriticalofMicrosoft’sapproachtosecurity.Forexample,fromVistaonwards,
WindowsincludesUserAccountControl(UAC)dialogboxesthatappearwheneverasystem-affecting
actionisrequired.However,theyaresocommonthatmanypeoplestopreadingwhattheywarn
aboutandsimplyclickOKbyreflex.Manyevenswitchthemoff.ComparethattoUbuntu:Similar
dialogboxesappearwheneverasystem-affectingactionisrequired,buttheUbuntupassworddialog
boxeshavemoreofanimpactbecausetheyappearfarlessfrequentlythanUACdialogboxeson
Windows.Also,onUbuntutheuser’spasswordmustbeentered.Thisforcestheusertostopandthink
ratherthansimplyclickamousebutton.

AlthoughWindows7offersreasonablesecurity,WindowsXP,Microsoft’smostpopularoperating
system(OS)todate,isconsideredaneasytargetforhackersandviruswriters.Uponinstallation,the
defaultuserisgivenadministrativeprivileges.True,ahandfuloftaskscanbeperformedonlybythe
genuineadministrator,butthedefaultusercanconfigurehardware,removesystemsoftware,andeven
wipeeveryfilefromtheharddisk.Althoughyouwouldneverintentionallydamageyourownsystem,
computerattackersusevarioustechniquestogetyoutorunmalicioussoftware(bypretendingit’sa
differentfile,forexample)ortheysimplyinfectyourcomputeracrosstheInternetwithoutyour
knowledge,whichishowmostwormswork.

VirusesandwormsalsousuallytakeadvantageofsecurityholeswithinWindowssoftware.Asjust
oneexample,aninfamoussecurityholewithinOutlookExpressacoupleofyearsagoallowedaprogram
attachedtoane-mailmessagetorunwhentheusersimplyclickedaparticularmessagetoviewit.In
otherwords,infectingaWindowsmachinewasaseasyassendingsomeoneane-mailmessage!

It’sadifferentstorywithLinux.VirusesandwormsarefarrarerthantheyareonWindows.The
reasonforthisisthatLinuxbydesignhassomeitemsthatmakeitsecureandresilientforviruses.As
strangeasthismaysoundtoaWindowsuser,youcanhaveaPCwithoutviruses. 

Caution  Linuxfansconstantlynotethatvirusescan’tcauseaproblemontheirsystembecausethecoreofthe
OSiswellprotected.However,youshouldrememberthatthemostimportantpartofanycomputersystemis,
arguably,thedataonit,soit’sworthdevotingtimeandefforttoprotectingthistoo.(Seetheupcoming
“Encryption”sectionformoreinformation.)

ButalthoughwewouldlovetosaythatsecurityholesarenotfoundonLinux,thesadtruthisthat
they’reafactoflifeforusersofeveryOS.Manyso-calledrootkits—specializedsoftwaretoolkitsthataim
toexploitholeswithintheLinuxOSanditssoftware—areavailable.

ThebottomlineisthatalthoughwritingavirusorwormforLinuxismuchharderthandoingthe
samethingonWindows,allLinuxusersshouldspendtimesecuringtheirsystemandneverassumethat
they’resafe.
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Root and Ordinary Users 
Althoughusersarethesubjectofanotherchapter,allowustointroducethedistinctionbetweentheroot
useraccountandordinaryusers,becausethisdistinctionisthefoundationonwhichmuchofthe
securitymodelisbased.Foramorein-depthdiscussiononthematter,refertoChapter21.Linuxmakes
useofsomethingcalledtherootuseraccount.Thisissometimesreferredtoasthesuperuseraccount,
andthatgivesyouanideaofitspurposeinlife:therootuserhasunrestrictedaccesstoallaspectsofthe
system.Therootusercandelete,modify,orviewanyfile,aswellasalterhardwaresettings.Because
everythingonaLinuxsystemisafile,thisgivestherootuserimmensepower.

Linuxsystemsalsohaveordinaryuseraccounts,whicharelimitedinwhattheycando.Suchusers
arelimitedtosavingfilesintheirowndirectorywithinthe/homedirectoryandalsothe/tmpand
/var/tmpdirectories,(althoughthesystemisusuallyconfiguredsothatanordinaryusercanreadfiles
outsidethe/homedirectorytoo).ButanordinaryUbuntuusercannotdeleteormodifyfilesoutsideof
their/homedirectoryunlessexplicitlygiventhispermissionbytherootuser.

TheuseraccountyoucreatedduringtheinstallationofUbuntuisalimitedaccount,butonsome
Linuxsystems,it’spossibletotyperootattheloginpromptand,afterprovidingthecorrectpassword,
actuallyloginasrootandperformsystemmaintenancetasks.Ubuntuisslightlydifferentinthattheroot
accountisdisabledbydefault,andusersareinsteadabletoborrowsuperuserpowerswheneverthey’re
required,inasimilarwaytoMacOSX.Forthistohappen,theysimplyneedtoprovidetheirownlogin
password.Withdesktopprograms,apasswordpromptdialogboxappearsautomatically.

Althoughtherootaccountisdisabled,mostkeyoperatingsystemfiles“belong”totherootuser,
whichistosaythatonlysomeonewithsuperuserpowerscanalterthem.Ordinaryusersaresimply
unabletomodifyordeletethesesystemfiles.ThisisapowerfulmethodofprotectingtheOS
configurationfromaccidentalorevendeliberatedamage.

Note  Alongwiththerootandordinaryuseraccounts,thereisathirdtypeofLinuxaccount,whichissimilarto
alimiteduseraccount,exceptthatit’susedbythesystemforvarioustasks.Theseuseraccountsareusually
invisibletoordinaryusersandworkinthebackground.Forexample,theCD/DVD-ROMsubsystemhasitsown
useraccountthatUbuntuusestoaccesstheCD/DVD-ROMhardware.Theconceptsofusersandfilepermissions
arediscussedinmoredepthinChapter21.

ARE YOU A CRACKER OR A HACKER? 

Linuxusersareoftendescribedashackers.Thisdoesn’tmeantheymaliciouslybreakintocomputersor
writeviruses.It’ssimplyusingthewordhackerinitsoriginalsensefromthe1970s,whenitdescribeda
computerenthusiastwhowasinterestedinexploringthecapabilitiesofcomputers.Manyofthepeople
behindmultinationalcomputingcorporationsstartedoutashackers.ExamplesareSteveWozniak,
cofounderofAppleComputer,andBillJoy,cofounderofSunMicrosystems.

Thewordhackerisbelievedtoderivefrommodeltrainenthusiastswho“hacked”traintrackstogetheras
partoftheirhobby.Whencomputingbecamepopularintheearly1970s,severaloftheseenthusiastsalso
becameinterestedincomputing,andthetermwascarriedacrosswiththem.
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However,inrecentyears,themediahassubvertedthetermhackertoapplytoanindividualwhobreaks
intocomputersystems.Thiswasbasedonignorance,andmanytruehackersfindthecomparison
extremelyoffensive.Becauseofthis,thetermcrackerwascoinedtoclearlydefineanindividualwho
maliciouslyattackscomputers.

So,don’tworryifanacquaintancedescribesherselfasaLinuxhackerortellsyouthatshehasspentthe
nighthackingsomePHPcode.ManyLinuxtypesusethetermasabadgeofhonor.

Encryption 
Encryptionisameansofprotectingdatabyencodingitinsuchawaythatthecasualobservercan’tview
itwithoutapassword/passphraseoraspecialfileknownasacryptographic key(normallyabbreviatedto
key).Encryptionisusedforprivacypurposesandalsotoverifytheidentityofthepersonwhooriginated
afileorane-mailmessage.

TwotypesofencryptionarenormallyutilizedonhomecomputersandofferedbyUbuntu:

• File encryption:Filescanbeencryptedsothattheyrequireasecretpassphraseto
bedecrypted.Alternatively,youcanencryptfilessothattheycanbedecrypted
onlybyaparticularindividual.

• E-mail encryption:E-mailmessagescaneitherbeencrypted,sothatonlythe
recipientwillbeabletoreadthem,orsigned,sothattherecipientcanbesurethe
e-mailgenuinelyoriginatedfromyouandnotathirdparty.

Ubuntu’se-mailprogram,Evolution,supportsthedigitalsigningofe-mail(whichguaranteestothe
receiverthatitwasindeedsentbytheintendedsender)aswellasfullencryptionofe-mailsenttoothers
ordecryptionofe-mailsenttoyou(whichguaranteesthatnooneisallowedtoreadthemessagewhile
intransit).TheNautilusfilemanagercanalsobeusedtoencryptfilesforpersonaluseorsothatonlya
particularindividualwillbeabletodecryptthem.Passwordencryptionisalsoavailableinapplications
suchasLibreOffice,whichmaybeusedtowriteororganizesensitivedatasuchasaccountsor
confidentialcorrespondence.

Note  AlthoughEvolutionsupportsencryption,youdon’thavetouseit.Indeed,manyUbuntuusersdon’t
utilizepublickeyencryption,althoughpowerusersoftengothisroute.And,ingeneral,relativelyfewpeopleuse
e-mailencryption.Butifyouwanttobesurethatnoonecanreadyoure-mail,youshoulduseit.Intrusted
environments,usinge-mailencryptionandsigningiscommonpractice.

UnderpinningUbuntu’sencryptionsystemisapublic key encryption system.Twokeysare
generatedbyanindividual:theprivate keyandthepublic key.Theprivatekeyiskeptprivatebythe
individualwhogeneratedit,whilethepublickeyispassedaroundtoanyonewhowantsit(oreven
publishedonInternetdatabases).Thetwokeysarerelatedinthatonekeycanencryptdatasothatonly
thecorrespondingkeycandecryptit.

Forexample,youcouldencryptafileore-mailmessageintendedforJanebyusingherpublickey,
andonlyJanewouldbeabletodecryptit,byusingherprivatekey.However,andcrucially,youwould
notbeabletosubsequentlydecryptthefile,eventhoughyouhadencrypteditinthefirstplace—data
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encryptedwithapublickeycannotthenbedecryptedwiththatsamepublickey.Onlytheprivatekey
candecryptit.IfJanewantedtoencryptafilesothatonlyyoucoulddecryptit,shewouldneedtouse
yourpublickey.Youwouldthenuseyourprivatekeytodecryptit.Nooneelsewouldbeabletodecrypt
itafteritwasencrypted.

Whenutilizedinane-mailprogram,publickeyencryptionworksintwoways.Someonesending
youamessagecanencryptitandanyattachedfileswithyourpublickeysothatonlyyoucanreadit.
Thisensuresconfidentiality.Inthesameway,youcanencryptamessagesenttoothersbyusingtheir
publickey,sothatonlytheycanreadit.Alternatively,andmorecommonly,adigitalsignaturecanbe
addedtoane-mailfile,eventhoughthee-mailitselfissentunencrypted.Thissignatureisgenerated
fromyourprivatekeyalongwiththebodyofthemessage,anditisdecryptedattheotherendbyusing
yourpublickey,thereforeprovingthee-mailcouldhavecomeonlyfromyou.Thisisknownassigning
ane-mailmessage,becauseitisasifyoupersonallysigneditinyourownhandwriting,thereby
vouchingforitsauthenticity.Thee-mailitselfissentinplaintextincasetherecipientdoesn’tusepublic
keyencryption.

SettingUpforEncryption
Tomanageyourencryptionkeys,youusetheSeahorseapplication,whichcomeswithUbuntu.Youfirst
generateakey pair(yourprivatekeyandthepublickey),andthenyoucanexportorpublishthepublic
keysootherscanuseit.

Generating a Key Pair 

RegardlessofwhetheryouwanttouseEvolution’sencryption/signingfeatureorNautilus’sfile-
encryptionabilities,youmustfirstcreateakeypair.Todothis,youusethePasswordsandEncryption
tools,aversatiletoolthatisusedforanythingrelatedtothemanagementofencryptionkeys.Hereare
thestepsfordoingso:

1. FromthePanel,selectApplications.Next,intheSearchbar,typepassword,
whichwillshowyouthePasswordsandEncryptionkeys.Clickittostartthe
Seahorseapplication,asshowninFigure8-1.
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Figure 8-1. Seahorse is an easy-to-use management tool for passwords and encryption keys. 

2. ClickFileNewandselectPGPKeyfromtheavailableoptions,asshownin
Figure8-2.PGP,whichstandsforPrettyGoodPrivacy,isanindustry-standard
publickeyencryptionsystemandistypicallyusedtosecuree-mailsorfiles.
TheSecureShellkeyisusedasanextrasecuritymeasurewhenconnectingto
remotemachines,asdiscussedinChapter25.ThePasswordKeyringcanactas
akindofwalletforsecurelystoringacollectionofpasswordsthatwouldthen
beaccessiblewithasinglepassword.UsetheStoredPasswordoptiontostore
atextpasswordinakeyring.
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Figure 8-2. Choose PGP Key to create a key pair for e-mail or file encryption. 

3. TheNewPGPKeydialogboxappears.Fillinafullname,e-mailaddress,and,
optionally,acomment,asshowninFigure8-3.Thee-mailaddressyouusefor
yourPGPkeyshouldbetheoneyouwillbeusingforsendinge-mailswith
Evolution(seeChapter14forinstructionsoncreatingane-mailaccountin
Evolution).Youmayalsosetthreeadvancedoptions,availableinthe
AdvancedKeyOptionsdrop-downlist:



Figure 8-3. Fill in the fields in the New PGP Key dialog box and optionally set advanced options for 

 your keys. 
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• EncryptionTypeletsyouchoosethetypeofcipherforyournewkeys.Thedefault
isRSA—RSAalongwithDSAElgamalarethebestchoicesbecausetheyenableyou
toencrypt,decrypt,sign,andauthenticatefilesande-mail.DSA(signonly)and
RSA(signonly),ontheotherhand,canonlysignfilesande-mail.Youshouldn’t
usetheseunlessyouknowexactlywhatyouaredoing.

• TheKeyStrengthoptionspecifiesthestrengthofyourkey,setinbits.Thelower
thekeystrength,thefasteritistoencryptanddecrypt,butchoosingalower
strengthwillmakeiteasierforotherstocracktheencryption.Increasingthekey
strengthmeansslowerencryption,butthisshouldbeweighedagainstthefactthat
itreducesthechanceofyourmessagesbeingintercepted—tothepointwhere
largerkeysof2,048+bitsarecurrentlyconsideredunbreakable.Thisiswhythe
defaultissetas2,048bits,whichisasensiblecompromise.Ifyou’reparanoidand
preferusingtheultimatestrength,setthekeylengthtothemaximumof4096bits.

• TheExpirationDateoptionsetsanexpirationdateonyourkeys.Thedefaultis
thatthekeysaresettoneverexpire.Anexpirationdateisusefulifyoususpect
yourprivatekeymightfallintothewronghands(forexample,ifyouusealaptop
thatcouldgetstolen),asthekeywillbeusefulonlyuntiltheexpirationdate.Ifyou
decidetoassignanexpirationdate,youmustcreateanewkeybeforetheoldone
expiresandusetheoldkeytosignyournewone,inordertomaintain
authentication.Bysigningthenewkeywithyouroldone,anyonewhotrustsyour
oldkeywillautomaticallyrecognizethenewkeyandtrustit.

Note  TheKeyStrengthoptionaidsinstrengtheningyourkey,becausethekeystrengthisbasedonthetypeof
cipherusedtogetherwiththesizeofthekey.Sometimesakeybasedonaweakciphercanstillbemadeintoa
strongkeybyincreasingthekeylength.

4. ClicktheCreatebuttontocreatethekeys.

5. ThePassphraseforNewPGPKeydialogboxappears.Youneedtocreatea
passphraseforyournewPGPkey.Thisisablockoftext(perhapsasentenceor
simplyalongstreamofcharacters)thatwillhavetobeenteredwhen
decryptingfilesyouhaveencryptedwhileusingNautilus,andencryptede-
mailsyoureceiveviaEvolution.Thebestpassphraseiseasyforyouto
rememberbuthardforotherstoguess;ideally,itshouldincludeuppercase
andlowercaseletters,punctuation,andnumberstomakeitharderforabrute
forcedictionaryattack(thatis,amachinesystematicallyenteringrealwords)
tobreak.Enteryourpassphrasetwice:onceinthePasswordboxandagainin
theConfirmbox.Afterenteringthepassphrase,yourcomputerneedsto
generatethekeypair.Thismaytakeafewminutes.AsshowninFigure8-4,the
characterswon’tappearonthescreen.ClickOKtocontinue.



CHAPTER8HOWTOSECUREYOURCOMPUTER

155



Figure 8-4. After the PGP key has been generated, it will be listed on the My Personal Keys tab. 

6. WaitwhilethePGPkeyisbeingcreated.Dependingonthekeylengthyou’ve
chosen,thismaytakealongtime.Ifitseemstotakeforever,juststartworking
onyourcomputer.Togenerateakeypair,yourcomputerneedsenthropy
(randomdata),whichyoucangeneratebyworkingonyourcomputeror
copyinglargeamountsofdata.(Ononeofyourtestsystems,thekeywasonly
generatedaftercopyingoverdataduringabouttenminutes,sobepatient).
Aftertheprocessisfinished,yournewPGPkeywillbelistedintheMyPersonal
KeystabofthemainSeahorsewindow,asshowninFigure8-4.

7. It’spossibletoredefineyourpassphraseatalaterdatewithoutaffectingthe
actualencryptedfiles.Right-clickthePGPkeyintheMyPersonalKeystaband
selectProperties.ClicktheChangePassphrasebuttonand,afteryou’ve
enteredtheexistingpassphrase,you’llbeabletoaddanotherone.Thesmall+
iconshownontheleftedgeofFigure8-5allowsyoutotagakeywithaphoto
oriconfromyoursystem.
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Figure 8-5. You can change your passphrase anytime by using the Properties box. You’ll need your original 

passphrase to do it, though. 

Exporting Your Public Key 

Asmentionedearlier,yourpublickeymustbesharedwithothersifyouwantthemtobeabletoencrypt
messagesorfilessothatonlyyoucanaccessthem,orifyouwantthemtoauthenticateanysigned
e-mailmessagesyousendthem.Todothis,youuseSeahorsetoexportyourpublickey—effectively,to
makeitavailableasafilethatcanbee-mailedtoothers,orperhapsstoredinaflashdiskthatisgivento
otherpeople.

Note  Ifrecipientsofsignede-maildon’thaveyourpublickey,theywon’tbeabletoauthenticateyoure-mail
signature,buttheywillstillbeabletoreadthemessageandaccessanyattachedfiles.Thesignaturewillprobably
showupasa.pgpfileattachedtothee-mail.Haveyoueverreceivedane-mailmessagewithafilecalled
somethinglikesignature.pgpattached?Nowyouknowwhatitis!



CHAPTER8HOWTOSECUREYOURCOMPUTER

157

ExportingthekeyisassimpleasrunningSeahorse(fromthePanel,openApplicationsandinthe
SearchbartypepasswordtoshowthePasswordsandEncryptionKeysicon),selectingyourkeyinthe
MyPersonalKeystab,andthenclickingtheExporttoaFilebutton.You’llbepromptedtosavethefileto
yourpreferredlocation,asshowninFigure8-6.Afterthefileissavedinyour/homedirectory,youcan
distributeitinanywayyoulike.



Figure 8-6. Using Seahorse, you can export your public key for distribution. 

Publishing Your Public Key 

Forwiderdistributionofyourpublickey,youcanpublishitinapublickeyserver.Thismakesiteasily
availabletoanyonewithInternetaccess,anditisthepreferredmethodofsharingpublickeys;people
don’thavetowaitforyoubeforetheycansendyouencryptede-mail,theycanjustsearchforyourkey
online.Thestepstopublishyourkeyareasfollows:

1. RunSeahorse(fromthePanel,openApplicationsandtypepasswordinthe
SearchbartoshowthePasswordsandEncryptionKeysicon)andclickRemote
SyncandPublishKeys.

2. TheSyncKeysdialogboxappears,asshowninFigure8-7.Tobeabletosync
yourkey,youfirstneedtoclicktheKeyServersbuttonandspecifywhereyour
keywillbepublished.
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Figure 8-7. You need to edit your key server settings to be able to sync your public key to your preferred  

key server. 

3. YouwillbetakentotheKeyServerstabofthePreferencesdialogboxto
customizekeyserversettings.Hereyoucanspecifywheretolookforkeysand
wheretopublishyourkey.Apopularkeyservertouseispgp.mit.edu,which
youcanselectfromthePublishKeysTodrop-downlist,asshowninFigure8-
8.ChooseyourserverandthenclicktheClosebutton.

4. BackintheSyncKeysdialogbox,clicktheSyncbuttontopublishyourkey.



Figure 8-8. Click the Publish Keys To combo box to select where your key will be published. 
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Importing and Signing Public Keys 

Tobeabletoencrypte-mailorfilesforothers,andalsoverifytheirsignatures,youneedtoimportand
thentrusttheirpublickeys.Youcanobtainapublickeyfromthepersonwhocreateditorfromother
peoplewhohavethatperson’spublickey,orlookitupfromakeyserver.

Ifyou’veobtainedthepublickeyfilepersonally(maybeonafloppydiskorviaaUSBflashdrive)
anditisaccessibleonyourcomputer,youcanimportthekeybyrunningSeahorseandchoosingFile
Import.Inthefiledialogboxthatappears,browseyourfoldersforthepublickeyfilethatyouwouldlike
toimport,selectthatfile,andclicktheOpenbutton.Toverifythatthekeywasimported,inthe
PasswordsandEncryptionKeysdialogboxclickOtherKeysandmakesurethatthekeyyoujust
importedappearsinthelist.

Youcanalsolookforthekeyfromthekeyserver,whichisperhapseasierandpreferredbymost
people.Todoso,clicktheFindRemoteKeys…buttoninthePasswordsandEncryptionKeysdialogbox.
TheFindRemoteKeysdialogboxappears.IntheSearchforKeysContainingtextbox,typethenameof
thepersonyouarelookingfor.Next,ifyouknowonwhichserverthekeyforthatpersonhasbeen
published,makesuretheserverisselectedintheWheretosearchlistandclicktheSearchbutton(see
Figure8-9).Inthesearchresultsarea,selectthekeyyouwanttoimportandthenclicktheImport
button.

Beforetrustingkeyservers,there’sonethingthatyoushouldbeawareof.Normally,akeyserveris
notjustoneindividualserver,butacoupleofserversthatremainsynchronizedbetweeneachother.
Thissynchronizationisn’tperfect,andthatmeansthatonsomeoccasionsyoumightnotseeakeythat
shouldbethere.Agoodsolutioninthatcaseisjusttotryoncemore.You’llprobablybeconnectedto
anotherinstanceofthekeyserverandwithsomeluck,you’llfindthekeyyouwerelookingfornow.



Figure 8-9. Finding someone else’s key on a key server is easy and convenient. 



CHAPTER8HOWTOSECUREYOURCOMPUTER

160

Caution  Whenimportingkeysfromapublickeyserver,youcannotbesosurethatthesekeysareactually
ownedbypersonsyouwanttocommunicatewithinasecuremanner.However,onesolutionforthisistheso-
calledweb of trust,wherebypeoplecanvouchfortheauthenticityofakeybysigningit.See
http://en.wikipedia.org/wiki/Web_of_trustformoreinformation.

AftertheimportedkeyisintheOtherKeystab,youneedtosignthekeytobeabletosendencrypted
e-mailmessagestothepersonwhoownsthekey.Inthiswayyouaretellingthesystemthatyoutrust
thatthekeyisvalid.Youcanalsousetheimportedkeytoverifytheauthenticityofthee-mailmessages
youhavereceivedfromthatperson.Todoso,followthesesteps:

1. SelectthekeytosignintheOtherKeystab.Sofarthekeyismarkedwitha
ValidityvalueofUnknown.ThismeansthatSeahorsehasinformationabout
thekey,butitdoesn’tknowifitisvalidornot.ClicktheSignpublicKeybutton
andtheSignKeydialogboxappears,asshowninFigure8-10.

Youcananswerthequestion“Howcarefullyhaveyoucheckedthiskey?”
basedonhowyouverifiedthekey:NotAtAll,Casually,orVeryCarefully.

2. Yourchoicefor“Othersmaynotseethissignature”affectsthecredibilityofthe
keywhenyousubscribeandsyncyourrelationshipstothekeyserver.Ifyou
don’tselectthischeckbox,yourtrustrelationshipwillbemanifestedonthe
keyserverforthepublictosee,whichisbasicallysayingthatyouarevouching
fortheauthenticityofthisperson’skeytothepublic.Thisishelpfuland
convenientinreducingthenumberofkeystosignbyothers,bytrustingthe
keyssignedbyyou.

3. The“Icanrevokethissignatureatalaterdate”optionallowsyoutorevoke
thekey.Thisletsyouinvalidateyourtrustwiththekeyforreasonssuchas:
thekeyhasbeencompromisedandmisused,orifyoudiscoverthekeyis
actuallyafake.
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Figure 8-10. Signing a key is a way of vouching for the key’s authenticity. 

4. AftermakingyourselectionsintheSignKeydialogbox,clicktheSignbutton
tocontinue.

5. TheEnterPassphrasedialogboxappears.Youneedtoprovidethepassword
youhaveenteredwhenyoucreatedyourPGPkey.Supplythatpasswordand
clickOK.Atthispoint,thekeyhasbeensignedandisnowlistedwithaValidity
valueofFullintheOtherKeystab.

Tip  Toreducethenumberofkeystosign,youcantrustthekeyssignedbythekeythatyoutrust.Clickthe
OtherKeystabinSeahorseandthendouble-clickthekeytoviewthekey’sproperties.Whenthekey’sproperties
appear,clicktheTrusttabandselecttheoption“Ihavecheckedthatthiskeybelongsto<name>andItrust
signaturesfrom<name>onotherkeys.”ClickClose.ThekeywillhaveavalueofFullinthecolumnTrustinthe
OtherKeystab.Whenyouimportnewkeysthataretrustedbythiskey,thosekeyswillautomaticallybepartofthe
trustedlistintheTrustedKeystab.

EncryptingandDecryptingFiles
Afteryou’vesetupyourencryptionkeys,youstartencryptingfiles,eithertostoretheminencrypted
formwithinyourownsystemortopassthemontoothers.Youcanalsodecryptyourownencrypted
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filesorfilesencryptedbyothersthatareintendedforyou.ThesefeaturesareintegratedintoNautilus,
whichmakesencryptionanddecryptioneasytoaccomplish.

Beforeyoucanencryptanddecryptfiles,youneedtoinstallthepackageseahorse-plugins.Thiswill
expandthecapabilitiesofNautilus,thefilemanager,byaddingtheencryptionoptionstothecontext
menuswhenyouright-clickafileorfolder.Toinstalltheplug-in,gotoUbuntuSoftwareCenterand
search“seahorseplugins.”AnapplicationnamedDecryptFilewillshowup.Ifitisnotyetinstalled,click
Install.RefertoChapter20formoreinformationaboutinstallingsoftware.

 TipAnotherwaytoinstallsoftwareistousethecommand-lineinterface:fromtheUbuntumenu,select
Accessories>Terminalandtypesudoapt-cacheseahorse.Next,enteryourpasswordtogetaccessto
administratorprivileges.Thiscommandwillshowallsoftwarepackagescontainingthewordseahorseintheir
nameordescription.Oneofthepackagesinthisexamplewillbeseahorse-plugins.Toinstallthis,typethe
commandsudoapt-getinstallseahorse-plugins.ThisisthewaythatmanyadvancedUbuntuusersinstallnew
softwarepackages.You’llfindmoredetailsaboutthismethodinChapter20.

Encrypting a File 

Toencryptafile,followthesesteps:

1. Openyour/homedirectorybyclickingtheHomeFoldericonfromthePanel.

2. Selectafileorfolderthatyouwanttoencrypt.Right-clicktheselecteditem
andselectEncrypt…,asshowninFigure8-11.
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Figure 8-11. Encrypting a file or folder is a context menu option in Nautilus. 

3. Selecttherecipientsoftheencryptedfile,asshowninFigure8-12.Toencrypt
afileforyourself,putacheckalongsideyourownkey.Toencryptforothers,
putacheckalongsidetheirnames.Rememberthatfileencryptionis
performedwiththerecipient’spublickey,soyouwillneedtohaveimportedit
beforehand.ClickOKtocontinue.

Caution  Rememberthatthepersonsyouselectwillbetheonlyonesabletodecryptthefile.Afterthefileis
encryptedforsomeoneelseandnotforyourself,youwon’tbeabletodecryptit!

4. Ifyouselectedtoencryptmorethanonefile,orifyouhaveselectedafolderto
encrypt,theEncryptMultipleFilesdialogboxwillappear,asshowninFigure
8-13.Youcanopttoencrypteachfileseparatelyorhavethemultiplefiles
packedtogetherinanencryptedcompressedfile,withthecompressiontypeof
yourchoice.SelectyourpreferredsettingsandthenclickOKtocontinue.
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Figure 8-12. Select recipients of the files or folders you would like to encrypt from your created and 

imported keys. 



Figure 8-13. If you are encrypting multiple files, you can opt to encrypt each file or store all files in a 

compressed file and have that compressed file encrypted. 

5. Afterafileorfolderhasbeenencrypted,itwillappearonyourfilesystemasa
newfilewitha.pgpextension.Anencryptedfolderwillfirstbecompressedin
a,ZIPfile,whichwillthenbeencryptedina.pgpfile,asshowninFigure8-14.
Thiscanthenbepassedontoyourcontact,ifthefilewasencryptedwithher
publickey,orfiledawayforstorageifitwasencryptedusingyourprivatekey.
Forinstructionsonhowtodecryptthefile,seethefollowingsection.
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Figure 8-14. The encrypted file has the extension of .pgp. 

Decrypting a File 

Todecryptafile,dothefollowing:

1. Openyour/homedirectorybyclickingHomeFolderfromthePanel.

2. Selectthefilethatyouwanttodecrypt.Thefileextensionistypically.pgp.

3. Double-clickthefile.

4. Typethepassphrasethatyouenteredwhencreatingyourkeyearlier.(Ifyou’ve
recentlyusedyourpassphrase,youdon’thavetoenteritnowasyour
computerwillstillrememberit.)

5. Thefilewillthenbedecryptedinthefolderwheretheencryptedfileisstored.
Itwillhaveitsoriginalfilename.

SigningandEncryptingE-Mail
Afteryou’vesetupyourencryptionkeys,youcansende-mailwithyourdigitalsignaturetosignifythe
authenticityofyoure-mail,aswellasencrypte-mailsothattheintendedrecipientistheonlyone
capableofreadingyourmail,andviceversa.Aslongasyou’veconfiguredyourPGPkey,importedkeys
totrust,andconfiguredyourEvolutionaccount,integratingthiskindofsecurityisseamless.
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Tosignand/orencryptane-mailmessageinEvolution,dothefollowing:

1. InEvolution,chooseFileNewMailMessagetocomposeanewe-mail
message.

2. TheComposeMessagedialogboxappears.FillintheTofield,Subjectfield,
andthemessage.

3. ClickSecurity.Tomarkthee-mailforsigning,selectthePGPSigncheckbox.
Tomarkthee-mailforencryption,selectthePGPEncryptcheckbox.

4. ClicktheSendbuttontosendthee-mail.

5. Ifyouchosetosignthemessage,theEnterPassphrasedialogboxappears.
EnterthepasswordyouassignedwhenyoucreatedyourPGPkeyandthen
clickOK.

Youre-mailwillbesent,signed,andencryptedasyouspecified.

Validating E-Mail 

Tobeabletovalidatesignede-mailmessagesyouhavereceivedfromotherpeople,youneedtoimport
theirpublickeysandthentrustthemusingSeahorse.Whenyoureceivesignede-mailmessages,anote
indicatingtheauthenticityofthee-mailsignatureisplacedattheverybottomofthemessage.

Decrypting E-Mail 

Todecrypte-mailreceivedfromotherpeople,yourPGPkeyneedstobeconfiguredinSeahorse.Youwill
needtouseyourkeytodecryptthee-mail.

Justselectthee-mailmessageyouwanttodecrypt,andyouwillseetheEnterPassphrasedialog
box.EnterthepasswordtoyourPGPkeyandclickOK.Youwillnowbeabletoviewthee-mailinplain
textform.

Commonsense Security 
AsyoustarttounderstandhowUbuntuworks,you’llbecomemoreandmoreawareofcommonsense
methodsthatwillprotectyoursystem.However,we’lloutlineafewofthesenowtogetyoustarted:

• Entering your password:Beverywaryifyou’reaskedtoenteryourpassword
(outsideofinitiallogin,ofcourse).You’llbeaskedtoprovideyourpasswordwhen
followingmanyoftheconfigurationstepswithinthisbook,forexample,andthis
isacceptableandsafe.Butifyou’reaskedtodosooutoftheblue,youshouldbe
suspicious.Iftherootpasswordpromptdialogbox(showninFigure8-15)appears
whenyourunafilethatshouldn’treallyneedrootpermissions,suchasanMP3or
OpenOffice.orgfile,youshouldtreatthesituationwithcaution.
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• Creating perfect passwords:Settingupgoodsecurityinevitablyinvolveshavinga
good,strongpassword.Thechallengeistocreatesomethingeasytoremember
buthardtocrack,soitshouldinvolvepunctuation,numbers,andanassortment
ofuppercaseandlowercaseletters.Perhapsyoucouldbaseapasswordona
favoritesong.Forinstance,TiaLTNGO@TQiD1986-4:02isagreatpassword.To
rememberit,Ijustneedtoknowthat“ThereisaLightThatNeverGoesOut”wasa
trackonThe Queen is DeadreleasedbyTheSmithsin1986,anditwas4minutes
and2secondslong.Incontrast,password,password4,andandy1302arepoor
becausetheyareopentodictionaryattacks,inthecaseofthefirsttwo,orpersonal
informationattackinthethirdcase.

• Installing new software:Becarefulinchoosingprogramstodownloadandinstall.
BecauseLinuxworksonthebasisofopensourcecode,theoretically,anyonecan
tamperwithaprogramandthenofferitfordownloadbytheunwary.Thisrarely
happensinreallife.Evenso,it’swisetoavoiddownloadingprogramsfrom
unofficialsources,suchaswebsitesyoufindonlineviaasearchengineandwhose
authenticityyoucannottotallytrust.Instead,getsoftwarefromthewebsiteofthe
peoplewhomadeitinthefirstplaceor,ideally,fromtheofficialUbuntusoftware
repositories(discussedinChapter20).



Figure 8-15. Beware if you’re asked to type your password out of the blue and for no apparent reason. 

• Updating your system:Alwaysensurethatyoursystemsoftwareiscompletelyup-
to-date.AswithWindows,manyUbuntuprogramshavebugsthatleadtosecurity
holes.Crackerstargetsuchvulnerabilities.Downloadingthelatestversionsof
Ubuntusoftwareensuresthatyounotonlygetthelatestfeatures,butalsoany
patchesforcriticalsecurityholes.AswithmostversionsofLinux,updating
Ubuntuiseasy,and,ofcourse,it’salsofreeofcharge.You’lllearnhowtoget
onlineupdatesinthenextsection.
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• Locking up your PC:Attackscanbeeitherremoteorlocal,soinadditiontoonline
security,youshouldlimitwhohasphysicalaccesstoyourcomputer.AnyUbuntu
systemcanbecompromisedbyasimplefloppybootdisk,orevenbyjustselecting
therescuemodeentryonthebootmenu,whichprovidestheuserwithrootaccess
tothecomputer.Thisisforobviousreasons;theideaofabootdiskortherescue
modeistoletyoufixyourPCshouldsomethinggowrong,andyoucannotdothis
ifyou’reblockedfromaccessingcertainfiles.WhenLinuxisusedonserversthat
holdconfidentialdata,it’snotuncommonforthefloppyandCD-ROMdrivesto
beremoved,thusavoidingbootingviaabootdisk.Suchcomputersarealso
usuallylockedawayinaroomoreveninacupboard,denyingphysicalaccessto
themachine.AnotheroptionmightbetoaddaBIOSpasswordtothecomputer,
meaningyou’llbepromptedforitduringthebootprocess.Themethodforsetting
thisupdependsonyourcomputertype,butgenerally,lookfortheBIOSSetup
optionwhenthecomputerisbooting.Obviously,makesureyouneverforgeta
BIOSpassword,becauseacomputerthatdoesn’tbootisnotveryuseful.

 TipIfeveryoulosetheBIOSpassword,it’sgoodtoknowthatonmostmainboardsyoucanresetitby
removingthebatteryfromthemainboard.ThiswillcleartheBIOSpassword(aswellasallothersettingsfromthe
BIOS).

Online Updates 
TheUbuntunotificationarea(theequivalentoftheWindowssystemtray)atthetoprightofthescreen
containsaprogramthatautomaticallymonitorsthepackagerepositoriesandtellsyouwhenupdatesare
available.ThisistheUpdateManager.Ifyouhaven’tyetupdatedyoursystem,thisiconwillhave
probablyturnedintoawhitearrowpointingdown,enclosedinanorangestar,informingyouthat
updatesareavailable.Inaddition,eachtimeyouboot,youwillseeaspeechbubbletellingyouthat
updatesareavailable.Whenyoursystemiscompletelyup-to-date,theiconisnotvisible.

ClickingtheUpdateManagericonopenstheUpdateManagerwindow,asshowninFigure8-16.
Togoonlineandgrabtheupdatedfiles,simplyclicktheInstallUpdatesbuttonatthebottom-rightside
ofthewindow.Youwillprobablybeaskedtoenteryourrootpassword,becausesystemfileswillneedto
bealtered.
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Figure 8-16. You’ll be informed if your system is in need of updates, and the Update Manager program can 

take care of everything for you. 

Beawarethatsomeupdatesarelargeandmaytakesometimetodownload,particularlyifyou’re
doingitforthefirsttimeafterinstallingUbuntu.

Afterthedownloadshavefinished,youprobablywon’tneedtorebootunlessthekernelfilehas
beenupdated.Ifyoudoneedtoreboot,oriftheupdaterequiresyoutotakeanyotheraction(suchas
loggingoutandthenbackinagain),theUpdateManagericoninthenotificationareawillturnintoan
informationicon,orintotwoencircledarrows.Youshouldthenclicktheicontoseewhatactionyou’re
advisedtotake.

APPLICATION SECURITY WITH APPARMOR 

Asadfactofcomputinglifeisthatallsoftwareapplicationshavebugsofsomekind.Someofthesearenot
serious(infact,theymayremaininvisible),butsomemightleadtoabnormalprogramtermination,data
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corruption,orevensystemfailure.Theworstbugsprovide“backdoors”intoyoursystemthatcanbeused
bycrackerstowreakhavoc.

Softwaredevelopersfixreportedbugsasquicklyaspossible(andonebenefitoftheopensourceapproach
isthatsolutionscancomefromthirdparties,speedinguptheprocess),butthegapbetweendiscovering
thebugsandprovidingafixisatimewhensystemsarevulnerabletoattack.Takingadvantageofsucha
vulnerabilityiscalledazero-day exploit.

Fortunately,UbuntuandseveralothertypesofLinuxdistributionshaveacleverbuilt-insecurity
mechanismcalledAppArmor,whichoverseessoftwareapplicationsandensuresthattheydon’tdothings
thattheyshouldn’t.Effectively,AppArmor“sandboxes”applicationssotheygoonlywheretheyshould
withinthesystem.

AppArmorwasincludedinUbuntuforthefirsttimewithversion7.04(FeistyFawn),fouryearsago.
Althoughit’sintegratedintotheunderlyingsystems,AppArmorhasyettobemadeeasilyavailabletothe
userforconfiguration.Currently,theonlywaytoconfigureAppArmorunderUbuntuisbyusingthe
commandline.Thismightchangeinthefuture.

TheideabehindAppArmoristhateveryapplicationgetsitsprofile.Inthisprofile,thereisanexact
definitionofwhatanapplicationcando,andwhatitcannotdo.Byusingprofiles,AppArmorprevents
unauthorizedinstructionsfrombeingexecutedfromtheapplication,whichisanexcellentprotection
againstcrackers.Thegoodnewsforyouasauseristhatingeneral,youdon’tneedtodoanythingtobe
abletoworkwithAppArmor.Itisautomaticallyinstalledandenforcedandmakessureanadditionallayer
ofprotectionisavailableonyourcomputer.

Eachprofileisaconfigurationfilethatcontainsdetailsaboutwhattheapplicationmaydo.AppArmor
profilesarestoredin/etc/apparmor.d.ProfilescanbeaddedbyusingtheSynapticPackageManagerto
installthepackageapparmor-profiles.Additionally,newapplicationsyouinstallmaycomewiththeir
ownAppArmorprofiles.Afteradditionalprofilesareinstalled,theyareautomaticallyutilized.

Eachapplicationcanruninoneoftwomodes:

• Enforce mode:Inthismode,AppArmorimplementsthepermissionsandcapabilities
listedintheprofile.Iftheapplicationtriestoaccessafileoruseacapabilitythatisnot
listedintheprofile,theoperationwillnotbepermitted.

• Complain mode:Inthismode,AppArmorrecordstheviolationsincurredbyanapplication
whenitviolatestherulesimposedintheprofileandstorestheminthesystemlog.These
logscanbeusedlaterforcreatingorupdatingaprofileofanapplication.

Todeterminewhichprofilesandprogramsarerunninginenforceorcomplainmode,openaterminal
window(UseCtrl+Alt+t)andissuethecommandsudo apparmor_status.

TolearnmoreabouthowtouseAppArmorwithUbuntu,includinghowtocreateyourownapplication
profiles,seehttps://help.ubuntu.com/community/AppArmor.
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Configuring the Ubuntu Firewall 
AfirewallisasetofprogramsthatprotectsyourPCwhenit’sonline.Itdoesthisbywatchingincoming
andoutgoingconnectionsbetweenyourPCandtheInternetandallowingthroughonlywhatitissureis
secure(whichusuallyiswhatyou’veaskedfor).Italsoattemptstocloseoffvariousaspectsofyour
Internetconnection,sothatcrackersdon’thaveawayinshouldtheytargetyoursystem.

Thebenefitofconfiguringthefirewallisthatevenifyoursystemhassecurityvulnerabilitiesbecause
ofbuggysoftware,crackerswillfinditalothardertoexploitthemacrosstheInternet.Whensomeone
attemptstoprobeyoursystem,itwillappeartobevirtuallyinvisible.

Caution  AlthoughpersonalsoftwarefirewallssuchastheonebuiltintoLinuxofferahighlevelofprotection,
it’sbesttousetheminconcertwithahardwarefirewallthatprotectsyourentirenetwork,suchasthatprovided
bymostDSL/cablebroadbandrouters(curiously,someoftheseroutersactuallyuseLinux’siptablessoftwareas
well).ManysecurityexpertsagreethatrelyingsolelyonasoftwarefirewalltoprotectaPCaffordslessthanthe
optimallevelofprotection.Byusingonefirewallonthenetworkandoneonyourmachineaswell,youaddalayer
ofprotectiontoyourenvironment.Don’trelyonanetworkfirewallalone,becauseitwon’tprotectyoufromharm
thatothercomputerusersfromwithinthesamenetworkmayimpose.If,forexample,youareonapublicWIFI
network,youcan’ttrustothercomputersonthenetworkandit’sabsolutelyagoodideatohaveafirewallonyour
localmachineaswell.

AlthoughUbuntuincludesapowerfulfirewallintheformofiptables,you’llalsoneedaprogram
thatcanmanageit.HereweshowyouhowtouseFirestarter,availablefromtheUbuntusoftware
repository,forthispurpose.Theconfiguredbuilt-infirewallreallydoesprovideverystrongprotection.

Note  PowerusersmightchoosetoconfigureUbuntu’sfirewallwithoutinstallingFirestarter.Thecommand-line
toolsiptablesandufwareinstalledbydefaultandarepreferredbysomesystemadministrators.Iptablesisa
configurationtoolusedtomanageNetfilter,thefeatureinthekernelthathandlesthefirewall.Unfortunately,with
iptables,youneedtounderstandhowTCP/IPworksandlearndifficultcommandstobeabletomakefulluse
ofit.Butarmedwiththatknowledge,youcanturnyourPCintoafull-fledged,budgetsoftwarerouterwithfeatures
thatrivalorsurpasshardwarerouters.Ufw(foruncomplicated firewall)isaconfigurationtoolthatalsomanages
theNetfilterfirewall.It’seasiertousethaniptablesbecauseafirewallruleinufwisusuallyterseandreadable
byhumans.Aneasywaytoenableafirewallistorunsudoufwenable.Thiswillallowoutgoingaccess,but
disallowsincomingaccess,whichissuitableforhostfirewalls.

InstallingFirestarter
Let’sgetstartedbydownloadingandinstallingFirestarter.Followthesesteps:
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1. FromthePanel,useApplicationstostartUbuntuSoftwareCenter..Inthe
Searchboxtypefirestarterasasearchterm.Inthelistofresults,locatethe
programandclickInstall.Enteryourpasswordwhenprompted.

2. Oncetheinstallationhasfinished,startFirestarter(fromthePanel,click
ApplicationsandintheSearchbar,typefirestarter.Next,clicktheFirestarter
icontostartit.WhenyourunFirestarterforthefirsttime,you’llbeprompted
foryourpasswordtoobtainaccesstotheadministrationrole.Thenawizard
willstarttotakeyouthroughthesetup.

3. ClicktheForwardbuttontocontinuethewizardbeyondtheintroductory
page.

4. ThefirststepaskswhichnetworkinterfaceFirestartershouldconfigure,as
showninFigure8-17.IfyouuseanEthernetcard,haveawirelesscard,or
attachabroadbandmodemdirectlytoyourcomputer,theanswerwill
probablybeeth0orwlan0.However,ifyouuseamodem,theanswerisppp0.



Figure 8-17. Firestarter includes a wizard to walk you through the basics of firewall configuration. 

5. Putacheckinthe“IPaddressisassignedviaDHCP”box,unlessyou’reusinga
dial-upmodem,orintheratherrarecaseinwhichyouhavesetupyour
computertouseafixedIPaddress.Ifyouareusingadial-upmodem,select
“Startthefirewallondial-out”checkbox.Aftermakingyourchoices,clickthe
Forwardbutton.

6. You’reaskedwhetheryouwanttoenableInternetconnectionsharing.This
allowsyoutoturnyourcomputerintoanInternetrouterandcanbevery
usefulinsomecircumstances.Inmodernnetworks(homenetworksaswellas
businessnetworks),usersnormallyconnecttotherouteronthenetwork,
whichgivesthemaccesstotheInternet,soyouprobablywon’tneedthis.You
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canactivatetheInternetconnectionsharingoptionlaterbyrunningthe
wizardagain.ClickForwardtocontinue.

 Note  Torerunthewizard,simplyclickFirewallinFirestarter’smainwindowandthenclickRunWizard.

7. Thewizardwillfinish.ClicktheSavebuttontosaveyoursettingstodisk.In
addition,ensurethattheStartFirewallNowcheckboxisselected.Afterthis,
theFirestartermainwindowopens(seeFigure8-18),andthesoftwareis
active.Fromtheopenwindow,youcaneasilyseehowmuchtraffichasbeen
sentoveryournetwork.You’llalsoseeanewiconappearinthenotification
areaofthedesktop.Thistellsyouthatthefirewallisrunningandwillreactto
differenttypesofthreatsorconnections.



Figure 8-18. From the Firestarter window, you’ll get an easy overview of current activity on your network 

cards. 
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ConfiguringFirestarter
FirestarterworksbycontrollingthedatathatgoesintoandoutofyourcomputerviayourInternetor
networkconnection.Bydefault,itblockseverytypeofuninvitedinboundconnectionbutallowsevery
typeofoutboundconnection.

Wheneveryouclickalinkonawebpage,yourcomputersendsarequestfordatatothewebserver
hostingthewebpage.Withinafewmilliseconds,thatdataissenttoyourcomputer.Thisisaninbound
dataconnection.TheLinuxfirewalliscleverenoughtorealizethatthedatawasrequestedbyyou,soitis
allowedthrough.However,anyuninvitedconnectionsareturnedaway.If,outoftheblue,someone
attemptstoconnecttoyourcomputerviathepopularSecureShell(SSH)tool,asjustoneexample,he
won’tbeallowedtomakethatconnection.Thisisagoodthing,becauseitmakesyourcomputersecure.
Crackersareturnedawaywhenevertheytrytoconnect,nomatterhowtheytrytoconnect.

Butinsomecircumstances,allowinguninvitedconnectionsisuseful.Forexample,ifyoucreatea
sharedfolderforothercomputersinyourofficetoconnectto,theywillfrequentlymakeuninvited
inboundconnectionstoyourcomputerwhenevertheywanttograbafile.ProtocolssuchasBitTorrent,
too,relyonmanyincomingconnections.Also,ifyouwanttomakeuseofSSHtoconnecttoyour
computerremotely,youwillneedtoallowsuchincomingconnections.Therefore,Firestarterletsyou
allowcertaintypesofinboundconnectionsthrough.

IntheterminologyofFirestarter(andmanyfirewallprograms),outbound trafficisanykindofdata
originatingonyourcomputerthatissentoutonthenetworkand/orInternet.Bydefault,Firestarter
allowsoutalldata,nomatterwhatitis.Thisisdescribedasapermissive policy.ButFirestartercanbe
configuredtoblockalloutgoingconnectionsapartfromthoseyouconfigureFirestartertoallow.Thisis
arestrictive policyandcanbeusefulinblockingcertaintypesofprogramsthat“phonehome”with
personaldataaboutyou,suchasspyware.

Note  UnlikewithWindows,we’veneverheardofaLinuxprogramthatcontainsspywarethat“phoneshome”
inthisway.Nevertheless,acautiousattitudeoftenpaysdividends.

Arestrictivepolicycanalsopreventcertaintypesofvirusesandwormsfromspreading.The
downsideofarestrictivepolicyisthatyoumustconfigureFirestartertotakeintoaccounteverytypeof
outgoingdataconnectionthatyoudowanttoallowthrough,suchasthoseforwebbrowsers,instant
messagingprograms,andsoon.

YoucanconfigureFirestarterbyclickingthePolicytabinthemainprogramwindow.Clickthe
Editingdrop-downlistandchoosetoconfigureeithertheinboundtrafficpolicyortheoutbound
trafficpolicy.

Note  Firestarterisusedonlytoconfigurethebuilt-infirewallanddoesn’tneedtoberunningforthefirewallto
work.Afteryou’vefinishedconfiguration,youcanquittheprogram.You’llneedtouseitagainonlyifyouwantto
reconfigurethefirewall.
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Setting Inbound Rules 

Formostusers,Firestarter’sdefaultinboundtrafficpolicyisperfectlyacceptable.Itconfiguresthe
firewalltodisallowalluninvitedincomingdataconnections,apartfromcertaindiagnostictools,suchas
ping,traceroute,andsoon.Youcanchoosetodisallowthoseaswell,asdescribedshortlyinthe
“TurningOffDiagnosticServices”section.

YoumaywanttoallowanincomingconnectionifyouintendtoconnecttoyourcomputerviaSSH
fromaremotelocationorifyouhaveasharedfoldercreatedforothercomputersinyouroffice.It’sa
mustifyou’rerunningtheBitTorrentfile-sharingapplication.Additionally,ifyourunawebserver,e-
mailserver,orothertypeofserveronyourcomputer,youwillneedtoallowthecorrecttypeofincoming
connectionhere.

Here’showtosetinboundconnectionrules:

1. IntheFirestartermainwindow,clickthePolicytab.SelectInboundTraffic
PolicyintheEditingdrop-downlist.

2. Right-clickinthesecondboxonthePolicytab(withtheheadingsAllow
Service/Port/For)andthenselectAddRule.ThisopenstheAddnewinbound
rulewindow,whereyoucanspecifywhatyouwanttoallowforwhom(see
Figure8-19).



Figure 8-19. In the Add new inbound rule window, you can define new services to access your computer. 

3. TheAddNewInboundRuledialogboxappears.IntheNamedrop-downlist,
selectthetypeofoutgoingconnectionyouwanttoallow,asshowninFigure8-
19.Forinstance,toallowotherstoaccesssharedfoldersonyourcomputer,
selectSamba(SMB).ToallowSSHorBitTorrentconnectionstoyour
computer,selecttherelevantentryfromthelist.Selectingtheservicewill
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automaticallyfillinthePortbox,whichyoushouldn’talterunlessyouknow
exactlywhatyou’redoing.

4. IfyouknowtheIPaddressofthecomputerthat’sgoingtomaketheincoming
connection,youcanclicktheIP,Host,orNetworkradiobutton,andthentype
inthataddress.However,thedefaultofAnyonewillallowanyoneusinganyIP
addresstoconnecttoyourcomputer.

5. ClickAdd.BackinthemainFirestarterwindow,clicktheApplyPolicybutton
onthetoolbar.

Note  You’llneedtoreturntoFirestarterwheneveryouactivatenewservicesonyourcomputer.Forexample,
inChapter10,youwilllookataccessingWindowssharesacrossanetwork,andyou’llneedtoenableSMB
incomingandoutgoingaccessforthistowork.InChapter25,youwilllookatusingtheSSHservice,whichwill
havetobeallowedthroughthefirewall.Inotherwords,securingyourcomputerisn’tsomethingyoucandoonce
andthenforgetabout.It’sacontinualprocess.

Setting Outbound Rules 

Bydefault,Firestarterallowsalltypesofoutgoingconnectionsand,aswithitsincomingconnections
policy,thisisbynomeansabadchoicefortheaverageuser.It’scertainlytheoptionthatinvolvesthe
leastfuss.However,byoptingtogowitharestrictivetrafficpolicy,youcancompletelycontrolwhatkind
ofdataleavesyourcomputer.Anytypeofdataconnectionthatisn’tauthorizedwillberefused;asfaras
theprogramsendingthedataisconcerned,itwillbeasifyourcomputerdidnothaveanetworkor
Internetconnection.Thisconfigurationoptionoffersgoodprotection,butmaybedifficulttoapply.Just
makesurethatyouknowwhatyou’redoingwhenstartingtocreateoutboundrules!

Here’showtosetoutboundconnectionrules:

1. IntheFirestartermainwindow,clickthePolicytab.SelectOutboundTraffic
PolicyintheEditingdrop-downlist.

2. Clickthe“Restrictivebydefault,whitelisttraffic”radiobutton.Thisoption
meansthatbydefaultalloutboundtrafficwillbeblocked.Youneedtoaddtoa
“whitelist”thetrafficthatyouwanttoallow.

3. InthelastemptyboxatthebottomofthePolicytab(whichhastheAllow
Service/Port/Forheadings),right-clickandselectAddRule.

4. The“Addnewoutboundrule”dialogboxappears.IntheNamedrop-down
list,selectthetypeofdataconnectionyouwanttoallow.Attheveryleast,you
shouldselectHTTP.Thiswillallowyourwebbrowsertooperatecorrectly(it’s
alsoneededtoallowtheUbuntuSoftwareCenterandUpdateManager
programstowork).HTTPSshouldalsobeallowed—thisisthesecureversion
ofHTTPusedtoaccessthelikesofonlinebankingsites,onlineshopping
services,andsomeonlinee-mailservices.YoushouldalsoaddaruleforPOP3
andanotherforSMTP,withoutwhichyoure-mailprogramwon’twork.



CHAPTER8HOWTOSECUREYOURCOMPUTER

177

SelectingthetypeofservicewillfillinthePortboxautomatically.You
shouldn’talterthisunlessyouknowwhatyou’redoing.

Note  Youcanaddonlyoneruleatatime.You’llhavetorepeatsteps3and4severaltimestoaddrulesfor
eachserviceyouwanttoallow.

5. ClicktheAddbuttontoaddtherule.BackintheFirestartermainwindow,click
ApplyPolicy.

6. Testyoursettingswithaprogramthatusestheservicesyou’vejustauthorized
andbepatient.Ingeneral,configuringafirewallwithoutboundrulesis
complicatedanditmaytakeseveralportstoopenbeforeyoucandoexactly
whatyouneedtodo.

Caution  Ifyoucreatedaninboundrule,you’llneedtocreateamatchingoutboundrule.Ifyoucreatedan
incomingruleforBitTorrent,forexample,you’llneedtocreateanoutgoingruleforBitTorrenttoo.

Youcandeletebothincomingandoutgoingrulesbyright-clickingtheirentriesinthelistand
selectingRemoveRule.

Turning Off Diagnostic Services 

Certainnetworktoolscanbemisusedbycrackerstobreakintoacomputerorjustcauseitproblems.In
thepast,thetracerouteandpingtools,amongothers,havebeenusedtolaunchdenial-of-service(DoS)
attacksagainstcomputers.

Ubuntuissettoallowthesetoolstooperatebydefault.Ifyouwanttoadoptabelts-and-suspenders
approachtoyourcomputer’ssecurity,youcanopttodisablethem.Ifyoudon’tknowwhatpingand
tracerouteare,you’reclearlynotgoingtomissthem,sotherewillbenoharmindisallowingthem.
Here’show:

1. IntheFirestartermainwindow,clickEditPreferences.

2. OntheleftsideofthePreferenceswindow,clickICMPFiltering.Thenclickthe
EnableICMPFilteringcheckbox,asshowninFigure8-20.Don’tputacheckin
anyoftheboxesunderneath,unlessyouspecificallywanttopermitoneofthe
services.
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Figure 8-20. By deactivating traceroute, ping, and other services, you can add extra protection to your PC. 

3. ClicktheAcceptbuttontofinish.

PARANOIA AND SECURITY 

There’safinelinebetweensecurityandparanoia.UsingFirestartergivesyoutheopportunitytoensure
thatyoursystemissecure,withoutneedingtoconstantlyreassessyoursystemforthreatsandliveinfear.

Whenconsideringyoursystemsecurity,rememberthatmostburglarsdon’tenterahousethroughthe
frontdoor.Mosttakeadvantageofanopenwindoworpoorsecurityelsewhereinthehouse.Inother
words,whenconfiguringyoursystem’ssecurity,youshouldalwaysselecteveryoptionandextralayerof
security,evenifitmightnotappeartobeuseful.Youshouldlockeverydoorandcloseeverywindow,even
ifyoudon’tthinkanattackerwouldeverusethem.

Ifasecuritysettingdoesn’timpactyourordinaryuseofthecomputer,youshouldselectit.Forexample,
deactivatingthepingresponseofyourcomputermightsoundlikeaparanoidaction,butit’susefulon
severallevels.First,itmeansyourcomputerislesseasytodetectwhenit’sonline.Second,andequally
important,itmeansthatifthere’severasecurityflawinthepingtool(oranysoftwareconnectedwithit),
you’llbeautomaticallyprotected.

Thisillustrateshowyoumustthinkwhenconfiguringyoursystem’ssecurity.Trytoimagineeverysituation
thatmightarise.Rememberthatyoucannevertaketoomanyprecautions!
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Adding Virus Scanning to Ubuntu 
Asmentionedinthechapterintroduction,Linux(andthereforeUbuntu)isnotcurrentlyaffectedby
manyviruses.NobodyknowsthetruenumberofvirusesaffectingLinux,butitisprobablylessthan
1,000,andthat’sthetotalsinceLinuxwascreatedbackintheearly1990s!Atthetimeofthiswriting,
therearerelativelyfewLinuxvirusesinthewild,whichistosay,activelyinfectingcomputers.

However,therecanbenoroomforcomplacency.It’sprobablethatviruswriterswillturntheir
attentiontoLinuxinthecomingyearsasitbecomesapopulardesktopsolution.It’salsoimportanttobe
vigilantbecauseyourUbuntusystemmaybeinteractingwithWindowscomputersandmayactasa
carrierofWindowsviruses.

ThissectiondescribeshowtouseClamTk,whichisagraphicalfrontendfortheClamAntiVirus
(ClamAV)program(http://clamtk.sf.net).ClamAVisanopensource,industrial-strengthantivirus
scannerdesignedtoworkonallkindsofcomputersandoperatingsystems.ItdetectsWindowsandeven
Macintoshviruses,aswellasLinuxandUNIXviruses.Thishasobviousbenefitsifyousharefileswith
Windowsusers—youcaninformyourfriendsandcolleaguesifanyfilestheygiveyouareinfected(and
baskinthewarmfeelingthatariseswhenyourealizethevirusescan’taffectyoursystem!).

ClamAV’sonlydrawbackisthatitislimitedtovirusscanning.Itisn’tabletodisinfectfiles,likethe
moresophisticatedvirusscannersavailableforWindows.However,itshouldbenotedthatdisinfection
rarelyworksverywell,asdiscussedintheClamAVFAQ(http://clamtk.sf.net).

InstallingClamTk
YoucaninstallClamAVandClamTkthroughtheUbuntuSoftwareCenter,asfollows:

1. FromthePanel,selectApplicationsandstartUbuntuSoftwareCenter.

2. IntheSearchtextboxenterclamtkasasearchterm.

3. Inthelistofresults,locatetheprogramVirusScannerandclicktheInstall
button.Enteryourpasswordwhenprompted.

4. Thewholeantivirussysteminvolvesa26MBdownload.

5. ClosetheUbuntuSoftwareCenter.

UpdatingtheClamAVDatabase
Beforeyouscanforviruses,youshouldupdatethevirusdatabase.Youshoulddothiseverytimeyou
scan,usingtheClamTkprogram.

Note  WhenyouinstalledClamAV,itaddedabackgroundservicecalledfreshclam,whichperiodically
downloadsupdatesforClamAV’sdatabase.However,manuallyupdatingbeforescanningisalsoagoodidea,to
ensurethatyou’realwaysusingtheverylatestversionofthedatabaseatthetimeofscanning.

Inordertoupdatethedatabase,ClamTkneedstoaccesssystemfiles,soitneedstoberunwithroot
powers.Todothis,openaterminalwindow(clickAccessoriesTerminal),typegksu clamtkandpress
Enter.Enteryourpasswordwhenprompted.(gksuislikesudo,inthatitgivestheprogramyouspecify

http://clamtk.sf.net
http://clamtk.sf.net
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administratorpowers,exceptit’susedforGUIapplications.)ClickHelpCheckforupdates.Anew
windowwillopen,inwhichyoushouldclick“Checkforupdates”again.Itwillcheckforupdatestoboth
thevirusdefinitiondatabaseandtheGUI.YoumightseeawarningthatyourGUIversionisout-of-date.
ThisisbecausetheUbuntupackagesaresometimesaversionortwobehindthemainrelease.However,
thisisn’tasignificantissue,andClamAVcanstillscanforviruses,andvirusdefinitionswillstayup-to-
date.WhenClamAVisfirstinstalled,itautomaticallygrabsthelatestdatabasefile,soClamTkwill
probablyreportit’salreadyup-to-datethefirsttimeanupdateisrun.

IfyouwanttoupdatetheGUItothelatestversionanyway,youcouldgotoClamTk’swebpageat
SourceForge.net(http://clamtk.sf.net)anddownloadthe.debfile.Formoreinformationonhowto
installprogramsdirectlyfrom.debpackages,refertochapter20.Inbrief,whenthefilefinishes
downloading,youwillbeaskedifyouwanttoopenitwithGDebipackagemanager.Yes,that’swhatyou
wanttodo.Itwillletyouknowthatthereisanolder,moresupportedversionofthesameapplicationin
Ubuntu’sownrepositories.ClicktheInstallbutton...atyourownrisk!

TorunClamTkasanormaluser,youcanstartVirusScannerfromtheApplicationsprogram(from
thePanel,startApplicationsandintheSearchbar,typeVirustoshowtheVirusScannerbutton).
ScanningforViruses

WithWindowsvirusscanners,youmightbeusedtoperformingwholesystemscans.Thisisn’tadvisable
withClamAV,becauseitsimplyisn’tdesignedforthattask.Instead,ClamAVisdesignedtoscanuser
files,suchasdocuments.

Note  ClamAVisactuallyprimarilydesignedtobeusedinconcertwithamailserverandtoscanincomingor
outgoingmailattachments.SeetheAboutpageattheClamAVwebsite(http://www.clamav.org/about).

Youcantryperformingafullsystemscan,butinourtests,severalfalsepositiveswereidentified,
meaningthatClamAVidentifiedinnocentfilesascontainingviruses.Becauseofthis,it’sbesttouse
ClamAVtoscanjustyourpersonalfilesforviruses,whichistosay,thosewithinyour/homedirectory.
Bearinmindthatthisiswhereallfilesyouimporttoyourcomputerwilllikelybeinstalled,sothisis
whereaninfectionismostlikelytobefound.

Toscanyourpersonalfiles,followtheseinstructions:

1. StartClamTkbyselectingVirusScannerfromtheAccessoriesmenuthatyou’ll
findintheUbuntumenu.Ontheinitiallaunch,youcandefinewhether
antivirussignaturesareupdatedforasingleuserorforallusers.Ifyouhavea
multiusersystem,youshouldchoosethelatter.

2. Beforestartingthescan,it’susefultoensurethathiddenfilesarescanned.
Afterall,avirusislikelytotrytohide,ratherthanmakeitspresenceobvious!
ThiscanbedonebyclickingAdvancedPreferencesandcheckingtheScan
filesbeginningwithadot(.*)box.

3. Althoughthere’sabuttononthetoolbarthatletsyouscanyour/homedirectory
withasingleclick,itwon’tscanrecursively.Thatmeansitwon’tscanany
folders(orfoldersoffolders)withinyour/homedirectory,soitisn’tofmuch
use.Toperformarecursivescanofyour/homedirectory,clickScan
RecursiveScan.ThenclicktheOKbuttonintheSelectaDirectory(Recursive)
dialogbox.Thiswillselectyour/homedirectory.Ofcourse,youcanalsoselect
anyotherfolderstoscanatthisstage.
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4. Thescanwillstart.Dependingonthequantityoffilesinyour/homedirectory
andtheirsizes,itmaytakesometime.You’llseealivestatusreportbeneath
thetoolbar,showingwhichfileiscurrentlybeingscanned.Whenthestatus
linereads“ScanningComplete,”thescanhasfinished.Runningalongthe
bottomofthewindowwillbeacompletestatusreport,showingthenumberof
filesscannedandthenumberofvirusesfound,ifany.SeeFigure8-21foran
example.Ifanyvirusesarefound,moveontothenextsection.



Figure 8-21. You’ll see a live status report detailing which files are being scanned below the toolbar in the 

ClamTk program window. 

DealingwithInfections
Ifanyvirusesarefound,theywillbelistedintheClamTkprogramwindow.Thetypeofvirusthat’s
allegedlyinfectingthefilewillbelistedintheStatuscolumn.

BeawarethatClamTksometimesreportsaviruswhenitsimplycan’taccessaparticularfile,
perhapsbecauseoffilepermissionproblems.Ifthisisthecase,you’llseeAccessDeniedorCan’tOpen
DirectoryintheStatuscolumn.Youcanignorethesefiles.

Tip  Ifyoureallywanttoscanfilesthatrequiresuperuserpermissions,youcanrunScanTkwithsuperuser
powers.Openaterminalwindow(fromtheUbuntumenu,selectAccessoriesTerminal)andtypegksu clamtk.

Entriesinthelistcanberight-clickedandquarantinedordeleted.Quarantiningmovesthefiletoa
specialdirectoryforinspectionordeletionlateron.Youcanmanagequarantinedfilesbyusingthe
QuarantineMaintenancemenu.
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Althoughyourimpulsemightbetosimplydeletethefile,youshouldbecautious.Beawarethat
ClamTkmightbereportingafalse positive—afilethatitthinksisinfectedwithavirus,butwhichisn’t.
Thisisrarebutcanhappen.Ifyoudofindafileyouknowisafalsepositive,right-clickitandselect
Quarantine.ThenclickQuarantineMaintenance.Inthelist,selectthefileandclickFalsePositive.This
willensureit’signorednexttimeyouscan.

Sowhatshouldyoudoifyoufindthatafileisinfected?First,don’tpanic.Rememberthatpractically
allvirusesthatClamAVislikelytofindaretargetedatWindowssystemsanddon’taffectLinux.

Note  Ifweassumethereare140,000virusesforWindowsandfewerthan1,000forLinux,thenintheory,
there’sabetterthan99%chancethatanyvirusClamAVfindswillbeaWindowsvirus!

Next,findthenameofthevirusintheStatuscolumnandlookituponlinetolearnmoreabout
it.Thisisthepointatwhichyou’lllearnwhetherit’saLinuxvirusand,ifso,itspotentialimpacton
yoursystem.

Youcanhoveryourmouseoverthefilenameinthescannerwindowtoseeitspath.Ifthefileis
locatedinyourFirefoxcache,there’snothingtoworryabout,andthefilecanbedeletedwith
impunity—justright-clickandselectDeletefromthemenu.Infact,theFirefoxcacheiswhereyou’re
mostlikelytofindvirusinfections,becausethisiswhereallthefilesaretemporarilydownloadedwhen
you’rebrowsingtheweb(includingHTMLfiles,images,andsoon).But,onceagain,youshould
rememberthatmostnefariouswebsitesthatattempttospreadvirusinfectionsaretargetedatWindows
users,usuallyviasecurityholeswithinInternetExplorer.AsaLinuxuserusingtheFirefoxwebbrowser,
youhavefarlesstoworryabout.

WEB BROWSER SECURITY 

It’snotenoughtorelyonantivirussoftwareforsafewebbrowsing.InFirefox,youcantweaksettingsto
enhancethesecurityofbrowsing.However,notethatimprovedsecuritysometimesequatestoreduced
features,whichcanbequitefrustrating.Toopenasecureone-timeonlysessioninFirefox,clickTools>
StartPrivateBrowsing.Inthismode,FirefoxwillnotkeepanyprivateinformationwhenFirefoxisclosed.
AlsoonthePrivacytab,youcantickPermanentPrivateBrowsingmodetomakePrivateBrowsingyour
defaultmode.

TosetsecurityoptionsinFirefox,chooseEditPreferences.Settingsonthefollowingtabsaffectbrowser
security(seeFigure8-22):

• Content:Youcandisablepop-upwindowsanddisableJavaScript.Notethatit’squite
unlikelythatyouwouldwanttocompletelydisableJavaScript,becausemanymodernweb
sitesmakeheavyuseofit(includingonlineshoppingsitesandweb-basede-mail,suchas
Google’sGmail).Youcoulduseathird-partyplug-incalledNoScript
(http://noscript.net).ThistoolallowsyoutodisableJavaScript,Java,Flash,andother
plug-insthatcouldpotentiallybeharmfultoFirefoxonallwebsitesbydefault.Youcan
easilyre-enablethesescriptsoneachwebsitethatyoutrustthroughtheNoScriptapplet,
locatedinthelower-rightcornerofthebrowserwindow.

http://noscript.net
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• Privacy:Youcancustomizeretentionofbrowserhistory,cookies,andprivatedata.Ifprivacy
isofutmostimportance,youcanselecttheoption“Usecustomsettingsforhistory”and
checkthe“ClearhistorywhenFirefoxcloses”checkbox.

• Security:Youcancustomizeattacksiteandforgerydetection,passwords,andwarning
messages.YoushouldcustomizethesesettingsbasedonhowyouusetheWeb.For
example,it’sobviousthatthe“Warnmewhensitestrytoinstalladd-ons”checkboxshould
beselected,sincemalwareisdistributedthisway.AndifyoutransactbusinessontheWeb,
the“Blockreportedwebforgeries”optionoffersaddedprotectionfromgettingduped.



Figure 8-22. Customizing Firefox Privacy settings. 
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Summary 
Inthischapter,you’velookedatwhatthreatsyoursystemfacesandhowsecurityholescanbeexploited
bymaliciousinterests.Youlearnedaboutmeasuresyoucantaketoprotectyoursystem,suchas
updatingitonline,usingAppArmortoguardagainsterrantapplications,configuringthesystem’s
firewall,usingencryptionfore-mailandfileprivacyandauthentication,installinganantivirusprogram,
andcustomizingwebbrowsersecurity.Wealsodiscussedsomecommonsenserulesyoucanfollowto
keepyoursystemsafe.

Inthenextchapter,wemoveontolookingathowyourUbuntusystemcanbepersonalizedand
howtosetupeverythingtosuityourownpreferences.
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Personalizing Ubuntu: Getting 
Everything Just Right 

Ifyou’vereadthisbookfromChapter1,bythisstageyounodoubthavebecomecomfortablewith
Ubuntu.You’vestartedtorealizeitsadvantagesandareonthewaytomakingityourOSofchoice.

Butthingsmightstillnotbequiteright.Forinstance,youmightfindthecolorschemeisnottoyour
taste.Ormaybeyourloginpictureisnotentirelysatisfactory.Maybeyousimplywanttogetawayfrom
thedefaultthemeandstampyourownidentityonthedesktop.That’swhatthischapterisallabout:
personalizingUbuntusoyou’recompletelyhappywithyouruserexperience.Todothis,youwill
thoroughlyexaminetheGNOMEdesktopandexploreitspotential.You’llalsoaddsomepanachetothat
mostimportantapplication,thewebbrowser,soitfitsperfectlyintoyourdesktop.

Unity or Classic 
AmongstthemostsignificantchangesinUbuntu11.04istheintroductionofanewgraphicalinterface:
Unity.ThepurposeofUnityistomakeworkingwithUbuntueveneasier.Themostfrequentlyused
applicationsareavailablefromtheUnityLauncherintheleftpartonthescreen,andthereisawell-
integratedsearchfunctionthathelpsyoueasilyfindtheapplicationyouneed.Ubuntudoesofferyoua
choice,though;ifyoupreferworkingfromtheclassicinterface,youcanselectitasanalternative.

Ifyourhardwaresupportsbothinterfaces,you’llgetUnitybydefault,withtheoptiontoactivatethe
classicinterfaceifyou’dratherusethat.Ifthegraphicalcardinyourcomputerdoesn’tmeetthe
hardwarerequirements,you’llgettheclassicinterfacebydefault,withnooptiontoswitchtoUnity.

Forsure,ifyou’realong-timeUbuntuuserwho’susedtotheclassicinterface,itwilltakesometime
togetaccustomedtothenewinterface,butyoucanswitchanytimeyouwantwhileloggingon(oryou
canmakethechangepermanent).Here,you’lllearnhowtodoboth.

 NoteChangecanbehard,butonethingisforsure:UnitywillbethedefaultinterfaceintheupcomingUbuntu
releases.Inthisbook,we’vechoosentouseUnityforeverythingwedo.Thatmeanswesolelyincludedirections
onhowtostartprogramsandperformothertasksfromtheUnityinterface.
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ChoosingYourSessionTypePermanently
Toselectthesessiontypefromwhichyouwanttoworkpermanently,clickthePowerbuttoninthe
upperrightcornerofyourscreen.Fromthemenuthatdisplays,chooseSystemSettingstogetaccessto
theSystemSettingsmenu.You’llnowseetheControlCenter.Inthere,selectLoginScreen(underthe
Systemheading)andclickUnlocktogetaccesstothedifferentoptionsthatareavailable.Afterentering
yourpassword,you’llbeabletospecifyhowtheloginscreenshouldbeconfigured.Inthelowerpartof
thiswindow(seeFigure9-1),you’llseeadrop-downlistwhereyoucanselectyourdefaultsessiontype.
Choosefromthefollowingoptions:



Figure 9-1. From the System Settings menu, you can select which display mode to use by default. 

• User Defined Session:Usethistostartasessionforwhichyouhavedefinedthe
propertiesyourself.

• Ubuntu (Safe Mode):SelectthistostartUbuntuinSafemode.Thisismodein
whichaminimalamountofdriverswillbeloadedtomaximizethechancesthat
Ubuntuwillbeabletoloadsuccessfully.

• Ubuntu Classic (No effects):Usethisifyoudon'twanttouseUnity,butratherthe
UbuntuClassicinterfaceandnoadditionalgraphicaleffects.Thismodeis
recommendedifyourcomputerhasagraphicalcardwithlimitedcapabilities.

• Ubuntu:Ifyourhardwaresupportsit,thisisthedefaultmodethatusesUnity.
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• Ubuntu Classic:Ifyourdisplayhardwaredoesn'tsupportUnity,thiswillbethe
defaultmode.YoucanalsoselectthismodetoworkwithoutUnity.

• Recovery Console:SelectthistorebootyourcomputerinaminimalRecovery
ConsoleMode,butbeawarethatyoudoneedgoodLinuxcommand-lineskillsto
workwithyourcomputerinthisminimalisticmode!

Changing the Look and Feel 
UbuntuissimilartoWindowsinmanyways,butthedevelopersbehinditintroducedimprovementsand
tweaksthatmanyclaimmakethesoftwareeasiertouse.Forexample,Ubuntuoffersmultiplevirtual
desktops(alsocalledworkspaces)—longconsideredaveryusefuluserinterfacefeaturethathasn’tfound
favorinMicrosoft’sdesigns.1

 Note ThevirtualdesktopfeaturealsopassedbyAppleforalongtime.However,itwasincludedinOSX
Leopardthreeyearsago,intheformofSpaces.

IfyouworkintheUbuntuClassicmode,theUbuntudesktopmovestheProgramsmenu(knownin
UbuntuastheApplicationsmenu)tothetopofthescreen,leavingthewholewidthofthescreenatthe
bottomtodisplaytaskbarbuttons.Thisisverysensible,becausethebuttonsdon’tlookcrampedwhen
morethanahandfulofapplicationsareopen.InUnity,youdon'tseeanymenusbydefault,justthe
Unitylauncherthatisontheleftpartofyourscreen.However,ifyou’renotsatisfiedwithUbuntu’sout-
of-the-boxlookandfeel,almosteveryaspectofthedesktopexperienceisavailablefortweaking.

YoumightbeusedtochangingthedesktopcolorsorwallpaperunderWindows,butUbuntugoesto
extremesandletsyoualterthelookandfeeloftheentiredesktop.Everythingfromthestylingofthe
programwindowstothedesktopiconscanbealteredquicklyandeasily.

AlteringtheTheme
Ubuntureferstothelookofthedesktopasatheme.WhetheryouopttouseGNOMEorKDEasyour
maindesktop,Ubuntuallowsyoutoradicallypersonalizethewholevisualexperience.Severalthemes
comewiththedistribution,andyoucandownloadmanymore.Eachletsyouchangethewaythe
windowslook,includingthebuttons,scrollbars,windowdecoration,andiconset(althoughsome
themescomewithoutadditionalicons).Thereisalsoasmallselectionofassistive themesdesignedto
improvethedesktopexperienceforpartiallysightedusers.

However,unlikeWindowsthemes,GNOMEthemesdon’tusuallychangethefontsusedonthe
desktop,andthebackgroundwillprobablyremainbroadlythesame.Youcanchangethesemanually,as
describedinthe“SettingFontPreferences”and“ChangingtheDesktopBackground”sectionsabitlater
inthischapter.TheotherdifferenceisthatGNOMEhasthesefacilitiesbuiltin—youwon’tneedtobuy
orinstallextrasoftwarejusttochangethedesktopappearance.

                                                 

 
1TheDesktopstoolfromSysinternalscanaddsimilarbutlimitedfunctionalitytoWindows;see
http://technet.microsoft.com/en-us/sysinternals/cc817881.aspx.

http://technet.microsoft.com/en-us/sysinternals/cc817881.aspx
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Toalterthetheme,clickthePowerbuttonintheupperrightpartofyourscreen.Next,selectSystem
SettingstoopentheControlCenter.Fromthere,selecttheAppearanceapplication.Thenit’ssimplya
matterofchoosingathemefromthelistontheThemetabintheAppearancePreferencesdialogbox,as
showninFigure9-2.Eachselectionhasasmallthumbnailtoshowyouwhatthethemelookslike.When
youselectone,itwillbeappliedimmediatelytothedesktop,includinganyopenapplicationsand
windows.Togetareallygoodideaofhowthethemelooks,youcanopenaNautiluswindowbyclicking
theHomeFoldericonintheUnityLauncher.Thiswillgiveyouafeelforhowtheicons,window
decorations,andwidgetssuchasscrollbarsandmenubarslookinareal-worldcontext.



Figure 9-2. Ubuntu comes with several theme choices. 
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 Note ThedefaultUbuntuthemesuntilLucidLynxwerebrandedasHumanandweredesignedtorepresentthe
skintonesoftheworld’spopulation.Thisbrandwasbasedonthetagline“LinuxforHumanBeings.”WithLucid,a
newbrandcalledLightwasdeveloped.Amongotherreasons,thisnamewaschosenbecauseUbuntuislightand
represents“abreakwiththebloatwareofproprietaryoperatingsystems.”2

ThedefaultthemeinUbuntuiscalledAmbiance.Radianceisasimilartheme,butwithadifferent
colorpalette.Rememberthatyou’llbeworkingwiththethemeonadailybasis,soitshouldbepractical
andnottoodistracting.ThoseminiatureClose,Minimize,andMaximizebuttonsmightlookstylish,but
they’reuselessifthey’resosmallthatyoucan’treliablyclickthemwithyourmouse;andifyoureyesare
constantlywanderingtoabeautifulbutoverpoweringtitlebar,youwon’tbeconcentratingonyourwork
orplay.Dependingonthethemeyouselect,theClose,Minimize,andMaximizebuttonscanbein
differentplacesinthetopbarofeachwindow.Ambianceinparticularsetsthemtotheleftinthe
followingorder(fromlefttoright):Close,Minimize,andMaximize,whereasClearlooksusesamore
traditional,Windows-likepositioningandorder.

Inadditiontochangingtheoveralltheme,youcanalsomodifyindividualthemecomponentsand
evendownloadmorethemecomponents.

Changing Individual Theme Components 

YoucanalterthefiveaspectsthatconstituteaGNOMEtheme:thecontrols(sometimesknownas
widgets),colorscheme,windowborders,icons,andmousepointer.Tomakechangestoatheme,select
itontheThemetaboftheAppearancePreferencesdialogboxandthenclicktheCustomizebutton.You
willseetheCustomizeThemedialogbox,asshowninFigure9-3.

                                                 

 
2Youcanreadthedetailsaboutthechangeofbrandhere:https://wiki.ubuntu.com/Brand.

https://wiki.ubuntu.com/Brand
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Figure 9-3. You can customize a theme by choosing your own controls, colors, window border, icons, and 

mouse pointer. 

Clickeachtabtoseeyourchoices:

Controls:Thesearetheelementsyouclickwithindialogboxesandwindows:buttons,scrollbars,
checkboxes,radiobuttons,andsoon.Thechiefdifferencebetweenonesetofcontrolsandanother
relatestotheir3Deffect—someareinsetagainstthebackground,andsomeappeartobe
prominent.Somecontrolsareshiny,andsomeappearflat.Additionally,someareroundedand
somearesquare.Roundedcontrolsfeelfriendlier,maybeevenplayful,whilesquarecontrolstendto
feelmorebusinesslike.

Colors:Youcansetthebackgroundandtextcolorofwindows,inputboxes,selecteditems,and
tooltips.However,notethatcontrolsnearlyalwayscomewiththeirowncolorschemes,which
overrideanychangesyoumaketocolorsettings.Afewcontrolsnotonlyoverridecolorsettings,but
alsodonotsupporttweakablecolorschemes.ExamplesincludetheHighContrastInverseand
HighContrastLargePrintInversecontrols.Ifyouadjustthese,ensurethatyouhaveenoughcontrast
betweenthevariouselements;otherwise,youmayendupwitheyestrainoraheadache!

Window Border:Theoptionsonthistabcontrolthebordersofprogramwindowsanddialogboxes.
Particularattentionispaidtothetopofthewindow,wheretheprogramnameappearsalongwith
theClose,Minimize,andMaximizebuttons.
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Icons:Thistabletsyoucontrolwhichiconsetisinuse.Aniconsetincludesiconsforeverythingyou
seeonthescreenorinmenus,includingfolders,theTrash,programs,harddisks,networkservers,
andsoon.Selectinganewiconsetwillchangeallicons.

 Note TheIconstaboftheCustomizeThemedialogboxdoesn’tletyouchangetheiconsforspecificdesktop
items.Youcanchangeanyiconthatisonyourdesktopbyright-clickingtheicon,selectingPropertiesfromthe
menuthatappears,andthenclickingtheiconpreviewbuttonatthetopleftofthedialogbox.Notethatmoststock
iconsarestoredin/usr/share/icons,butifyou’vedownloadedaparticularlyfineiconintoyourHomefolder,
clicktheBrowsebuttonandlocatethat.Anyiconsyouchangeindividuallyinthiswaywon’tbeaffectedby
changesmadetotheiconset.

Pointer:Onthistab,youcansettheappearanceofthemousepointer.Asidefromthepointer’s
design,youcanchangeitssize(althoughthisisnotsupportedonallmousepointers)byadjusting
theSizeslider.Alargermousepointermighthelpthevisuallyimpaired.Asmallmousepointer
wouldbeappropriateforlow-resolutionorsmallscreenslikethoseonultraportablelaptops.

Ifyouchangeanyoftheseoptions,theThemethumbnailwillchangetothefirstoneinthe
AppearancePreferenceswindow,labeledCustom.Topreviewtheeffectsfully,thebestpolicyistokeep
aNautiluswindowopen.Whenyou’vemadeyourchoices,youcansavethethemeforfurtheruse.Click
CloseintheCustomizeThemedialogbox,andthenclicktheSaveAsbuttonontheThemetabofthe
AppearancePreferencesdialogbox.You’llneedtogivethethemeanameand,ifyouwish,ashort
descriptionforfuturereference.ByputtingacheckintheSaveBackgroundImagecheckbox,thetheme
willalsorememberthebackgroundthat’sinuse.Oncesaved,thethemewillbeavailableforselection
fromtheThemetab,wherethethemesarelistedinalphabeticalorder.IfyouselectedtheSave
BackgroundImagecheckbox,whenyouselectthethemeinthefuture,thebackgroundwillbesuggested
atthebottomoftheThemetab.Toselectit,justclicktheApplyBackgroundbutton.

Ifyoudon’tsavethetheme,assoonasyouselectanotherone,thechangesyoumadewillbelost.

Installing Additional Components 

Ifyougettiredofthebuilt-inpossibilities,youcandownloadadditionalthemecomponents,suchas
windowbordersandcontrols,toenhanceyourdesktopexperience.Twopopularwebsites(among
others)thatyoucanvisitareGNOMEArt(http://art.gnome.org)andGNOME-Look(http://gnome-
look.org).TheGNOMEArtwebsiteisofficiallysupportedandisopenedwhenyouclickthe“Getmore
themesonline”linkontheThemetaboftheAppearancePreferencesdialogbox.GNOME-Looktendsto
bedrivenmorebyenthusiasts.Bothofferamassivechoiceofthemecomponents.

  Caution BewarnedthatsomeofthebackgroundsavailablefromGNOME-Lookdisplayartisticnudity.

http://art.gnome.org
http://gnome-look.org
http://gnome-look.org
http://gnome-look.org
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TheGNOMEArtsite,showninFigure9-4,givesyouaccesstojustabouteverythemeevercreated
forGNOME.Infact,thesitealsocontainsbackgroundselections,icons,andmuchmore.Allofthe
offeringsarefreetouse.



Figure 9-4. The GNOME Art site contains the latest themes, and you can use all of them with Ubuntu.  

Installingnewthemecomponentsiseasy,andtheinstructionshereworkjustaswellforthe
GNOME-Looksite.Ifyouwishtoinstallanewwindowborder,forexample,clickthelinktobrowsethe
examples,andwhenyoufindoneyoulike,clicktodownloadit.Itwillbecontainedina.tar.gzor
.tar.bz2archive,butyoudon’tneedtounpackit(besuretoselecttheSaveFileoptionfromtheFirefox
dialogbox).SimplyopentheAppearancePreferencesasdescribedearlierinthischapter,andclickthe
InstallbuttonontheThemetab.ThenbrowsetothedownloadedthemeandclickOpen.Youcanalso
justdragthe.tar.gzor.tar.bz2fileontotheThemetaboftheAppearancePreferencesdialogboxfor
aninstantinstallation.Eitherway,you’llbeaskedwhetheryouwanttousethenewthemecomponent
immediately.Youcansayyes,orchooseitlaterfromtheCustomizeThemedialogbox(openedby
clickingtheCustomizebuttonintheAppearancePreferencesdialogbox),whereitwillbeavailableon
therelevanttab.

Youcandeletethedownloadedfilewhenyou’refinished,becausetheinformationwillbecopied
automaticallytothecorrectplace.
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 Note ThesameprincipleofsharingthatunderlinestheGPLsoftwarelicenseisalsousuallyappliedtothemes.
Thismeansthatonepersoncantakeathemecreatedbysomeoneelse,tweakit,andthenreleaseitasanew
theme.Thisensuresconstantinnovationandimprovement.

ChangingtheDesktopBackground
It’seasytoswitchbackgroundsunderUbuntu.Youcanalsoaddyourownimagesandsetbackground
size,orselectabackgroundcolorifyoudon’twishtouseanimage.Thesechangescanbemadefromthe
BackgroundtaboftheAppearancePreferencesmenu,asshowninFigure9-5.



Figure 9-5. Ubuntu comes with a large choice of desktop background images, with even more available for 

download. 
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Switching and Adding Background Images 

OntheBackgroundtab,youcanselectfromalistofimages.Youcanchooseanyoftheinstalledimages
or,byselectingthethumbnailatthetopleft,optfornoimageatall.Inthecaseofthelatter,youcanuse
thedrop-downtowardthebaseofthewindowtochoosethecolorbackgroundstyle(detailedinthe
followingoptions),andthecolorstoincludebyusingtheselector(s).Youhavethefollowingoptionsto
determinehowyourdesktopcolorsareused:

Solid color:Thisoptionfillsthedesktopwithoneuniformcolor.Youareprovidedonecolorbutton
tosetthecolor.

Horizontal gradient:Thisoptionfillsthedesktopwithonecolorontheleft,blendingwithanother
colorfromtheright.Youareprovidedtwocolorbuttonstospecifybothcolors.

Vertical gradient:Thisoptionfillsthedesktopwithacolorontop,blendingwithanothercoloratthe
bottom.Youareprovidedtwocolorbuttonstospecifybothcolors.

Tospecifythecolororcolorsthatwillbeused,clickthecolorbuttonsbesidetheColorsdrop-down
list.ThePickaColordialogboxwillappear.Selectacolorbyclickingordraggingthecolorwheel.You
canalsousetheeyedroppertooltoobtainanycolordisplayedonyourscreen,includinganywhereon
thedesktoporinopenwindows.Simplyclickthetoolonthecolor.

Ifnoneofthisworksforyou,youcanmanuallyprovidethehue,saturationvalue(HSV);red,green,
blue(RGB)values;orcolornamebyspecifyingthecombinationofhexadecimaldigits(thiswillbe
familiartowebdesigners).

Apreviewofyourselectionisshownatthebottomleftofthedialogbox,intherightcolorpreview
bar.Thepreviouscolorthatyouselectedisshownintheleftcolorpreviewbar.ClicktheOKbuttonafter
you’vechosenyourpreferredcolor.

 Tip Youcanright-clickthedesktopandchooseChangeDesktopBackgroundtoaccessthesamemenuof
backgroundchoices.

Ifyouwanttouseapictureofyourownasthedesktopbackground,clicktheAddbuttonandthen
browsetothepicture’slocation.Incontrasttothemeelementinstallation,yourownimagesarenot
copiedtoanewlocation,soifyoudeleteapictureusedforabackground,thebackgroundimagewill
disappearandbereplacedwiththenormalbackgroundcolor.

Choosing a Background Style 

FromtheStyledrop-downlistontheBackgroundtab,youcanselectfromthefollowingchoices:

Tile:Ifthepictureissmallerthanthedesktopresolution,thisoptionsimplyrepeatsthepicture
(startingfromthetopleft)untilthescreenisfilled.Thisoptionisprimarilydesignedforpatterned
graphics.

Zoom:Thisoptionforcesthepicturetofitthescreen,withoutanybordersatthetopandbottom.It
avoidsalteringtheaspectratio.Ifthewallpaperisn’tthecorrectaspectratio,partsofthe
top/bottomorleft/rightoftheimagemaybecroppedoff.Inmostcases,choosingZoomwillgive
youthebestappearance.
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Center:Thisoptionplacesthepictureinthecenterofthescreen.Iftheimageisnotbigenoughtofill
thescreen,aborderappearsaroundtheedge.Ifit’sbiggerthanthescreen,theedgesofthepicture
arecroppedoff.

Scale:Thisoptionenlargestheimageifit’stoosmallorshrinksitifit’stoobig,butitmaintainsthe
aspectratio,thusavoidingdistortion.However,ifthepictureisinadifferentaspectratiothanthe
monitor,itmayhavebordersattheedges.

Stretch:Thisoptionforcesthepicturetofitthescreen,includingsquashingorexpandingitif
necessary(knownasalteringitsaspectratio).Ifthepictureisn’tinthesameratioasthescreen,it
willlookdistorted.MostdigitalcamerashotsshouldbeOK,becausetheyusethesame4:3ratioas
mostmonitors(althoughifyouhaveawidescreenmonitorwitha16:9ratio,adigitalcamerapicture
willbestretchedhorizontally).

Span:ThisoptionisnewinLucidLynx.Whenyouhavemultiplemonitors,selectthisoptiontohave
thewallpapercenteredbetweenthem.

SettingFontPreferences
Ubuntuletsyouchangethefontsthatareusedthroughoutthedesktopandapplications(referredtoas
system fonts).Youcanalsoalterhowthey’redisplayed,whichisusefulifyouwanttogetthebestimage
onanLCDmonitor.

Tochangeasystemfont,opentheAppearancePreferencesdialogboxandclicktheFontstab,as
showninFigure9-6.Clickthebuttonnexttothesystemfontyouwanttochange,andthenchoosefrom
thelist.Youcanalsosetthefontpointsize,perhapstomakethelabelsbeneathiconseasiertoread.

ByclickingtheentriesintheRenderingsectionoftheFontstab,youcanchangehowfontslookon
yourmonitor.Thiswillaltertheantialiasingandhintingofthefont.Antialiasingsoftenstheedgesof
eachlettertomakethemappearlessjagged.Hintingaffectsthespacingandshapingoftheletters.Used
together,theycanmaketheon-screentextlookmorepleasantandeasiertoread.TryeachRendering
settinginsequencetoseewhichlooksbesttoyou(thetextinthedialogboxwillupdateautomaticallyto
showthechanges).NearlyeveryonewithaTFT-basedscreen,includingnotebookusers,findsthe
“Subpixelsmoothing”optionbest.
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Figure 9-6. You can alter the way fonts appear on the screen by using the Fonts tab of the Appearance 

Preferences dialog box. 

UsingDesktopVisualEffects
Providedyourcomputeriscompatiblewithenablingtheseeffectsandisutilizingthecorrectgraphics
carddrivers(seethe“Installing3DDriversandActivatingDesktopVisualEffects”sectioninChapter7),
youcanintroducearangeofcool,useful—andoccasionally,justplainweird—effectstoyourcomputer
desktop.

Threebasicsettingsfordesktopvisualeffectsareavailable:None,Normal,andExtra.Youcan
switchbetweenthembyselectingtheSystemSettingstab,andthenselectingtheVisualEffectstabofthe
AppearancePreferencesdialogbox.
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 NoteIntheinitialreleaseofNatty,thevisualeffectstabinmanycasesdoesn‘tshow.Ifthisappliestoyour
computeraswell,it’sgoodtoknowthattherearealternativestotweakyourcomputer,suchastheUbuntuTweak
utilitythatisdiscussedlaterinthischapter.

Asyoumightexpect,theNoneoptionturnsofftheeffects.Thiscanbeusefulifyourcomputerslows
downwhentheeffectsareinuseorifyou’reusingolderhardware.TheNormalsettingimplementsthe
standardsetofeffects,offeringsubtlebutnotoverlynoticeablechangestotheinterface,andisthe
defaultchoiceifyourcomputeriscapableofeffects.TheExtrasettingaddsmoreeffects,largelyforfun
butalsowithsomeofferingproductivitybenefits.Additionally,youcanopttoinstallsomeextrasoftware
thatgivesyouevenmorefine-grainedcontroloverwhateffectsareused.Thefollowingsectionsdiscuss
eachofthesechoicesforvisualeffects.

Using the Standard Visual Effects 

Thestandardvisualeffects,usedwhentheNormalsettingischosen,addshadowstowindowsandalso
addminimizeanimationssothatprogramsliterallyappeartoshrinkintothepanel.Youmightalso
noticethatinactivewindowsandtheirtitlebarsaretranslucent.Additionally,whenawindowisopened
orclosed,thewindowwillappearorfadeaway,respectively.

Virtual desktops:Ifyouusevirtualdesktops,asdescribedinChapter6,you’llbepleasedtoknow
thatthedesktopeffectssystemenhancestheexperience.YoucanusetheCtrl+Altkeysin
combinationwiththearrowkeysonyourkeyboardtoswitchbetweenvirtualdesktops.Asyou
navigatefromonevirtualdesktoptoanother,agridinwhicheachcellrepresentseachvirtual
desktopwillappearinthecenterofthescreen,andacellwillbehighlightedforashortperiodof
timetoletyouknowwhichvirtualdesktopyouareon.

Application Switcher:Aswellasmovingbetweenvirtualdesktops,youcannavigatethrough
applicationswiththeApplicationSwitcher.JustpressAlt+Tabtoseethelistofrunningapplications
inminiatureview,arrangedhorizontallyinthecenterofthescreen,asshowninFigure9-7.Press
theTabkeyrepeatedlyuntilyoufindthedesiredapplicationatthecenterofthelist.ReleasetheAlt
keytoswitchtothedesiredapplication.Minimizedapplicationsarerepresentedbytheir
applicationicon,becauseUbuntudoesn’thavetheoptionofgrabbingalivescreenofthem.
ReleasingtheAltkeyonaminimizedwindowwillopenitout.
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Figure 9-7. To use the Application Switcher, hold the Alt key and press the Tab key until you find the 

desired application at the center of the list. 

Using the Extra Visual Effects 

ByselectingtheExtraoptionfromtheVisualEffectstaboftheAppearancePreferencesdialogbox,you
canenableahandfulmorevisualeffects.TheseincludeallthefeaturesoftheNormaleffectsandthen
some.Forstarters,youwillnoticethatwhenyoudragormaximizeawindow,thewindowbecomes
“wobbly”—partofitwilllingerbehindtherestofthewindow,asifaffectedbymomentum.The
ApplicationSwitchereffectisalsoenhancedandwilldisplaypreviewsofopenprogramsin3Dform
whenyoupressWindows+Tab,asshowninFigure9-8.Thisobviouslyrequiresyoutohavethegraphics
powertorender,butifyoudohaveit,the3Dswitcherwillevenplaylivevideointhepreviews.



Figure 9-8. The 3D Application Switcher is displayed by pressing Windows+Tab. 
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Personalizing Visual Effects 

Ifyouareunsatisfiedwiththedefaultchoicesforvisualeffects,youcaninstalltheCompizConfig
SettingsManagertool.ThisgivesyoucompletecontrolovertheCompizFusionsystem,whichprovides
Ubuntu’svisualeffects.Bearinmindthatsomeofthesesettingsareverytechnical,andlittleprovisionis
madeforthosewhoarenewtotheeffectssubsystems.

YoucaninstallthetoolbyusingtheUbuntuSoftwareCenter.Thenentercompizconfig-settings-
managerasasearchterminthesearchbox.Inthelistofresults,locatetheprogramAdvancedDesktop
EffectsSettingsandclickInstall.You’llneedtoenteryourpasswordwhenprompted.

Afterthetoolisinstalled,chooseCompizConfigSettingsManagerfromtheSystemSettings
interface.TheCompizConfigSettingsManagerwindowwillappear,asshowninFigure9-9.



Figure 9-9. The CompizConfig Settings Manager tool offers advanced customization of visual effects in 

Ubuntu. 

CompizFusionworksbypackagingeacheffectasaplug-in,andCompizConfigSettingsManager
simplyletsyouswitchtheseplug-insonandoff,aswellaschangetheirsettings.Oneofthemost
importantsettingsyoucanchangeformostplug-insisthekeyboardcombinationthatactivatesthem.

Ontherightsideofthemainwindowisthelistofplug-insgroupedintologicalsections.Youcan
enablethembyselectingthecheckboxbesidethem.Youcanalsochangethesettingsoftheplug-inby
clickingtheplug-innameandicon.Thisopensthesettingspagefortheplug-in,withasingleorfewtabs
containingconfigurationsettings.You’llalsoseeabriefdescriptionoftheeffectontheleftsideofthe
programwindow.Whenyou’vefinished,clicktheBackbutton.
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Intheleftcolumn,youcanusetheFiltertextboxatthetoptosearchforaparticularplug-in;the
searchresultswillbedisplayedontherightsideofthewindow.BeneaththeFiltersectionistheCategory
listing,whichgroupstheplug-insbypurpose.Clickinganycategorywillupdatethelistofplug-inson
therightsideofthewindow.Toreturntothemainprogramwindow,clicktheBackbutton.The
categoriesareasfollows:

All:Allavailableplug-inswillbedisplayedinthemainwindow.

General:ThissectioncontainsjusttheGeneralOptionsplug-in,whichprovidesconfiguration
settingsforkeyboardshortcutsforsomeoftheeffects,virtualdesktopsize,displaysettings,
transparencysettingsforwindows,andmore.Someofthesettingsarequitetechnicalandare
perhapsbestleftaloneunlessyouknowwhatyouaredoing.

Accessibility:Thissectioncontainsplug-insthatwillhelppeoplewithphysicaldisabilitiesusethe
desktopmoreconvenientlywithvisualaids.Itcontainsplug-instomaketheactivewindowmore
visible,magnifythescreenforvisibilityissues,changecolors,andassistinfindingthemouse
pointer.Tofindoutwhatkeyboardcombinationisrequiredtoactivateanyparticulareffect,click
thepluginsicontochangeitssettingsandlooktothebuttonalongsideeachheading.Notethat
whenasettingspecifiesButton2orButton3,theserelatetothemouse,andthesuperkeyis
commonlyknownastheWindowskeyonastandardkeyboard.

Desktop:Thissectioncontainspluginsthatenhancedesktopbehavior.Ifyouusevirtualdesktops,
plug-inssuchasDesktopCubeandRotateCubecanturntheseintosidesofa3Dcubethatrotates
whenyouswitchdesktops,asshowninFigure9-10.DesktopWallandDesktopPlanerenderthese
workspacesasiftheywerepartofonesurface.Youmightnoticethatsomeplug-inshavethesame
functionality;CompizConfigSettingsManagerwilloffertodisableanythatdowhenyouselecta
newoption.Plug-inssuchasViewportSwitcherandExpomakeiteasiertopreviewandnavigate
workspaces.ShowDesktopandFadetoDesktopaddspecialeffectstoclearthedesktopofclutter.
Likemanyeffectsplug-ins,thesetieinwiththeexistingfeaturesofUbuntu—inthiscase,theShow
Desktopfeatureandbutton,locatedatthebottomleftofthedesktopbydefault.

 NoteInthecurrentconfiguration,thereisnowaytoenablethefamousrotatingDesktopCubethatyoucansee
inFigure9-10inaUnityenvironment.IfyouwanttousetheDesktopCubeanyway,you'llneedtoworkinthe
UbuntuClassicdisplaymode.

Effects:Thissectioncontainsplug-insthataddspecialeffectstocertainaspectsofthedesktop.
Someyouhavealreadyseen,suchasWobblyWindows,whichispartoftheExtrasscheme.But
othersaremoreextreme.Forexample,thereareseveralplug-insthataddeyecandytowindows,
suchasBlurWindows,Animations,FadingWindows,andWindowDecorationReflection.3D
Windows,CubeGears,andCubeReflectionadddecorationsasyoutraversethe3Dcube.Other
plug-insaffecttheentirescreen,suchasaddingwaterpuddlesandwiperswiththeWatereffector
addingfireonthescreenwiththePaintFireontheScreeneffect.Someneedkeyboard
combinationstoactivatethem—tofindoutwhattheseare,clicktheplug-inicon.
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Figure 9-10. The rotating desktop cube is just about the coolest special effect you’ll see on a computer 

desktop. 

Extras:Thissectionincludeseffectsusefulfordevelopers,aswellassomeplug-insthatsimplycould
notbefiledelsewhere.TheseincludedisplayingtheCompizFusionsplashscreenafterloggingin,
benchmarkingtheperformanceofCompizFusion,viewingathumbnailofawindowbypointing
themouseatitsentryontheTaskbar,andtakingascreenshot.Onenotableplug-inisAnnotate,
whichenablesyoutodrawonthescreen.Thiscanbeusefulfordemosandpresentationswhen
stressingkeypoints.

Image loading:Theseplug-insaretechnicalandarerequiredinthebackgroundtoloadimage
formatsandtextthatwillbeusedbyotherplug-insforrendering.Donotdisablethem.

Utility:Thissectioncontainsmostlyplug-insthatworkbehindthescenesandafewthatwork
externally.Unlessyouknowwhatyouaredoing,youshouldn’tchangeanyofthesesettingsor
disableanyoftheplug-ins.Ifyouhaveafairlypowerfulmachine,enabletheVideoPlaybackoption,
whichputslivepreviewswhereapplicationthumbnailsaregenerated.

Window management:Theseplug-insenhancewindowmanagementfunctionality.Forexample,
someoftheplug-insprojecttheTaskbarindifferentways,suchasin2D,inaring,andina3Dring.
AnotherexampleistheGroupandTabWindowsplug-in,whichyoucanusetogroupandtab
windows.FansoftheVistaapplicationswitchmethodshouldgointoShiftSwitcher,lookunderthe
Appearancetab,andchangeCover.

BeneaththeCategorieslististhePreferencesoption,whichisusedforadjustinginternalsettingsof
CompizFusion,suchastheback-endprofile,andincludingandexcludingplug-ins.Youcanleavethese
settingsuntouched.

Finally,theAdvancedSearchoptionallowsyoutosearchthroughoptionswithinplug-ins.The
searchresultswillfirstbenarroweddowntoalistofplug-insinthemainwindow.Afterselectingfrom
thelistofplug-ins,anewlistwillbedisplayedwithnarrowed-downresultscontainingalistofgrouped
options.Afterselectingfromthelistofgroupedoptions,you’llseeanarrowed-downlistofoptionsthat
youcanusetoconfiguretheplug-in’ssettings.
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USING DESKTOP WIDGETS 

IfyouareafanofWindowsVista’sSidebar,MacintoshOSX’sDashboard,orYahoo’swidgets,youcanuse
somethingsimilarunderUbuntu,calledscreenlets.Tousethese,youneedtoinstalltheScreenlets
package.ThisrequiresyoutofirstinstallCompizConfigSettingsManager,asdescribedinthemaintext.
Finally,usetheUbuntuSoftwareCentertosearchforandinstalltheScreenletspackage.

RunScreenletsbytypingscreenletsfromtheDash(theprogramthatallowsyoutorunanapplication;
useAlt+F2tostartit).AftertheScreenletsManagerwindowappears,selectthescreenletyouwouldlike
toenablebyclickingitandthenclickingtheLaunch/Addbutton.Followingthis,youshouldbeabletoclick
anddragthescreenlet.Right-clickascreenletandselectPropertiestochangeitssettings.

Youhavetwochoicesregardinghowandwhenthescreenletappears:

• Keepthewidgetonthescreenatalltimes(thedefault),perhapsarrangingwidgets
ontherightsideofthescreenaswithWindowsVistaortheGoogleSidebar(which
canalso,bytheway,beusedonLinux).

• AddthewidgettothewidgetlayerwhichisjustlikeOSX’sDashboardandwill
appearonlywhenyoupressF9(andwillsubsequentlydisappearwhenthemouse
isclicked).ToaddthewidgettotheWidgetLayer,right-clickit,selectWindow,
andthenclickWidget.

Ofcourse,youcanhavethebestofbothworlds,keepingsomewidgetsonthescreenandputtinglesser-
useditemsontheWidgetLayer.

Ifyouwouldliketoaddmorescreenletsthanthoseavailablebydefault,gotohttp://screenlets.org.
UndertheDownloadsheading,clickthe“third-partyscreenlets”link.Afteryou’vedownloadedthe
screenlet,youcaninstallitbyclickingInstallScreenletintheScreenletsManagerwindowandthen
navigatingtothedownloadedscreenlet.

DressingUpFirefox

You’lllikelyspendquitealotofcomputertimelookingatFirefox,thewebbrowser.Forthisreason,it’sa
niceideatotakeasmuchcareoverthelookofthisvitalapplicationasyourdesktop.Firefoxhasbeen
themeablesincethefirstversionwasreleased,buttheMozillaproject,whichoverseesdevelopmentof
theapplication,hassinceaddedpersonastotheapplication’sfeatures,enablingyoutoinstantlychange
thelookandfeeloftheapplication.Togetstarted,visittheproject’swebsite
(http://www.getpersonas.com)andclicktheGetPersonasPlusbuttoninthelowerrightpartofthe
screen.Thiswilldownloadasmallextensionandaskyoutorestartyourbrowser.Afterthebrowserhas
relaunched,you’llbepresentedwithaverydifferent-lookingbrowser,asinFigure9-11.Youcanchange
theskinbyclickingthefoxmaskiconatthebottomrightofthebrowserwindowandselectinganew
one.Thisisalivelist,soitisupdatedconstantly.Changesshouldbealmostinstant,meaningyoucan
reskinyourbrowserdependingonyourmood.

Ifnothinginthelisttakesyourfancy,createyourownskinandshareitwiththeworld.See
https://personas.services.mozilla.comformore.

http://screenlets.org
http://www.getpersonas.com
https://personas.services.mozilla.com
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Figure 9-11. Add some personality to Firefox and make it fit in with your desktop theme. 

Firefoxalsohasalargecollectionofotherextensionsthatcanalterthewaythebrowserlooksor
works.Forinstance,TreeStyleTabsarrangesyouropentabsinatreelikestructureontheleftedgeof
yourbrowser.

ChangingYourLoginPicture
Theloginscreenwilldisplayapicturealongsideyourname.Youcanclickthisandtypeyourpasswordto
login.YoumightbefamiliarwithasimilarsystemunderWindowsorMacOSX.

UserscanchoosetheirownloginpicturesbyopeningtheAboutMedialogbox,showninFigure9-
12.YoucanfindthisdialogboxintheSystemSettingsmenu,orinthemenuthatappearsifyouclickon
yourloginname,intheupperrightpartofthescreen.TheAboutMedialogboxisdesignedforusersto
entertheirpersonaldetails,suchastheiraddresses,buttheycanalsosimplyuseittochoose
photographsofthemselvesortoaddpictorialicons.Todothis,clicktheemptysquarealongsideyour
nameatthetopofthedialogbox.You’llbeshownafilelistofdefaulticonstochoosefrom,andyoucan
alsonavigatetoyourown.Ideally,theimageyouchooseshouldbesquareand96×96pixels,althoughif
thepictureistoolarge,itwillbeautomaticallyscaleddown.ClickOKwhenyou’vefinished.
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Figure 9-12. The About Me dialog box 

Adding and Removing Desktop Items 
VirtuallytheentireUbuntudesktopcanberedesignedandrestructured.Ifyou'reworkinginUbuntu
Classicmode,youcanmovetheApplicationsmenufromthetopofthescreentothebottomtobemore
likeWindows,forexample,oryoucanaddnumerousdesktopshortcutstopopularapplicationsand/or
files.
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NoteYou'llnoticethatinthecurrentrelease,therearen'tthatmanyUnitysettingstochange.Theonlyitemthat
youfindintheSystemSettingsmenuinterfaceisLauncher&Menus,whichgivesyouachoicebetweenwhether
theUnityLaunchershouldshowwhenthemousepointerispositionedontheleftedgeofthescreen,ortheleft
cornerofthescreen.Otheritemsaren'tchangeableorwon'tbechangeable.Forinstance,inquestion16183on
askubuntu.com,MarkShuttleworth(Ubuntu'sbigboss)answeredthefollowingtothequestionofwhetherthe
UnityLauncherorientationwillbechangeable:"I'mafraidthatwon'tworkwithoutbroaderdesigngoals,sowe
won'timplementthat.WewantthelauncheralwaysclosetotheUbuntubutton."

CreatingaLauncher
Ubuntu’snearestequivalenttoaWindows-styledesktopshortcutisalauncher,andyoucancreatea
launcherthatpointstoaprogramorafile.Ifalauncheriscreatedforafile,Ubuntuwillautomatically
launchthecorrectprogramtodisplaythefile.Ifyoucreatealaunchertoa.jpgfile,forexample,Ubuntu
willknowtolaunchtheEyeofGNOMEimageviewerwhenthelauncherisdouble-clicked.

Youcancreatealaunchertwoways.Onewayistosimplyclickanddraganiconfromoneofthe
mainmenustothedesktop.Thiseffectivelycopiesthemenu’slaunchertothedesktop,ratherthan
creatinganewlauncher,buttheeffectisthesame.

Theotherwaytocreatealauncheristoright-clickthedesktopandselectCreateLauncher.Inthe
CreateLauncherdialogbox,selectwhetheryouwanttocreatealaunchertoalocationorapplication
fromtheTypedrop-downlist(thesecondoption,ApplicationinTerminal,willopenaterminalwindow
andruntheprogramwithinit;thisisonlyforspecializeduse).ThenfillintheNameandCommand
fields.Alternatively,ifyoudon’tknowtheexactnameandpathofthefile,clicktheBrowsebutton,use
thefilebrowserdialogboxtonavigatetothefileorprogram,andclicktoselectit.(Ifyouarecreatinga
launchertoaprogram,you’llprobablyfinditin/usr/bin,whichstoresmostoftheLinuxprogramsyou
usefromdaytoday.)TheCommentfieldcanbeleftblank.Ifit’sfilledin,itformsthetooltiptextthat
willappearifyouhoverthemousecursoroverthelaunchericon.

Tochooseaniconforyourlauncher,clicktheiconbuttonontheleftsideoftheCreateLauncher
dialogbox.Youcanselectfromseveralpredefinedicons,asshowninFigure9-13,orchooseyourown
picturebyclickingtheBrowsebuttonandnavigatingtothelocationofasavedicon.Aswithdesktop
backgroundsandthemes,therearemanyiconsetsavailableathttp://art.gnome.org.Additionalicon
setscanbeaddedbychoosingtheAppearanceitemfromtheSystemSettingsmenuandlookingunder
theThemetab.Inthebottom-rightofthewindow,selectCustomize.Youcandraganddrop
downloadediconpackstotheIcontab,andtheywillbeinstalledimmediately.Ifyoudon’tchoosean
icon,astockGNOMEiconisused.

http://art.gnome.org
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Figure 9-13. Creating a launcher is easy. Just fill in the Name and Command fields, and choose an icon. 

Using Ubuntu Tweak 

Ifyou’veusedWindowsextensively,youmayhavecomeacrossanapplicationcalledTweakUI,which
letsyouperformsomeusefuldesktopoperations.Well,Ubuntuhasitsownversion,whichisperfectfor
addinganicontoyour/homefolder,thecomputer,ortheDeletedItemsfolderonthedesktop.Itcando
lotsofotherthings,butdesktopiconsarewhatwe’reinterestedinhere.

Toinstalltheapplication,gotohttp://ubuntu-tweak.comandselecttheoptionDownloadNow!In
thedownloaddialogbox,chooseSaveFiletosavethefiletotheDownloadsfolderinyourhomedirectory.
Afterdownloadingit,fromtheDownloadswindow,double-clickthepackage,whichopensUbuntu
SoftwareCenterwiththepackageyoujustdownloadedselectedinit.ClickInstalltoinstallthepackage.

Afterthepackageisinstalled,youcanrunitbyselectingUbuntuTweakfromthedash.Onitsfirst
run,theapplicationwillaskifyouwanttoenabletheUbuntuTweakstablerepository,whichallowsyou
toautomaticallytakecareofupdatingthepackage.ClickYestoenabletherepositoryandcontinue
exploringtheUbuntuTweakoptions.Thetooloffersalot,includinganotherwayoffindingand
installingapplications,butthesectionyouneedtolookunderislabeledDesktop.Inhere,choose
DesktopIconsandfromthepredefinedselection,choosetheiconsyou’dliketosee,andtheywill
appearasyouclickthebuttons,asinFigure9-14.Deselecttoremove.Youcanalsorenametheicons
withoutrenamingtheactualfolders,whichcouldbeuseful.

http://ubuntu-tweak.com
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Figure 9-14. If you’re familiar with the desktop icon scheme in Windows, you can add your favorites by 

using Ubuntu Tweak. 

Creating a Link 

Launchershaveonefailing:they’rerecognizedonlybyGNOME(andotherdesktopenvironments,such
asKDE).Youcan’tcreatealaunchertoanapplicationanduseitfromthecommandlineortheAlt+F2
runapplicationbox,forexample.Intechnicalterms,alauncherisn’trecognizedbytheunderlyingLinux
filesystem.

Thesolutionistocreatealinktothefileorprogram.Thiswillactuallycreateasymboliclinktothe
file.Alinkisverysimilartoalauncher,exceptitworksonafile-systemlevel.

 Note Actually,Linuxofferstwotypesoflink:asymbolic link,whichisthemostcommontypeoflinkused
underLinux,andahard link,whichisacrossbetweencopyingafileandcreatingashortcut.

Tocreatealink,useNautilustolocatethefileyouwanttocreatethelinkto,right-clickit,andselect
MakeLink.Thelinkwillbecreatedinthesamedirectoryastheoriginalfile,andyoucanthenclickand
dragthenewlinktowhereveryouwantittoappear,suchasthedesktop.Youdon’tneedtochoosean
icon,becausethelinkinheritstheiconoftheoriginalfile.Forexample,ifit’sapicturelink,itwillinherit
thethumbnailpreviewicon.
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 Note IfyoufindtheMakeLinkoptiongrayedout,it’slikelythatyoudon’thavesufficientpermissionstowrite
thelinktothedirectoryinquestion.

PersonalizingthePanelsinUbuntuClassic
PanelsarethelongstripsthatappearatthetopandbottomoftheUbuntuscreenintheUbuntuClassic
viewandplayhosttoachoiceofmenus,applets,andicons.Youcanaddanewpanelbyright-clickinga
blankspotonanexistingpanelandselectingNewPanel.Thenewpanelwillappearononeofthesides
ofthedesktop.Ifyouaddathirdone,inadditiontothetwodefaultpanels,itwillappearontheright
sideofthedesktop,vertically.Youcanalsoremoveapanelbyright-clickingitandselectingDeleteThis
Panel.

 Caution Ifyoudeleteapanel,thearrangementofitemsitcontainswillbelost.Ofcourse,youcanalwaysre-
createthecollectiononadifferentpanel.

Byright-clickingapanelandselectingProperties,youcanchangeitssizeanddimensions.For
example,byuncheckingtheExpandbox,youcanmakethepanelshrinktoitssmallestpossiblesize.
Then,whenyouaddnewcomponents(or,inthecaseofapanelcontainingtheWindowList,whena
newprogramisrun),thepanelwillexpandasnecessary.Thiscanbeaneateffectandalsocreatesmore
desktopspace.SelectingtheAutohidefeaturewillmakethepanelslideoffthescreenwhenthereisn’ta
mouseoverit.Choosing“Showhidebuttons”willmakesmallarrowsappearoneithersideofthepanel
sothatyoucanclicktoslideitoffthesideofthescreenwhenit’snotinuse.Bothtechniquescreate
moredesktopspace.

Youcanalsochangethepanel’salignmenttotop,bottom,left,orrightbychangingtheselectionin
theOrientationdrop-downlist.

AddingandRemovingMenusinUbuntuClassic
YoucanaddeitherjusttheApplicationsmenuortheentiresetofmenus(Applications,Places,and
System)tothepanelatthebottomofthescreen.ThiscanhelpthosewholongfortheWindowsStart
buttonapproachtoaccessprograms.

Adding All the Menus to a Panel in Ubuntu Classic 

ToaddtheApplication,Places,andSystemmenustothepanelatthebottomoftheUbuntudesktop,
followthesesteps:

1. Right-clickablankspotonthebottompanelandselectAddtoPanel.

2. Inthedialogboxthatappears,clicktheMenuBaroptiontoaddallthree
menus.You’llfindthisundertheUtilitiesheadinginthelist;you’llneedto
scrolldowntoseeit.
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3. ClicktheAddbuttonatthebottomofthedialogbox.

4. ClicktheClosebutton.

Adding a Start-Like Button to a Panel in Ubuntu Classic 

AsanalternativetotheApplications,Places,andSystemmenus,youcanaddaStart-likebuttonthat
offerssubmenusforallthreemenus.Here’showtoaddthisbutton:

1. Right-clickablankspotonthebottompanelandselectAddtoPanel.

2. Inthedialogboxthatappears,clicktheMainMenuoption.You’llfindthis
undertheUtilitiesheadinginthelist;you’llneedtoscrolldowntoseeit.

3. ClicktheAddbuttonatthebottomofthedialogbox.

4. ClicktheClosebutton.

Deleting a Menu in Ubuntu Classic 

Creatingnewinstancesofthemenuswon’tdeletetheoldones.IfyoucreateanewApplicationsmenuat
thebottomofthescreen,forexample,theoldApplicationsmenuwillremainatthetopofthescreen.In
fact,youcanhaveasmanyinstancesofthemenusonthedesktopasyouwish,althoughthiswon’tbea
gooduseofdesktopspace!

Todeleteanymenu,simplyright-clickanywhereonthatmenuandselectRemovefromPanel.

 Tip YoucanpersonalizetheApplicationsandSystemmenusbyright-clickingeitherandselectingEditMenus.
ThiswillstarttheMainMenuprogram(alsoaccessiblefromtheSystemPreferencesmenu).Simplycheckor
uncheckexistingentriestoaddorremovethemfromthemenus,orclicktheNewItembuttontocreatenew
entries.Newapplicationentriescanbecreatedaswiththelaunchersdiscussedearlier.

Modifying the Menus in Ubuntu Classic 

Youcanmodifyhowyourmenusaredisplayedbyright-clickingononeofthemandselectingtheoption
EditMenus.Youshouldbeawarethattheconfigurationisthesameforallthemenusinyourdesktop,if
youhavemorethanone.

Youwillbepresentedwithathree-partwindow.Totheleftyouwillseethemenuitems,or
categories.Ifyouselectoneofthosecategories,itscontentswillbedisplayedintheItemssection,in
whichyoucanchecktheitemsyouwantdisplayedonthemenu,anduncheckthosethatareofnouseto
you.Youcanhidecategoriesorindividualapplications.Forexample,selectApplicationsintheMenus
section,andunchecktheitemGames.ThenexttimeyouexpandtheApplicationsmenu,theGames
categorywillnotbeshown.ButifyouselecttheApplicationsAccessoriesmenuandunchecktheitem
Calculator,theAccessoriescategorywillbedisplayed,buttheCalculatorwon’t.

Youcancreatecustomdirectaccessforyourowncategoriesorapplications.Justselectinthe
Menussectionthelocationofyournewelement,andclickNewMenutocreateanewcategory,orNew
Itemtocreateanapplicationlauncherinsidethecurrentcategory.
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ClickClosetosavethechanges,whichwillbeeffectiveimmediately.

MovingPanelItemsinUbuntuClassic
Tomoveapanelitem,right-clickitandselectMove.Thendragthemousetothenewlocationandclick
themousebuttononcetosettheiteminplace.Allpanelitemscanbemoved,includingmenus,and
itemscanbemovedbetweendifferentpanels.Anyitemthat’sinthewaywillbeshiftedtomakespace.

IftheMoveoptionisgrayedout,right-clickitandensurethatLocktoPaneldoesn’thaveacheck
alongsideit.Thisisespeciallyrelevantifyou’retryingtomoveanitemintothespaceoccupiedby
somethingelse—iftheotheritemislocked,itwon’tautomaticallyshiftoutoftheway!

WorkingwithAppletsinUbuntuClassic
AlmosteverythingyouseeonthedesktopisconsideredbytheGNOMEdesktoptobeanapplet,withthe
exceptionofapplication/fileiconsandthepanels.Amenuisaformofapplet,forexample,asisthe
WorkspaceSwitcher.

 Note Appletsarecompletelyseparatefromscreenlets,whichwerediscussedearlierinthischapter.Applets
arebuiltintotheGNOMEdesktoptoprovideessentialfunctionality.ScreenletsareprovidedbytheScreenlets
subsystemand“float”ontopofthedesktop.However,thereareoftenoverlapsintermsofthefunctionsoffered
byappletsandscreenlets.

Ubuntuprovidesmanymoreappletsthatyoucanchoosetoaddtothedesktoptoprovideahostof
usefulorentertainingfunctionality.Toaddanapplet,right-clickablankspotonapanelandselectAdd
toPanel.Someappletsrequireconfigurationwhenthey’readded,soyoumayneedtoright-clickthem
andselectProperties.Forexample,you’llneedtosetyourlocationintheWeatherReportapplet’s
propertiessoitcanprovideaccurateforecasting.Table9-1describessomeofthemostusefuldesktop
applets.Toremoveanapplet,simplyright-clickitandselectRemovefromPanel.

Table 9-1. Ubuntu Desktop Applets 

Applet Description Configuration* 

BatteryCharge
Monitor

Brightness

Showsthebatterylevelonnotebooksandwhether
outletpowerisinuse.

Givesaneasyinterfacetosetthedisplaybrightness
onyourdesktop.

Noneneeded.



Noneneeded

CharacterPalette Displaysapaletteofaccentedorunusualcharacters;
clickacharactertoinsertitintothetext.

Noneneeded.

ClipboardText Allowsyoutodecrypt,encrypt,orsigncontentsof
theclipboard,providedencryptionissetup(see

Clicktoencrypt,sign,
decrypt,orverify
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Applet Description Configuration* 

Encryption Chapter8). clipboardcontents.

Clock Displaysthetimeanddate(activebydefault). Noneneeded.

ConnecttoServer Letsyouquicklyconnecttoremoteservers,suchas
FTP(theequivalentofclickingPlacesConnectto
Server).

Noneneeded.

DictionaryLookup Displaysatextboxthatwilllookupwordsaccording
toonlinedictionaries.

Noneneeded.

DiskMounter Letsyouquicklymountandunmountremovable
disks.

Noneneeded.

Drawer Displaysadrawericonthat,whenclicked,“slides
out”torevealyetmoreapplets.

Right-clickandselectAdd
toDrawertoaddapplets.

DwellClick Displaysaselectionofmouseactionstochoose
fromforthedwellclickfeature(seethe
“AccessibilitySettingsfortheMouse”sectionearlier
inthischapter).

Clickthepreferredmouse
action.

Eyes Displaystwoeyeswhosepupilsfollowthemouse
cursor.

Noneneeded.

Fish Addsacoupleoffishtothepanelthat,whenclicked,
willspoutwisdom.

Noneneeded.

ForceQuit Letsyouquitacrashedprogram. Noneneeded.

InhibitApplet Allowsyoutotemporarilyswitchoffautomatic
powersaving,suchasharddiskspin-down.

Clicktoforbid/allow
automaticpowersaving.

Invest Addsatext-basedscrollingstocktickertothepanel. Right-clickandselect
Preferencestoadd
individualstocksymbols
tothelist.

LockScreen Addsaniconthat,whenclicked,blanksthescreen
anddisplaysapasswordprompt.

Noneneeded.

LogOut… Addsaniconthatallowsyoutologoutofthecurrent
sessionandloginasadifferentuser.

Noneneeded.

MainMenu Letsyouaddasingle-iconStart-likesystemmenu. Noneneeded.

NotificationArea Addsanotificationareatothepanel(activeby Noneneeded.
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Applet Description Configuration* 

default).

RunApplication Addsaniconthat,whenclicked,makestheRun
Applicationdialogboxappear.

Noneneeded.

SearchforFiles Providesone-clickaccesstoNautilus’ssearchmode. Noneneeded.

Separator Simplyinsertsagraphicalseparator—usefulfor
makingseveralappletsalongsideeachotherlook
neater.

Noneneeded.

ShowDesktop Minimizesalldesktopwindows(activebydefault).None needed.

ShutDown Shutsdownthecomputer. Noneneeded.

StickyNotes Letsyoucreatevirtualstickynotes. Noneneeded.

SwitchOff… Addsabuttontoshutdownthecomputer.None needed.

SystemMonitor Addsasmallgraphthatshowssystemresource
usage.

Right-clickandselect
Preferencestochoose
systemareastobe
monitored.

TerminalServer
ClientApplet

Providesone-clickaccesstolocationssetupwithin
theTerminalServerprogram(seeChapter25).

Noneneeded.

TomboyNotes Letsyouaddstickynotestothedesktop. Noneneeded.

Trash AddstheTrashicontothepanel,wherefilescanbe
droppedforremovaltotheTrash.

Noneneeded.

WeatherReport Addsaniconthatshowscurrentweatherconditions. Right-click,andselect
Preferencesandthenthe
Locationtabtosetyour
location.

WindowList Addsalistofwindows,whichyoucanusetoswitch
betweencurrentlyrunningprograms(activeby
default).

Noneneeded.

WindowSelector Addsaniconthat,whenclicked,switchesbetween
currentlyopenwindows(alternativetoWindow
List).

Noneneeded.

Workspace
Switcher

Showsthevirtualdesktopselector. Noneneeded.
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*Nearlyallappletshaveconfigurationoptionsthatcanbeusedtotweaktheminvariousways.This
columnindicatesonlywhetherimmediateconfigurationisneeded.

Summary 
Inthischapter,youlearnedhowtopersonalizeUbuntutoyourowntastes.Youlookedatchangingthe
themesothatthedesktophasanewappearance.

Inaddition,youlearnedhowtoaddandremoveappletsfromthedesktopinordertoadd
functionalityorsimplymakeUbuntuworkthewayyouwouldlike.

Inthenextchapter,youwilllookatwhatprogramsareavailableunderUbuntutoreplacethose
Windowsfavoritesyoumightmiss.
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Managing Your Data

FilesarewhatmaketheworldofLinuxgoround.They’rethecurrencyofanykindofoperatingsystem,
becauseeverytimeyouuseyourcomputer,yougeneratenewfiles,evenifthey’reonlytemporary.

Inthischapter,weexplainhowyoucanmanageyourfiles—thatis,pictures,documents,videos,
MP3s,andsoforth—underUbuntu.Linuxalsomanagesfileandfoldersecurity,asdoesWindows,but
sincepermissionsalwayshaveassociateduserandgroupaccounts,you’llhavetowaituntilChapter21
tolearnaboutthedetails.However,thischapterprovidesenoughinformationforyoutounderstand
howthesystemworks,andwhereandhowyoushouldstoreyourdata.First,wegothroughan
introductiontoNautilus,Ubuntu’sflagshipfilebrowser.Thenyoulearnsomeconceptsregardingthe
filesystemandhowitdiffersfromthatofWindows.Andlast,onceyouhavemasteredNautilusand
beguntounderstandthefilesystem,youwillbeabletoperformsomemoreadvancedtasks,suchas
administeringyourdisksandsharinginformationoveranetwork,amongothers.

Using Nautilus 
NautilusisthenameofthedefaultfilebrowserinUbuntu.It’ssimilartoMyComputerorWindows
ExplorerunderWindows,inthatinitsdefaultviewmodeitpresentsalistoffilesontherightsideofthe
windowandaseriesofshortcutstopopularlocationswithinthefilesystemontheleftside.

TostartNautilus,clickthesidebar’sFileManagericon.ThemaincomponentsofNautilusare
showninFigure10-1.
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Figure 10-1. The Nautilus file explorer. 

TheNautiluswindowconsistsofseveralelements:

Menu bar:TheNautilusmenubarhasFile,Edit,View,Go,Bookmarks,andHelpmenus.Noticethat
ifyouareusingthedefaultUnityinterface,theNautilusmenuwillnotdisplayintheapplication
window,butinthetoppanel,andonlywhenyoumoveyourmousepointeroverit.TheFilemenu
allowsyoutoopenanewtaboranewwindow,createfilesorfolders,andseethecurrentitem’s
properties.TheViewmenuoffersoptionsforcontrollingthewayfilesaredisplayedintheNautilus
window,aswellasthelookandfeelofNautilusitself.TheEditmenuletsyoumanuallycut,copy,
andpastefiles(operationsthatcanalsobedonewiththetraditionalCtrt+X,Ctrl+CandCtrl+V
combinations).TheGomenuletsyouquicklyjumptootherlocationsinthefilesystemorona
remoteserver.UsingtheBookmarksmenuoptions,youcancreatewebbrowser–likeshortcutsto
certainfilesystemlocationsorservers,soyoucanaccesstheminstantly.Thereisalsoaready-made
bookmarkfortheDocumentsfolderinyourHomedirectory. 

Toolbar:Asinawebbrowser,thetoolbarenablesyoutoquicklymovebackwardandforwardfrom
placetoplaceinyourbrowsinghistory.Inaddition,youcanreloadthefilelisting,inordertoreflect
anychangesthatmighthavetakenplacesincetheNautiluswindowopened,quicklynavigateto
popularfilesystemlocations,suchasyour/homedirectory,andchangethewayfilesaredisplayed.

Location bar:Thisfeature,locatedbeneaththetoolbar,isuniquetoNautilus.Itshowsindividual
directoriesasbuttonsonthelocationbarandletsyouseewhereyouareinyourfilesystemata
glance,aswellasquicklyandeasilymovethroughyourfile-browsinghistory.Forexample,ifyou
startin/home/linda(displayedasthelindabutton),andthenbrowseto
/home/linda/Pictures/holiday/seattle,clickingthePicturesbuttonwillreturnyouto
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/home/linda/Pictures.Theotherfolderslistedonthelocationbar(holidayandseattleinthis
example)won’tdisappearandwillstillhavebuttons,soyoucanreturntothoseaswell.It’sbest
demonstratedbyexample,sogiveitatry! 

Zoom controls:Zoomcontrolsareinthetoolbar.Thesemaketheiconsrepresentingthefilesbigger
orsmaller.Whenyou’rebrowsingalotoffilesatonce,shrinkingthemwillfitmoreinthewindow.
Ontheotherhand,whenyou’reviewingphotothumbnails,itcanbehandytoincreasethezoom
settingsoyoucanseemoredetailinthepictures.Thisalsoworksfortextfiles,whereyou’llseea
portionofthetextcontainedwithinthefile.

View As Icons/List:Totherightofthezoomcontrolsisadrop-downlistthatswitchesbetweenIcon,
List,andCompactview.Listviewshowsdetailsaboutthefiles,suchasfilesize,thetypeoffile,its
permissions,andsoon.Iconviewpresentsthefilesasaseriesoflargeicons.Inmanycases,the
iconsgiveaclueastothenatureofthefile;forexample,audiofilesappearwithmusicalnote
graphics.Ifthefolderyou’rebrowsingcontainsimagefiles(orcertaindocumentfiles,suchas
PDFs),thesewillbeautomaticallythumbnailed—theiconwillbeasmallversionofthecontentsof
thefile,asshowninFigure10-2.BydefaultNautilusdisplaysonlypreviewsoflocalfilessmallerthan
10MB,butyoucanchangethisbychoosingEditPreferencesandlookingunderthePreviewtab.If
youchangeanyofthesesettingstoAlways,itcouldhaveanimpactonperformancewhenyou’re
browsingremotedirectories.Thepreviewisveryhandywhenbrowsingpicturesforprintingor
editing.Compactviewliststhefilesincolumns,likeListview,butwithoutthedetails.Thismeans
thatseveralcolumnsoffilescanusuallyfitwithinasinglefile-browsingwindow.

Action area: Insomefolders,asintheDocumentsfolder,you’llseeanActionarea(seeFigure10-2)in
whichyoucanselecttoperformanactionforthecurrentfolder.Inthepreviousexample,youcan
selecttosynchronizetheDocumentsfolderwiththeUbuntuone,thecloudserviceexplainedinmore
depthonChapter15.OtherexamplesoftheActionareaaretheRestoreSelectedItemsandEmpty
TrashbuttonsshownwhenyouselecttheTrashfolder.

Places pane:ThePlacespaneontheleftinFigure10-2liststhemostpopularlocationswithinthefile
system,aswellasanylocationsthatyou’vebookmarked.Clickingeachicontakesyoutothat
locationinstantly.ClickingtheFileSystementrytakesyoutotherootofthefilesystem(/).There
arealsobookmarksforyourfloppydrive(ifyouhaveone),theTrashfolder,anyattachedremovable
storage,andanyserversavailableonthelocalnetwork.
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Figure 10-2. Whenever you view a folder full of pictures in Icon view, they are automatically thumbnailed. 

Tip Tobookmarkalocation,dragafoldertotheblankareabeneaththecurrentlybookmarkedfoldersinthe
Placespane.ThisnewlocationwillthenappearwithotherbookmarksinthemainPlacesmenu.

AsinWindows,youcanright-clickeachfileinthefilebrowserwindowtoseeacontextmenuwith
optionstorenamethefile,deleteit,openitwithparticularapplications,andsoon.TheProperties
optiononthecontextmenuletsyouviewinformationaboutthefileandaltercertainaspectsofit,such
asitsaccesspermissions(wediscussfilepermissionsinChapter21).Youcanevenaddsometextnotes
aboutthefileifyouwant!

 Caution Youshouldneverdeleteyour/homefolder.DoingsowillmostlikelydestroyyourpersonalUbuntu
configurationandpreventyoufromloggingin,becausemanypersonalsystemandprogramsettingsarealso
storedinyour/homefolder.
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ChangingtheViewMode
Nautiluscomesequippedwithseveraldifferentviewmodes,whichalterwhatappearsinthesidebaron
theleftoftheprogramwindow.Thedefaultmode—Places—isdescribedintheprecedingsection,but
severalotherscanbeselectedbyclickingthedrop-downlistatthetopofthesidepane,justbelowthe
Backbutton.Themodesareasfollows:

Information:Thisdisplayssimpleinformationinthesidepaneaboutthecurrentlybrowsed
directory,includingthenumberoffilesitcontainsanditsdateofcreation.Thisissimilartohow
Windowsfile-browsingwindowslookedintheWindows98andMereleases.

Tree:Thisoptionshowsacompletelistofdirectoriesinthefilesystem,alongwiththecomplete
contentsofdirectorieswithintheuser’s/homedirectory.Eachdirectoryhasachevronalongsideit
that,whenclicked,unfoldsthatdirectorysoitscontentsbecomevisiblewithinthesidepane(only
directoriesareshowninthesidepane).Thisviewisverysimilartohowfile-browsingwindows
operatedbackinWindows95.

History:Thisviewshowsalistofthedirectoriesthatyou’vevisited,withthenewestatthetopand
theoldestatthebottom.Toswitchtooneofthedirectories,simplydouble-clickitsentryinthelist.

Notes:Thisisanotherinformationaldisplaymode.However,thistimeatextentryfieldappears,in
whichyoucanenterinformationaboutthecurrentlybrowseddirectorythatwillberecordedfor
futurereference.Thiscanbeusefulinaverylargefilesystem.

Emblems:Thisshowsalistoficonsthatcanbeclickedanddraggedontoanyfileordirectoryasa
methodofidentifyingororganizingthefileforfuturereference.Seetheupcoming“Workingwith
FileandFolderIcons”sectionformoreinformation.

SearchingforFiles
Nautilusincludesasimplesearchtool.ClicktheSearchbutton(representedbyamagnifyingglass)on
thetoolbar,andyouwillseeatextboxbelowthetoolbar.Inthistextbox,typeanypartofthefilename
youwanttofind.Forexample,typingfestivalwillreturnanyfilenameswithfestivalinthem.

ByclickingtheplussigniconnexttotheReloadbuttonafterasearch,youcanspecifyanexactfile
type.Todothis,clickthedrop-downlistthatappearsandensurethatFileTypeisselected.Thenclick
thedrop-downlistalongsidethisandselecttheparticularfiletypeyouwanttofind.Forexample,
supposeyou’researchingforapicturetakenatafestival,andyouknowthefilenamecontainstheword
festival.Youalsohavevariousdocumentsyoucreatedrelatedtoattendingthefestival,andtheir
filenamesalsocontainthewordfestival.Inthiscase,tofindonlyphotofiles,youcanselectPicturefrom
thedrop-downlist.Thelist,includingthePicturetype,isshowninFigure10-3.Also,don’tforgetto
specifythefolderwhereyouwanttostartyoursearch.Bydefault,thecurrentfolderisusedandyou
mightwanttochangethattoseemoreresults.
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Figure 10-3. The Nautilus search function lets you filter by file type and by location. 

WorkingwithFileandFolderIcons
Filesandfolderscanhaveemblemsassignedtothem.Thesearesmallericonsthatare“taggedon”tothe
largericonsinbothListviewandIconview.Emblemsaredesignedtogiveyouquickcluesaboutthe
natureofthefile.Toapplyanemblem,right-clickthefileorfolder,selectProperties,andthenclickthe
Emblemstab.AsshowninFigure10-4,arangeoficonsisavailable;infact,anyfileorfoldercanhave
severalemblemsappliedatonce.Simplyputacheckintheboxbesidetheiconsyouwanttoapply.Pick
theonesthataremeaningfultoyou.

Nautilusmakesuseofahandfulofemblemiconsforitsownneedstoo.Forexample,asquarewith
anXinitindicatesthatyoudon’thavepermissionstoaccessthatfileorfolderatall—noteventoviewit.
Apadlockindicatesafileordirectoryisread-only.Inmostcases,thefilesystememblemsareself-
explanatory.
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Figure 10-4. A variety of miniature emblems can be applied to an icon to aid recognition of the file. 

SpecialNautilusWindows
Aswellaslettingyouviewyourfiles,Nautilushasanumberofobjectmodes.Thisisacomplicatedway
ofsayingthatNautilusletsyouviewthingsotherthanfiles.

ThemostobviousexampleofthisistheComputerviewofyourfilesystem,whichpresentsan
eagle’seyeviewofyourstoragedevices.Toaccessthisview,openApplicationsfromtheUnityPaneland
typeComputer.Ifyouhaveacardreaderattached,itwillappearhere,aswillanyWindowspartitions
thatmaybeonyourharddisk.Double-clickingeachitemopensastandardNautilusfilebrowser
window(forthistoworkwithWindowspartitions,theymustbesetupcorrectly,asdescribedinthe
“AccessingWindowsFiles”sectionlaterinthischapter).

Objectmodecomesintoitsownwhenviewingnetworklocations.FromanyNautilusinterface,click
NetworkontheleftpanetobringupthebrowsingNetworkobjectview,forexample,whichisalittlelike
NetworkNeighborhoodorMyNetworkPlacesunderWindows.YoucanalsobrowsetoFTPsitesby
clickingGoLocationinafilebrowserwindowandenteringanFTPaddress(prefacingitwithftp://).

 Note Youmightbeusedtodragginganddroppingfilesontoprogramwindowsortaskbarbuttonswithin
Windowsinordertoopenthefile.ThisonlyworksinsomeprogramswithinUbuntu.Generally,thebestpolicyisto
tryitandseewhathappens.Iftheprogramstartsbutyourfileisn’topened,itobviouslydidn’twork.
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HIDDEN FILES AND DIRECTORIES 

Whenyouviewyour/homedirectoryviaNautilus,you’renotseeingeveryfilethat’sthere.Severalhidden
filesanddirectoriesrelatingtoyoursystemconfigurationalsoexist.Youcantakealookatthemby
clickingViewShowHiddenFilesintheNautilusmenu.Clickingthisoptionagainhidesthefilesand
directories.

Youmaynoticesomethingcuriousaboutthehiddenitems:theyallhaveaperiodbeforetheirfilenames.In
fact,thisisallthat’sneededtohideanyfileordirectory:simplyplaceaperiodatthefrontofthefilename.
There’snomagicinvolvedbeyondthis.

Forexample,tohidethefilepartypicture.jpg,youcouldsimplyright-clickitandrenameit
.partypicture.jpg.You’llneedtoclicktheReloadbuttononthetoolbarforthefileviewtobeupdated
andforthefiletodisappear.Asyoumightexpect,removingtheperiodunhidesthefile.

Filesareusuallyhiddenforareason—forinstance,they’renotsupposedtobeeditableorareusedto
configureapplicationelements—andit’snocoincidencethatmostofthehiddenfilesaresystemfiles.In
addition,everyprogramthatyouinstall,orisinstalledbydefault,willusuallycreateitsownhiddenfolder
foritssystemconfigurationdata.Deletingsuchfilesbyaccidentusuallyresultsinlosingyourpersonal
settingsforthatparticularprogram.

TheNautilusfilemanagerhasanadditionalmethodofhidingfiles.Anyfilenamethatendswitha~symbol
doesnotappearinNautilusfile-browsingwindowsoronthedesktop.Forexample,partypicture.jpg~
wouldbeinvisible.ThismethodisprimarilyusedtomaketemporaryfilescreatedbyGNOMEapplications
invisible,butanyusercanalsouseittohidesensitivefiles.Beawarethatthistechniqueisrespectedonly
bysomeGNOMEapplications,andthefileswillbeentirelyvisibleatthecommandline.

LaunchingFilesandRunningPrograms
AswithWindowsorMacOSX,mostoftheprogramsonyourUbuntusystemautomaticallyassociate
themselveswithvariousfiletypesthattheyunderstand.Forexample,double-clickingapicturewill
automaticallyopentheImageViewerEyeofGNOMEapplication,anddouble-clickinga.docfilewill
startLibreOfficeWriter.

Ubuntuisautomaticallysetuptoviewcommonfiletypes.Table10-1showswhichprogramsare
requiredforviewingcertaintypesofdocuments.

Table 10-1. Common File Types 

File Type File Extension Viewer Location on Applications Menu 

Wordprocessor
document

.doc,.rtf,.odtLibreOffice Writer OfficeLibreOfficeWriter

Spreadsheet .xls,.odsLibreOffice Calc OfficeLibreOfficeCalc

Presentation .ppt,.odpLibreOffice Impress OfficeLibreOfficeImpress
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File Type File Extension Viewer Location on Applications Menu 

PDFfile .pdf DocumentViewer NotonApplicationsmenua

Compressedfile .zip,.tar,.gz,
.bz2,andothers

FileRoller NotonApplicationsmenua

Imagefile .jpg,.gif,.bmp,
andothers

ImageViewer(Eyeof
GNOME)

NotonApplicationsmenua

HTMLfile .htm,.html Firefox InternetFirefoxWebBrowser

Textfile .txt Gedit AccessoriesTextEditor

Audiofile .wav,.mp3,.oggb Totem MultimediaMoviePlayer

MusicPlayerVideofile .mpg,.mpeg,.avib Totem MultimediaMoviePlayer

b
 Playback of many media files is possible only after extra software is installed. See Chapters 16 and 17 for 

more information. 

Ifyouwanttotemporarilyopenafiletypewithadifferentprogram,right-clickthefile.The
contextmenuwilldisplayasetofoptions;forexample,foranimage,youwillhaveImageViewer(orEye
oftheGnome),Firefox,orShotwellPhotoViewer.OryoucanselectOpenwithOtherApplicationand
chooseotherprogram.Fromthatpointon,everytimeyouright-click,you’llbeofferedthechoiceofthat
programtoopenthefile.

TomakeNautilusautomaticallyandpermanentlyusetheapplicationtoopenthefiletype,right-
clickit,selectProperties,andthenclicktheOpenWithtab.ClicktheAddbuttontolocatethe
applicationyouwanttouseifit’snotinthelist.Finally,ensurethattheradiobuttonalongsidethe
programyouwanttouseishighlighted(youmayneedtoclicktwiceforthistohappen),asshownin
Figure10-5,andthenclicktheClosebutton.Thiswillchangetheprogramassociationforallthefiles
withthesameextension.
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Figure 10-5. You can change which program opens a file by right-clicking, selecting Properties, and 

clicking the Open With tab. 

 Note InWindows,youcanuseWindowsExplorertolaunchprogramexecutablesbyjustbrowsingtotheir
locationswithinProgramFilesanddouble-clickingtheir.exefiles.It’stechnicallypossibletorunprogramsby
usingNautilustobrowsetotheirlocations,butthisisdiscouraged.OnereasonisthatUbuntudoesn’tstoreallof
itsprogramsinonecentralfolder,asWindowsdoes.However,mostprogramsthatareusedonadailybasiscan
befoundin/usr/bin.Iftheprogramitselfisn’tstoredin/usr/bin,thefolderwillcontainasymboliclink
(effectively,ashortcut)totheprogram’sgenuinelocationontheharddisk,whichmeansit’susuallypossibleto
launchanapplicationeitherbytypingitsnameintotheterminalorbypressingAlt+F2andtypingthename.

ViewingFileSizesandOtherInformation
UsingNautilusyoucanusetheListviewtocheckfilesizeandotherinformation.Bydefault,thefile
name,size,type,anddatemodifiedareshownforeachfileonthecurrentfolder.Nautilusselectswhich
unitofmeasure(bytes,KB,MB,orGB)aremostappropriatetodisplayeachfile.

Inordertogetanideaofwhicharethelargestfilesandwhicharethesmaller,youcanclicktheSize
columnlabeltosortfilesbysize.Clickitagainandtheorderisreversed.You’llseealittlearrowhead
nexttothecolumnname.Whenthearrowheadispointingup,thelargestfileisatthetopofthelist;
whenitispointingdown,thesmallestfilewillbedisplayedatthetop.
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Youcanalsodisplayadditionalinformationforeachofthefiles.Toaddacolumntotheview,simply
selectViewVisibleColumns…insideNautiluswhentheListViewisselected.Justchecktheboxnext
tothenameofthecolumnyouwanttosee.

TipsandTricksforNautilus
Althoughostensiblysimple,Nautilusispackedwithfeatures,anditcanbearewardingexperience
workingthroughthemenustoseewhatyoucanfind.HereareahandfulofthemoreusefulNautilus
featuresthatcanhelpoptimizeworkflow:

Tabbed browsing:YoumighthaveusedtabbedbrowsingwiththeFirefoxwebbrowser,enablingyou
tovisitmorethanonesitesimultaneously.Thesameprincipleappliestotabbedbrowsingin
Nautilus:pressingCtrl+Topensanewtab,whichappearsatthetopoftheprogramwindowand
enablesyoutobrowsetoadifferentlocationinthefilesystem.Filescanbedraggedanddropped
betweentabs—justclickanddragthemtoadifferenttab—andtabscanbereorderedbyclicking
anddraggingthem.Manytabscanbeopenatanyonetime,andtheonlypracticallimitationisthe
widthoftheprogramwindow.Tocloseatab,clickitsXbutton.

Matched selection:Imagineyou’reworkingonalargeprojectandhavegeneratedagreatmanyfiles.
However,lackingforesight,youfailedtocreateaspecialprojectfolderandmixedallthefilesinwith
othersinyourDocumentsfolder.Theprojectfileshaveauniquecharacteristic:theyallhavethe
nameoftheprojectwithinthem.Butsomefilenamescontainothertext,andtherearevaryingtypes
offilesamongthecollection(images,documents,andsoforth).Nautilus’smatchedselection
feature,availableontheEditmenu(clickSelectItemsMatching),providesasolution:itletsyou
selectfilesbasedonkeytextwithinthefilenames.Withtheexamplequotedpreviously,youcould
typetheprojectnameintothePatterndialogboxthatappears,surroundedbytheasteriskwildcard
(thatis,*projectname*),whichindicatesthatanynumberofcharacterscanappearbeforeorafter
thekeyword.AfteryouclickOK,anyfilenamesmatchingthetextwillbeautomaticallyselected,and
youcanthenclickanddragthemtoanewlocationorperformanyotheroperationonthem.

E-mailing files:Byright-clickingafileandselectingtheSendTooption,youcaninstantlysendafile
bye-mail.EnsurethatEvolutionisselectedintheSendAsdrop-downlistinthedialogboxthat
appears,andenterthee-mailaddresswithintheSendAstextfield.UndertheCompression
heading,youcanoptionallychoosetocompressthefilefirst.

NoteIfyoucan’tfindtheSendTopoption,youneedtoupgradethepackagesofUbuntu.Makesureallsoftware
isup-to-dateandthentryagain.

Extensions:AswithFirefox,it’spossibletoaddextensionstoNautilus.Thereareextensionstoopen
afileasthesystemadministrator(nautilus-gksu),resizeapicture(nautilus-image-converter),or
setanimageasthedesktopbackground(nautilus-wallpaper),andthesecanbeinstalledthrough
UbuntuSoftwareCenter.You’llfindmostofthembysimplytypingnautilus inthesearchbar,asin
Figure10-6.
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Figure 10-6. Searching for Nautilus extensions in Ubuntu Software Center 

TheHomeFolder
UnderWindows,youhaveaccesstotheentireharddisk.Youcanwrite,read,ordeletefilesanywhere
(unlessthesystemhasspecificallybeenconfiguredotherwise).Youcansaveyourpersonalfilesin
C:\Windows,forexample.

UnderUbuntu,thefilesystemisaharderplaceforordinaryusers.Theycanbrowsemostofthe
harddisk,buttheyaren’tabletowritefilestothemajorityoffolders(insomecases,theycan’teven
accessfiles).Forthem,mostfoldersarelikesomebodyelse’sland.Itis.Itisthelandoftheroot.

Asanordinaryuser,insteadofbeingallowedtoprowltheentiredisk,you’vebeengivenyourown
privateparcelofstorageinwhichyoucankeepyourstuffsecurelyandprivately.Thisisadirectory
locatedwithinthe/homedirectory,anditsnameistakenfromyourusername.Ifyourloginnameis
louisesmith,yourplaceforstoringfileswillbe/home/louisesmith.Youcanfinditasthefirstiteminthe
PlacespaneinNautilusandinthePlacesmenualso.Figure10-7showsanexampleofauser’s/home
directory.

 Note Linuxgenerallyusesthetermsdirectoryandsubdirectoryfortheplacesyouputfiles,whereasWindows
referstothemasfolders.It’smerelyamatterofsemantics.However,withintheNautilusfilebrowser,directories
arepicturedasfoldersandarereferredtoassuch.
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Figure 10-7. Your personal area on the hard disk is in the /home directory and is named after your 

username. 

Yourparcelwillbedecoratedfromtheverystartwithseveraldefaultdirectoriescreatedwiththe
purposeoforganizingyourinformationinalogicalmanner.ThisisnotverydifferentfromWindows,as
youcanseejustbyreadingthenamesofmostofthosedefaultdirectoriesorbylookingatTable10-2.
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Table 10-2. Default Home Folder Subdirectories 

Directory Purpose 

Desktop Thisfolderhasthecontentofyourdesktop.Everydocumentyouplaceinthis
folderwillappearonyourdesktop.ThisisliketheWindows’Desktopfolder.

Documents LikeWindows’MyDocumentsfolder,thisisthedefaultdirectoryforstoring
personaldocuments.OpenOffice.orgsavesitsdocumentsinthisdirectory.

Downloads ThisisthefolderwherethefilesyoudownloadwithFirefoxarestored.

Music Afoldertostoremusicfiles,liketheWindows’MyMusicfolder.Thosefiles
canbeopenedwithRythmbox.

Pictures Afoldertostorepictures.EquivalenttotheWindows’folderMyPictures.

Public Aspecialfolderinwhichyoucanstorecontenttobesharedwithyourfamily
orcolleagues.Itisnotsharedbydefault,butyoucanfollowtheinstructions
givenlaterinthischapterinordertomakethosefilesaccessiblethroughthe
network.

Templates FoldertostoretemplatesforLibreOfficeapplications.

Videos FoldertostorevideofilesthatcanbeopenedwiththeMoviePlayer.

Examples Thisfolderisactuallyalinkto/usr/share/example-content,whereyoucan
findLibreOfficesampledocuments,oggaudiofiles,andmore.

Someprogramsmightutilizethosesubdirectoriesinyour/homedirectoryinordertostoreand
organizetheiroutput.Forexample,adigitalcameraprogrammightutilizethePicturesdirectorywithin
your/homedirectory.It’suptoyouwhetheryouusetheseorchangethosesettingsintheapplication. 

Otherapplicationsmaycreateahiddenfolderinyourhome.IfyouinstructNautilustoshowhidden
files(youalreadyknowhow),youwillseeseveralfoldersthatwerehiddenbydefault,whereapplications
storetheirdata,Forexample,the.mozillafolderiswheretheFirefoxinformationisstored,andthe
Evolutionfilesarein.evolution.

FileswithinUbunturememberwhoownsthem.Ifuserjohnsmithcreatesafile,hecanmakeitso
thatonlyhecanreadorwritethefile(seeChapter21formoredetailsonfilepermissions).Thedefault
settingisthatotheruserswillbeabletoreadthefile,butnotwriteanynewdatatoit.Directories,too,
areownedbypeople,andtheownercansetaccesspermissions.Bydefault,allusersonasystemcan
accesseachother’s/homedirectoriesandreadfiles,buttheycan’tchangethefilesorwritenewfilesto
anydirectorywithin/homethatisn’ttheirs.
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 Note Anyuserwithsuperuserpowershasaccesstoallofthesystemandcancreate,edit,anddeletefilesin
alldirectories.Thisissothesuperusercanperformessentialsystemmaintenance.

Understanding File System Concepts 
NowthatyouhavebeenplayingwithNautilusforalittlewhileandfoundittobeverymuchlike
WindowsExplorer,youmightbewonderingwhetherthefilesystemconceptsinbothoperatingsystems
areexactlythesame.

JustlikeWindows,Ubuntuhasafilesystemthatissharedbetweensoftwarecomponentsandyour
ownpersonaldata,whichyougeneratewithyourapplicationsordownloadfromtheInternet.However,
UbuntudiffersfromWindowsinacoupleofimportantways.

TheFileSystemExplained
Youmightalreadyhaveventuredbeyondthe/homedirectoryandwanderedthroughthefilesystem.You
nodoubtfounditthoroughlyconfusing,largelybecauseit’snotlikeanythingyou’reusedto.Thegood
newsisthatit’snotactuallyveryhardtounderstand.Ifnothingelse,youshouldbeawarethatnearly
everythingcanbeignoredduringeverydayuse.

 Note TheUbuntufilesystemisreferredtoasahierarchicalfilesystem.Thismeansthatitconsistsofalotof
directoriesthatcontainfiles.Windowsalsousesahierarchicalfilesystem.Ubuntureferstotheverybottomlevel
ofthefilesystemastheroot.Thishasnoconnectionwiththerootuser,orthedirectorynamed/root,whichis
thepersonalfilestorageareafortherootuser.

YoucanaccesstherootofthefilesystembyclickingFileSysteminthePlacespaneinNautilus.
Onlyuserswithadministrativepowerscanwritefilestotherootofthefilesystem.Thisistoprevent

damage,becausemostofthedirectoriesintherootofthefilesystemarevitaltothecorrectrunningof
Linuxandcontainessentialprogramsordata.

Mostdirectoriesallowalluserstobrowsethemandaccessthefileswithin.Youjustcan’twritenew
filesthereordeletethedirectoriesthemselves.Youmightbeabletomodifyorexecuteprograms
containedwithinthedirectory,butthiswilldependonthepermissionsofeachindividualfile.

Table10-3providesabriefdescriptionofwhateachdirectoryandfileintheUbunturootfilesystem
contains.Thisisforreferenceonly;there’snoneedforyoutolearnthisinformation.TheUbuntufile
systembroadlyfollowstheprinciplesintheFilesystemHierarchyStandard1,asdomostversionsof
Linux,butitdoeshaveitsownsubtleties.

                                                 

 
1TheFilesystemHierarchyStandard,orFHS,isastandardmaintainedbytheLinuxFoundationand
definesthemaindirectoriesandtheircontentfortheLinuxOS.
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Table 10-3. Directories and Files in the Ubuntu Root File System 

Directory Contents 

bin Vitaltoolsnecessarytogetthesystemrunningorforusewhenrepairingthe
systemanddiagnosingproblems.

boot Bootloaderprogramsandconfigurationfiles.(Thebootloaderisthemenuthat
appearswhenyoufirstbootLinux.)

cdrom -> 
media/cdrom 

Symboliclink(shortcut)totheentryfortheCD-orDVD-ROMdriveinthe/dev
folder.(AccessingthisfileletsyouaccesstheCD-orDVD-ROMdrive.)

dev Virtualfilesrepresentinghardwareinstalledonyoursystem.

etc Centralrepositoryofconfigurationfilesforyoursystem.

lib SharedsystemfilesusedbyLinuxaswellasthesoftwarethatrunsonit.

lost+found Folderwheresalvagedscrapsoffilesaresavedintheeventofaproblematic
shutdownandsubsequentfilesystemcheck.

media Wherethedirectoriesrepresentingvariousmountedstoragesystemsaremade
available(includingWindowspartitionsonthedisk).

mnt Directoryinwhichexternalfilesystemscanbetemporarilymounted.

opt Softwarethatistheoreticallyoptionalandnotvitaltotherunningofthesystem.
Normally,thisdirectorycontainsthird-partyapplicationsandothersoftwarethat
isnotpartofthedefaultpackagesontheinstallerCDandUbunturepositories.

proc Virtualdirectorycontainingdataaboutyoursystemanditscurrentstatus.

root Therootuser’spersonaldirectory.

sbin Programsessentialtoadministrationofthesystem.

selinux CommandsusedintheSELinuxsecuritysubsystem.

srv Configurationfilesforanynetworkserversyoumighthaverunningonyour
system.

sys Mountpointofthesysfsfilesystem,whichisusedbythekerneltoadministeryour
system’shardware.

tmp Temporaryfilesstoredbythesystem.
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Directory Contents 

usr Programsanddatathatmightbesharedwithothersystems(suchasinalarge
networkingsetupwithmanyusers).a

var Usedbythesystemtostoredatathatisconstantlyupdated,suchasprinter
spoolingoutput.

vmlinuz -> boot/
vmlinuz-2.6.38-
8-generic 

Symboliclinktothekernelfileusedduringbootup.

aThe/usrdirectorycontainsitsownsetofdirectoriesthatarefullofprogramsanddata.Manysystem
programs,suchastheX11GUIsoftware,arelocatedwithinthe/usrdirectory.Notethatthe/usr
directoryisusedevenifyoursystemwillneveractasaservertoothersystems.

TYPES OF FILE SYSTEMS 

Linuxisallaboutchoice,andthisextendstothetechnologythatmakesthefilesystemwork.Unlikewith
Windows,wheretheonlyrealchoicethesedaysisNTFS,Linuxoffersmanytypesoffilesystem.Thebasic
featuresofeveryfilesystemarepresentinallthesetypes,buteachisoptimizedforadifferentsetof
tasks.Mostarescalable,however,whichmeansthattheywillworkjustashappilyonadesktopPCason
amassiveclusterofcomputers.

Ubuntuusestheext4filesystem.Thisisapopularchoiceamongdistros,andnearlyallhome-oroffice-
orienteddistrosuseit.Thatsaid,peopleareconstantlyarguingaboutwhichfilesystemisbest.The
principalmeasuringstickisperformance.Yourcomputerspendsalotoftimewritingandreadingfiles,so
thefasterafilesystemis,thefasteryourPCwillbeoverall(although,inreality,thehardwareisofequal
importance).

Notethatwhatwe’retalkingabouthereistheunderlyingandinvisibletechnologyofthefilesystem.In
day-to-dayuse,theenduserwon’tbeawareofanydifferencebetweenext4,reiserfs,oranotherfile
systemtechnology(althoughwhenthingsgowrong,differenttoolsareusedtoattemptrepairs;their
selectionisautomatedwithinUbuntu).

Herearethevarioustypesalongwithnotesaboutwhattheyoffer:

• ext4:Understandably,andlogically,thisisanextensionofext3.Amongother
things,itfeaturessupportformuchlargerharddisksandisalsofaster. 

• reiserfs:Thisisanotherjournalingfilesystem,whichclaimstobefasterthan
othersandalsooffersbettersecurityfeatures.Ithasfallenoutoffavorinrecent
years.

• jfs:ThisisajournalingfilesystemcreatedbyIBM.It’susedonindustrial
implementationsofUNIX.
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• xfs:Thisisa64-bitjournalingfilesystemcreatedbySiliconGraphics,Inc.(SGI)
andusedonitsownversionofUNIXaswellasLinux.

• Btrfs:TheBtrfs(pronouncedbutter fs)isanattempttocreateabrandnewfile
systemthatfitsmodern-dayfilesystemneeds.Itisstillunderdevelopment,but
willeventuallyreplacethecurrentdefaultExt4filesystem.

• zfs:Anothernewfilesystemtechnology(likeext4),itsmainbenefitissupportfor
hugestoragesystems.Thisisbecauseofits128-bitapproach.Itisusedinthe
SunMicrosystemsSolarisandOpenSolarisoperatingsystems.Althoughpopularin
theSolarisworld,thisfilesystemwillneverbeavailableforLinux.



DriveReferences
PerhapsthemostimportantdifferencesbetweenLinuxandWindowsarethefollowing:

• TheLinuxfilesystemdoesn’tusedriveletters.

• TheLinuxfilesystemusesaforwardslash(/)insteadofabackslash(\)infilename
paths.

Inotherwords,somethinglike/home/linda/myfileistypicalinUbuntu,asopposedtoC:\Documents 
and Settings\linda\myfileinWindows.TherootoftheharddiskpartitionisusuallyreferredtoasC:\
inWindows.InUbuntu,it’sreferredtosimplywithaforwardslash(/).

Ifyouhavemorethanonedrive,thedrivesareusuallycombinedintoonefilesystemunderLinux.
Thisisdonebymounting,sothatanyadditionaldrivesappearasvirtualfoldersunderthefilesystem.
Inotherwords,youbrowsetheotherharddisksbyswitchingtovariousdirectorieswithinthemainfile
system.

 Note Ifyou’reusedtoMacOSX,theUbuntufilesystemshouldn’tcomeasmuchofasurprise,becauseboth
OSXandUbuntuarebasedonUNIXandutilizesimilarconcepts.

NamesofFiles
AnotherimportantdifferencebetweenUbuntuandWindowsisthatfilenamesinUbuntuarecase
sensitive.ThismeansthatMyFileisdistinctlydifferentfrommyfile.Uppercaselettersarevitally
important.InWindows,filenamesmightappeartohaveuppercaselettersinthem,buttheseactuallyare
ignoredwhenyourenameorotherwisemanipulatefiles.

Becauseofthiscasesensitivity,youcouldhavetwoseparatefilesexistinginthesameplace,one
calledMyFileandanothercalledmyfile.Infact,youcouldalsohavemyFile,Myfile,MYFILE,andsoon,as
showninFigure10-8.

AswithWindows,filenamescanhavespaceswithinthem.Thismeansit’spossibletohavefileor
foldernameslikePictures from Disneylandorparty at bob's house.jpg.
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 Note YoumightnoticethatsomeLinuxold-handsavoidusingspacesinfilenamesanduseanunderscore
character(_)orahyphen(-)instead.Thisisbecauseit’strickytomanipulatefilenameswithspacesinthematthe
commandprompt.

UnlikewithWindows,filenamescanincludevirtuallyanysymbol,includinganasterisk(*),
backslash(\),questionmark(?),less-than/greater-thansigns(<and>),andsoon.Theonlysymbol
that’sprohibitedistheforwardslash(/),andthat’sbecauseithasaspecialuseinfilepaths,asdescribed
intheprevioussection.Beaware,however,thatifyouwanttosharefileswithcolleaguesrunning
Windows,youshouldsticktoWindowsconventionstoavoidincompatibilitiesandrefrainfromusing
thefollowingsymbols:\/:*?"<>|.

Wehavealreadystatedthatfoldersandfilesstartingwithadot(“.”)aremanagedashiddensothey
arenotdisplayedinNautilusorintheterminalwindow.



Figure 10-8. Ubuntu filenames are case sensitive, so many similar filenames can exist, differing only in 

which letters are capitalized. 
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 Note IfyoutrytocopyafilewithillegalsymbolsinitsnametoaWindowsmachineacrossanetwork,Ubuntu
simplywon’tletyou,andwillreportanInvalidParameterserror.Inourexperience,itwillletyoucopyafilewith
illegalsymbolsinitsnametoaWindowspartition,however.Thisresultsinthefilebeinginaccessiblefromwithin
Windows,sobecareful!

RealFilesandVirtualFiles 
Linuxseesvirtuallyeverythingasaseriesoffiles.Thismightsoundabsurdandcertainlyrequiresfurther
explanation.

Let’sstartwiththeexampleofplugginginapieceofhardware.Wheneveryouattachsomethingtoa
USBport,theLinuxkernelfindsit,seeswhetheritcanmakethehardwarework,andifeverythingchecks
outokay,itusuallymakesthehardwareavailableasafileunderthe/devdirectoryonyourharddisk(dev
isshortfordevices).Figure10-9showsanexampleofa/devdirectory.

Thefilecreatedinthe/devdirectoryisnotarealfile,ofcourse.It’safilesystemshortcutplumbed
throughtotheinputandoutputcomponentsofthehardwareyou’vejustattached.

 Note Asauser,you’renotexpectedtodelveintothe/devdirectoryanddealwiththishardwaredirectly.Most
ofthetime,you’llusevarioussoftwarepackagesthatwillaccessthehardwareforyouorusespecialBASH
commandsorGUIprogramstomakethehardwareavailableinamoreaccessiblewayforday-to-dayuse.
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Figure 10-9. Hardware devices under Linux are accessed as if they were files and can be found in the /dev 

folder. 

Here’sanotherexample.Sayyou’reworkinginanofficeandwanttoconnecttoacentralfileserver.
TodothisunderLinux,youmustmountthefilesthattheserveroffers,makingitapartoftheUbuntu
filesystem.Wediscusshowthisisdoneinthe“Mounting”sectionlaterinthischapter.

 Note Bearinmindthat,inmostcases,Ubuntutakescareofmountingautomatically,asdiscussedlaterinthis
chapter.Forexample,whenyoutrytoconnecttoasharedfolderbyclickingGoNetworkfromtheNautilus
menu,Ubuntuautomaticallyhandlesthemountingofthesharedfolder.

Afterthenetworkserverismounted,itistreatedexactlylikeadirectoryonyourharddisk.Youcan
copyfilestoandfromit,justasyouwouldnormally,usingthesametoolsasyouusefordealingwithany
otherfiles.Infact,less-knowledgeableuserswon’tevenbeawarethatthey’reaccessingsomethingthat
isn’tlocatedontheirPC’sharddisk(or,technicallyspeaking,withintheirUbuntupartitionandfile
system).Bytreatingeverythingasafile,Linuxmakessystemadministrationeasier.Toprobeandtest
yourhardware,forexample,youcanusethesametoolsyouusetomanipulatefiles.
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Working with Disks and Volumes 
Sofaryou’velearnedhowtoworkwithNautilusandwhatthefilesystemis.Thisiswhatisknownasthe
logicalsideofdata–butthereisaphysicalsideaswell,thatiscomposedbythedisksandremovable
mediaattachedtoyourcomputeronwhichthefilesystemrests.Withoutdisks,therecouldbenofile
system,nodirectories,andnofiles.Butitisnotenoughtoattachthediskorplugintheremovable
media;youneedalsotomakeitavailabletotheOSthroughanoperationcalledmounting.

MountingVolumes
Describedintechnicalterms,mountingisthepracticeofmakingafilesystemavailableunderLinux.
WhereasWindowsusesdriveletterstomakeotherfilesystemsavailableinWindowsExplorer,Linux
integratesthenewfilesystemwithintherootfilesystem,usuallybymakingthecontentsappear
wheneveraparticulardirectoryisaccessed.

Themountedfilesystemcouldbeapartitiononyourharddisk,aCD-ROM,anetworkserver,or
manyotherthings.

Mountingdrivesmightseemastrangeconcept,butitmakeseverythingmuchsimplerthanitmight
beotherwise.Forexample,afteradriveismounted,youdon’tneedtouseanyspecialcommandsor
softwaretoaccessitscontents.Youcanusethesameprogramsandtoolsthatyouusetoaccessallof
yourotherfiles.Mountingcreatesalevelplayingfieldonwhicheverythingisequalandthereforecanbe
accessedquicklyandefficiently.

Mostofthetime,externalstoragedevicesaremountedautomaticallybytheGNOMEdesktop
softwareusedunderUbuntu;aGNOMEbackgroundservicerunsconstantlyandwatchesfortheuser
attachinganystoragedevicestothePC.Ifthisoccurs,theexternalstoragedeviceisautomountedbythe
GNOMEdesktop,usuallyinafoldernamedafterthedevice’slabelwithinthe/mediadirectory(inother
words,aUSBmemorystickwiththelabelKINGSTONwillbemountedat/media/KINGSTON).Anentry
appearsonthePlacesmenu,andaniconforthedeviceappearsonthedesktop,pointingtothemount 
point(thedirectoryusedtomountthedevice).

Inthecaseofmountingnetworkstorage,suchasthoseaccessedbyclickingPlacesNetwork,a
systemcalledgvfs-fusemountsthedevices.Uponbeingmounted,thesealsoappearonthePlaces
menuandaregivenadesktopicon,butyoucanaccessthemfromNautilusbybrowsingthehidden
.gvfsdirectorywithinyour/homedirectory.ShouldyouaccesssharedstorageonBluetoothhardware
devices,thesewillalsoappearwithinthe.gvfsdirectory.

Notethatthecontentsofthemountedfilesystemaremadeavailableinavirtualway.Thefilesare
notliterallycopiedintothedirectory.Thedirectoryismerelyaconduitthatallowsyoutoreadthe
mountedfilesystemcontents.

Therearen’tanyspecialcommandsusedtoworkwithdrivesthathavebeenmounted.File
managerssuchasNautilushavenotroublebrowsingtheircontents.

 Note Therootfilesystemisitselfmountedautomaticallyduringbootup,shortlyafterthekernelhasstarted
andhasallyourhardwareupandrunning.Ifyoulookwithinthespecialfile/etc/fstab,usedtotellUbuntuLinux
whichpartitionstomount,you’llseethatittoohasitsownentry,asdoestheswappartition.Everyfilesystemthat
Linuxusesmustbemountedatsomepoint.
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ViewingDiskandVolumeInformation
BecauseUbuntuorganizesallfilesandfoldersinasinglehierarchy,itisofteneasytoforgetthatyou
mighthavemorethanonediskattached,andthattheycanbeofdifferenttypes.Itishardtotellthe
physicallayoutofyourdatajustbyusingNautilus.Youmightevenforgetyouhaveavailablespacein
oneofyourdisksthatisjustnotpartitioned,becauseunpartitionedspaceisjustnotshowninNautilus.

Sowhenthetimecomesfordoingsomeadministrationonyourdisks,youmustuseadifferenttool
fromNautilus.Fortunately,andasyoumightalreadyhaveguessed,Ubuntuincludessuchatool:the
DiskUtility,whichyoucanstartbytypingDisk UtilityintheApplicationsitemintheUnityPane.You
cantakeafirstlookatitbyexaminingFigure10-10.



Figure 10-10. The Disk Utility lets you see disks and volumes and work with them. 

ByusingtheDiskUtility,youwillbeabletoviewyourdisksfromadifferentangle.IfNautilusshows
youthelogicaldistributionoffilesandfolderswithinahierarchystartingattherootdirectory(“/”),the
DiskUtilitydisplaysthephysicaldiskswhereyourinformationisactuallystored.Thefilesystem
hierarchydoesnotstandbyitself;itisstoredondisks,onwhichtherearepartitions,mountedina
mountpoint.Youcanusethistooltoviewsuchdisksandcreatepartitions.Youwillalsobeableto
performadvancedtaskssuchascheckingfilesystemhealth.

TheleftpaneoftheDiskUtilitywindowisnamedStorageDevicesandiswherethedisksarelisted.
AtthetopistheLocalStoragecontainer,namelyyourcomputer.Youcanalsoconnecttoanother
computerbyusingtheFileOpenLocationoption,inwhichcasethelistofdisksdisplayedwill
correspondtotheremotecomputer.
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Thesecondlevelofentriescorrespondstoeachofyourdiskcontrollers.Ittellsyouhowyourdisks
areconnectedtoyourcomputer.WhethertheyareIDEorUSBdrives,theywillbegroupedunderthe
controllertheyareattachedto.

Thethirdlevelcorrespondstothedrivesthemselves.Ifyouselectadisk,thedetailsofthediskand
itspartitionswillbedisplayedinthemainpane.

AswasshowninFigure10-10,themainpaneisdividedintotwosections:theDrivesectionabove
andtheVolumessectionsbelow.Eachofthosehasinformationabouttheselecteddriveorvolumeand
actionsyoucanexecuteonit.

ManagingDisks
Thetopsectionofthemainpaneshowsinformationabouttheselecteddiskandtasksyoucanperform
onit.

Table10-4givesyouareferenceofthepropertiesofadrive.

Table 10-4. Drive Properties 

Name Description 

Model Referstothemodelofthedisk,asspecifiedbythemanufacturer. 

Firmware Version Thelevelofthefirmwareinstalled.Thefirmwareisaspecialprogramthat
instructsthehardwareitselfhowtowork. 

Location Controllerandporttowhichthedriveisattached. 

Write Cache Writecacheisafunctionofdisksthatimprovesthedrivewriteperformance. 

Capacity Thetotalcapacityofthedrive. 

Partitioning Thetypeofpartitionschemeselectedwhenthedriveisformatted.Thedefaultis
MasterBootRecord. 

Serial Number Theserialnumberofthedrive,assetbythemanufacturer. 

World Wide Name Anuniqueidentifierforsometypesofdrives.

Device Thevirtualfilethatrepresentsthedriveinthefilesystem.Thefirstportionwill
alwaysbe/dev.Thesecondpartwilldependonthetypeofdriveandtheamount
ofdisksinyoursystem. 

Rotation Rate Thespeedatwhichthediskrotates. 

Connection Thetypeofconnections. 

SMART Status SMARTisadiagnosticmechanism(youcanviewSMARTDatabypressingthe
buttonwiththatname).SMARTStatusshouldbehealthyifeverythingisokay.


Onadisk,themainoperationyoucanperformistoformatit.TodoitwillERASEALLDATA

CONTAINEDINTHEDISK(andthiscannotbeemphasizedenough)andmakeitsspaceavailableto
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createnewvolumes.Pleasebeverycarefulwhenformattingadisk.ThisoperationisIRREVERSIBLE,so
there’snowaytorecovertheinformationafterit.

Ifyouaresurenonethelessthatyouwanttoformatadisk,selectthediskfromthenavigationpane
andclicktheFormatDrivebuttonshownintheDrivesectionofthemainpane.Leavethedefault
selectionfornowandclickFormat.

ManagingVolumes
AdiskisgraphicallyshownasabigblockintheVolumessection.Whenyouformatadrive,allspaceis
labeledFree,meaningthatitisavailabletocreatevolumes.

Adrivewithoutvolumesisoflittleornouse.Youcannotstorefilesdirectlyonthedisk,norcreate
folders.Soyouneedtocreatevolumesbeforeyoudoanythingelse.Tocreateavolume,justselectany
spacelabeledasFreeandclicktheCreatePartitionbutton.Youwillbepromptedwithadialogbox
askingyouthesize,thetype,andthenameofthenewvolume.Fornow,youshouldselecttheExt4type.
ClickCreate.

Onceyouhavecreatedyourvolume,youcan: 

Mount Volume:Thiswillmakethevolumeavailableforuse,bydefaultinthe/mediadirectory. 

Unmount Volume:Whenyouunmountavolume,itsdataisnotactuallylost,butitisonlymade
unavailable.Mountthevolumeagainandseethatthefilesarestillthere!Thiscommandis
especiallyusefulforremovabledriveswhichneedtobeunmountedbeforephysicallyextracting
themfromthePC.Ifyou’recurrentlybrowsingthemounteddirectory,you’llneedtoleaveitbefore
youcanunmountit.Thesameistrueofallkindsofaccesstothemounteddirectory.Ifyou’re
browsingthemounteddrivewithNautilus,orifapieceofsoftwareisaccessingit,youwon’tbeable
tounmountituntilyou’vequittheprogramandclosedtheNautiluswindow(orbrowsedtoa
differentpartofthefilesystem). 

Format Volume:Thisoperationerasesalltheinformationinyourvolume(notonyourentiredisk!). 

Check Filesystem:Verifiesitsintegrity.Thevolumemustbeunmounted. 

Edit Filesystem Label:Ifyouhaven’tchangedthedefaultwhencreatingthevolume,itwillbecalled
NewVolume,andthisishardlyadescriptivename.Bydefaultthemountpoint—thatis,thefolder
atwhichthevolumewillbemadeavailable—is/media/LABEL.Forexample,avolumenamed
NEWVOLUMEwillbemountedat/media/NEWVOLUME.

Edit Partition:Youcanmarkthevolumeasbootable,forexample. 

Delete Partition:Usewhenyounolongerneedthepartition.Thiserasesallyourdatainthevolume
but,unlikeformattingit,itwillmarkthespaceasFreeinsteadofmakingitavailableagain.

Advanced File Operations 
RunningUbuntuonyourPCmaymarkyouasmoreadventurousthanthemajorityofWindowsusers,
butit’slikelythatyou’llneedtoaccessWindowsfilesonaregularbasis.Ifyou’vechosentodual-boot
withWindows,youmightwanttograbfilesfromtheWindowspartitiononyourownharddisk.Ifyour
PCispartofanetwork,youmightwanttoaccessfilesonaWindows-basedserverorworkstationon
whichasharedfolderhasbeencreated.YoumaysimplyworkwithotherswhosendyouWindowsfiles
viae-mail.



CHAPTER10MANAGINGYOURDATA

240

 Note AccessingsharedprintersattachedtoWindowscomputersisexplainedinChapter7,inthe“Configuring
aWindows/SMBSharedPrinter”section.

WorkingwithFilesinWindowsPartitions
Ifyou’vechosentodual-bootUbuntuwithWindowsonthesameharddisk,Ubuntuallowsyoutoaccess
yourWindowspartition.AniconforitshouldappearonthePlacesmenu,whereitwillbeidentifiedby
itssize(forexample,iftheWindowspartitionis100GBinsize,theiconwillread100GBMedia).Selecting
thisshouldshowyourWindowspartitioncontents,althoughyou’llneedtotypeyourpasswordwhen
promptedinordertomountit.

Afterthepartitionhasbeenmadeavailable,aniconforitwillappearonthedesktop,anditwillbe
listedasashortcutontheleftofanyfile-browsingwindow.

 Note YoucanwritetooreditfilesinanNTFSpartition.However,beawarethatyoucouldeasilydestroyyour
Windowspartition,becauseonUbuntuallWindowsfiles(eventhesystem-criticalfiles)canbeoverwrittenwithout
warning.Onthepositiveside,thisfeatureallowsyoutoeasilyrecoveryourfilesfromWindowsifithascrashed.

AccessingNetworkedFiles
TheeasiestwaytoaccesssharedfoldersonWindowsworkstationsorserversoveranetworkisto
clickGoNetworkinsideNautilus,whichattemptstosearchforWindowsmachinesonyourlocal
network,justaswithNetworkNeighborhoodandMyNetworkPlacesonthevariousversionsof
Windows.

Ifyou’veeverusedthenetwork-browsingservicesunderWindows,youmightalreadyknowhow
unreliabletheycanbe—somecomputerssimplydon’tappearinthelist,othersappeareventuallyaftera
wait,andothersappearbutthenprovetobemysteriouslyinaccessible.

AfarquickerandmorereliablemethodofaccessingaWindowssharedfolderistomanuallyspecify
itsnetworknameorIPaddress.Thenetwork nameissimplythenameofthecomputerthat’sused
duringnetworking.TheIP addressisthecomputer’sidentifyingnumberandusuallytakestheformof
fouroctetsseparatedbyperiods,likethis:192.168.1.100.

Youshouldtryusingthenetworknamefirstwhenconnectingtoacomputer.Ifthatproves
unreliable,tryusingtheIPaddressinstead.YoucandiscoverthenetworknameandIPaddressas
follows:

Network name:YoucandiscoverthenetworknameofaWindows7computerbyclickingStartand
right-clickingComputeronthemenu.ClickPropertiesonthemenu,andinthewindowthat
appearslookatthevalueoftheComputernamefield.Forexample,thenameofourtestPCisWINPC.
TodiscoverthenetworknameinWindowsXP,right-clickMyComputer,selectProperties,andthen
clicktheComputerNametabinthewindowthatappears.LookundertheFullComputerName
heading.

IP address:TofindouttheIPaddress,openanMS-DOScommandprompt.TodothisinWindows
XP,clickStartRun,andtypecmd.InWindowsVistaor7,clicktheStartbuttonandtypecmdinto
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theStartSearchtextbox.Typeipconfigattheprompt.Then,inXP,lookforthelinethatreadsIP
Addressandnotethedetails.InWindowsVistaor7,lookforthelinethatreadsIPv4 Addressand
notethenumber(onourtestcomputer,wehadtoscrollupthewindowtoseetheline).Toaccessa
sharedfolder,openaNautilusfilebrowserwindowandthenclickGoLocation(oruseCtrl-Lasa
muchfasteralternative).Inthebox,typethefollowing:

smb://computer name/ 

Alternatively,ifyouwanttousetheIPaddress,typethefollowing:

smb://IP address/ 

Obviously,inbothcases,youshouldreplacecomputer nameandIP addresswiththedetailsyou
notedearlier.Youmayalsobepromptedtoenterausernameand/orpasswordtoaccesstheshared
folder.

TocreateapermanentdesktopshortcuttotheWindowsfolder,right-clickablankspotonthe
desktopandcreatealauncher.IntheCommandtextbox,enternautilus,followedbythefullnetwork
pathtotheshare.YoucandiscoverthisbyusingNautilustobrowsetotheshareddirectory,asdescribed
previously,andthenclickingtheiconnexttothelocationbartoswitchtothetext-modeviewofthe
path.ThencutandpastethetextintotheCommandbox.Forexample,onourUbuntusetup,we
createdashortcuttothewinsharedirectoryonthecomputerWINPCbytypingthefollowingintothe
Commandbox:

nautilus smb://WINPC/winshare 

Formoreinformationaboutcreatingdesktoplaunchers,seeChapter9.
WhenusingthelauncherafterrebootingyourUbuntusystem,youmightnoticethatthefoldertakes

afewsecondstoappear.ThisisnormalandmerelytheresultofthetimeUbuntutakestologontothe
computersharingthefiles.

SharingaFolderfromWithinUbuntu
InadditiontoaccessingthesharedfilesofotherWindowsusers,youcanalsosetupyourownshared
folderunderUbuntuforWindowsuserstoaccess(or,indeed,otherUbuntucomputers).Todothis,
followthesesteps:

1. Right-clickthefolderyouwanttoshareandselectSharingOptionsfrom
themenu.

2. Inthedialogboxthatappears,putacheckintheShareThisFoldercheckbox.
Ifthisisthefirsttimeyou’vesharedafolder,adialogboxwillappeartelling
youthesharingservicesoftwareisnotinstalled.ClicktheInstallServicebutton
toaddit.

You’llbepromptedtotypeyourpasswordbecausesomeadditionalsoftware
needstobeinstalled.Followingthis,Ubuntuwillautomaticallydownloadand
installtheSambafile-sharingcomponents.You’llbepromptedtorestartyour
sessionafterit’sfinished(thatis,loginandoutagain),sosaveanyopenfiles
andrestart.

3. Whenthedesktopreappears,repeatthefirststep—right-clickthefolderyou
wanttoshare,andselectSharingOptions.ThenputacheckinShareThis
Folderagain.
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4. IntheShareNametextbox,typeanamebywhichthesharewillbeidentified
byothercomputersonthenetwork.Atthebottomofthedialogboxyoumight
seesomewarningmessages.However,wefoundsomeofthesewerewrongor
simplydidn’tmakesense.Thisisobviouslyabug,andouradviceistoignore
them.Ifyougenuinelydosomethingwrong,liketypetoolongasharename,
Ubuntuwilltellyoulateron.

5. ByselectingtheAllowOtherstocreateanddeletefilesinthisfoldercheckbox,
thesharedfolderwillbemadewriteable,ratherthanread-only.

6. Atthispoint,youcanclicktheCreateSharecheckbox,andthefolderwillthen
beshared.However,anybodywhowantstoaccessthefolderwillneedtotype
yourusernameandpasswordtodoso(theywillbepromptedautomatically
whentheyattempttoaccessit).ByputtingacheckintheGuestAccesscheck
box,youcanallowanybodyonthenetworktoaccessthesharedfolderinread-
onlymode.Thentheywon’tneedausernameandpassword.Aftertheshared
folderiscreated,WindowsuserscanaccessthesharedfolderbyusingMy
NetworkPlaces/NetworkNeighborhood,whereitshouldbe“detected”
alongsideotherWindowscomputers.

Therearecaveats,however.Whenwetriedtoaccessa“guestaccess”sharedfolderfromaWindows
computer,theusernameandpasswordpromptstillappeared,eventhoughnonewasrequired.Togain
access,wetypedgibberishintotheUsernamefieldandleftthePasswordfieldblank.However,wewere
thenunabletoaccessanyothersharedfoldersonthatcomputerforwhichweneededtologinas
authorizedusers(thatis,entertheUbuntuusername/password)withoutloggingoutandthenbackinto
theVistacomputer,whichservesallexistingnetworkconnections.

Aseparateissueisprivacy:byusingtheprecedingmethodtoshareafolderwithinyourUbuntu
login,youmustrevealtoothersonthenetworkyourusernameandpassworddetails.Ifyoudon’twant
thistohappen,youcancreateadummy accountunderUbuntuthatexistssolelytosharefoldersacross
thenetwork.Thisispossiblebecauseyoudon’thavetobeloggedintoauseraccountforthefoldersto
beshared—they’resharedsolongasthePCisupandrunning(evenifnouserisloggedin).Wediscuss
creatingnewuseraccountsinChapter21;youonlyneedtocreateastandardnonadministratoruser
account.Afterthedummyaccountissetup,logintoitandcreatethesharedfolders,asdescribed
earlier.Thenlogoutandreturntothestandarduseraccount,whereyoucansubsequentlyaccessthe
sharedfoldersbyclickingGoNetwork—yourowncomputer’ssharedfolderswillappearalongside
thoseonothercomputersonthenetwork.Youwillneedtoprovidetheusernameandpassworddetails
ofthedummyaccount,justasifyouwerelogginginacrossthenetwork.

 Note ToaccessthesharedfolderfromanotherUbuntucomputer,youmightneedtospecifyitsIPaddress.To
findouttheIPaddress,openaGNOMETerminalwindow(ApplicationsAccessoriesTerminal)andtype
ifconfig.Thenlookforthenumbersalongsidetheinet addrentry.

AccessingRemovableStorageDevices
UbuntuautomaticallymakesavailableanyCDsorDVDsyouinsertintoyourcomputer,andthey’ll
appearinstantlyasiconsonthedesktop.ThesameistrueofanycardreadersorUSBmemorydevices
thatyouuse.Alternatively,youcanaccessthestoragedevicesbyclickingtheirentriesonthePlaces
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menu,whereentriesforthemwillappearautomaticallyuponattachment,orbyclickingGo
Computer.

WorkingintheComputerWindow
IntheGoComputerwindow,you’llfindiconsforallthestoragedevicesattachedtoyourcomputer,
includingthefloppydiskdriveifyourcomputerhasone.However,becauseofthewayfloppydiskdrives
work,Ubuntuisn’tabletoautomaticallydetectthatafloppyhasbeeninserted.Instead,you’llneedto
double-clicktheicon,aswithWindows.

 Note Indaysofold,specialtoolswereusedtoaccessMS-DOSfloppiesunderLinux,andyoumighthearsome
Linuxold-handstalkingaboutthem.Nowadays,youcansimplyuseNautiluswithoutneedingtotakeanyspecial
steps.

Wheneveryoudouble-clickanyentryintheComputerwindow,itopensaNautilusfilebrowser
window.Youcancopyfilesbyclickinganddragging,andright-clickingfilesoffersvirtuallyallthe
optionsyoucouldneed.

 Tip Youdon’tneedtouseGoComputereachtimetoaccessyourfloppy,CD,orDVDdrive.Thesedrivesare
mountedinthe/mediafolderonyourharddisk.Justbrowseto/media/floppyand/media/cdrom.

EjectingMedia
Ubuntuisn’tquitelikeWindowswhenitcomestoejectingorunpluggingremovablestoragedevices.In
practicallyallcases,devicesmustbeunmounted,whichistosaythatyouneedtotellUbuntuthat
you’refinishedwiththedeviceinquestionandthatyou’reabouttounplugit.

InthecaseofCDorDVDdiscs,youcansimplypresstheEjectbuttononthedriveitself.Ubuntuis
abletodetectthatthediscisbeingejectedandautomaticallyunmountsthedrive.Ifthedisceverrefuses
toeject,right-clickitsicononthedesktoporwithinComputerandselectEject.

Inthecaseoffloppydisks,USBmemorysticks,andotherUSBstoragedevices,youshouldalways
right-clicktheiconandselectUnmountVolume.Whenunmounting,youmayneedtowaitashortwhile
foranyfileoperationstocompleteonthedrive.Ifthisisthecase,you’llreceiveanotificationinthe
systemtray.Thenyoucanunplugorremovethedevice.Thisalsoapplieswhenyou’reremovinga
memorycardfromacardreader—beforepullingoutthecardfromthereader,itneedstobe
unmounted.
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 Note It’snecessarytocloseanyfilesthatwereopenonthedevicebeforeunmounting,andevencloseanyfile
browserwindowsthatwereaccessingthedevice.

Ifyoufailtounmountthedevice,Ubuntuwillstillbelievethedeviceisattached.Thisshouldn’t
causetoomanyproblems,butitcouldcrashanyprogramsthatwereaccessingthedevice.Itmightalso
meanthecardisn’trecognizedproperlywhenyoureinsertit.Inrareinstances,datalosscanoccur.

Summary 
ThischapterhasledyouonyourfirststepsinexploringtheLinuxfilesystem.Thefilesystemisvitally
importanttohowLinuxworks,andwegointoitinmuchdepthinupcomingchapters.

Hereyouwereintroducedtoelementaryconcepts,suchaswherepersonalfilesarestoredandthe
basicrulesthatgovernwhatyoucanandcannotdowithfiles.Youalsolookedattheprincipalmethodof
accessingfilesviatheGUI:theNautilusfilemanager.Additionally,youlearnedhowtorunprograms
manually,aswellashowtoaccessanyWindowspartitionsorfilesthatmayexistonyourharddiskor
acrossanetwork.

Andfinally,youlearnedhowtoaccessfilesinheterogeneoussystems,byopeningWindows
partitionsandsharingdataoverthenetwork.
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A World of Applications 

Ubuntuisathoroughlymodernoperatingsystemand,assuch,includesacomprehensiveselectionof
softwareforjustabouteveryday-to-daytask.Regardlessofwhetheryouwanttowriteletters,edit
images,orlistentomusic,Ubuntuofferssomethingforyou.

ThischapterintroducesthesoftwareunderUbuntuthatperformsthetasksyoumightbeusedto
underWindows.It’snotadetailedguidetoeachpieceofsoftware.Instead,thischapteraimstogetyou
upandrunningwiththeUbuntureplacementasquicklyaspossible.Thechaptergivesthenameofeach
pieceofsoftware,whereyoucanfinditonUbuntu’smenus,andafewbasicfactsabouthowtouseit.In
manycases,theseapplicationsarecoveredinfarmoredepthlaterinthebook.

Available Software 
Table11-1listsvariouspopularWindowsprogramsalongsidetheirUbuntucounterparts.You’llfind
mostoftheprogramslistedontheApplicationsmenu.Table11-1alsoincludesanumberofother
mainstreamalternatives,mostofwhicharen’tinstalledbydefaultunderUbuntubutareavailablefrom
theUbuntuonlinesoftwarerepositories.Youmightwanttotrytheselateron.Asyoumightexpect,
they’reallfreeofcharge,soyouhavenothingtolose.

■NoteTable11-1listsonlyafractionoftheprogramsavailableunderLinux.Therearequiteliterallythousands
ofothers,includingsomethathavesimilarfacilitiesasthosementioned.Theprogramslistedherearethosethat
workliketheirWindowsequivalentsandthereforeprovideaneasytransition.
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Table 11-1. Ubuntu Alternatives to Windows Software 

Type of 

Program 
Windows Ubuntu Alternative Choices 

Word
processor

Microsoft
Word

LibreOfficeWriter OpenOffice.orgWriter

AbiWord(www.abisource. com)

KOfficeKworda(www.koffice.org/kword)

SpreadsheetMic rosoft
Excel

LibreOfficeCalc OpenOffice.orgCalc

Gnumeric(www.gnome.org/projects/ gnumeric)

KOfficeKSpread(www.koffice.org/kspread)

PresentationsMic rosoft
PowerPoint

LibreOfficeImpress OpenOffice.orgImpress

KOfficeKpresenter
(www.koffice.org/kpresenter)

Drawing
(vectorart)

Adobe
Illustrator

LibreOfficeDraw OpenOffice.orgDraw

Inkscape(www.inkscape.org)

KOfficeKarbon14(www.koffice.org/karbon)

DatabaseMic rosoft
Access

LibreOfficeBasebOpenOffice.o rgBase

Knoda(www.knoda.org)

Webpage
creation

Microsoft
FrontPage

LibreOfficeWriter OpenOffice.orgWriter

KompoZer(http://kompozer.net/)

Amaya(www.w3.org/Amaya)

E-mailMic rosoft
Outlook

Evolution MozillaThunderbird(www.mozilla.com)

KMail(http://kontact.kde.org/kmail)

Contacts
manager/
calendar

Microsoft
Outlook

EvolutionKontact (www.kontact.kde.org)

Webbrowser Microsoft
Internet
Explorer

MozillaFirefox Konqueror(www.konqueror.org)

Chromium(www.google.com/chrome)

Midori(www.twotoasts.de)

Opera(www.opera.com)c

http://www.abisource.com
http://www.koffice.org/kword
http://www.gnome.org/projects/gnumeric
http://www.koffice.org/kspread
http://www.koffice.org/kpresenter
http://www.inkscape.org
http://www.koffice.org/karbon
http://www.knoda.org
http://kompozer.net/
http://www.w3.org/Amaya
http://www.mozilla.com
http://kontact.kde.org/kmail
http://www.kontact.kde.org
http://www.konqueror.org
http://www.google.com/chrome
http://www.twotoasts.de
http://www.opera.com
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Type of 

Program 
Windows Ubuntu Alternative Choices 

CD/DVD
burning

NeroBrasero K3b(www.k3b.org)

MP3player Winamp Banshee Rhythmbox
(http://projects.gnome.org/rhythmbox)

Aqualung(http://aqualung.factorial 
.hu)

 

CD
player/ripper

Windows
MediaPlayer

SoundJuicer Grip(http://nostatic.org/grip) 

Movie/DVD
player

Windows
MediaPlayer

Totemmediaplayer VLC(www.videolan.org)

MPlayer(www.mplayerhq.hu/homepage) 

PhotoEditor Adobe
Photoshop

ShotwellGIMP, F-Spot

Imageeditor Adobe
Photoshop

GIMP KOfficeKrita(www.koffice.org/krita) 

Videoeditor Premiere
Elements

PiTiVi OpenShot,Kdenlive(www.kdenlive.org) 

Zipfiles WinZip FileRoller Rar,Unrar,KArchiver(http://pagesperso-
orange.fr/coquelle/karchiver) 

MS-DOS
prompt

cmd.exe/
command.exe

GNOMETerminal Xterm(www.x.org)d 

CalculatorCa lc Calculator Toomanytomention!

Texteditor/
viewer

NotepadGedit Kate(www.kate-editor.org) 

Desktop
games

Minesweeper/
Solitaire

Mines/AisleRiotSolitaire Toomanytomention!

aSomeoftheapplicationsherearebasedonKDE.WhenusingthestandardUbuntuGNOMEdesktop,
youwillhavetoinstallthecoreKDElibrariesinordertousethese.InstallingsoftwareviaUbuntu
SoftwareCentershouldensurethattheseissuesaretakencareof.
bBaseisn’tinstalledbydefaultbutiseasilyinstalledviathelibreoffice-basepackage.Thisdatabasetool
istightlyintegratedwiththerestoftheLibreOfficesuite.
cOperaisaproprietaryproduct,ratherthanopensource;however,itisfreeofcharge.

http://www.k3b.org
http://projects.gnome.org/rhythmbox
http://aqualung.factorial.hu
http://aqualung.factorial.hu
http://nostatic.org/grip
http://www.videolan.org
http://www.mplayerhq.hu/homepage
http://www.koffice.org/krita
http://www.kdenlive.org
http://pagesperso-orange.fr/coquelle/karchiver
http://pagesperso-orange.fr/coquelle/karchiver
http://pagesperso-orange.fr/coquelle/karchiver
http://www.x.org
http://www.kate-editor.org
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dXtermispartoftheX.orgpackage,soitisinstalledbydefaultunderUbuntu.Touseit,typextermina
GNOMETerminalwindow.SeeChapter9tolearnhowtocreateapermanentdesktoplauncherfor
Xterm.

LINUX HAS IT ALL 

TheUbuntusoftwarearchivescontainthousandsofprogramstocoverjustabouteverytaskyoumight
wanttoaccomplishonyourcomputer.DiversityisvitallyimportantwithintheLinuxworld.Forexample,
ratherthanjustonee-mailprogram,you’llfindmanyavailable.Theycompetewitheachotherinagentle
way,andit’suptoyouwhichoneyousettledownwithanduse.

PartofthefunofusingLinuxisexploringwhat’savailable.Ofcourse,theaddedbonusisthatvirtuallyall
thissoftwareisfreeofcharge,soyoucansimplydownload,install,andplayaround.Ifyoudon’tlikea
program,justremoveitfromyoursystem.However,don’tforgettorevisittheprogram’shomepageafter
afewmonths;chancesaretheprogramwillhavebeenexpandedandimprovedinthatshortperiod,andit
mightbebetteratmeetingyourneeds.

A Quick Start with Common Ubuntu Programs 
TheremainderofthischapteroutlinesahandfuloftheprogramslistedinTable11-1.Ourgoalistogive
youaheadstartinusingeachprogramandpointoutwheremostofthemainfunctionscanbefound.
You’llfindmoredetailsaboutsomeofthemlaterinthisbook.

KeepinmindthatUbuntudoesn’taimtobeanexactcloneofotheroperatingsystems.Someofthe
programswillworkinasimilarwaytowhatyou’reusedto,butthat’snottrueofallofthem.Becauseof
this,it’seasytogetfrustratedearlyonwhenprogramsdon’tseemtoworkquitehowyouwantor
respondinstrangeways.Someprogramsmighthidefunctionsinwhatseemlikeillogicalplaces
comparedwiththeircounterpartsonanotherOS.Somepatienceisrequired,butitwilleventuallypay
offasyougetusedtoUbuntu.

WordProcessing:LibreOfficeWriter
LibreOfficeWriteristhewordprocessorapplicationincludedinLibreOffice.

ButwhatisLibreOffice?PreviousversionsofUbuntucamewithOpenOffice.orgasitsfulloffice
suite.ButfollowingOracleCorporationacquisitionofSunMicrosystems(whichwasthesuitecreator
andthemajorcontributor),severalmembersfearedforthefutureoftheproject,andinSeptember2010
theyformedanewgroup,"TheDocumentFoundation,"toensurethecontinuationofthefreeandopen
development.TheymadeavailablearebrandedforkofOpenOffice.org,namedLibreOffice.Oracle
rejectedtoparticipateinthenewproject,soLibreOfficeandOpenOffice.orgpartedways.Giventhefree
natureofLibreOffice,manyLinuxdistributions(Ubuntuamongthem)decidedtosupportitby
includingitasthedefaultofficesuiteinsteadofOpenOffice.org.

LibreOffice,asaforkofOpenOffice.org,isanentireofficesuiteforLinuxthatwasbuiltfromthe
grounduptocompetewithMicrosoftOffice.Becauseofthis,you’llfindthatmuchofthefunctionalityof
MicrosoftOfficeisreplicatedinLibreOffice,andthelookandfeelarealsosimilartopre-2007releasesof
Office.ThemajordifferenceisthatLibreOfficeisopensourceandfreeofcharge.

LibreOfficeWriter,showninFigure11-1,isthewordprocessorcomponent.AswithMicrosoftWord,
it’sfullyWYSIWYG(WhatYouSeeIsWhatYouGet),soyoucanquicklyformattextandparagraphs.This
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meanstheprogramcanbeusedforquitesophisticateddesktoppublishing,andpicturescanbeeasily
inserted(viatheInsertmenu).



Figure 11-1. LibreOffice Writer 

Writer’stoolbarsprovidequickaccesstotheformattingtools,aswellastoothercommonfunctions.
ThevastmajorityofmenuoptionsmatchthosefoundinWord.Right-clickingthetextitselfalsooffers
quickaccesstotext-formattingtools.

Anumberofhigher-levelfunctionsareprovided,suchasmailmergeandspell-checking,(foundon
theToolsmenu).Youcanperformspell-checkingonthefly,withincorrectwordsappearingunderlined
inredasyoutype.

AswithallLibreOfficepackages,WriterismostlycompatiblewithMicrosoftOfficefiles,soyoucan
saveandopen.docand.docxfiles.JustclickFileSaveAs,andclickthearrowalongsideFileTypeto
chooseadocumentformat.Evensomepassword-protectedfileformatsaresupported.Youcanalso
exportdocumentsasPDFfiles(bychoosingFileExportAsPDF),sotheycanbereadonanycomputer
thathasAdobeAcrobatReaderinstalled.

■NoteLibreOfficeiscoveredinmoredetailinChapter13.
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Spreadsheet:LibreOfficeCalc
AswithmostofthepackagesthatformtheLibreOfficesuite,Calcdoesagoodimpersonationofits
proprietarycounterpart,MicrosoftExcel,bothintermsofpowerfulfeaturesandthelookandfeel,asyou
canseeinFigure11-2.However,ithasonlylimitedsupportforExcel’sVisualBasicforApplications
(VBA)macrosatpresent.Instead,CalcandotherLibreOfficeprogramsusetheirownmacrolanguage,
calledLibreOfficeBasic(formoreinformation,seehttp://help.libreoffice.org/Common/Macro).

Calchasavastnumberofmathematicalfunctions.Toseealist,chooseInsertFunction.Thelist
ontheleftsideofthedialogboxincludesabriefexplanationofeachfunctiontohelpyougetstarted.Just
aswithExcel,youcanaccessthefunctionsviathetoolbar(byclickingtheFunctionWizardbutton)or
youcanenterthemdirectlyintocellsbytypinganequalsignandthentheformulacode.Calcis
intelligentenoughtorealizewhenformulacellshavebeenmovedandrecalculateaccordingly.Itwill
evenattempttocalculateformulasautomaticallyandcanworkoutwhatyoumeanifyoutype
somethinglikesales + expensesasaformula.

Asyouwouldexpect,Calcalsoprovidesautomatedchartingandgraphingtools(underInsert
Chart).InFigure11-2,youcanseeanexampleofasimplechartcreatedautomaticallybythecharting
tool.

Youcanformatcellsbyusingthemaintoolbarbuttons,orautomaticallyapplyuser-definedstyles
(chooseFormatStylesandFormatting).

■TipInalltheLibreOfficeapplications,youcanhoverthemousecursorovereachbuttonforonesecondtoseea
tooltipshowingwhatitdoes.

http://help.libreoffice.org/Common/Macro
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Figure 11-2. OpenOffice.org Calc 

Ifyou’reabusinessuser,you’llbepleasedtohearthatyoucanimportdatabasestoperformserious
numbercrunching.UseInsertLinktoExternalDatatogetthedata,andthenemploythetoolsonthe
DataandToolsmenutomanipulateit.

AswithallLibreOfficeprograms,compatibilitywithitsMicrosoftcounterpart—Excelfilesinthis
case—isprettygood.Youcanalsoopenothercommondatafileformats,suchascomma-separated
values(CSV)andLotus1-2-3files.

LibreOfficeCalciscoveredinmoredetailinChapter13.

Presentations:LibreOfficeImpress
AnyonewhohasusedPowerPointwillimmediatelyfeelathomewithImpress,LibreOffice’s
presentationpackage,showninFigure11-3.Impressduplicatesmostofthecommonfeaturesfoundin
PowerPoint,withahelpingofLibreOffice-specificextras.

Theprogramworksviatemplatesintowhichyouenteryourdata.Startingtheprogramcausesthe
PresentationWizardtoappear.Thiswizardguidesyouthroughselectingastyleofpresentationfitting
thejobyouhaveinmind.Atthispoint,youcanevenselectthetypeoftransitioneffectsyouwant
betweenthevariousslides.
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Afterthewizardhasfinished,youcanchoosefromtheusualNormalandOutlineviewmodes
(availablefromtheViewmenu,orbyclickingthetabsinthemainworkarea).Outlinemodeletsyou
enteryourthoughtsquickly,andNormalmodeletsyoutypestraightontopresentationslides.

Youcanformattextbyhighlightingitandright-clickingit,byusingtheTextFormattingtoolbarthat
appearswheneveryouclickinsideatextbox,orbyselectinganentryontheFormatmenu.Impressalso
featuresahealthyselectionofdrawingtools,soyoucancreatequitecomplexdiagrams.Theseare
availableontheDrawingtoolbaralongthebottomofthescreen.Youcanalsoeasilyinsertpictures,
othergraphics,andsoundeffects.



Figure 11-3. LibreOffice Impress 

YoucanopenandeditexistingPowerPoint(.ppt)filesand,aswithallLibreOfficepackages,save
yourpresentationasaPDFfile.ImpressalsoletsyouexportyourpresentationasaMacromediaFlash
file(.swf).ThismeansthatanyonewithabrowserandMacromedia’sFlashplug-incanviewthefile,
eitheronlineorviae-mail.SimplyclickFileExport,andthenchooseMacromediaFlash(SWF)from
theFileFormatlist.

Alongwithslidepresentations,Impressalsoletsyouproducehandoutstosupportyourwork.
LibreOfficeImpressiscoveredinmoredetailinChapter13.

Database:LibreOfficeBase
Base,showninFigure11-4,allowsyoutocreaterelationaldatabasesbyusingabuilt-indatabaseengine,
aswellasinterfacewithexternaldatabases.Baseisnotinstalledbydefault,soyouwillneedtoinstallthe
libreoffice-basepackagebyusingtheUbuntuSoftwareCenter.

BaseisverysimilartoMicrosoftAccessinlookandfeel,althoughitlackssomeofAccess’shigh-end
functions.Formostdatabaseuses,itshouldproveperfectlyadequate.Ifyouknowthefundamentalsof
databasetechnology,youshouldn’thaveanytroublegettingstartedwithBaseimmediately.Thisis
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madeeveneasierthanyoumightexpect,becausewhentheprogramstarts,awizardguidesyouthrough
thecreationofasimpledatabase.

AswithAccess,Baseisdesignedontheprinciplesoftablesofdata,formsbywhichthedataisinput
oraccessed,andqueriesandreportsbywhichthedatacanbeexaminedandoutput.Onceagain,
wizardsareavailabletowalkyouthroughthecreationofeachofthese,oryoucandivestraightinand
editeachbyhandbyselectingtherelevantoption.

Eachfieldinthetablecanbeofvarioustypes,includingseveraldifferentintegerandtexttypes,as
wellasbinaryandBooleanvalues.Formscancontainavarietyofcontrols,rangingfromsimpletext
boxestoradiobuttonsandscrollinglists,allofwhichcanmakedataentryeasier.Reportscanfeaturea
varietyoftextformattingandcanalsorelyonqueriestomanipulatethedata.Thequeriesthemselves
canfeaturemanyfunctionsandfiltersinordertosortdatadowntothefinestdetail.

YoulearnmoreaboutBaseinChapter13.



Figure 11-4. LibreOffice Base 

E-Mail/PersonalInformationManager:Evolution
EvolutionisalittlelikeMicrosoftOutlookinthat,inadditiontobeingane-mailclient,itcanalsokeep
trackofyourappointmentsandcontacts.YoucanstartEvolutionbyclickingthemailenvelopeinthe
toppanelandselectingtheMailoption.
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Beforeusingtheprogram,youneedtosetitupwithyourmailserversettings,asdetailedinChapter
14.EvolutioniscompatiblewithPOP/SMTP,IMAP,NovellGroupWise,Hula,MicrosoftExchange,anda
handfulofUNIXmailformatsrarelyusednowadays.

Aftertheprogramisupandrunning,asshowninFigure11-5,youcancreateanewmessageby
clickingtheNewbuttononthetoolbar.Toreplytoanye-mail,simplyselectitinthelistandthenclick
theReplyorGroupReplybutton,dependingonwhetheryouwanttoreplytothesenderortoallthe
recipientsofthemessage.

ToswitchtoContactsview,clicktherelevantbuttononthebottomleft.Ifyoureplytoanyoneviae-
mail,they’reautomaticallyaddedtothisContactslist.Youcanalsoaddentriesmanuallybyeitherright-
clickingsomeone’saddressinanopene-mailorright-clickinginablankspaceintheContactsview.
ClickingtheCalendarsviewshowsaday-and-monthdiary.Toaddanappointment,simplyselectthe
dayandthendouble-clickthetimeyouwanttheappointmenttostart.Youcanopttosetanalarmwhen
creatingtheappointment,sothatyou’reremindedofitwhenit’sscheduled.

Finally,byclickingtheTasksandMemosbuttons,youcancreateato-dolistandjotdownquick
notes,respectively.Toaddatask,clickthebaratthetopofthelist.Afteranentryhasbeencreated,you
canputacheckinitsboxtomarkitascompleted.Completedtasksaremarkedwithastrikethrough,so
youcanseeataglancewhatyoustillneedtodo.Toaddamemo,clickthebaratthetopofthememolist
andsimplytypewhatyouwanttoremember.



Figure 11-5. Evolution 

WebBrowser:Firefox
YoumightalreadyknowofMozillaFirefoxunderWindows,whereithasfirmlyestablisheditselfasthe
alternativebrowserofchoice.ThegoodnewsisthattheLinuxversionofFirefoxisnearlyidenticaltoits
Windowscounterpart.YoucanconvenientlystartitfromtheUnityLauncherNattyincludesitslatest
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version,Firefox4.0,whichisuptosixtimesfasterthanpreviousversionsandhasmanyimproved
features.

Whentheprogramstarts,asshowninFigure11-6,youcantypeanaddressintotheURLbartovisit
awebsite.Ifyouwanttoaddasitetoyourbookmarkslist,clickBookmarksBookmarkThisPage.
Alternatively,youcanpressCtrl+D.

SearchingiseasywithinFirefox.Youusethesearchbaratthetoprightofthewindow.Bydefault,
FirefoxusesGoogleforsearches.Tochoosefromothersearchengines,clickthesmalldownarrowon
theleftsideofthesearchbox.Youcanevenenteryourownchoiceofsiteifyourfavoriteisn’talreadyin
thelist—clickManageSearchEnginesandthenclicktheGetMoreSearchEngineslinkinthedialogbox
thatappears.

Firefoxpopularizedtheprincipleoftabbedbrowsing,whichmeansyoucanhavemorethanonesite
openatonce.Toopenanewtab,pressCtrl+T.Youcanmovebetweenthetabsbyclickingthem.



Figure 11-6. Mozilla Firefox 

Firefoxiscompatiblewithmostofthesameadd-ons(extensions)thatyoumighthaveusedunder
theWindowsversionofthebrowser.Youcandownloadnewadd-onsfromhttps://addons.mozilla.org,
orclickToolsAddOnsandselecttheGetAdd-onsicon.Inaddition,FirefoxunderUbuntucanwork
withFlashanimationsandmultimediacontent;therelevantsoftware(includingtheFlashPlayer)is
installedondemandthefirsttimeit’sneeded.SeetheinstructionsinChapter17tolearnmore.

https://addons.mozilla.org
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MediaPlayer:Banshee
ThedefaultmediaplayerhaschangedinthislastreleaseofUbuntu:Rythmboxhasbeenreplacedwith
Banshee.

Bansheeisamediaplayerapplication,whichmeansthatitwillallowyoutoplayaudio,suchas
musicorpodcasts,aswellaswatchvideos.Youcanimportmediastoredinyourcomputer,syncitwith
suchportabledevicesiPodsorAndroidphones,andplayonlinemedia.

Theuserinterfaceisuncomplicatedandeffective.Themusicandvideosourcesareshownonthe
leftintheSourcespane.Whenyouselectasource,thecontentwillbedisplayedintherightpane,or
LibraryBrowser.TheLibraryviewwillchangedependingonthesourceyouhavechosen.

Bansheecanplaybackthemajorityofaudiofiles,aslongasit’sproperlyconfigured,whichistosay
afteradditionalsoftwarehasbeeninstalled.WedescribehowtosetupthissoftwareinChapter16.

Figure11-7showsatypicalBansheescreen.



Figure 11-7. Banshee 

WhenyouopenBansheeforthefirsttime,it’sagoodideatoconfigureittofindyourmusicand
videocollections.YoucandothatbyclickingMedia>ImportMedia.Itcanimportfoldersandfilesfrom
storageorfromothersourcessuchasiTunesandRhythmbox.Importedmediawillappearinits
correspondingsource(underMusicorVideos,forexample).

Toplaymusic,selecttheMusicsource.Choosethealbumorsong,ornavigatetothealbumorartist
browserstorefineyoursearch.VideosarelistedalphabeticallyundertheVideosource.Justright-click
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onthedesiredvideointheLibrarypaneandselectPlay.IfyouclicktheNowPlayingsource,youcan
watchthevideointherightpane.YoucanclicktheSimplifybuttontohidetheleftpane,andthe
Fullscreenbuttontogotofullscreenmode.Ifyouwanttoknowwhat’sgoingtoplaynext,justselectthe
PlayQueuesource.

YoucanalsouseBansheetolistentoInternetradiostations.Justright-clickontheRadiosourceand
selectAddStation.Youneedtoknowthegenre,thename,andthestation’sURLtoproperlyconfigureit.

PodcastsaredifferentbecausetheyaredownloadedtothePCpriortobeingplayed.Theyare
episodicinnature,sotheyformaserieswithperiodicupdates.Thelistofepisodesiscentrally
maintainedonaserverandupdatesarepublishedaswebfeeds.Bansheeisaclientapplicationfor
podcasts,whichmeansthatyoucanuseittosubscribetoapodcastandreceivethenewepisodes
automatically.Justright-clickonPodcastsandselectAddPodcast.

OthersourcesincludetheAmazonMP3Store,whereyoucanbuymusicandvideos;theMiroGuide,
whereyoucansearchforavailablepodcasts;theInternetArchive,whichisadigitallibraryofonline
resources;andLast.fm,apopularonlinemusicserviceandsocialnetwork.

MoviePlayback:TotemMoviePlayer
Totemmovieplayerisabletohandlethemajorityofvideofilesyoumightown,aslongassome
additionalsoftwareisinstalled.TotemcanalsoplaybackDVDmovies,which,again,requiresthe
installationofsoftware.WecoversettingupthissoftwareinChapters16and17ifyouintendtoplay
backvideofilesandDVDs,thesechaptersshouldbeyourfirstportofcall.

LikeBanshee,Totemisanuncomplicatedapplication.AsshowninFigure11-8,thevideoplayson
theleftsideofthewindow.Aplaylistdetailingmoviesyouhavequeuedappearsontherightside.You
canremovethis,togivethevideomoreroom,byclickingtheSidebarbutton.

Youcancontrolvideoplaybackbyusingtheplay/pause,fast-forward,andrewindbuttonsatthe
bottomleft.Inaddition,providedacompatiblevideoformatisbeingplayed,youcanusetheTimebar
tomovebackwardandforwardwithinthevideofile.Youcanswitchtofull-screenplaybackbyclicking
ViewFullscreen.Toswitchback,simplypresstheEsckey.

ProvidedthesoftwaredescribedinChapter17isinstalled,DVDplaybackwillstartautomaticallyas
soonasadiscisinserted,andyoushouldbeabletousethemousewithanyonscreenmenus.In
addition,youcanskipbetweenchaptersonthediscbyusingtheGomenu,andalsoreturntotheDVD’s
mainorsubmenusystems.ToswitchbetweenthevariouslanguagesonaDVD(ifapplicable),click
SoundLanguagesandchoosefromthelist.
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Figure 11-8. Totem movie player 

CD/DVDBurning:Brasero/NautilusCD/DVDCreator
Assoonasyouinsertablankwriteabledisc,whetherit’saCDorDVD,Ubuntudetectsitandoffersa
handfulofchoices:DoNothing,OpenFolder,andOpenCD/DVDCreator.

Thefirstoptionshouldbeobvious,whereasthesecondoptionstartsNautilus’sCD/DVDburning
mode.Thisisasimpledisc-burninginterfacewherefilescanbedraggedintothewindowand
subsequentlyburnedtodataCD/DVD.

However,thethirdoption—OpenDiscBurner—ismostuseful.ThisactivatesUbuntu’sdedicated
CD/DVD-burningsoftware,Brasero,whichisabletocreatedataCD/DVDs,aswellasaudioandvideo
CDs.Brasero,showninFigure11-9,canalsocopysomekindsofdiscs.

IfyouwanttostartBraseromanually,you’llfinditontheApplicationsmenu.WhentheBrasero
interfaceappears,selectfromthelistwhicheverkindofprojectyouwanttocreate.Forexample,to
createanaudioCD,clicktheAudioProjectbutton.Thendraganddropyourmusicfilesontothe
programwindowandclicktheBurnbutton.Keepaneyeonthemeteratthebottomright.Thisislikea
progressbar;whenthegreenportionisfull,thediscisfull.Notethatyoucan’twritecertainaudiofiles,
likeMP3s,toCDsunlessyouhavetherelevantcodecsinstalled.SeeChapter16tolearnmore.

UsingtheNautilusCD/DVDCreatorissimilartousingBrasero.Justdraganddropfilesontothe
windowtocreateshortcutstothefiles.Whenitcomestimetoburn,Nautiluscopiesthefilesfromtheir
originallocations.Whenyou’vefinishedchoosingfiles,clicktheWritetoDiscbutton.Unfortunately,
youwon’tseeawarningifthedisc’scapacityhasbeenexceededuntilyoutrytowritetothedisc.
However,byright-clickinganemptyspaceintheNautiluswindowandselectingProperties,youcan
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discoverthetotalsizeofthefiles.RememberthatmostCDshold700MB,andmostDVD+/-Rdiscshold
around4.7GB(somedual-layerdiscsholdtwicethisamount;seetheDVDdiscpackagingfordetails).



Figure 11-9. Nautilus CD/DVD Creator and Brasero 

PhotoEditing:F-SpotandGIMP
Ubuntuoffersphoto-editingtoolsonparwithprofessionalproductslikeAdobePhotoshop.It’scertainly
morethanpowerfulenoughfortweakingdigitalcamerasnapshots.

F-SpotiscoveredindepthinChapter18.InthissectionwegiveyouabriefintroductiontoGIMP,
whichhastobeinstalledwithUbuntuSoftwareCenterbecauseit’snolongeradefaultapplication.

TostartGIMP,chooseApplicationsGIMPImageEditor.Aftertheprogramisrunning,you’llnotice
thatitsmainprogramcomponentisalargetoolbarontheleftsideofthescreen.Ontherightarecertain
floatingpalettes,whileinthemiddleisthemainimage-editingprogramwindow.Thiscanbemaximized
tofilltheDesktop,andthisisagoodideaifyouwanttomakeserioususeofGIMP.

Toopenapicture,chooseFileOpenandselectyourimagefromtheharddisk.Afteranimagefile
isopened,youcanmanipulateitbyusingthetoolsonthetoolbar(whicharesimilartothosefoundin
otherimageeditors).Onthebottomhalfofthemainprogramwindowarethesettingsforeachtool,
whichcanbealtered,usuallyviaclick-and-dragsliders.

Toapplyfiltersorothercorrectivechanges,right-clickanywhereontheimagetobringupacontext
menuwithavarietyofoptions.Forexample,simpletoolstoimprovebrightnessandcontrastcanbe
foundontheColorssubmenu,asshowninFigure11-10.
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Figure 11-10. GIMP 

Other Handy Applications 
Manyadditionalapplicationsmightproveusefulonaday-to-daybasis.Herewereviewsomeofthe
morecommonones.

Calculator
TheGNOMECalculator(alsoknownasGcalctool)canbefoundontheApplicationsmenu.Initsdefault
mode,showninFigure11-11,itshouldn’tpresentanychallengestoanyonewhohaseverusedareal-life
calculator.



Figure 11-11. GNOME Calculator 
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CalculatoralsohasothermodesthatyoucanswitchintobyusingtheViewmenu.Perhapsthethree
mostusefulmodesforgeneraluseareAdvanced,Financial,andScientific.Alloffercalculatorfunctions
relevanttotheirsettings.TheAdvancedmodeissimplyamorecomplicatedversionofthebasic
Calculator.Itcanstorenumbersinseveralmemorylocations,forexample,andcanalsocarryoutless-
commoncalculations,suchassquarerootsandreciprocals.

ArchiveManager
ArchiveManager(alsoknownasFileRoller),showninFigure11-12,isUbuntu’sarchivetool.It’sthe
defaultprogramthatopenswheneveryoudouble-click.zipfiles(or.tar,.gz,or.bzip2files,whichare
thenativearchivefileformatsunderLinux).

Toextractfilesfromanarchive,selectthem(holddowntheCtrlkeytoselectmorethanonefile)and
thenclicktheExtractbuttononthetoolbar.

Tocreateanarchiveonthefly,selectfilesorfoldersinaNautilusfilebrowserwindow,right-click
theselection,andselectCompress.Givethearchiveaname,andthearchivewillbecreated.Toaddnew
filestoanexistingarchive,double-clickanarchivefileandthendraganddropfilesintotheArchive
Managerwindow.Whenyou’vefinished,simplyclosetheArchiveManagerwindow.



Figure 11-12. Archive Manager 
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Dictionary
YoucanusetheDictionarytooltolookupthedefinitionsofwordsintheCollaborative International 
Dictionary of English

1.Thisdictionaryisbasedona1913editionofWebster’s Revised Unabridged 
Dictionary,butwithsomeadditionalmoderndefinitions.TheDictionarytoolisusefulforquicklookups,
althoughifyouwantapreciseandmoderndefinitionofaword,youmightconsiderusingamore
contemporarysource.

Afterinstallingthegnome-dictionarypackageusingUbuntuSoftwareCenter,youcaneasilystartit
fromtheApplicationsmenuintheUnityLauncher.TypethewordintheLookUptextboxatthetopof
thewindow,anditsdefinitionwillappearintheareabelow,asshowninFigure11-13.Assoonasyou
starttyping,theprogramwillbegintolookupthewordinthedictionary,andthiscancausea
momentarydelaybeforethelettersappearonyourscreen.



Figure 11-13. Dictionary 

EmpathyInstantMessagingClient
EmpathyistheinstantmessagingsoftwareprovidedwithUbuntu.Unlikemostothermessaging
programs,Empathyisn’texclusivetoonechatprotocol.YoucanuseittoconnecttoGTalk,Jabber,MSN,
AOL/ICQ,Yahoo!,FacebookChat,andmanyotherservices.

DetailsforsettingupEmpathyareinChapter14.Aftertheprogramisupandrunning,youcanchat
withanyofyourbuddiesbydouble-clickingtheiricon,asshowninFigure11-14.

Therestoftheprogramcanbeadministeredbyright-clickingthenotificationareaiconthatappears
whentheprogramstarts.Forexample,youcanchangeyourstatusorsignofffromthere.Youcanalso

                                                 

 
1TousetheDictionary,youfirstneedtoinstalltheGNOMEDesktopUtilitiesapplicationusingthe
UbuntuSoftwareCenter.
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usetheMemenu,explainedmorethoroughlyinChapter15,tochangethestatusofallyourChat
accountsatonce.



Figure 11-14. Empathy 

Ekiga
EkigaprovidesInternettelephony(knownasVoiceoverIP,orVoIP)viatheSIPandH.323protocols2.It
alsoprovidesvideoconferencing,andiscompatiblewithallmajorfeaturesspecifiedwithinSIPand
H.323,suchasholding,forwarding,andtransferringcalls.EkigacanbefoundontheApplications
Internetmenu.

Toactivatethecameramodeforavideoconference,clickthewebcamiconontheleftsideofthe
window.Totextchat,clickthetopiconontheleftsideofthewindow.Whentheprogramstarts,itwalks
youthroughsetupviaawizard.Simplyanswerthequestionswithyourdetails.Aftertheprogramisup
andrunning,asshowninFigure11-15,typetheURLofthepersonyouwouldliketocallintotheaddress
barandclickCall.

NotethatEkigaisnotcompatiblewithproprietaryVoIPsoftware,suchasSkype.Tolearnhowto
installSkypeunderUbuntu,seeChapter14.

                                                 

 
2TouseEkiga,youfirstneedtoinstallitwithUbuntuSoftwareCenter.
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Figure 11-15. Ekiga 

Games
Ubuntucomeswithagreatselectionofsimplegames,includingMines,showninFigure11-16.The
equivalentoftheWindowsMinesweepergame,MinescanbefoundontheApplicationsmenu.Therules
areidentical,too:oneachgridareseveralhiddenmines,andit’syourjobtolocatethem.Afteryou’ve
clickedonesquareatrandom,you’llseeaseriesofemptysquaresandseveralwithnumbersinthem.
Thosewithnumbersindicatethatabombisnear.Yourjobistodeducewherethebombsareandthen
markthembyright-clickingthem.Youhavetodothisasquicklyaspossiblebecauseyou’rebeingtimed.

Tochangethegridsize,clickSettingsPreferences.YourchoicesareSmall,Medium,Large,and
Custom.

ThereareofcoursealotofgamestoplaywithinUbuntu.Wecoverthesubjectinmoredepthin
Chapter19.
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Figure 11-16. Mines 

WindowsApplications
AlthoughUbuntudoesn’tofficiallysupportWindowsapplications,theWineprojectisattemptingtoadd
adegreeofcompatibilityandiscurrentlygoodenoughtorunmanyofthemostcommonWindows
applications.WinecanbeinstalledbyusingUbuntuSoftwareCenter,andthenapplicationscanbe
installedbyusingthestandardWindowsinstaller.

Althoughnoteveryapplicationwillwork,Winesupportsquitealotofsoftware,includingMicrosoft
OfficeXP,Spotify(showninFigure11-17),Photoshop7,andevensomegames.Seewww.winehq.orgfor
moreinformation.

WediscusshowtoinstallWindowsapplicationswithWineinChapter20.

http://www.winehq.org
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Figure 11-17. Wine 

Summary 
Inthischapter,you’vetakenalookatsomeUbuntuprogramsthatprovidevitalfunctionsthatyoumight
haveuseddailyunderWindows.Theaimwastogetyoustartedwiththissoftwareasquicklyaspossible
bypointingoutkeyfeatures.You’veseenhowsomeprogramsmirrorthelookandfeeloftheirWindows
counterpartsalmosttotheletter,whereasothersresolutelystrikeoutontheirownpath.Ittakesjusta
littletimetobecomefamiliarwithUbuntusoftware,andthenusingtheseprogramswillbecomesecond
nature.

Inthenextchapter,wemoveontomorefundamentalUbuntutasks:manipulatingfiles.However,
onceagain,thisisnottoodissimilarfromtheWindowsexperience,whichmakesgettingusedtothe
systemveryeasy.
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Working with Text Files 

Windowsviewstextfilesasjustanotherfiletype,buttoUbuntu(andtothewholeLinuxfamilyinfact),
theyaretheveryfabricofwhichthesystemismade.Configurationfilesandprogramdocumentationare
storedasplaintext.ThisisclearlydifferentfromWindows,whereanyinformationyou’resupposedto
readwilllikelybecontainedinaWindowshelpfile,arichtextformat(RTF)file,orevenaMicrosoft
Worddocument.

SoimportantaretextfilestoLinuxthatforalongtimeyoucouldhavebeencaughtinaheated
debateoverwhichtexteditorwasthebest!Andwhiletraditionallytextfilesweremanagedwith
command-linetoolsandtexteditors,thefocusofthischapterisonintroducinggraphicaltoolssuchas
gedit.Nodoubtonedayyouwillgettogripswithcommand-linetexteditorssuchasVim,Emacs,or
evenboth—butrightnowthethingistogetyouupandrunningwithNattyNarwhal.

It’sworthmentioningthattextfilesunderLinuxusuallydon’thaveafileextension.Unlikewith
WindowsorotherOSs,the.txtfileextensionisrarelyused.Sometimesa.confextensionisaddedto
plaintextconfigurationfiles,butmoreoftentextfileshavenoextensionatall.

Text: A History Lesson 
Giventhisrelianceontextandtextfiles,ithasalwaysbeenveryimportantforLinuxadministratorsand
powerusersaliketohavepowerfultext-manipulationtoolsattheirfingertips.

 TipMostprogramREADMEfiles,alongwithotherassorteddocumentation,canbefoundinadirectorynamed
aftertheprograminquestionwithinthe/usr/share/docdirectory.

PipingandRedirecting
Whenyouexecuteacommandinaterminalwindow(whichwas—andformanypeoplestillis—an
everydaytask),outputisusuallyproducedintheformofatextstream.Sothesametechniquesthat
applytotextfilescanbealsousedonthisoutput,withasimpleoperationcalledpiping.Pipingisthe
processofsendingtheoutputofacommandastheinputforanothercommand,usuallyatext-
manipulationtool.Thatoutputisthenmanipulatedasifitwereafile.Powerful!

We’llillustratethiswithanexampleusinggrep.grepisatoolthattakestextasitsinput,searches
andtriestomatcharegularexpressionorpieceoftext,andprintsthelinesthatcontainthatregular
expressionortext.Ifyouissuethefollowingcommandinaterminalwindow(whichyoucanopen
throughApplications Accessories Terminal):
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grep Linux operatingsystems.txt 

grepwilllookforthetext“Linux”inthefileoperatingsystems.txtandprintonlythelinesthat
containthattext.Sogrepworkswithtextfilestofilterlinesinafilebasedoncriteriayouset.

Butwhatifyouwanttodothesamethingnottoatextfile,buttotheoutputofacommand?Youuse
piping,whichisexpressedbythecharacter|.Itinstructsacommandtosenditsoutputtoanother
command(andtothesecondcommandtotakethatasitsinput).Forexample,ifyouwanttofinda
particularprocess—say,theprocessgedit(processesarelistedwiththepscommand)—you’dtypethe
followingatthecommandline:

ps -d | grep gedit 

Thiscommandwillshowyouinformationaboutthegeditprocess(ifitisrunning).
Anotherwayofattainingasimilarendisbymeansofredirecting—expressedwiththecharacter>.

Redirectingmeanssendingtheoutputofacommandtoatextfile.Sotheprecedingtaskcouldbe
fulfilledbyexecutingtwocommands:oneforlistingprocessinformation(andredirectingitsoutput)and
theothertodisplayonlythelinesthatpertaintoacertainprocess:

ps -d > processes.txt 
 
grep gedit processes.txt 

STANDARD INPUT AND OUTPUT 

Ifyou’vereadanyoftheUbuntumanpages,youmighthaveseenreferencestostandard inputand
standard output.LikemanythingsinLinux,thissoundscomplicated,butismerelyalong-windedwayof
referringtosomethingthatisrelativelysimple(althoughthetermshavespecificmeaningsto
programmers).StandardinputissimplythedevicethatprogramsrunningunderUbuntunormallytake
inputfrom.Inotherwords,onthemajorityofdesktopPCs,whenyou’reusingthecommand-lineshell,
standardinputreferstothekeyboard.However,it’simportanttonotethatitcouldalsorefertothemouse
oranyotherdeviceonyoursystemcapableofprovidinginput;evensomesoftwarecantaketheroleof
providingstandardinput.

Standardoutputissimilar.Itreferstothedevicetowhichoutputfromacommandisusuallysentfrom
software.Inthemajorityofcasesatthecommandline,thisreferstothemonitorscreen,althoughitcould
beanykindofoutputdevice,suchasyourPC’ssoundcardandspeakers.

Themanpageforthecatcommandsaysthatitwill“concatenatefilesandprintonthestandardoutput.”
Inotherwords,forthemajorityofdesktopUbuntuinstallations,itwillcombine(concatenate)anynumber
offilestogetherandprinttheresultsonthescreen.Ifyouspecifyjustonefile,itwilldisplaythatsinglefile
onyourscreen.

Inadditiontohardwaredevices,inputcanalsocomefromafilecontainingcommands,andoutputcan
alsobesenttoafileinsteadofthescreen,orevensentdirectlytoanothercommand.Thisisjustone
reasonwhythecommand-lineshellissoflexibleandpowerful.


AsshowninTable12-1,thereareanumberoftext-manipulationtoolsthatarenotonlyuseful,but

thatmakeyoulovethemonceyougettoknowthem.Thepowerbehindgrep,sed,orAWKishardly
replacedbygraphicalinterfacesorfancytouchscreens.Thesetoolscanbeimitated,butneverreplaced.



CHAPTER12WORKINGWITHTEXTFILES

269

LikemanyotherfeaturesofLinux,theyhavebeeninheritedfromUNIX.Justasareference,let’s
introduceyoutosomeofthesetools;shouldyoueverbecomeanUbuntuguru,you’lllearnhowtouse
theminmoredepthandyou’llbecomeahugefan.Guaranteed!

Table 12-1. List of Traditional Text-Manipulation Tools 

Command Description 

grep Thegrepcommandsearchesforregularexpressionsortextpatternsinatextfileor
commandoutput,andprintsonlymatchinglines.Thenameisderivedfrom
“global/regularexpression/print.”Usegrepifyouwanttofilterlinesbasedonthe
presenceofaword. 

sed Shortfor“streameditor,”asitsnameimplies,thistransformsatextstreambasedon
specifiedrulesandcriteria.Usesedifyouwanttosearchandreplaceawordinatextfileor
modifytheoutputofacommand. 

awk AWK,whosenamederivesfromthefamilynamesofitscreators(AlfredAho,Peter
Weinberger,andBrianKernighan),isapowerfultext-manipulationprogramming
language.AsAlfredAhoputsit,“AWK is a language for processing files of text. A file is 
treated as a sequence of records, and by default each line is a record. Each line is broken up 
into a sequence of fields, so we can think of the first word in a line as the first field, the 
second word as the second field, and so on. An AWK program is of a sequence of pattern-
action statements. AWK reads the input a line at a time. A line is scanned for each pattern in 
the program, and for each pattern that matches, the associated action is executed.”Itis
used,forexample,toprintspecifiedcolumnsofatextfile. 

cat ThisisaUNIXcommandusedtodisplayandconcatenatetextfiles.Youcan,forexample,
mergetwotextfilesintoathirdfile. 

head Thisisusedtodisplayjustthefirstlinesofatextfile. 

tail Thisisusedtodisplayjustthelastfewlinesofatextfile. 

more Thisisacommand-lineutilityusedtodisplaythecontentsofatextfileonescreenata
time. 

less Thiscommandletsyoumovebackwardinthedocument. 

sort Thistoolisusedtosortthelinesinatextfileorstreaminforwardorreverseorder. 

diff Thistoolisusedtocomparetwotextfilesandprintthedifferencesbetweenthem.It’s
usefulifyouarecomparing,forexample,twoversionsofthesamesourcecode.
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 NoteThelessandmorecommandsaresometimesknownaspagersbecauseoftheirabilitytoletyouscroll
throughpagesoftext.YoumightstillhearthemreferredtoassuchinthewiderLinuxcommunity,althoughthe
termhasfallenoutofuse.

Bashisanincrediblycapabletoolwhenitcomestotextmanipulation,andsomeofitstoolsetoffers
modestwordprocessing–likefunctionality.It’snowonderthatsomepeoplelivetheirlivesworkingat
theBashpromptandhavenoneedofsophisticatedGUItools!

Table12-2listssomemoretext-processingtoolsthatyoucanuseonthecommandline.Alongwith
thecommandsarelistedanycommandoptionsneededtomakethemworkinausefulway.Some
commandsrelyonredirectionandpiping,whichwereexplainedearlierinthischapter.

 NoteMosttext-processingtoolsunderBashwerecreatedforprogrammers,sosomeoptionsmightseema
littleoddwhenyoureadthemanpages.However,allthetoolsareextremelyflexibleandofferfunctionsforevery
kindofuser.

Table 12-2. Useful Text-Processing Commands 

Function Command Notes 

Spell-check aspell -c filename Highlightsanyquestionablewordswithinfilename,and
offersachoiceofreplacements,ratherlikeastandard
wordprocessor’sspell-checker.PressXifyouwishtoexit
afterspell-checkingstarts.

Singleword
spell-check

look word Looksupwordinthedictionary;ifthewordisdisplayedin
theoutput,thewordhasbeenfound.Ifnot,theword
hasn’tbeenfound.Notethatthiscommandreturnsloose
matches—searchingfortest,forexample,willreturn
everywordbeginningwithtest(testing,testimony,
testosterone,andsoforth).

Wordcount wc -w filename Outputsthenumberofwordsinfilename.Usedwithout
the-wcommandswitch,wcoutputsthenumberoflines,
followedbythewordcount,followedbythenumberof
bytesinthefile.

Removeline
breaks

fmt filename > newfile Createsnewfile,removingbreaksattheendsoflinesin
filename.Doublelinebreaksbetweenparagraphsaren’t
affected.Addingthe-ucommandswitchremoves
instancesofdoublespacestoo.
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Function Command Notes 

Remove
duplicate
lines

uniq filename > newfile Createsnewfilefromfilenamebutremovesduplicate
lines.

Jointwofiles paste file1 file2 >
file3 

Createsfile3byjoiningfile1andfile2sidebyside
(effectivelycreatingtwocolumnsoftext).Eachlineis
separatedbyatab.

Wordwrap fold -sw20 filename >
newfile 

Createsnewfilefromfilename,wrappinglinesatthe
specified20characters(increase/decreasethisvaluefor
shorter/longerlines).Notethatthe-sswitchensuresthat
linesdon’tbreakacrosswords,evenifthismeans
exceedingthespecifiedcharactercount.

Addline
numbers

nl filename > newfile Createsnewfilefromfilename,addinglinenumbersto
thebeginningofeachline.

Sortlist sort file1 > file2 Createsfile2fromfile1,sortingitscontents
alphanumerically(technically,itsortsaccordingtoASCII,
sosomesymbolsappearabovenumbers).Forobvious
reasons,thiscommandworksbestonlists.


Ifnoneofthismakessensetoyou,itdoesn’tmatter,becauseyouwillseldomneedtousethis

knowledgeforeverydaytasks.Butitisaninterestinginsighttoknowthatthere’smoretoLinuxthan
meetstheeye!

TheTextEditorWars
Avarietyoftexteditorscanbeusedwithintheshell,butthreestandoutasbeingubiquitous:ed,Vim,
andEmacs.Thefirstinthatlist,ed,isbyfarthesimplest.Thatdoesn’tnecessarilymeanthatit’ssimple
touseorlackspowerfulfeatures,butitjustdoesn’tmatchtheastonishingpowerofbothVimand
Emacs.TocallVimandEmacssimpletexteditorsistodothemadisservice,becausebothareextremely
powerfulinteractiveenvironments.Inparticular,EmacsisconsideredpracticallyanOSinitself,and
someusersofLinuxtreatitastheirshell,executingcommandsandperformingeverydaytasks,suchas
readingandsendinge-mailfromwithinit.ThereareentirebookswrittensolelyaboutEmacsandVim.

TipAfourthshell-basedtexteditorfoundonmanyLinuxsystemsisnano.Thisoffersmanywordprocessor–
likefeaturesthatcanbehelpfulifyou’vecometoLinuxfromaWindowsbackground.

ThedownsideofallthepowerwithinEmacsandVimisthatbothpackagescanbedifficulttolearn
touse.They’reconsideredidiosyncraticbyeventheirmostardentfans.Bothrequiretheusertolearn
certainunfamiliarconcepts,aswellaskeyboardshortcutsandcommands.
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Althoughtherearedebatesaboutwhichtexteditorisbetterandwhichisbest,it’sgenerallyagreed
thatVimofferssubstantialtext-editingpowerbutisn’ttooall-encompassing.It’salsoinstalledbydefault
onUbuntu.OnUbuntu,Emacsmustbeinstalledasanoptionalextra.Bothtexteditorsarenormally
availableonvirtuallyeveryinstallationofLinuxorUNIX.We’llconcentrateonusingVimhere.

It’simportanttounderstandthatVimisanupdateofaclassicpieceofsoftwarecalledvi.Infact,
therearemanyversionsandupdatesofvi.Theoriginalprogram,oncesuppliedwithUNIX,israrelyused
nowadays.Vimisthemostcommonlyusedclone;Vimstandsforvi improved.Anotherversioniselvis
(http://elvis.the-little-red-haired-girl.org).However,mostpeoplestillrefertoVimandelvisasvi,
eventhoughtheyareentirelynewpiecesofsoftware.

 NoteThereusedtobeaconstantflamewarbetweenadvocatesofviandEmacs,astowhichwasbetter.This
couldbequiteaviciousanddesperatedebate,andthetexteditoryouusedwasoftentakenasameasureofyour
character!Nowadays,thebattlebetweenthetwocampshassoftened,andtheEmacsvs.videbateisconsidered
anentertainingclichéofLinuxandUNIXuse.Whenusersdeclareonlinewhichtexteditortheyprefer,theyoften
includeasmileysymboltoacknowledgetheonce-feveredemotions.

Working with Text Files  
Fortunately,youdon’tneedtolearnhowtousethosetoolsifyoudon’tfeellikeit,becauseUbuntu
comesequippedwithapowerful,andyes,graphical,text-editingtool:gedit.geditisinfactthedefault
texteditorfortheGNOMEdesktopenvironment,soyoucanfinditinotherdistributionsofLinuxsuch
asFedoraandSUSE.

Introducinggedit
Thebasicinterfaceofgedit,asyoucanseeinFigure12-1,isquitesimilarofthatofNotepad,andin
manyregardsthetwoapplicationsworkverymuchalike.Butgedithassomesalientfeatures,suchas
plug-insupport,thatraiseitabovethecrowdofsimpletext-editingtoolslikeNotepad.You’llseethat
therearealotofavailableplug-insforgeditthatwillenableyoutodothingsyoucanonlydreamof
doingwithothertexteditors.Inthisrespect,itisatoolthathonorsthehistoryofLinux;itisn’tjusta
simpleGUIreplacementforVimorEmacs.

http://elvis.the-little-red-haired-girl.org
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Figure 12-1. gedit: A simple yet powerful graphical text editor 

Oneoftheneatfeaturesistheabilitytoworkwithtabs,justlikeinyourfavoritewebbrowser.Each
tabisanopentextfile.Sowhenyouare,forexample,writingascriptortakingnotes,youcanhaveDon 
Quixote,theclassicnovelbySpanishwriterMigueldeCervantesSaavedra,openinanothertabtotake
shortbreaksfromwork!

Thegeditwindowhasthefollowingelements:

1. Menubar:Themenubargivesyouaccesstoallgeditcommands.

2. Toolbar:Usingthetoolbaryoucanperformcommontaskssuchascreating,
opening,andsavingtextfiles.

3. Display area:Thedisplayareaiswheretheactionis!Thisiswherethetextis
actuallydisplayed.

4. Statusbar:Thestatusbar,shownatthebottomofthewindow,displays
informationaboutcurrentactivityandcontextualmenus.

5. Side Pane:Thesidepanedisplaysalistofopendocuments,andother
informationdependingonwhichplug-insareenabled.Bydefault,theside
paneisnotshown.Toshowit,chooseView SidePane.

6. Bottom Pane:Thebottompaneisusedbysomeprogramming-relatedplug-ins
todisplayitsoutput.Bydefault,thebottompaneisnotshown.Toshowit,
chooseView BottomPane.
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Tostartgedit,simplytypeTextEditorintheApplicationsitemintheUnitypane.,orright-clicka
textfileandselect“OpenwithTextEditor.”Itisalsoverylikelythatifyoudouble-clickatextfileitwill
automaticallybeopenedwithgedit.

Openinggeditwiththosemethodsassumesthatyouwilleditthefilewithyoureverydayuser
account.Butwhatifyouwanttoeditaconfigurationfiletowhichonlysuperusershaveaccess?Normal
userswillonlybeabletoopenitinread-onlymode,meaningthattheywillbeunabletosavethe
changestheymake.Toeditconfigurationfiles,pressAlt+F2toinvoketheRunaCommsearchboxand
typegksu geditinthetextfield.Afterenteringyourpassword,geditwillopenwithroot-likeprivileges.

Thebasicoperationsaresimplyexplained.Youhavethebuttonsonthetoolbarandtheoptionsin
themenus.Tocreateanewfile,justclickFile New,andanewtabwillbecreatedwithablank
document(thesamehappensifyouclicktheNewbuttononthetoolbar).Toopenanexistingfile,click
File Open…,andadialogboxwillletyoubrowseforthetextfiletoopen.Finally,clickFile Saveto
storetheresultsofyourworktothedisk.

Onceyouhavethedesiredfileinyourdisplayarea,youcanbegintoworkaswithanytexteditor.
Youcanwritenewtext,selectchunksoftextandcopyittotheclipboard,orpastetextfromother
sources.Youcannotapplyformattingtopartsofthefile,sincegeditisonlyatexteditor,notaword
processingtoolsuchasLibreOfficeWriter.Whatyousavearetextfiles,andbecauseofthisgeditisfully
interoperablewithNotepad.

geditsavesthehistoryofrecentlyopenedfiles,whichyoucanseebyexpandingtheFilemenuor
clickingthesmallarrownexttotheOpenbuttoninthetoolbar.Ifyouclickafile,itwillopenonceagain.

Workingwithgedit
Workingwithgeditisjustamatterofenteringtextinthedisplayareaandsavingthefilefromtimeto
time.Whilesimple,itdoesofferplentyofoptionsthatcanmakeyourtaskseasierandmoreenjoyable.

Themenubargivesyouaccesstoalltheoperationsthatcanbeperformedwithgedit.Table12-3lists
alltheoptionsavailableinthemenubar.Youcanopenatestfileandplayalittlewiththoseoptionsto
familiarizeyourselfwiththem.YoucanalsousethePersonalizedialogboxtomodifytheprogram’s
generalbehavior.

Table 12-3. The Menubar Options 

Menu Option Notes 

File New Createsanewtextfilefromscratch.

 Open… Allowsyoutobrowseyourdiskandopenanexistingtextfile.

 Save Storesthechangesyouhavemadetothefileonthedisk.Youneedto
havewritepermissionsonthefiletodothis.

 SaveAs… Allowsyoutosaveyourfilewithadifferentnameortoanalternate
location.It’susefulifyoudon’thavewritepermissionsonthefileorif
wanttosaveseveralversionsofthesamefile.

 Revert Undoesallchangesmadetothedocumentsincethelasttimeyou
savedit.
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Menu Option Notes 

 PrintPreview Displayshowthedocumentwillbeprinted.Asthisisnotaword
processor,therewouldn’tbemanysurpriseshere,butatleastyouwould
beabletoanticipatehowmanypagesthedocumenthas.

 Print… Actuallyprintsthefile.

 List of files Liststherecentlyopenedfiles.Clickafiletoopenitagain.

 Close Closesonlythecurrentdocument.Youwillbeaskedwhetheryouwantto
saveitbeforehand.

 Quit Quitsgedit.Alldocumentscanbesavedbeforehand.

Edit Undo Undoesthelastchange.

 Redo Redoesthelastundonechange.

 Cut Copiestheselectedtexttotheclipboardanddeletesitfromthefile.

 Copy Copiestheselectedtexttotheclipboardwithoutdeletingitfromthefile.

 Paste Insertsthecontentsoftheclipboardintothecurrentfile.

 Delete Deletestheselectedtextfromthefilewithoutcopyingittotheclipboard.

 SelectAll Selectsalltextinthefilesoyoucanlatercopy,cut,ordeleteit.



Insert Date
andTime

Allowsyoutoinsertthecurrentdateandtimeinadifferentformator
yourowncustomformat.

 Preferences GivesyouaccesstothePreferencesdialogbox(explainedlaterinthis
chapter).

View Toolbar Showsorhidesthetoolbar.Itisselectedbydefault.

 Statusbar Showsorhidesthestatusbar.Itisselectedbydefault.

 SidePane Showsorhidesthesidepane.Itisdisabledbydefault.

 BottomPane Showsorhidesthebottompane.Itisdisabledandgrayedoutbydefault.
Someprogrammingfunctionswillallowyoutoenableit.

 Fullscreen Switchestofull-screenmodeforeasierediting.Changebacktonormal
modebypressingF11.
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Menu Option Notes 

Highlight
Mode

Allowsyoutohighlightportionsofthetextbasedonthetypeoffileyou
areediting.geditissometimesusedtocreateoreditscriptsandother
typesofstructuredtextfiles.Tomakeiteasier,youcantellgeditwhat
typeoffileyouarecreating,anditwillautomaticallyrecognizespecial
wordsanddisplaythemwithdifferentcolors,thusmakingiteasierto
identifythem.Bydefault,PlainTextmodeisselected.

Search Find… Allowsyoutofindalloccurrencesofaspecificpieceoftext.Itopensa
dialogboxinwhichyoucanenterthesearchtermandselectfromseveral
options(alsoavailableintheReplacedialogbox),asfollows: 

Match case:Onlysearchesforoccurrencesofthestringthatmatchthe
textandthecaseofthesearchterm.

Match entire word only:Onlyfindsoccurrencesofthestringthatmatch
theentiresearchterm.

Search backwards:Searchesbackwardtowardthebeginningofthe
document.

Wrap around:Searchestooneendofthedocumentandthen
continuesthesearchfromtheotherendofthefile.

Alloccurrencesofthesearchtermwithinthedocumentwillbe
highlighted,andthecursorwillbepositionedatthefirstonefound.

 FindNext Movesthecursortothenextoccurrenceofthesearchterm.

 FindPrevious Movesthecursortothepreviousoccurrenceofthesearchterm.

Incremental
Search…

Allowsyoutosearchasyoutype,asmostmodernbrowsers.Assoonas
youbeginenteringthesearchterm,itwillstartcreatingthelistof
occurrences,morespecificasmorecharactersareentered.PressCtrl+G
tomovethecursortothenextoccurrence,andCtrl+Shift+Gtomoveto
thepreviousone.

 Replace… Allowsyoutosearchforatermandreplaceallorsomeofitsoccurrences.

Clea r
Highlight

Removesthehighlightingfromalloccurrencesofthesearchterm.

 GotoLine… Movesthecursortoaspecificline.

Document Various 
options

Allowsyoutonavigatethroughyouropenfilesorsavethematthesame
time.

Help Various 
options

Allowsyoutogetmorehelp.
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Itisworthnotingthatsometimesadditionaloptionswillbeavailableateachmenu.Itdependson
whichplug-insyouhaveenabled.Plug-ins,whicharefullyexplainedlaterinthischapter,extendthe
basicfunctionalityofgedit,allowingyoutodomore.Theycanalsoextendthebasicinterface—for
example,creatinganewmenucalledTools.Sogeditisveryextensible.

ThePreferencesdialogbox,whichyoucanaccessthroughtheEditmenu,allowsyoutochangehow
textisdisplayed,andtoenableordisableplug-ins.Therearefourdifferenttabsinthedialogbox: 

1. View:TheViewoptionsallowyoutoconfigurehowtextisdisplayed.

• Text Wrapping:Selectthe“Enabletextwrapping”optiontohavelonglines
oftextflowintoparagraphsinsteadofrunningofftheedgeofthetext
window.Thisavoidshavingtoscrollhorizontally.Selectthe“Donotsplit
wordsovertwolines”optiontomaketheTextWrappingoptionpreserve
wholewordswhenflowingtexttothenextline.Thismakestexteasierto
read.

• Line Numbers:Selectthe“Displaylinenumbers”optiontodisplayline
numbersontheleftsideofthegeditwindow.

• Current Line:Selectthe“Highlightcurrentline”optiontohighlighttheline
wherethecursorisplaced.

• Right Margin:Selectthe“Displayrightmargin”optiontodisplayavertical
linethatindicatestherightmargin.Usethe“Rightmarginatcolumn”spin
boxtospecifythelocationoftheverticalline.

• Bracket Matching:Selectthe“Highlightmatchingbracket”optionto
highlightthecorrespondingbracketwhenthecursorispositionedona
bracketcharacter.

2. Editor:TheEditoroptionsallowyoutoconfigurehowtextiseditedandto
automaticallybackupfiles.

• Tab Stops:UsetheTabWidthspinboxtospecifythewidthofthespace
thatgeditinsertswhenyoupresstheTabkey.Selectthe“Insertspaces
insteadoftabs”optiontomakegeditinsertthespecifiednumberofspaces
insteadofatabcharacterwhenyoupresstheTabkey.

• Automatic Indentation:Selectthe“Enableautomaticindentation”option
tomakethenextlinestartattheindentationlevelofthecurrentline.

• File Saving:Selectthe“Createabackupcopyoffilesbeforesaving”option
tocreateabackupcopyofafileeachtimeyousavethefile.Thebackup
copy
ofthefilecontainsa~attheendofthefilename.Selectthe“Autosavefiles
every…minutes”optiontoautomaticallysavethecurrentfileatregular
intervals.Usethespinboxtospecifyhowoftenyouwanttosavethefile.

3. Font & Colors:Theoptionsonthistaballowyoutospecifythefontinwhich
textisdisplayed,andthecolorofthetextandbackground. 
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• Font:Selectthe“Usethesystemfixedwidthfont”optiontousethedefault
systemfontforthetextinthegedittextwindow.The“Editorfont”field
displaysthefontthatgeditusestodisplaytext.Clickthebuttontospecify
thefonttype,style,andsizetousefortext.

• Color Scheme:Youcanchooseacolorschemefromthelistofcolor
schemes.

4. Plug-ins:Plug-insareverypowerfulfeaturesthatenableyoutoturnonoroff
certainadvancedfeaturesofgedit.Theyareconfiguredbyselectingthecheck
boxnexttotheplug-innameintheActivePluginslist.Thecompletelistof
defaultplug-insisgiveninTable12-4.

Table 12-4. List of Default Plug-Ins 

Plug-In What It Does How To Use It 

ChangeCase Changesthecaseofthe
selectedtext

Whenenabled,theoptionChangeCaseisadded
totheEditmenu.Chooseittochangethecaseof
theselectedtext.

Document
Statistics

Displaysstatisticsabout
thecurrentdocumentand
selectedtext

SelecttheoptionTools DocumentStatistics.

ExternalTools Executesexternaltoolsand
sendstheoutputtothefile

Youcanusethedefaultexternaltoolsavailable
fromtheTools ExternalToolsoption.For
example,ifyouchoosetorunacommandsuchas
ls -l,theoutputofthatcommandwillbesentto
thetextfile.Youcanalsocreateyourownexternal
tools.

FileBrowser
Pane

Addsafilebrowsertotheside
pane

Enablethesidepaneintheviewpanel.Afolder
iconwillbedisplayedatthebottomshowinga
newtabwiththeplacesonyourharddisk.Browse
tothefileyouwanttoopenanddouble-clickit.

InsertDate/Time Insertsthedateandtimeinto
thetext

Selecttheplacewhereyouwanttoinsertthedate
andtime,andclicktheEdit InsertDateand
Time…option.Aformatmustbeselected.

Modelines Allowsyoutosetediting
preferencesforindividual
documents,andsupports
Emacs-,Kate-,andVim-style
modelines

InsertthemodelinesforEmacs,Kate,orVimat
thestartorendofthedocument.Preferencesset
usingmodelinestakeprecedenceovertheones
specifiedinthePreferencesdialog.

PythonConsole Transformsthebottom
panelintoaninteractive
Pythonconsole

EnablethebottompanelintheViewmenu.
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Plug-In What It Does How To Use It 

QuickOpen Letsyouopendocumentsin
yourHomedirectoryvery
quickly

SelecttheFile QuickOpenoption.

Snippets Allowsyoutostorefrequently
usedpiecesoftext,called
snippets,andinsertthem
quicklyintoadocument

YoumanagesnippetsthroughtheTools Manage
Snippetsoption.Youassociateasnippetwitha
trigger.Pullingthetriggerinsertsthetext.

Sort Sortsselectedlines
alphabetically(basedonASCII
codes)

SelectthelinesandclicktheEdit Sort…option.

SpellChecker Allowsyoutosearchthe
documentforspellingerrors
andcorrectthem

GototheToolsmenuandeitherchoosetocheck
thespellingimmediatelyorenabletheautomatic
spell-checker.Youcanalsosetthelanguage.

Taglist Providesamethodtoeasily
insertcommonlyused
tags/stringsintoadocument
withouthavingtotypethem

GotoView SidePane,andselectthetabwiththe
plus(+)sign.You’llseealistofavailable
categoriesfortags(e.g.,HTML–Tags).Double-
clickingatagwillinsertitinthetext.

Asyoucansee,geditincludesbydefaultalotofusefulplug-ins.Butwhatwouldbetheuseofplug-
insiftheywerenotextensible?Asyoumightexpect,therearealotmoreplug-insavailablebothatthe
officialUbunturepositoriesandfromalternativesources.

Additionalplug-insareavailable,forexample,inthepackagegedit-plugins,whichyoucaninstall
byusingtheUbuntuSoftwareCenter.Third-partyplug-insareavailablefromseveralsourcesaswell.
Youcancheckthepagehttp://live.gnome.org/Gedit/Pluginsforinformationaboutavailableplug-ins.

ComparingMultipleFileswithDiffuse
AnothergraphicaltoolthatcancomeinveryhandyattimesistheDiffuseMergeTool.Itcombinesmany
ofthefunctionalitiesalreadyseenincommand-linetoolssuchaspasteofdiff.Itletsyou,forinstance,
compareline-by-linetwooreventhreetextfiles,anditspotsthedifferencesforyousoyoucanmerge
thecontentsofafileintotheother.It’sveryusefulif,forexample,youarecomparingtwoversionsofa
program’ssourcecode—orifyou’reateacher,twoexamsfromdifferentstudents.

Diffuseisnotinstalledbydefault,butiseasytoget.SimplyopentheUbuntuSoftwareCenterand
searchfor“Diffuse.”TheDiffuseMergeToolwillbethefirstonthelist,sosimplyclickInstallandwait
(formoredetailsaboutsoftwareinstallation,seeChapter20).AsyoucanseeinFigure12-2,Diffuse
dividesthemainpaneintotwoorthreewindowstoenableside-by-sidecomparisonoftextfiles,and
highlightsthelineswithdifferences.

http://live.gnome.org/Gedit/Plugins
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Figure 12-2. The Diffuse Merge Tool combines the power of many command-line tools. 

Thethirdelementinthemainpane,attherightofthedocuments,isthecomparisonsummary.The
summaryshowsallthedocuments,andillustrateswhichlineshavedifferences(inred)andwhichhave
beenmanuallyedited(ingreen).Youcanmovefromonesectionofthedocumentstoanothersimplyby
movingthelocationbarinthecomparisonsummary.

Onceyou’vereviewedthedifferences,youcanchoosetomodifyoneofthefilesinaccordancetothe
other.Usethebuttonsonthetoolbartocopytextfromonedocumenttotheother.Thenameof
modifieddocumentswillbeappendedwithanasterisk(*)attheend;thismeansthatthefilehasbeen
changedsincethelastsave.Makesureyousaveyourfilesfromtimetotimetoavoidlosingyourwork.

Summary 
Inthischapter,weshowedhowtextfilescanbemanipulated.Inmanyways,theBashshellisbuilt
aroundmanipulatingtext,andwepresentedvarioustoolscreatedwiththisgoalinmind.Wethentalked
abouthowtextfileeditorswereoncethemostimportantapplicationsforLinuxusers.

WithUbuntu,theneedforeverydayuseofsuchtoolsisgreatlyreduced.Nonetheless,Ubuntu
includesapowerfulandexpandabletexteditor:gedit.Itcomesoutoftheboxwithmanyfeaturesnot
foundinitsNotepadcounterpart,andnewplug-insareaddedtothelistallthetime.Inconjunctionwith
theDiffuseMergeTool,itcoversmostofyourneedsfortextfilemanipulation.
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Making the Move to LibreOffice 

Youmightbewillingtobelievethatyoucangetacompleteoperatingsystemfornocost.Youmighteven
beabletoacceptthatthisofferseverythingWindowsdoesandmuchmore.Butonestumblingblock
manypeoplehaveisbelievingthataMicrosoftOffice–compatibleofficesuitecomesaspartofthezero-
costbundle.It’sasteptoofar.Officecostshundredsofdollars—aretheyexpectingustobelievethat
there’sarivalproductthatisfree?

Well,thereis,andit’scalledLibreOffice.Itisasuite,meaningthatitisabundleofmany
applications,mostofwhichcomepreinstalledwithUbuntu,aswellasmostotherLinuxdistributions.
ThismakesittheLinuxofficesuiteofchoice.It’scompatiblewithmostMicrosoftOfficefilestoo,and
evenlookssimilarandworksinacomparablewaytoprevious“classic”releasesofOffice(i.e.,thoseprior
toOffice2007),makingiteasytolearn.Whatmorecouldyouwant?

Introduction to LibreOffice 
LibreOfficeisarebrandedforkoftheOpenOffice.orgproductivitysuitepreviouslybundledwith
Ubuntu.

OpenOffice.orgstartedlifeasaproprietaryproductcalledStarOffice,createdbyaGermancompany
calledStarDivision.SunMicrosystems(nowpartofOracle)subsequentlyboughtStarDivisionand
releasedthesourcecodeofStarOfficeinordertoencouragecommunitydevelopment.Thisledtothe
creationoftheOpenOffice.orgproject,acollaborativeeffortbetweenopensourcedevelopersandOracle
/Sun.ThisprojecthasreleasedseveralnewversionsofOpenOffice.org.ButonSeptember28,2010,a
majorchangeintheproject’sstructurewasannounced:anew,independentfoundation,“The
DocumentFoundation,”waslaunchedtosponsorthedevelopmenteffortstogainindependencefroma
singlecompany.OraclewasinvitedtobecomeamemberoftheFoundationandtodonatethe
OpenOffice.orgbrand;meanwhile,thenameLibreOfficewasadoptedtoreinforcetheideaoffreedom
andopenness.

■NoteAlthoughSunopenedStarOffice’ssourcecode,itcontinuedtosellit,alongwithsomeusefulextrassuch
asfonts,templates,andtechnicalsupport.WhenOracleboughtSun,StarOfficewasrebrandedasOracleOpen
Office.Tothenaïveonlooker,itseemedthatOraclewaschargingforOpenOffice.org.Butthiswasn’tso,andit
couldnotbe,becauseOpenOffice.orgisanopensourceapplicationandacommunityprojectthat’slicensedunder
theGPL.Oraclecanpackageitandchargefortheextrafunctionality,butthecoresoftwarewillremainfree.And
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onApril14,2011,OracleannouncedthatOpenOfficewastobecomeapurelycommunity-basedopensource
project,andthatitwillnolongerofferacommercialversionofOpenOffice.

LibreOfficefeaturesawordprocessor,aspreadsheetprogram,apresentationapackage,adrawing
tool(vectorgraphics),awebsitecreationtool,adatabaseprogram,andseveralextras.Assuch,it
matchesMicrosoftOfficealmostblowbyblowintermsofcorefunctionality.SeeTable13-1fora
comparisonofcorepackages.

Table 13-1. How the Office and LibreOffice Suites Compare 

Microsoft Office OpenOffice.org Function 

WordWriter Wordprocessor

ExcelCa lc Spreadsheet

PowerPointImpre ss Presentations

VisioDraw a Technicaldrawing/charting

FrontPageWriter b Websitecreation

AccessBase c Database

EquationEditor Math FormulaEditor

aDrawisavectorgraphicscreationtoolakintoAdobeIllustrator.Creatingflowchartsororganizational
diagramsisoneofmanythingsitcando.
bWriterisusedforwordprocessingandHTMLcreation;whenswitchedtoWebmode,itsfunctionalityis
alteredappropriately.
cWriterandCalccanbecoupledtoathird-partydatabaseapplicationsuchasMySQLorFirebird;
however,LibreOfficealsocomeswiththeBaserelationaldatabase.Thismustbeinstalledseparately—
seeChapter20.

Youshouldfindthatthefunctionalitywithinthepackagesisduplicatedtoo,althoughsomeofthe
veryspecificfeaturesofMicrosoftOfficearenotinLibreOffice.ButLibreOfficealsohasitsownrangeof
suchtoolsnotyetfoundinMicrosoftOffice!

■TipOneextremelyusefulfeatureprovidedwithLibreOfficeistheabilitytooutputhigh-qualityPDFfiles.

LibreOfficedoeshaveacoupleofnotableomissions.Perhapsthemainoneisthatitdoesn’toffera
directlycomparableOutlookreplacement.However,aswediscussinChapter14,theEvolution
applicationoffersahighlycapablereproductionofOutlook,withe-mail,contactsmanagement,and
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calendarfunctionsallinonelocation.✍✞Evolutionisn’tdirectlylinkedtoLibreOffice(althoughit’s
possibletosharesomeEvolutioncontactsdatawithLibreOfficeapplications),butitretainstheoverall
Ubuntulook,feel,andwayofoperating.

LibreOffice Key Features 
KeyfeaturesofLibreOfficeincludetheabilitytoexportdocumentsinPortableDocumentFormat(PDF)
acrosstheentiresuiteofprograms.PDFfilescanthenbereadonanycomputerequippedwithPDF
displaysoftware,suchasAdobeAcrobatReader.

Inaddition,LibreOfficefeaturespowerfulaccessibilityfeaturesthatcan,forexample,helpthose
withvisiondisabilitiesusetheprogramsmoreeffectively.Forthosewhoaretechnicallyminded,
LibreOfficecanbeextendedveryeasilywithavarietyofplug-ins(see
http://www.libreoffice.org/features/extensions/)thatallowtheeasycreationofadd-onsusingmany
differentprogramminglanguages.

AlthoughLibreOfficelargelymirrorsthelookandfeelofMicrosoftOfficereleasespriortothe2007
version(i.e.,thosereleasesofOfficepriortothemajorinterfaceoverhaulthat’sfoundinOffice2007),it
addsitsownflourisheshereandthere.Thiscanmeanthatsomefunctionsarelocatedondifferent
menus,forexample.However,noneofthisposesachallengeformostusers,andLibreOfficeisgenerally
regardedaseasytolearn.

File Compatibility 
Inadditiontoprovidingcorefeaturecompatibility,LibreOfficeisabletoreadfilesfromMicrosoftOffice.
AgreatefforthasbeenmadeinthelastversionstoaddcompatibilityforOffice2007and2010formats
andpassword-protectedfiles(i.e.,.docx,.xlsx,and.pptxfiles,whichTheDocumentFoundationrefers
toasMicrosoftOpenXMLorMOX).WithLibreOffice,youcanevensaveyourfilesinMOXformat;
nonetheless,youshouldalwaystestyourfiles,becausesometimesresultsarelessthanperfect.However,
improvementsarebeingmadeallthetime,andthisisjustonemorereasonwhyyoushouldupdate
UbuntufrequentlytoensurethatyouhavethelatestversionsoftheLibreOfficesoftware.

Althoughfilecompatibilityproblemsarerareformostsimpletomoderatelycomplexdocuments,
twoissuesoccasionallycropupwhenopeningMicrosoftOfficefilesinLibreOffice:

VBA compatibility:LibreOfficehaspartialsupportforMicrosoftOfficeVisualBasicforApplications
(VBA)macros,althoughworkisbeingundertakentostrengthenthisaspect.LibreOfficeusesa
similarbutincompatibleinternalprogramminglanguage.SuchmacrosaretypicallyusedinExcel
spreadsheetsdesignedtocalculatetimesheets,forexample.Unfortunately,youwon’tknow
whetheryourVBAmacroswillworkuntilyougivethematryinLibreOffice,althoughthemacros
willbepreservedwithinthedocumentnomatterwhat(providedyoucontinuetosaveinthe
originalMicrosoftOfficeformatanddon’t,forexample,savethedocumentinaLibreOfficefile
formatinstead).

■NoteIfcompatibilitywithVBAmacrosisadealbreakerforyou,andyou’veyettoinstallUbuntu,youmighttry
yourdocumentscontainingVBAmacrosintheWindowsversionofOpenOffice.org.Thiswillenableyoutoseehow
welltheyworkinadvance.YoucandownloadtheWindowsversionfrom
http://www.libreoffice.org/download/.

http://www.libreoffice.org/features/extensions/
http://www.libreoffice.org/download/
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Document formatting:Whenyoucreatewell-polisheddocumentsandbeautifulpresentations,the
lastthingyouwantistoloseallyourworkwhenyoumovethefilesfromonecomputertoanother.
Sadly,thisisoftentherealitywhenfilesaresharedbetweenMicrosoftOfficeandLibreOffice.
Althoughfilescanbeopened,someformattingmaybelost,diminishingthedesiredvisualimpact.
Sometimestheproblemisduetolackoffonts,andwetalkaboutthisissuelaterinthischapter.On
otheroccasions,whenyouwanttodistributeyourownwork,youcouldjustexportitasaPDFfile,
asshownfollowing.Also,youshouldalwaystestpresentationsforfullcompatibilitywithout
assumingtheywilllookexactlythesameinthedifferentprograms.Openingafileisjusthalfthejob!

IfyoufindthatLibreOfficeisn’tabletoopenanOfficefilesavedbyyourcolleagues,youcanalways
suggestthattheytoomaketheswitchtoLibreOffice.Theydon’tneedtoberunningUbuntutodoso.
VersionsareavailabletorunonallWindowsplatforms,aswellastheMac,andareavailablefrom
http://www.libreoffice.org/download/.

■NoteThereisanotherforkofOpenOffice.orgavailableforMac:NeoOffice,whichhasbeenadaptedtorun
nativelywithinMacOSX.Formoredetails,seewww.neooffice.org.

AswiththeUbuntuversion,versionsofLibreOfficeavailableforotheroperatingsystemsareentirely
freeofcharge.Indeed,formanypeoplewhoarerunningversionsofOfficethey’veinstalledfrom
“borrowed”CDs,LibreOfficeoffersawaytocomecleanandavoidpiratingsoftware.Formoredetails
andtodownloadLibreOffice,visitwww.libreoffice.org.

Afteryourcolleagueshavemadetheswitch,youcanexchangefilesusingLibreOffice’snative
format,oropttosavefilesintheMicrosoftOfficefileformats(.doc,.xls,.ppt,etc.).Figure13-1shows
thefiletypeoptionsavailableinLibreOffice’swordprocessorcomponent’sSaveAsdialogbox.

■NoteLibreOfficealsosupportsRichTextFormat(RTF)textdocumentsandcomma-separatedvalue(CSV)data
files,whicharesupportedbypracticallyeveryofficesuiteprogramevermade.

Whenitcomestosharingfiles,there’sanotheroption:savingyourfilesinanon-Officeformatsuch
asPDForHTML.LibreOfficeisabletoexportdocumentsinbothformats,andmostmodernPCs
equippedwithAdobeAcrobatorasimplewebbrowserwillbeabletoreadthem.However,although
LibreOfficecanopenandeditHTMLfiles,itcanexportdocumentsonlyasPDFfiles,sothisformatis
bestreservedforfilesnotintendedforfurtherediting.

http://www.libreoffice.org/download/
http://www.neooffice.org
http://www.libreoffice.org
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Figure 13-1. All the LibreOffice components are compatible with Microsoft Office file formats. 

OPEN DOCUMENT FORMAT 

Oneoftheprinciplesbehindallopensourcesoftwareistheideaofopenfileformats.Thismeansthatif
someonecreatesanewopensourcewordprocessor,thatpersonalsomakessurethatthetechnology
behindthefileformatisexplained,sothatotherpeoplecanadapttheirprogramstoreadorsaveinthat
fileformat.

Tomeetthegoalsofopensourcesoftware,theOASISOpenDocumentFormat(ODF)wascreated,andthis
isutilizedinLibreOffice.Thisisacompletelyopenandfree-to-useofficedocumentfileformatthatall
softwaresuitescanadopt.TheideaisthatODFwillmakeswappingfilesbetweenallofficesuiteseasy.

WhileearlierversionsofOpenOffice.orgreliedonODF1.1,inOctober2008,OpenOffice.org3.0adopted
ODF1.2asitsdefaultfileformat.ODF1.2hasbeenrecentlystandardized.

TherehavebeenchangesrecentlyregardingMicrosoftsupportforODFfiles.Traditionally,Microsofthasn’t
supportedODFfileformatswithinitsproductivitysuite,soSunMicrosystemsdevelopedaplug-inthat
enabledyoutoopenODFfileswithMicrosoftOffice.ThischangedwiththereleaseofMicrosoftOffice
2007ServicePack2(SP2),inwhichODFversion1.1gainedsupport.ButsincetheOpenOffice.org3.2
defaultfileformatisODF1.2,youmaystillhaveproblemsopeningdocumentsproducedwith
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OpenOffice.orginMicrosoftOffice.NowthatODF1.2hasbeenstandardized,Microsofthasaddedsupport
foritaswellinthemostrecentversionofitsOfficesuite.

The Right Fonts 
OnekeytocompatibilitywiththemajorityofMicrosoftOfficefilesisensuringthatyouhavethecorrect
fonts.ThisisanissueevenwhenusingWindows.It’scommontoopenanOfficedocumentandfindthe
formattingincorrectbecauseyoudon’thavethefontsusedintheconstructionofthedocument.

AlthoughmostWindowssystemshavemanyfonts,mostpeopletendtorelyonahandfulofcore
fonts,whicharedefaultsonmostWindowsinstallations:Arial,Tahoma,Verdana,TrebuchetMS,and
TimesNewRoman.(MSComicSansmightalsobeincludedinthatlist,althoughitisn’toftenused
withinbusinessdocuments.)

YoucanobtainthesefontsandinstallthemonyourUbuntusysteminseveralways.Herewecover
twomethods:copyingyourfontsfromWindowsandinstallingMicrosoft’sTrueTypecorefonts.The
lattermethodisbyfartheeasierwayofundertakingthistask.

■TipAsanalternativetoinstallingMicrosoftfonts,youmightinstalltheLiberationfonts.Theseareopensource
fontsdesignedtobemetricallyidenticaltoArial,TimesNewRoman,andCourier.Inotherwords,intheoryatleast,
theletterAinoneoftheaforementionedMicrosoftfontsshouldoccupythesamespace(andthereforedisplaythe
sameonthescreenandwhenprinted)astheletterAinthematchingLiberationfont.YoucaninstalltheLiberation
fontsbyinstallingthettf-liberationpackage.Tolearnaboutpackageinstallation,seeChapter20.

CopyingWindowsFonts
Ifyoudual-bootUbuntuwithWindows,youcandelveintoyourWindowspartition’sfontfolderand
copyeveryfontyouhaveavailableunderWindows.Thismethodisusefulifyouwishtocopyallthe
fontsyouuseunderWindows,suchasthoseinstalledbythird-partyapplications.Ifyouwishtogetjust
ArialandTimesNewRoman,youmightwanttoskipaheadtothenextsection.

■CautionInstallingWindowsfontsunderUbuntuisalegalgrayarea.Technicallyspeaking,there’snoreason
whyyoushouldn’tbeabletousethefontsunderUbuntu.PurchasingWindowsaswellasanysoftwarerunningon
itshouldalsomeanyoupurchasedalicensetousethefonts,andthere’snorestrictiononhoworwhereyouuse
them.Butthesituationisfarfromclear.You’dbewelladvisedtoreadtheWindowsEndUserLicenseAgreement
(EULA)formoreguidance.Thiscanusuallybefoundinthepackagingforyourcomputer.

TocopyyourWindowsfonts,followthesesteps:

1. ClicktheentryonthePlacesmenuforyourWindowspartition,soitis
mountedanditsiconappearsonthedesktop.
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2. Createafoldernamed.fontsinyourHomefolder.Itwillbeusedtostoreyour
personalselectionoffonts.

3. IntheNautiluswindowdisplayingtheWindowsdirectories,navigatetoyour
Windowsfontsfolder.Thelocationofthisvariesdependingonwhichversion
ofWindowsyou’reusing.Rememberthatcasesensitivityisimportantunder
Ubuntu!

4. StillinthewindowdisplayingyourWindowsfontdirectory,clickView➤List,
andthenclicktheTypecolumnheaderinthewindowsothatthelistissorted
accordingtofileextensions.ScrolldowntothelistofTrueTypefontsand
selectthemall.Thiscanbedonebyclickingthefirst,holdingdownShift,and
thenclickingthelast.

5. ClickanddragalltheTrueTypefontstotheNautiluswindowdisplayingyour
personalfontdirectory.Thefontswillbecopiedacrossandinstalled
automatically.Insomeofourtests,thishappenedinstantly,andtherewasno
indication(suchasadialogbox)thatcopyinghadhappened.

6. Closeanyopenprogramwindowsandstarttheprogramsagain.Youshould
findthatyourWindowsfontsarenowavailable.

InstallingTrueTypeCoreFonts
Ifyoudon’twanttoundertakethefont-copyingmaneuver,youcandownloadandinstallMicrosoft’s
TrueTypecorefonts.ThispackagecontainscommonWindowsfonts,includingArialandTimesNew
Roman.

■NoteThesefontsweremadelegallyavailablebyMicrosoftin1996foruseunderanyoperatingsystem—for
moredetails,seehttp://en.wikipedia.org/wiki/Core_fonts_for_the_Web.

Here’showit’sdone(notethattheseinstructionsassumethatyourcomputerisonline):

1. ClickApplications➤UbuntuSoftwareCenter.Enteryourpasswordto
continue.

2. IntheQuickSearchtextfieldatthetopoftheprogramwindow,type
mscorefonts.SelectMicrosoftCoreFontsandclickInstall.

3. Closeallprogramwindowsandlogoutofthesystem.Thenlogbackinagain.
YoushouldnowfindthattheWindowsfontsareavailableinallapplications,
includingLibreOffice,asshowninFigure13-2.

http://en.wikipedia.org/wiki/Core_fonts_for_the_Web
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Figure 13-2. Vital Microsoft fonts are just a download away, courtesy of the Ubuntu Software Center. 

OTHER LINUX OFFICE SOFTWARE 

LibreOffice,asitsprecursorOpenOffice.org,iswidelyregardedasoneofthebestLinuxofficesuites,but
it’snottheonlyone.ItsmaincompetitorisKOffice.KOfficetightlyintegratesintotheKDEdesktopand
mirrorsmuchofitslookandfeel.Itincludesawordprocessor,aspreadsheet,apresentationpackage,a
flowchartingtool,adatabaseaccesstool,graphicaltools,andmuchmore.AswithLibreOffice,inmost
casesyoucanloadandsaveMicrosoftOfficefiles.Formoredetails,seetheKOfficehomepageat
www.koffice.org.It’savailablewithUbuntutoo.JustusetheUbuntuSoftwareCentertosearchforand
installit.

Inaddition,thereareseveralopensourceofficeapplicationsthataren’tcompleteofficesuites.For
example,AbiWordisconsideredanexcellentwordprocessor,whichpacksinalotoffeaturesbutkeeps
theuserinterfacesimple.It’spartneredbyGnumeric,aspreadsheetapplicationthatisdeveloped
separately(althoughbothaimtobeintegratedintotheGNOMEdesktopenvironment).Formoredetails,
seewww.abisource.comandwww.gnome.org/projects/gnumeric,respectively.Youcanalsofindbothof
theseprogramsintheUbuntusoftwarerepositories(usetheUbuntuSoftwareCentertosearchforthem).

http://www.koffice.org
http://www.abisource.com
http://www.gnome.org/projects/gnumeric
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Introducing the Interface 
Ifyou’veeverusedanofficesuitesuchasMicrosoftOffice,youshouldn’tfindittoohardtogetaroundin
LibreOffice.AswithMicrosoftOffice,LibreOfficereliesprimarilyontoolbars,amainmenu,andseparate
context-sensitivemenusthatappearwhenyouright-click.Inaddition,LibreOfficeprovidesfloating
palettesthatofferquickaccesstousefulfunctions,suchasparagraphstyleswithinWriter.

Figure13-3providesaquickguidetotheLibreOfficeinterface,showingthefollowingcomponents: 

Menu bar:ThemenusprovideaccesstomostoftheLibreOfficefunctions.

Standard toolbar:Thistoolbarprovidesquickaccesstoglobaloperations,suchassaving,opening,
andprintingfiles,aswellaskeyfunctionswithintheprogrambeingused.Thestandardtoolbar
appearsinallLibreOfficeprogramsandalsoprovidesawaytoactivatethevariousfloatingpalettes,
suchastheNavigator,whichletsyoueasilymovearoundvariouselementswithinthedocument.

Formatting toolbar:Asitsnamesuggests,thistoolbaroffersquickaccesstotext-formatting
functions,similartothetypeoftoolbarusedinMicrosoftOfficeapplications.ClickingtheBoldicon
willboldfaceanyselectedtext,forexample.ThistoolbarappearsinCalc,Writer,andImpress.

Ruler:Therulerletsyousettabsandaltermarginsandindents(withinprogramsthatuserulers).

Status bar:Thestatusbarshowsvariousaspectsoftheconfiguration,suchaswhetherInsertor
Overtypemodeisinuse.Theinformationandoptionsofferedvarydependingonwhichapplication
isinuse.WithinWriter,forexample,aslidertotherightofthestatusbarallowsthequickchanging
ofthedocument’szoomlevel.IfusingCalc,you’llseeaSumareathatshowsthenumerictotalof
anyselectedcells.

Document area:Thisisthemaineditingarea.

Mostoftheprogramsrelyonthestandardandformattingtoolbarstoprovideaccesstotheir
functions,andsomeprogramshaveadditionaltoolbars.Forexample,applicationssuchasImpress(a
presentationprogram)andDraw(fordrawingvectorgraphics)haveadrawingtoolbar,whichprovides
quickaccesstotoolsfordrawingshapes,addinglines,andcreatingfills(theblocksofcolorwithin
shapes).
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Figure 13-3. The LibreOffice interface has several components. 

Customizing the Interface 
Youcanselectwhichtoolbarsarevisibleonyourscreen,aswellascustomizethosethatarealready
there.YoucanalsoaddnewtoolbarsandcustomizetheLibreOfficemenus.Thecolorschemeof
LibreOfficecanbealteredtoyourtastes,andyoucanalsoaltervarioustrivialelementsoftheinterface,
suchasthesizeoftheicons.

AddingFunctionstoToolbars
Thequickestwaytoaddiconsandfunctionstoanytoolbaristoclickthesmallarrowattherightofa
toolbarandselecttheVisibleButtonsentryonthemenuthatappears.Thiswillpresentalistofcurrently
visibleiconsandfunctions,alongwiththosethatmightproveusefulonthattoolbarbutarecurrently
hidden.Anyoptionalreadyvisiblewillhaveachecknexttoit.

Additionally,youcanaddpracticallyanyfunctiontoatoolbar,includingtheoptionsfromthemain
menusandmanymorethanthosethatareordinarilyvisible.Herearethesteps:

1. ClickthesmalldownarrowtotherightofatoolbarandselecttheCustomize
Toolbaroption.

2. IntheCustomizedialogbox,clicktheAddbuttonintheToolbarContent
sectiontoopentheAddCommandsdialogbox,asshowninFigure13-4.
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3. Chooseacategoryfromthelistonthelefttoseetheavailablecommandsin
thelistontheright.Thecategoriesoffunctionsareextremelycomprehensive.
Forexample,undertheFormatcategory,you’llfindentriesrelatedtospecific
functions,suchasincreasingfontsizesorsettingashadoweffectbehindtext.
Thosecategoriesareselfexplanatoryforthemostpart.

4. SelectthefunctionyouwanttoaddontherightsideoftheAddCommands
dialogboxandthenclicktheAddbutton.

5. Afteryou’vefinishedmakingyourchoices,clicktheClosebutton.You’llthen
seeyournewfunctioninthelistoficonsintheCustomizedialogbox,under
theToolbarContentheading.Thelastnewiconyouchosewillbe
automaticallyselected.

6. Clickanddragupordowninthelisttomovethenewfunctionleftorrighton
thetoolbaritself(you’llseethetoolbarupdatewhenyoureleasethemouse
button).Alternatively,youcanhighlighttheiconandclicktheupanddown
arrowsnexttothelist.Totemporarilyhidethenewicon,oranyothericon,
removethecheckfromalongsideit.



Figure 13-4. Adding a new function to the toolbar is very easy within LibreOffice 

Manyfunctionsthatcanbeaddedareautomaticallygivenarelevanttoolbaricon,butyoucan
chooseanothericonforafunctionbyselectingtheiconinthelistintheCustomizedialogbox,clicking
Modify,andthenselectingChangeIcon.Youcanalsousethismethodtochangeaniconthatalready
appearsonatoolbar.
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■NoteTodeleteaniconfromatoolbar,clickthetwosmallarrowstotherightofthetoolbarandthenselectthe
CustomizeToolbaroption.Selecttheiconyouwanttoremove,clicktheModifybutton,andchoosetodeleteit.

AddingaNewToolbar
Ifyouwanttoaddyourownnewtoolbartoofferparticularfunctions,you’llfinditeasytodo.Hereare
thesteps:

1. ClickthesmalldownarrowtotherightofanytoolbarandselectCustomize
Toolbarfromthelistofoptions.Don’tworry—you’renotactuallygoingto
customizethatparticulartoolbar!

2. IntheCustomizedialogbox,clicktheNewbuttonatthetopright.

3. Givethetoolbaraname.Tomakethetoolbarpermanent,keepthedefault
entryintheSaveInfield,whichshouldread“LibreOffice”Tohavethetoolbar
“attach”tothecurrentlyopendocumentsothatitappearsonlywhenthat
documentisopened,selectthedocument’snameintheSaveInfield.Note
thatthisiseffectiveonlyifdocumentsaresavedinnativeLibreOfficefile
formats.

4. Populatethenewtoolbar,followingtheinstructionsintheprevioussection.

5. Afteryou’vefinished,clicktheOKbutton.

Youshouldseeyournewtoolbareitherbeneathortotherightofthemaintoolbars.Ifitislocatedto
theright,youmayhavetoclickanddragitsmovehandleattheleftofthetoolbartorepositionitsothat
allitsfeaturesarevisible.Tohidethetoolbarinthefuture,clickView➤Toolbars,andthenremovethe
checkalongsidethenameofyourtoolbar.

CustomizingMenus
YoucanalsocustomizetheLibreOfficemenus.Herearethesteps:

1. ChooseTools➤Customizefromthemenubar.

2. IntheCustomizedialogbox,selecttheMenustabatthetopleft.

3. ChoosewhichmenuyouwishtocustomizefromtheMenudrop-downlist.
Submenusareindicatedwithapipesymbol(|).File|SendindicatestheSend
submenulocatedintheFilemenu,forexample.

4. Selectthepositionwhereyouwishthenewfunctiontoappearonthemenuby
selectinganentryintheMenuContentEntrieslist,andthenclicktheAdd
button.

5. Addcommandstothemenu,asdescribedearlierinthe“AddingFunctionsto
Toolbars”section.

TheupanddownarrowsintheCustomizedialogboxenableyoutoalterthepositionofentrieson
themenu.Youcouldmovethoseitemsyouusefrequentlytothetopofthemenu,forexample.
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YoucanremoveanexistingmenuitembyhighlightingitintheCustomizedialogbox,clickingthe
Modifybutton,andthenclickingDelete.

Ifyoumakeamistake,simplyclicktheResetbuttonatthebottomrightoftheCustomizedialogbox
toreturnthemenustotheirdefaultstate.

PersonalizingtheLookandFeel
YoucanalterthecolorschemeusedinLibreOfficebyclickingTools➤Options,andthenclickingthe
AppearanceentryundertheLibreOfficeheadingontheleftofthedialogboxthatappears.Eachofthe
programsintheLibreOfficesuitehasitsownheadingintheCustomColorslist.Toalteraparticular
colorsetting,clickthedrop-downalongsidethatparticularentryundertheColorSettingheading.

Toalterhowtoolbarsappear(i.e.,thesizeoftheicons),clicktheViewoptionundertheLibreOffice
heading.ThispreferencepanelalsoletsyousetthedefaultzoomlevelundertheScalingheadingwhen
startingnewdocuments.Youcanalsodeactivatefontantialiasing,whichcanhelpmakesomefontslook
truertolifecomparedtoprintedoutput,althoughthisoptionisoneofpersonalpreference.

ConfiguringLibreOfficeOptions
Inadditiontothewealthofcustomizationoptions,LibreOfficeoffersarangeofconfigurationoptions
thatenableyoutomakeitworkexactlyhowyouwish(althoughitshouldbepointedoutthatthedefault
configurationisfineformostusers).WithinaLibreOfficeprogram,chooseTools➤Optionsfromthe
menutoopentheOptionsdialogbox,asshowninFigure13-5.



Figure 13-5. Access LibreOffice’s main configuration options by choosing Tools ➤ Options. 

Mostoftheconfigurationoptionsofferedwithineachprogramapplyacrossthesuite,butsome
settingsarespecifictoeachprogram,inwhichcaseyou’llfindthemlistedundertheirownheadingon
theleftofthedialogbox.
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Using LibreOffice Core Functions 
AlthoughthevariousprogramswithinLibreOfficearedesignedforveryspecifictasks,theyallshare
severalcorefunctionsthatworkinbroadlysimilarways.Inaddition,eachprogramisabletoborrow
componentsfromotherprogramsinthesuite.

UsingWizards
Oneofthecorefunctionsyou’llfindmostusefulwhenyou’recreatingnewdocumentsisthewizard
system,whichyoucanaccessfromtheFilemenu.Awizardguidesyouthroughcreatinganew
documentbyansweringquestionsandfollowingawizard-basedinterface.Thisreplacesthetemplate-
basedapproachwithinMicrosoftOffice,althoughit’sworthnotingthatLibreOfficeisstillabletouse
templates.

Awizardwillusuallyofferavarietyofdocumentstyles.Somewizardswillevenpromptyoutofillin
salientdetails,whichtheywilltheninsertintoyourdocumentintherelevantareas.

NotethatwithinsomecomponentsofLibreOffice,suchasWriter,thewizardsofferedontheFile
menuwon’tworkunlessJavaRuntimeEnvironment(JRE)softwareisinstalled.Thiscanbedonequickly
andeasilybyclosinganyopenLibreOfficeapplications,openingtheUbuntuSoftwareCenterand
installingthefollowingprograms:

• StandardJavaorJava-compatibleruntime

• Officeproductivitysuite(arch-independentJavasupportfiles[libreoffice-java-
common])

Youwillneedtotypeyourpasswordwhenprompted.Thesoftwarewillprobablybeinthe200MB
range,soitmighttakeawhiletodownload.Installationisautomatic;afterithasfinished,closethe
UbuntuSoftwareCenterandlogout.Whenyouloginagain,openanyLibreOfficeapplicationtotestthe
installationbystartingawizard.

■NoteIncaseyou’rewonderingwhythisusefulsoftwareisn’tincludedbydefault,youcanblamethefactthat
it’sover200MB.Putsimply,itjustwon’tfitontheUbuntuinstallationCD-ROM.

GettingHelp
LibreOfficeemploysacomprehensivehelpsystem,completewithautomaticcontext-sensitivehelp,
calledtheHelpAgent,whichwillappeariftheprogramdetectsyou’reperformingaparticulartask.
Usually,theHelpAgenttakestheformofalightbulbgraphic,whichwillappearatthebottom-right
cornerofthescreen.IfyouignoretheHelpAgent,itwilldisappearwithinafewseconds.Clickingit
causesahelpwindowtoopen.Alternatively,youcanaccessthemainsearchablehelpfilebyclickingthe
relevantmenuentry.
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■TipTopermanentlydisabletheHelpAgent,openanyLibreOfficeapplicationandclickTools➤Options,and
thenselecttheGeneralheadingundertheLibreOfficeheadingwithinthedialogboxthatappears.Removethe
checkfromtheHelpAgentboxontherightoftheprogramwindow.

Additionally,LibreOfficeapplicationshaveauseful“What’sThis?”helpoptionthatprovidespoint-
and-clickhelp.Toactivateit,selecttheentryontheHelpmenu,andthenhoverthecursoroverany
interfaceoptionthatyouwanttolearnabout.Afterasecondortwo,adetailedhelpbubblewillappear,
providinganexplanation.Tocancelit,justclickanywhere.

InsertingObjectswithObjectLinkingandEmbedding
AlltheLibreOfficeprogramsareabletouseObjectLinkingandEmbedding(OLE).Thiseffectivelymeans
thatoneLibreOfficedocumentcanbeinsertedintoanother.Forexample,youmightchoosetoinserta
CalcspreadsheetintoaWriterdocument.

ThemainbenefitofusingOLEoversimplycopyingandpastingthedataisthattheOLEitem
(referredtoasanobject)willbeupdatedwhenevertheoriginaldocumentisrevised.Inthisway,youcan
prepareareportfeaturingaspreadsheetfulloffigures,forexample,andnotneedtoworryabout
updatingthereportwhenthefigureschange.WheneveryouclickinsidetheOLEobject,theuser
interfacewillchangesothatyoucanaccessfunctionsspecifictothatobject.Forexample,ifyouhad
insertedanImpressobjectintoaCalcdocument,clickingwithintheobjectwouldcausetheCalc
interfacetotemporarilyturnintothatofImpress.ClickingoutsidetheOLEobjectwouldrestorethe
interfacebacktoCalc.

YoucanexploreOLEobjectsbychoosingInsert➤Object➤OLEObject.Thisoptionletsyoucreate
andinsertanewOLEobject,aswellasaddonebasedonanexistingfile.ToensurethattheinsertedOLE
objectisupdatedwhenthefileis,selecttheLinktoFilecheckboxintheInsertOLEObjectdialogbox.

CreatingMacros
LibreOfficeemploysapowerfulBASIC-likeprogramminglanguage,whichyoucanusetocreateyour
ownfunctions.AlthoughthislanguageiscalledBASIC,itisseveralgenerationsbeyondtheBASICyou
mighthaveusedinthepast.LibreOffice’sBASICisahigh-level,object-orientedenvironmentdesigned
toappealtoprogrammerswhowishtoquicklyaddtheirownfunctionstothesuite.

However,it’spossibleforanyusertorecordaseriesofactionsasamacro,whichisthen
automaticallyturnedintoasimpleBASICprogram.Thiscanbeveryusefulifyouwishtoautomatea
simple,repetitivetask,suchastheinsertionofaparagraphoftext,orevensomethingmorecomplicated,
suchassearchingandreplacingtextwithinadocument.

Torecordamacro,chooseTools➤Macros➤RecordMacro.Afteryou’veselectedthisoption,any
subsequentactionswillberecorded.Allkeyboardstrokesandclicksofthemousewillbecapturedand
turnedautomaticallyintoBASICcommands.Tostoptherecording,simplyclickthebuttononthe
floatingtoolbar.Afterthis,you’llbeinvitedtogivethemacroaname(looktothetopleftofthedialog
box).ThenclickSave.YoucanthenrunyourmacrointhefuturebychoosingTools➤Macros➤Run
Macro.SimplyexpandtheMyMacrosandStandardentriesatthetopleftofthedialogbox,click
Module1,selectyourmacrointhelistontheright,andclickRun.
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SavingFiles
LibreOfficeusestheOpenDocumentrangeoffileformats.Thefilesendwithan.ods,.odt,.odp,or.odb
fileextension,dependingonwhetherthey’vebeensavedbyCalc,Writer,Impress,orBase,respectively.
TheOpenDocumentformatisthebestchoicewhenyou’resavingdocumentsthatyouarelikelyto
furthereditwithinLibreOffice.However,ifyouwishtosharefileswithcolleagueswhoaren’trunning
Ubuntu,anotherLinuxversion,orLibreOfficeunderWindowsorMacOSX,thesolutionistosavethe
filesasMicrosoftOfficefiles.Tosaveinthisformat,justchoosethatoptionfromtheFileTypedrop-
downlistintheSaveAsdialogbox.IfyourcolleagueisrunninganotherversionofLibreOffice,
OpenOffice.orgorStarOffice,youcanalsosaveinthosefileformats.

Alternatively,youmightwishtosavethefileinoneoftheotherfileformatsofferedintheFileType
drop-downlist.However,savingfilesinanalternativeformatmightresultinthelossofsomedocument
componentsorformatting.Forexample,savingaWriterdocumentasasimpletextfile(.txt)willleadto
thelossofalloftheformatting,aswellasanyoftheoriginalfile’sembeddedobjects,suchaspictures.

Toavoidlosingdocumentcomponentsorformatting,youmightchoosetooutputyourLibreOffice
filesasPDFfiles,whichcanbereadbytheAdobeAcrobatviewer.Thebenefitofthisapproachisthata
completefacsimileofyourdocumentwillbemadeavailable,withallthenecessaryfontsandon-screen
elementsincludedwithinthePDFfile.ThedrawbackisthatPDFfilescannotbeloadedinto
OpenOffice.orgforfurtherediting,soyoushouldalwayssaveanadditionalcopyofthefileinthenative
OpenOffice.orgformat.TosaveanyfileasaPDFthroughoutthesuite,chooseFile➤ExportasPDF.
ThenchoosePDFintheFileTypedrop-downbox,asshowninFigure13-6.

■TipYoucanobtainaplug-inforOpenOffice.orgthatallowstheopeningandsubsequenteditingofPDFfiles.For
moredetails,seehttp://extensions.services.openoffice.org/en/project/pdfimport.



Figure 13-6. All the programs in the suite can export files in Adobe PDF format. 

http://extensions.services.openoffice.org/en/project/pdfimport
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Beginning LibreOffice Applications 
Beyondthecommonfeaturesjustexplained,eachLibreOfficeapplicationhasitsownsetofspecific
functionalitythatallowsittoperformitstasksmoreeffectively.Althoughthisbookisn’tintendedtobea
fullmanualofeachofthem(therearesuchbooksoutthere;werecommendBeginning OpenOffice 3,by
AndyChannelle[Apress,2008]),youwillfindsomeusefulguidanceinthefollowingpagesthatwilllet
yougetstartedwiththemostpopularapplications:thewordprocessor,thespreadsheetapplication,and
thepresentationapplication.

LibreOfficeWordProcessor:Writer
Thewordprocessorisarguablythemostpopularelementwithinanyofficesuite.Thatsaid,you’llbe
happytoknowthatLibreOffice'sWritercomponentdoesn’tskimponfeatures.Itoffersfulltext-editing
andformattingfunctionality,alongwithpowerfulhigher-levelfeaturessuchasmailmerge.Itsmost
basicfunctionisofcoursetoallowyoutowrite.Havingsaidthat,apowerfulwordprocessormustalso
beabletohelpyougiveyourdocumentstherightlookandfeelandtocheckwhetheryourspellingand
grammararecorrect.Luckilyforyou,Writerisonesuchapplication.

Figure13-7showsthemostsalientfeaturesoftheWriterinterface.



Figure 13-7. The Writer interface should look familiar to anyone with Word 2003 or earlier. 
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Formatting Text 

AsinMicrosoftWord,formattingtextcanbedoneeitherbyapplyingpredefinedstylesorchanging
individualaspectsofthetext,suchasfontorsize.ButWriterismuchmorebuiltaroundstylesthan
MicrosoftWord—enoughtomakesometasksmucheasierwhenyouusethisfunctionality.

Therearefivelevelsofstylesandformatting: 

Character:Thisappliesformattingtotheselectedportionofthetext.Youwillmainlyusethe
formattingtoolbar(explainedlaterinthissection)toapplyformattingatthislevel.

Paragraph:Thisallowsyoutoapplyformattingfortheentireparagraph(i.e.,ablockoftext
separatedfromitsneighborsbylinebreaks).

Frame:Framesarefloatingboxesintowhichtextorgraphicscanbeinserted.Newframescanbe
createdbyclickingtheentryontheInsertmenu.Youcanapplystylesandformattingtoallofthe
contentinaframe.

Page:Thisappliesformattingfortheentirepage,orelementsinit,suchasfootnotes.Mostusefully,
itallowsyoutosetleft-orright-facingpages,whichcanbeusefulwhencreatingdocumentsthat
willbeturnedintoaprintedbook.

List:Thisallowsyoutochoosebetweendifferentbulletpointandnumberingstyles.

Theeasiestandmorestraightforwardmethodofapplyingformattingisbyusingtheformatting
toolbar,whichisjustabovetherulerandmaindocumentarea.Byusingthetoolbarbuttons,youcan
selectthetypeoffontyouwishtouse,itspointsize,itsstyle(normal,bold,italics,etc.),andmore.As
withelsewhereinUbuntu,atooltipwillappearovereachiconwhenyouhoverthemousecursoroverit.

Insteadofusingtheformattingtoolbar,youcanformattextbyusingthecontextmenu.Right-click
thetextyouwanttoformat,andacontextmenuwillpresentoptionsforthefont,size,style,alignment,
andlinespacing.Thecontextmenualsoenablesyoutochangethecaseofthehighlightedcharacters—
fromuppercasetolowercaseandviceversa.YoucanalsoselecttheCharacter,Paragraph,Page,or
Numbering/Bulletsoptionsforamorecompletesetofformattingoptionsrelatedtoeachofthoselevels
(youneedtoright-clickoveraframetomaketheFrameoptionappear).

YoucanalsoopentheStylesandFormattingpalettebypressingF11.TheStylesandFormatting
paletteoffersavarietyofpredefinedformattingstylesthatyoucanapplytoselectedtextorenable
beforeyoubeginaddingtext.Youcanselectthelevelatwhichyouwanttoapplythestyle(Paragraph,
Character,Frame,Page,orList),andclicktheClosebuttonwhenyouhavefinished.Youcanalsocreate
newstylesbyclickingtheNewStylesfromSelectionbutton.

Checking Spelling and Grammar 

Writerprovidesfeaturestohelpclarifyyourdocuments,includingaspell-checkerandathesaurus.A
grammarchecker,whilenotinstalledbydefault,canbeaddedasanextension.

Writerisabletoautomaticallyspell-checkasyoutype.Anywordsitconsidersmisspelledwillbe
underlinedinred.Youcanchoosefromalistofpossiblecorrectionsbyright-clickingthewordand
selectingfromthecontextmenu.Youcanalsoaddthewordtoyourpersonaldictionary.

Youcanchangethelanguageofthespell-checkerbyselectingTools➤Options,andthenselecting
LanguageSettings.InDefaultLanguagesforDocuments,selectyourlocalvariation.Thiswillbecome
thedefaultforallnewdocuments.

Checkinggrammarworksinasimilarway.AnysentencesthatLibreOfficethinksusebadgrammar
willbeunderlinedingreen.Bearinmindthatcheckingforperfectgrammarrequireshuman
intelligence,andtherulesreliedonbyLibreOfficegrammarcheckerarefarfromperfect.
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Inserting Pictures 

Insertinganykindofgraphic—agraph,digitalcameraphoto,drawing,oranyothertypeofimage—is
easy.SimplychooseInsert➤Picture➤FromFile.

Afteryou’veinsertedapicture,youcanplaceitanywhereonthepage.Whenyouselectthepicture,
anewtoolbarappears.Thistoolbarcontainsvarioussimpleimage-tweakingtools,suchasthosefor
alteringthebrightness,contrast,andcolorbalanceoftheimage.Additionally,byclickinganddragging
thegreenhandlessurroundingtheimage,youcanresizeit.

GraphicsthatareimportedintoWritermustbeanchoredinsomeway.Inotherwords,theymustbe
linkedtoapageelementsothattheydon’tmoveunexpectedly.Bydefault,they’reanchoredtothe
nearestparagraphbreak,whichmeansthatifthatparagraphmoves,thegraphicwillmovetoo.
Alternatively,byright-clickingthegraphic,youcanchoosetoanchorittothepage,paragraph,or
characteritisonornextto.

ThecontextmenualsoincludesaWrapoption,whichletsyousetthetypeoftextwrapyouwantto
use.Bydefault,OptimalPageWrapisselected.Thiscausesthetexttowrapdownjustonesideofthe
picture—thesideonwhichthepictureisfarthestfromtheedgeofthepage.AlternativesincludeNo
Wrap,whichmeansthatthegraphicwilloccupytheentirespaceonthepage;notextisallowedon
eithersideofit.

Working with Tables 

Oftenit’susefultopresentcolumnsofnumbersortextwithinawordprocessordocument.Tomakeit
easytoalignthecolumns,LibreOfficeofferstheTabletool.Thistoolletsyouquicklyandeasilycreatea
gridinwhichtoenternumbersorotherinformation.Youcaneventurntablesintosimplespreadsheets,
andtallyrowsorcolumnsviasimpleformulas.

Toinsertatable,clickandholdtheTableicononthestandardtoolbar(whichrunsacrossthetopof
thescreenbeneaththemenu).Thensimplydragthemouseinthetablediagramthatappearsuntilyou
havethedesirednumberofrowsandcolumns,andreleasethemousebuttontocreatethetable.

Wheneveryourcursorisinsidethetable,anewtoolbarwillappear,offeringhandyoptions,likethe
abilitytoaddrowsandcolumns,splitanexistingcell,alterthestylingofacell,andcreateasumcellin
whichyouaddthecontentsofothercells.Onceagain,simplyhoveryourmouseovereachbuttontofind
outwhatitdoesviaatooltip.

Adding Headers and Footers 

Youmaywanttoaddheadersandfooterstolongdocumentstoaidnavigation.Theyappearatthetop
andbottomofeachpage,respectively,andcanincludethedocumenttitle,pagenumber,andother
information.Headersandfootersarecreatedandeditedindependentlyofthemaindocument,although
theycanutilizethesameparagraphstylesasthemaindocument.

Asyoumightexpect,insertingheadersandfooterstakesjustacoupleofclicks.ChooseInsert➤
Header➤DefaultorInsert➤Footer➤Default,dependingonwhichyouwishtoinsert(documentscan
haveboth,ofcourse).Writerwillthendisplayaneditingareawhereyoucantypetexttoappearinthe
headerorfooter.Formoreoptions,right-clickinthearea,selectPage,andthenclicktheHeaderor
Footertab.Hereyoucancontroltheformattingandnatureoftheheaderorfooter.ClickingtheMore
buttonwillletyouapplybordersorbackgroundcolors.

Youmightwishtoinsertpagenumbersthatwillbeupdatedautomaticallyasthedocument
progresses.LibreOfficereferstodatathatautomaticallyupdatesasafield.Youcaninsertawidevariety
offieldsbychoosingfromthesubmenuthatappearswhenclickingInsert➤Fields.
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Tousemultipleheadersandfooters,youneedtodefinetheminpagestyles.IntheStylesand
Formattingpalette(ofwhichwehavealreadyspoken),selectthePageelementandedittheLeftPageor
RightPageelement.

Working Collaboratively 

Ifyouworkinanofficeenvironment,it’sunlikelythatyou’lleverbetheonlypersontoreadoredita
documentyoucreate.Mostdocumentstendtogetsharedbetweenindividuals,especiallyifyou’re
workinginagrouporaspartofaproject.ThepeoplebehindLibreOfficeareawareofthis,andthereare
twofeaturesinparticularthatcanaidcollaborativeworking:recordingchangesandnotes.

Recording changes:KnownasTrackChangesinmostMicrosoftWordproducts,thisfeaturecauses
Writertorememberanyeditsandhighlightthemwithindocuments.Torecordchangeswithina
document,clickEdit➤Changes➤Record.Fromthatpointon,anyadditionsmadetothe
documentwillappearinadifferentcolor.Anydeletionswillstayinplacebutwillbecrossedout
(notethatthiswilladverselyaffectthedocumentlayout,especiallyifyouopttorejectanydeletions
later).Anyformattingchangesthataren’taccompaniedbyactualadditionsordeletionsofthetext
willbehighlightedinbold.Thechangesmadebyeachindividualwhoeditsthedocumentwill
appearinadifferentcolorwithinthedocument.Toacceptorrejectchanges,clickEdit➤Changes➤
AcceptorReject.

Inserting a note:Toinsertanote,firsteitherhighlightthetextorobject(suchasapicture)thatyou’d
likethenotetobeattachedto,orsimplypositionthecursorwhereyouwantthenotetobe,and
thenclickInsert➤Comment.Thiswillmakea“stickynote”appearinthemarginattherightofthe
pagethatyoucantypeacommentwithin.Thenotewillbeattachedtothepointofinsertionbya
dottedline.Todeleteanote,right-clickitandselecttherelevantoptionfromthemenu.

LibreOfficeSpreadsheet:Calc
Calc,showninFigure13-8,isthespreadsheetcomponentofLibreOffice.Likemostmodernspreadsheet
programs,itcontainshundredsoffeatures,manyofwhichfewaverageuserswilleveruse.However,it
doesn’tabandonitsuser-friendlinessintheprocess,andremainsverysimpleforthosewhowantto
workonmodestcalculations,suchashomefinancesormortgageinterestpayments.Intermsof
features,CalcisinmanyregardspracticallyacloneofExcel,andanyonewhohasusedMicrosoft’s
spreadsheetprogramwillbeabletogetstartedwithCalcimmediately.
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Figure 13-8. Calc has a look and feel common to most spreadsheet programs. 

Entering and Formatting Data 

Aswithallspreadsheets,enteringdataintoaCalcdocumentissimplyamatterofselectingacelland
startingtotype.Althoughbydefaultcells“expect”tocontainnumbers,theycanbeconfiguredto
containvarioustypesofdata,suchasdatesorcurrency.ThismeansthatCalcwillautomaticallyattempt
tosetthecorrectformattingforthecell,ifnecessary,andalsodisplayanerrorifthewrongtypeofdatais
entered(orifthedataisenteredinthewrongformat).Settingthecorrectcelltypeisvitalwithcertain
typesofformulasthatmightrefertothecell—aformulathatrequiresdatesasinputwon’tworkifthe
cellsarenotsettotheDateformat,forexample.

Tochangethecellformat,ensurethatthecell(s)areselectedandthenclickFormat➤Cells.Ensure
thattheNumberstabisselectedinthedialogbox,andselecttheformattypefromtheCategorylist.

■NoteYoumightfindthatCalciscleverenoughtoautomaticallydetectthenatureofthedatayou’reenteringand
setthecellformattingautomatically.Forexample,ifyouenteradate,CalcwillsettheformatofthecelltoDate.

D
ow

nl
oa

d 
fr

om
 W

ow
! e

B
oo

k 
<

w
w

w
.w

ow
eb

oo
k.

co
m

>



CHAPTER13MAKINGTHEMOVETOLIBREOFFICE

302

However,thedefaultcellformattypeisNumber.Asyoumightexpect,thisanticipatesnumbers
beingenteredinthecellbytheuser,althoughit’sworthnotingthattextcanalsobeenteredwithoutan
errormessageappearing(butyouwillalmostcertainlyseeanerrorlaterifyoutrytoinvolvethatcellina
formula!).It’salsoworthnotingthatNumber-formattedcellsintowhichtextisenteredaren’t
automaticallyformattedasTextcells.

Ahandfulofsymbolsarenotallowedinanumbercellifyouusethecelltoenterplaintext.For
example,youcannotenteranequalsign(=),becauseCalcwillassumethatthisispartofaformula.

■TipToenteranycharacterintoaNumber-formattedcell,includinganequalsignfollowedbyadigit,precedeit
withanapostrophe(').Theapostropheitselfwon’tbevisiblewithinthespreadsheet,andwhateveryoutypewon’t
beinterpretedinanyspecialway;itwillbeseenasplaintext.

Enteringasequenceofdataacrossarangeofcellscanbeautomated.Starttypingthesequenceof
numbers(orwords),highlightthem,andthenclickanddragthesmallhandletothebottomrightofthe
lastcell.Thiswillcontinuethesequence.You’llseeatooltipwindow,indicatingwhatthecontentof
eachcellwillbe.

Cellscanbeformattedinavarietyofways.Fortrivialformattingchanges,suchasselectinga
differentfontorchangingthenumberformat,youcanusetheformattingtoolbar.Forexample,toturn
thecellintoonethatdisplayscurrency,clicktheNumberFormat:Currencyicon(rememberthat
hoveringthemousecursorovertheiconwillrevealatooltip).Youcanalsoincreaseordecreasethe
numberofvisibledecimalplacesbyclickingtherelevantformattingtoolbaricon.

Formoreformattingoptions,right-clicktheindividualcellandselectFormatCellsfromthemenu.
ThisdisplaystheFormatCelldialogbox,whereyoucanchangethestyleofthetypeface,rotatetext,
placetextatvariousangles,andsoon.TheBorderstaboftheFormatCelldialogboxincludesoptionsfor
cellgridlinesofvaryingthicknesses,whichwillappearwhenthedocumentiseventuallyprintedout.

Deleting and Inserting Data and Cells 

Deletingdataisalsoeasy.Justhighlightthecellorcellswiththedatayouwanttodeleteandthenpress
theDeletekey.Ifyouwanttototallyeradicatethecellalongwithitscontents,right-clickitandselect
Delete.Thiswillcausethedatatothesidesofthecelltomovein.You’llbegivenachoiceonwhereyou
wantthecellstoshiftfromtofillthespace:left,right,above,orbelow.

Toinsertanewcell,right-clickwhereyouwouldlikeittoappearandselectInsert.Again,you’llbe
promptedaboutwhereyouwanttoshiftthesurroundingcellsinordertomakespaceforthenewcell.

Working with Functions 

Calcincludesalargenumberofformulas.Inadditiontosimpleandcomplexmathfunctions,Calcoffers
arangeoflogicalfunctions,aswellasstatisticalanddatabasetools.Certainformulascanalsobeusedto
manipulatetextstrings,suchasdates.

YoucangetanideaoftheavailablefunctionsbyclickingtheFunctionWizardbuttononthe
Formulabar.(Thisreadsf(x)andislocatedjustbelowtheformattingtoolbar.)Thiswillbringupa
categorizedlistofformulas,alongwithbriefoutlinesofwhatfunctiontheformulaperforms.Ifyou
wouldlikemoredetails,usethehelpsystem,whichcontainscomprehensivedescriptionsofmostofthe
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formulas,completewithexamplesofthecorrectsyntax.JustclicktheHelpbuttonandthentypethe
nameofthefunctionintotheSearchtextfield.

Youcanreuseformulassimplybycuttingandpastingthem.Calcisintelligentenoughtoworkout
whichcellsthetransplantedformulashouldreferto,butit’salwaysagoodideatochecktomakesure
thecorrectcellsarereferenced.

Sorting Data 

Withinaspreadsheet,youmaywanttosortdataaccordingtoanynumberofcriteria.Forexample,you
mightwanttoshowalistofnumbersfromhighesttolowest,orrearrangealistofnamessothatthey’re
inalphabeticalorder.ThisiseasytodowithinCalc.

Startbyhighlightingtherangeofdatayouwishtosort.Alternatively,youcansimplyselectonecell
withinit,becauseCalcisusuallyabletofigureouttherangeofcellsyouwanttouse.ThenselectData➤
Sortfromthemainmenu.Calcwillautomaticallyselectasortkey,whichwillappearintheSortBydrop-
downlist.However,youcanalsochooseyourownsortkeyfromthedrop-downmenuifyouwish,and
youcanchoosetofurtherrefineyourselectionbychoosinguptotwomoresortsubkeysfromtheother
drop-downmenus.

Using Filters 

ThefilterfunctioninCalcletsyouselectivelyhiderowsofdata.Thespreadsheetusercanselectwhich
criteriatousetofiltertherows,orselectAutofiltertochoosefromadrop-downlistthatappearsinthe
cellatthetopofthecolumn.

Usingfilterscanbeusefulwhenyou’redealingwithaverylargetableofdata.Ithelpsisolatefigures
soyoucancomparethemsidebysideinaneasy-to-followformat.Forexample,youcouldfilteratable
ofsalesfiguresbyyear.

Tousethefilterfunction,startbyhighlightingthedatayouwishtoseeinthedrop-downlist.Make
surethecolumnheaderforthedataisincludedtoo.Ifyou’reusingthefilterfeatureonatableofdata,
thisselectioncanbeanyroworcolumnwithinthetable,althoughitobviouslymakessensetousea
columnthatispertinenttothefilteringthatwilltakeplace.Afteryou’veselectedthedatatofilter,choose
Data➤Filter➤Autofilter.ClickYesifaskedwhetheryouwantthefirstlinetobeusedasthecolumn
header.Youshouldfindthat,inplaceofthecolumnorrowheader,adrop-downlistappears.Whena
userselectsanentryinthelist,Calcwilldisplayonlythecorrespondingrowofthespreadsheetbeneath.

Toremoveafilter,chooseData➤Filter➤RemoveFilter.

Creating Charts 

Chartsareusefulbecausetheypresentaquickvisualsummaryofdata.Calcproduceschartsthrougha
step-by-stepwizard,soitbecomesveryeasyindeed.Youneedtohighlightthedatayouwanttograph
andchoosetheInsert➤Chartmenuoption.

Awizarddialogboxappears,andaroughdraftofthechartappearsbehind.Youcanclickandresize
thechartatthispoint,althoughthisisbestdoneafterthecharthasbeenproperlycreated.

Justfollowthewizardtocreatethegraph.Youcanselectthecharttype,definetherangeofcellsto
beused,andwriteatitleforyourchart.Afteryou’vecreatedachart,youcanalteritssizebyclickingand
draggingthehandlesatthecornersandedges.Dependingonthetypeofchart,youmightalsobeableto
changevariousgraphicalaspectsbydouble-clickingthem.However,keepinmindthatthegraphis
actuallyapicture,sothepropertiesyoucaneditarelimited(e.g.,youcanonlydosimplethingslike
changingthecolorandsizeofvariouselements).
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Thechartislinkedtoyourdata.Wheneveryourdatachanges,sowillyourchart.Thisisdone
automaticallyanddoesn’trequireanyuserinput.

LibreOfficePresentation:Impress
Impress,showninFigure13-9,isthepresentationpackagewithinLibreOffice.Atfirstglance,itappears
tobethesimplestofthekeyLibreOfficecomponents,andalsotheonethatmostborrowsthelookand
feelofsomeversionsofMicrosoftOffice.However,delvingintoitsfeaturesetrevealsmorethanafew
surprises,includingsophisticatedanimationeffectsanddrawingtools.Impresscanalsoexport
presentationsasAdobeFlash–compatiblefiles,whichmeansthatmanyInternet-enableddesktop
computersaroundtheworldwillbeabletodisplaythefiles,eveniftheydon’thaveImpressoreven
MicrosoftPowerPointinstalled.

Creating a Quick Presentation 

AssoonasImpressstarts,itwilloffertoguideyouthroughthecreationofapresentationbyusinga
wizard.Thismakesdesigningyourdocumentamatteroffollowingafewsteps.

You’llinitiallybeofferedthreechoices:EmptyPresentation,FromTemplate,andOpenExisting
Presentation.TemplatesinImpressconsistoftwoparts:thedesignelements,suchasbackgrounds,and
theslidestructure,whichprovidesarangeofslidestyles.AfterclickingtheCreatebuttoninthewizard,
whichyoucandoatanypointinthewizard,Impresswilllaunch.Thefirststepistochoosealayoutfor
yourinitialslide.Youcanpreviewtheseontherightsideoftheprogramwindow.Avarietyofdesign
conceptsareavailable,rangingfromthosethatcontainmostlytexttothosethatfeaturepicturesand/or
graphs.

Working in Impress 

You’llnoticethreemainelementsintheprogramwindow,fromlefttoright.Thefollowinglistdescribes
thesepanesandhowyouworkwiththem:

Slides pane:Thispaneshowstheslidesinyourpresentationinorder,onebeneaththeother.Simply
clicktoselectwhicheverslideyouwanttoworkon,orclickanddragtoreordertheslides.Tocreate
anewslide,right-clickinablankareaontheSlidespaneandselecttheoptionfromthesmallmenu
thatappears.Right-clickinganyexistingslidewillpresentarangeofoptions,includingonetodelete
theslide.TheSlidespanecanbetornoffthemaininterfaceandpositionedanywhereonthescreen.
Todockitbackonceagain,holddowntheCtrlkeyanddouble-clickthespacenexttowhereitreads
“Slides.”

Main work area:Thisisinthemiddleoftheprogramwindow;itletsyoueditthevariousslides,as
wellasanyotherelementsattachedtothepresentation,suchasnotesorhandoutdocuments.
Simplyclicktherelevanttabatthetopoftheworkarea.Thetabsareasfollows:

• Normal:Thisisasimplefull-scalepreviewoftheslideasitwillappearwithin
thepresentation,andisentirelyeditable.Itemscanbeclickedandmoved
around.

• Outline:Hereyoucanroughlydraftheadingsforeachslide.Theintentionof
thisviewistoletyouquicklybrainstormideas,orsimplygetideasdownas
quicklyandefficientlyaspossible.PressingEnteraftereachlinewithinthe
outlinecreatesanewslideaccordingtotheheadingyou’vejusttyped.
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• Notes:Thisletsyouprepareprintednotesthatyoumaywanttoprovidewith
theprintedversionofthepresentation.Everyslidecanhaveapageofnotes
attachedtoit.AftertheNotesviewisselected,aletter-sizedpagewillbe
shown.Thetophalfwillcontainapreviewoftheslide,whilethebottomhalf
willcontainatextareafortypingnotes.

• Handout:Thisletsyousettheformattingofthehandouts(i.e.,theprinted
versionofthepresentationdesignedtobegiventotheaudience).Eachsheet
ofprintedpapercancontainbetweenoneandnineslides,dependingonthe
selecteddesign.Toalterthelayoutofthehandout,eitherclickanddragthe
elementswithinthepreview,orselectadifferentdesignintheLayoutspreview
ontherightoftheprogramwindow.

• Slide Sorter:TheSlideSortertabshowsthumbnailpreviewsoftheslidesside
byside,effectivelyinchronologicalorder.Youcanclickanddrageachto
reorder,orright-clickeachslidetochangeitsproperties(suchaschangingthe
transitioneffect).

Tasks pane:Hereyoucanaccesstheelementsthatwillmakeupyourpresentation,suchasslide
layouts,animations,andtransitioneffects.Selecttheslideyouwishtoapplytheelementstointhe
Slidespane,andthenclicktheeffectortemplateyouwishtoapplyintheTaskspane.Inthecaseof
animationsortransitions,youcanchangevariousdetailedsettingsrelatingtotheselectedelement.
AswiththeSlidespane,thiscanbeundocked,butithasaViewmenuforredockingittothewindow
(pressingCtrlwhiledouble-clickingalsoworks).

Inaddition,ImpresshasaDrawingtoolbar,whichappearsatthebottomofthescreen.Thisletsyou
drawvariousitemsonthescreen,suchaslines,circles,andrectangles,andalsocontainsahandfulof
special-effectstools,whichwe’lldiscusslaterinthischapter,inthe“ApplyingFontwork”and“Using3D
Effects”sections.



Figure 13-9. The main sections of the Impress interface 
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Youcanhideeachon-screenitembyclickingtheViewmenuandthenremovingthechecknextto
it.Alternatively,byclickingtheverticalbordersbetweeneachpane,youcanresizethepaneandmakeit
eithermoreorlessprominentonthescreen.Thisishandyifyouwishtotemporarilygainmorework
spacebutdon’twanttolosesightofthepreviewsintheSlidespane,forexample.

Animating Slides 

AllelementswithinImpresscanbeanimatedinavarietyofways.Forexample,youmightchooseto
havethecontentsofaparticulartextboxflyinfromtheedgeofthescreenduringthepresentation.This
canhelpaddvarietytoyourpresentationandperhapsevenwakeupyouraudience,butbeawarethat
toomanyanimationscanlookunprofessional.Theyshouldnevergetinthewayofyourmessage.

Settingananimationeffectissimplyamatterofclickingtheborderoftheobjectyouwishto
animateinthemaineditingareasothatitisselected,selectingCustomAnimationintheTaskspane,
andthenclickingtheAddbutton.Inthedialogboxthatappears,selecthowyouwanttheeffecttowork.

Witheachanimation,youcanselectthespeedyouwishittoplayat,rangingfromveryslowtofast.
Simplymaketheselectionatthebottomofthedialogbox.

Aftertheanimationhasbeendefinedandyou’veclickedOK,itwillappearinalistatthebottomof
theCustomAnimationpane.Youcanchoosetoaddmorethanoneanimationtoanobjectbyclicking
theAddbuttonagain(ensuringtheobjectisstillselectedinthemaineditingarea).Theanimationswill
playintheorderthey’relisted.YoucanclicktheChangeOrderupanddownarrowstoaltertheorder.

Tofine-tuneaneffectyou’vealreadycreated,double-clickitinthelisttoopenitsEffectOptions
dialogbox(youcanevenaddsoundeffectshere).UndertheTimingtab,youcancontrolwhatcuesthe
effect,suchasaclickofamouse,orwhetheritwillappearinsequencewithothereffectsbeforeorafter
inthelist.

Applying Fontwork 

TheFontworktoolletsyoumanipulatetextinvariousplayfulways,suchasmakingitfollowspecific
curvedpaths.Youcanfindthistoolonthedrawingtoolbar,locatedatthebottomoftheprogram
window.(It’stheiconthat’sanAinaframe.)

Whenyouclicktheicon,theFontworkGallerydialogboxappears,offeringachoiceofpredefined
fonteffects.Don’tworryifthey’renotquitewhatyouwant,becauseafteryoumakeachoice,you’llbe
invitedtofine-tuneit.

Afteryou’vemadetheselection,thedummytextFontworkwillappearonthescreen.Editingthe
textissimple:justdouble-clicktheFontworktextandtypeyourownwords(notethat,confusingly,the
textwillappearunderneaththefontworkitself,ratherthaninadialogbox).Whenyou’vefinished,click
outsidetheFontworkselection.

Using 3D Effects 

InadditiontoFontworkeffects,Impressincludesapowerful3Dtool,whichcangivejustaboutanyon-
screenelementa3Dflourish(thistoolisalsoavailableinsomeotherLibreOfficeapplications).Touseit,
createatextboxorshapebyusingtheDrawingtoolbaratthebottomofthescreen.Thenright-clickthe
textboxorshapeandselectConvert➤To3D.
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■NoteThe3Doptionisdesignedsimplytogiveyourobjectdepth.Ifyouwanttocreateagenuine3Dobjectthat
youcanrotatein3Dspace,select3DRotationObject.

Youcangainmuchmorecontroloverthe3Deffectbyright-clickingitandselecting3DEffects.

Exporting a Presentation As a Flash File 

Ifyouplantoputyourpresentationonline,oryouwanttosendittoacolleaguewhodoesn’thave
ImpressorPowerPointinstalled,outputtingyourpresentationasaFlashanimationcouldbeagood
idea.Theprocessissimple.JustchooseFile➤Export,andthenselectMacromediaFlash(SWF)inthe
FileTypedrop-downlist(SWFistheFlashfileextension,whichstandsforShockwaveFlash).Nofurther
configurationisnecessary.

Inordertoplaythefile,itneedstobeopenedwithinawebbrowserthathasFlashPlayerinstalled.
ThiscanbedonebychoosingFile➤Openonmostbrowsers,althoughyoucanalsodraganddropthe
SWFfileontothebrowserwindowunderMicrosoftWindows.Thereshouldn’tbemuchofaproblem
withcompatibility,becauseFlashPlayerisubiquitousthesedays.Ifthewebbrowserdoesn’talready
haveFlashinstalled,it’seasytodownloadandinstallit(seewww.adobe.com/products/flashplayer).

WhentheFlashfileisopenedinawebbrowser,thepresentationstarts.Youcanprogressthroughit
byclickinganywhereonthescreen.

Summary 
ThischaptergaveageneralintroductiontoLibreOffice,providinganoverviewofwhatyoucanexpect
fromtheprogramswithinthesuite.Inparticular,wefocusedontheextentofthesuite’ssimilaritieswith
MicrosoftOfficeanddiscussedissuessurroundingfilecompatibilitywithMicrosoftOffice.Wealso
lookedathowWindowsfontscanbebroughtintoUbuntu,whichaidsinsuccessfullyimportingand
creatingcompatibledocuments.

Wegaveyouacrashcourseontheoptionsthatcanbeappliedgloballyandalsoonthesalient
featuresofthemostimportantapplicationswithinthesuite:Writer,Calc,andImpress.
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Communicating with Others 

Beingonlineisallaboutstayingintouch,andUbuntuisnoslouchinthisregard.Ubuntuoffersawide
rangeofapplications,includingafull-featurede-mailprogram,calledEvolution,aswellasaninstant
messagingclientcalledEmpathy,whichallowsyoutoconnecttothemostpopularinstantmessaging
sites,suchasGTalkandMSN.

YoucaninstallaSkypeclientthatallowsyoutoconnecttothepopularservicetomakevoiceand
videocallstootherSkypeusersortotelephones;andyoucaninstallanopensourcealternativetoSkype
calledEkiga.

Introducing Evolution 
Evolutionisconsideredthe“official”GNOMEdesktope-mailprogram,andtheEvolutioninterface
retainsthesamelookandfeelasmanyelementsoftheUbuntudesktop.

EvolutionissimilartoMicrosoftOutlook:inadditiontobeingapowerfule-mailclient,it
incorporatescontactmanagement,acalendar,ato-dolist,andamemofunction.Itisafirst-class
businesstool.EvolutionisevenabletoconnecttoMicrosoftExchange(2000andlater)groupware
serversandsynchronizewithcontactandcalendardata,inadditiontofetchinge-mail.Ofcourse,itcan
alsoconnecttostandardPOP3/SMTPe-mailservers,aswellasIMAP,NovellGroupMail,andahandful
ofothermailservertechnologies.Thismeansitiscompatiblewithpracticallyeverye-mailsystemin
commonusetoday.

Evolutionconsistsoffivecomponents:Mail,Contacts,Calendars,Memos,andTasks.Theseare
interconnectedbutoperateasseparatemodeswithintheprogram.Eachmodecanbeselectedbyusing
theswitcherlocatedatthebottom-leftsideoftheprogramwindow.Simplyclickthebuttonforthemode
youwishtouse.Theprogramwindow,toolbar,andmenusystemwillchangetoaccommodate
whichevermodeisselected.Figure14-1showstheprograminthedefaultMailmode.

■TipYoucanshrinktheswitchercomponenttosmalliconsorevenjusttextbuttonsbyselectingfromthe
choicesontheView➤SwitcherAppearancesubmenu.
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Figure 14-1. You can switch between Evolution’s modes by clicking the buttons at the bottom left of the 

program window. 

ThefiveEvolutionmodesworkasfollows:

1. Mail:Thee-mailcomponentisattheheartofEvolution,andallthefunctions
youmightbeusedtoareavailablehere.AftertheMailmodeisselected,you’ll
findthemailfoldersatthetopleftoftheprogramwindow.Theseincludethe
InboxandSentfolders,alongwithanyothermailfoldersyoucreate.Onthe
rightisthelistofe-mailmessages,andbeneaththisisthemessagepreview
pane,wherethebodyofanymessageyouselectwillbedisplayed.Abovethe
messagelististhesearchbox,whichworkslikemoste-mailsearchroutines:
typetherelevantword(s)andpressEnter.Notableiconsrunningalongthetop
ofthewindowincludetheNewbutton,whichwillletyoucomposeane-mail
message,andtheSend/Receivebutton,whichwilldownloadnewmessages
andalsosendanymessagesintheOutboxfolder.Bydefault,Evolutionchecks
fornewmailwhentheapplicationislaunchedandevery10minutes
thereafter,thoughthisbehaviorisconfigurableforeachaccountunderthe
Edit➤Preferencesmenu.

2. Contacts:Tiedinwiththemailfunctionbutactingasaseparateandpowerful
entityonitsown,Contactsmodeletsyoustoreeverypertinentdetailabout
colleagues,friends,andothers.Afterthemodeisselected,you’llseethe
variouscontactfoldersattheleftsideoftheprogramwindow.Formostusers,
therewillbejustone,namedPersonal,butifyouspecifiedagroupwareserver
duringsetup,youwillalsobeabletoconnecttothisbyclickingitsentry.You
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canalsocreatenewaddressbooks(e.g.,ifyouhaveacollectionofaddresses
forworkandoneforpersonalinformation).Simplyright-clickbeneaththe
existingaddressbook,selecttheNewAddressbox,andfillouttheform.The
typeOnThisComputerwillcreateanewbookonyourmachine.Atthetop
rightisthelistofcontacts.Clickinganycontactdisplaysthatindividual’s
informationatthebottomofthewindow,inthecontactinformationarea.The
searchbaratthetopofthewindow,beneaththetoolbar,letsyouquickly
searchforcontactsbyname.TheNewbuttononthetoolbarletsyoucreatea
newcontact,whereyoucanenterawealthofdata.Toeditanexistingentry,
double-clickitsentryandfillintheadditionaldetails.Thiskindofinformation
isusefulforavarietyoftasks,soit’sparticularlyusefulthatEvolution’s
ContactsmodecanbeusedasadatasourceinOpenOffice.org.

3. Calendars:CalendarsmodeisarguablyEvolution’ssecondmostuseful
function(aftere-mail).Youcanaddeventsinhalf-hourincrementsandview
yourscheduleinday,week,workweek,andmonthviewsbyclickingthe
relevantbuttononthetoolbar(workweekviewpresentsjustfivedaysinthe
view).Afterthemodeisselected,you’llfindthevariouscalendarsyoucan
accessatthetopleftoftheprogramwindow.Formostusers,thePersonal
calendarwillbetheprincipalone,butyoucanalsoaccesssharedcalendars,
includingGoogleCalendar,here.Assumingthedefaultdayviewisin
operation,beneaththisyou’llseethemonthlycalendarand,inthemiddleof
theprogramwindow,theappointmentlist,withhalf-hourentriescoveringthe
workingday.Bydefault,thecurrentdayisshown.Toselectadifferentday,
simplydouble-clickthedayinthemonthvieworclicktheGoTobuttononthe
toolbarandusethewidgettofindthedate.Youcanswitchamongday,week,
andmonthappointmentviewsbyclickingthelabeledbuttonsonthetoolbar.
Ontherightofthewindow,anytasksormemosthathavebeencreatedare
displayed,asdescribednext.

4. Memos:ThebestwaytothinkofEvolution’sMemosmodeisasapersonal
notepad.AfterMemosmodeisselected,thelistofmemoswillappearonthe
rightsideofthescreen,andthememocontentswillappearatthebottom.
Memoscanconsistofvirtuallyanyamountoftext,alongwithattachments.
They’reidealforjottingdownnotesduringphonecalls,forexample.Again,
youcanusethelistontheleftpaneoftheapplicationtocreatecategoriesfor
memos(e.g.,youcanbreakthingsdownbyclient,job,orinterest).

5. Tasks:Effectively,thisisasimpleto-dolist.Afterthemodeisselected,your
taskswillbelistedontherightsideoftheprogramwindow.Beneaththiswill
bedetailsofanyselectedtask.Ifyou’reafanoftheGettingThingsDone
methodoftaskmanagement,theleft-paneTaskslististheidealcompanion
becauseyoucancreatelotsoflistsandthenpopulatethemainwindowwith
taskstobeaccomplished.

Basic E-Mail Tasks 
Evolution’se-mailfunctionalityisarguablytheheartoftheprogram.Althoughitoffersmanyfeatures,it
isquitesimpletouse.Ifyou’veeverusedanyothermainstreame-mailclient,suchasMicrosoftOutlook,
youhaveaheadstart.
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Thissectiondescribeshowtoaccomplishseveraleverydaytaskswithinthee-mailcomponentof
Evolution.WhenyoustartEvolution,thee-mailmodeisselectedautomatically.However,ifitisn’t,orif
you’veswitchedtoadifferentmodewithintheprogram,simplyclicktheMailbuttonatthebottomleft
oftheprogramwindow.

ConfiguringE-MailAccess
Beforestarting,you’llneedtofindouttheaddressesofthemailserversyouintendtouse.Inthecaseof
POP3andIMAPmailaccounts,you’llneedtoknowtheincomingandoutgoingserveraddresses
(outgoingmaybereferredtoasSMTP).InthecaseofMicrosoftExchange,you’llneedtoknowthe
OutlookWebAccess(OWA)URLand,optionally,theActiveDirectory/GlobalAddressListserver.With
NovellGroupWare,you’llsimplyneedtoknowtheservername.You’llalsoneedtoknowyourusername
andpassworddetailsfortheincomingandpossiblyoutgoingmailservers.

Aftergatheringthenecessaryinformation,followthesestepstoconfigureEvolution:

1. StarttheEvolutione-mailclientbyclickingthelittleenvelopebesidethedate
andtime,andselectingtheSetUpMailoption.Alternatively,youcanchoose
Applications➤Office➤EvolutionMailandCalendar.

2. WhenEvolutionstartsforthefirsttime,you’llbeinvitedtoenteryour
configurationdetailsviaawizard.ClicktheForwardbutton.

3. ThenextscreenoffersanoptiontorestoreEvolutionsettingsfrombackup.
ThisisaconvenientoptionformigratingaccountsfromoneEvolutionclient
toanother.BecausethisisyourfirsttimeusingEvolution,youcansimply
ignorethisoptionbyclickingtheForwardbutton.

4. Youwillbeaskedforyournameandthee-mailaddressyouwishtousewithin
Evolution.Thesearewhatwillappearinoutgoingmessages.Beneaththisisa
checkboxthatyoushouldleaveselectedifyouwanttheaccountyou’reabout
tocreatetobethedefaultaccount.Innearlyallsituations,thiswillbethe
correctchoice.YoucanalsofillintheReply-ToandOrganizationinformation
ifyouwish,butthesefieldscanbeleftblank.They’renotusuallydisplayedby
moste-mailclients.ClicktheForwardbuttontocontinue.

5. Thenextscreenasksfordetailsofthereceiving(incoming)mailserverthatyou
wanttouse,asshowninFigure14-2.First,selecttheservertypefromthe
drop-downlist.Ifyoudon’tknowwhichoptiontogowith,selectPOP.Thisis
byfarthemostcommontypeofincomingmailservercurrentlyinuse.:

6. Additionalconfigurationfieldswillappearwhenyoumaketheselectionof
servertype.Entertheserveraddressandusernameintherelevantfields.Click
CheckforSupportedTypestofindoutwhatkindofauthenticationsecurity,if
any,yourmailserveruses.Followingthis,youshouldfindthatthedetailsare
filledinautomatically.ClickForwardtocontinue.
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Figure 14-2. Evolution can work with a variety of mail servers, including POP3, Microsoft Exchange, and 

IMAP.: 

7. Youmightneedtoenteryourmailpassword,dependingonwhichservertype
youchose.Insomecases,you’llneedtotypethislaterwhenyoudownload
yourmailforthefirsttime.ClickForwardtocontinue.

8. You’regiventhechancetochoosebetweenvariousadditionaloptions,suchas
howoftenyouwantEvolutiontocheckfornewmailorwhetheryouwantto
deletemailfromtheserverafterithasbeendownloaded.Unlessyouhave
beentoldotherwiseorhavespecialrequirements,itshouldbeOKtoleavethe
defaultsettingsastheyare.IfyouuseaMicrosoftExchangeserver,youmay
needtoentertheActiveDirectory/GlobalAddressListserverdetailshere.Click
Forwardtocontinue.

9. Dependingontheservertypeyouchose,youmightnowneedtofillinthe
outgoing(SMTP)serveraddress.TypethisintotheServerfield.IfyourSMTP
serverrequiresauthentication,putacheckintherelevantboxandthenenter
yourusername.Onceagain,youcanclicktheCheckforSupportedTypes



CHAPTER14COMMUNICATINGWITHOTHERS

314

buttontoautomaticallyfillintheauthenticationdetails.ClickForwardto
continue.

10. You’reinvitedtoenteranamefortheaccount.Thisistheaccountnameyou
willseewhenyouuseEvolution.Thedefaultisyoure-mailaddress,butyou
cantypesomethingmorememorableifyouwish.ClickForwardtocontinue.

11. Finally,chooseyourlocation,whichwillhavetheeffectofautomatically
definingyourtimezone.Thiswillensurethate-mailmessagesarecorrectly
time-stamped.YoucanchooseyourlocationfromtheSelectiondrop-down
list(choosethenearestlargecityinyourtimezone),orclickyourlocationon
themap.AsduringinitialinstallationofUbuntu,themapwillzoominwhen
youclickcontinents,allowingyoutomorepreciselyclicktheplacewhereyou
live.ClickForwardtocontinue,andthenclicktheApplybuttontofinishthe
wizard.

SendingandReceivingE-Mail
AfterEvolutionhasbeensetupcorrectlytoworkwithyoure-mailservers,youcansimplyclickthe
Send/Receivebuttononthetoolbartoconnecttotheserver(s)andbothsendandreceivee-mail.

Youmayneedtoenteryourpasswordifyoudidn’tenteritduringsetup.Youcanselectthe
RememberPasswordcheckboxinAccountPreferences(Edit➤Preferences)toavoidhavingtotypeyour
passwordagain,butthepasswordwillthenbestoredonyourharddisk,posingasecurityriskifother
peoplehaveaccesstoyourPC.

■NoteAlthoughe-mailisnormallysentassoonasyouclicktheSendbuttonaftercomposingit,ifthesending
hasbeendelayedforanyreason(suchasbeingofflineatthetime),itwilltakeplaceassoonasyouclickthe
Send/Receivebutton.Untilthatpoint,itwillbeheldintheOutboxfolderontheleftsideoftheprogramwindow.
YoumayneedtochooseFile➤WorkOnlineifyou’vebeencomposinge-mailinofflinemode.

Anyoutstandingmailissentfirst,andthenthereceivingprocedureisstarted.AsshowninFigure
14-3,astatusdialogboxwilltellyouhowmanymessagesthereareandtheprogressofthedownload.
ClickingtheCancelbuttonwillstoptheprocedure(althoughsomemessagesmayalreadyhavebeen
downloaded).Whenyougetanewe-mailmessage,anenvelopeiconwillblinkinthenotificationareain
thetoprightofthedesktop,andasmallwindowwillappeartotellyouthatyouhavemail.
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Figure 14-3. You’ll see a progress bar display whenever you click the Send/Receive button. 

E-MAIL SIGNING AND ENCRYPTION 

InChapter8,youlearnedhowtousetheSeahorseapplicationtosetupapublickeypair.Thisallowsyou
toencrypte-mailmessagesdestinedforotherpeople,sothatonlytheycanreadthemessages(provided
youhavetheirpublickey).Theapplicationalsoenablesyoutodigitallysignyourowne-mail,sorecipients
canbesuremessagescamefromyou(providedtheyhaveyourpublickey).Ifyou’vefollowedthe
instructionstosetupthekeypair,anduploadedittoakeyserver,younowneedtoconfigureEvolutionto
useit.Afterdoingthis,andwhenyousendanewe-mailmessage,youcanselectwhetheryouwishto
encryptthee-mailand/ordigitallysignit.

Rememberthatsettingupencryptionisnotobligatory,andrelativelyfewpeopleinthewiderworldusee-
mailencryptionorsigning.

Assumingyou’vealreadysetupanaccountwithinEvolution,here’stheprocedureforconfiguringEvolution
forencryptionanddigitalsigning:

1. ClickEdit➤Preferences,ensurethattheMailAccountsiconisselectedontheleft
sideofthewindow,andselectyourmailaccountinthelistontherightsideofthe
window.ThenclicktheEditbutton.Inthedialogboxthatappears,clickthe
Securitytab.

2. YounowneedtofindyourPGPkeyIDbyusingSeahorse.ClickApplications➤
Accessories➤PasswordsandEncryptionKeys.Locateyourkeyinthelistunder
theMyPersonalKeystab,andlookundertheKeyIDheading.Youshouldseean
eight-characterhexadecimalnumber,likeF0C1B52A.Writethisdown,
rememberingthatany0youseeisazero,nottheletterO.

3. SwitchbacktotheEvolutiondialogboxandtypethePGPkeyIDyoufoundintothe
PGP/GPGKeyIDbox.Ifyouwanteverye-mailmessageyousendtobedigitally
signedautomatically,whichisagoodidea(themessageitselfwon’tbeencrypted,
soeveniftherecipientsarenotusingencryption,theywillstillbeabletoreadit),
ensurethere’sacheckintheAlwaysSignOutgoingMessagesWhenUsingThis
Accountbox.ThenclickOKandclosetheparentPreferencesdialogbox.
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Encryptingoutgoingmessages,orsigningthemifyouhaven’tselectedtoautomaticallydoso,iseasy.
Whencomposinganewmessage,clicktheSecuritymenuentryandselecteitherPGPSignorPGPEncrypt
(orboth).Rememberthatyou’llneedtohaveimportedtherecipient’spublickeyviaSeahorseifyouwant
toencryptamessageaddressedtothatperson,oryou’llseeanerror.Ifyousignamessage,uponsending
it,you’llbepromptedtoenterthePGPpassphraseyouenteredwhenyoucreatedthekeypairbackin
Chapter8.

If,uponsendingane-mailmessage,youseetheerrormessage“FailedtoexecuteGPG:Brokenpipe,”it’s
likelyyoumistypedyourkeyIDwhenyouconfiguredEvolution.Tryagain.

Ifyoureceiveamessagethathasbeenencryptedusingyourpublickey,Evolutionwillautomatically
promptyoutoenteryourPGPpassphrasetodecryptit.Thisisthepassphraseyouenteredwhencreating
yourkeypairbackinChapter8.

Whenyoureceiveamessagefromsomeonewhousesdigitalsigning,andyouhavethatperson’spublic
key,themessageshouldcontainagreenbaralongthebottomcontainingthewordsValid signature.Ifyou
seewordstotheeffectthatthesignatureisinvalid,orifthesignatureismissing,youshouldbesuspicious
andindependentlyverifytheauthenticityofthee-mailmessage.

ReadingE-Mail
Simplyclickane-mailmessagetoviewitinthepreviewpaneatthebottomofthescreen.Alternatively,
youcandouble-clickamessagetoopenitinitsownprogramwindow(selectingamessageandpressing
Enterwillhavethesameeffect).

Aswithmoste-mailclients,anyunreadmessagesinthelistappearinbold,andmessagesthathave
beenreadappearinordinarytype.Bydefault,eachmessageismarkedasreadafter1.5seconds,butyou
canalterthisvalue.Tochangeit,clickEdit➤Preferences,clicktheMailPreferencesiconinthe
Preferencesdialogbox,clicktheGeneraltab,andthenchangethevalueundertheMessageDisplay
heading.Avalueof0willcausethemailtoswitchto“read”statusassoonasit’sclicked,whichcanbe
usefulifyouwanttoquicklyclearalotofmessages.

Youcanalsomarkmanymessagesasreadbyhighlightingthemall,right-clickinganindividualone,
andselectingMarkAsReadfromthemenuthatappears.Youcanselectmultiplemessagesintheusual
way:Shift-clicktoselectaconsecutivelist,orCtrl-clickfornonconsecutiveselections.TheShowdrop-
downmenu,abovethee-maillist,canbeusedtodisplayonlyunreadmail,whichisgreatifyouhavea
lotofmessagesthatyou’renotgoingtoreadandwanttomarkthemasreadordeletethem.

DeletingMessages
YoucandeletemessagesbyhighlightingthemandpressingtheDeletekey.Alternatively,right-clickany
message(oraselectionofthem)andselectDelete.ThemessagewillthenbemovedtotheTrashfolder.
ToemptytheTrashfolder,right-clickthefolderandselectEmptyTrash,asshowninFigure14-4.
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Figure 14-4. To permanently delete messages, right-click the Trash folder and select Empty Trash. 

Ifyoumoveanymessagesfromfoldertofolder,asdescribedlaterinthe“SortingandFiltering
Messages”section,acopyofthemailwillendupintheTrashfolder.ThisisbecauseEvolutiondoesn’t
literallymovemessages.Instead,itcopiesthemfromtheoldtothenewlocationanddeletestheoriginal.
Thiscanbealittledisconcertingatfirst,butthere’snothingtoworryabout.Themailmessagewill
remainwhereveryoumovedit,anditwon’tdisappear.

FlaggingMessages
Youcanflagmessagesinavarietyofwaystohelpremindyouoftheirstatusorpurpose.Thesimplest
formofflaggingistomarkamessageasimportant:right-clickthemessageandselectMarkAs
Important,orclickinthespacebeneaththeImportantcolumn(thisislocatedtotheleftoftheFrom
column).Thiswilladdanexclamationmarksymbolalongsidethemessage.

Alternatively,youcanaddseveraldifferentflagsbyright-clickingamessageandselectingMarkfor
FollowUp.Thechoices,whichcanbeselectedfromtheFlagdrop-downlistinthedialogboxthat
appears,rangefromDoNotForwardtoNoResponseNecessaryandReview.Thisheadingwillthen
appearinthemessagepreviewatthebottomofthewindowwheneverthemessageisselected.

Ifyoupreferasimplecolor-codingscheme,youcanmarkupamessagebyright-clickingitand
selectingLabel.Thenassignacolor.Asyou’llsee,eachcolorrelatestoakeywordorphrase.Youcanedit
boththecolorsandthekeyphrasesbyclickingEdit➤Preferences,clickingMailPreferencesontheleft
ofthedialogbox,andclickingtheLabelstab.
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IMPORTING OUTLOOK E-MAIL VIA THUNDERBIRD 

Earlierinthebook,wediscussedamethodofexportinge-mailfromvariousMicrosofte-mailprograms,
whichuseproprietaryformats,sothatitcanbeimportedunderUbuntu.Torecap,youcaninstallthe
MozillaThunderbirde-mailclientunderWindows,importyoure-mailintoitfromOutlookorOutlook
Express,andthenexportThunderbird’smailbox(.mbox)filesforimportingwithinEvolution.

Ifyoufollowedtheseinstructionsandnowhavethe.mboxfilesreadyforusewithEvolution,it’seasyto
importthem.ClickFile➤Import.IntheImportdialogbox,clicktheForwardbuttonandthenselectImport
aSingleFile.ClickForwardagainandclicktheFilenamedrop-downlist.Thiswillopenafile-browsing
dialogbox,inwhichyoucanlocatethe.mboxfileandclickOpen.Ifyouhavemorethanone.mboxfile,
you’llneedtoimporteachonemanually.TheAutomaticentryinthedialogboxreferstothefiletypeand
willselectthecorrectfiletypebyfileextension.

ComposingaMessage
Creatinganewe-mailmessageisassimpleasclickingtheNewbuttonatthetopleftofEvolution’s
programwindow.FillintheToandSubjectdetailsasusual,andthentypeinthemainbodyofthe
message.

ToaddaCCorBCC,clicktheTobutton,andselectaddressesfromyourcontactslistinthedialog
boxthatappears(selectingtheCCorBCCbuttonasappropriate).Alternatively,ifyouwouldliketohave
theCCandBCCfieldsvisibleandavailableatalltimes,clicktheirentriesundertheViewmenuofthe
ComposeaMessagewindow.

AswithmostMicrosoftmailprograms,newe-mailcanbesenteitherasplaintextorasHTML.Plain
textmodeisthedefault.ToswitchtoHTML,clicktheentryontheFormatmenu.Theadvantageof
HTMLmailisthatyoucanvarythestyle,size,andcoloringoftext,soyoucanemphasizevariouswords
orparagraphs,asillustratedinFigure14-5.Inaddition,ifyouclickInsert➤Image,youcaninsert
picturesfromtheharddisk.OtheroptionsontheInsertmenuletyouinserttables,dividinglines(click
theRulemenuentry),andweblinks.
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Figure 14-5. New messages can be formatted in HTML, allowing you to format text and even add images to 

your messages. 

ThedisadvantageofHTMLe-mailisthatthepersonreceivingthemessagewillneedanHTML-
compatiblee-mailprogramtobeabletoreadit(thoughmostcommone-mailprogramscanhandle
HTMLe-mailjustfine).Yourmailisalsomorelikelytobetaggedasspambytherecipient’sserver,
becauseofthewidespreadabuseofHTMLandimagesinmailbyspammers.

■TipManypeopleintheLinuxcommunityfrownonHTML-formattede-mailandpreferplaintextmessages.

Wordsareautomaticallyspell-checkedinthenewe-mail,andareunderlinedinredifthespell-
checkerthinkstheyareincorrect.Tocorrecttheword,right-clickitandthenselectthecorrectspelling
fromthelistprovided.

Bydefault,ifyouchosetheEnglishlanguageduringtheinstallationofUbuntu,theEvolutionspell-
checkerwillofferonlyanEnglish(American)dictionary.YoucanswitchtootherEnglishdialects(e.g.,
British,Canadian,orAustralianEnglish)bychoosingEdit➤PreferencesinthemainEvolutionwindow,
clickingtheComposerPreferencesicon,andthenclickingtheSpellCheckingtab.Selectanalternative
dictionaryormultipledictionariesbyselectingthecheckboxestotheleftofthedictionarynames.
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Whilecomposingane-mail,youcanswitchlanguagesbychoosingEdit➤CurrentLanguagesinthe
menuoftheComposeMessagewindow.Ifthelanguageyourequireisnotlisted,thismeansthatyou
needtoinstallanadditionalAspelldictionarypackagewiththeUbuntuSoftwareCenter.These
dictionarypackagesusuallyhaveatwo-lettersuffixindicatingthelanguagethattheysupport;for
example,aspell-fristheFrenchdictionarypackage.You’llneedtoquitandrestartEvolutionbeforethe
newlanguageisvisible.

■NoteTheaspell-frpackagealsoincludestheSwissFrenchvariationofthelanguage.

CreatinganE-MailSignature
E-mailsignaturesaretheblocksoftextthatappearautomaticallyattheendofnewe-mailmessagesyou
compose.Theysaveyouthebotheroftypingyournameandcontactdetailseachtime.Tocreateane-
mailsignature,followthesesteps:

1. ClickEdit➤Preferences.SelectComposerPreferencesfromtheleftsideofthe
dialogboxandclicktheSignaturestab.

2. ClicktheAddbuttonatthetoprightofthedialogbox.

3. IntheEditSignaturedialogbox,typewhatyouwanttoappearasyour
signature.ThesignaturecanbeineitherplaintextorHTML(clickFormat➤
HTMLforthelatter).Don’tforgetthatinHTMLmode,youcaninsertlines
(Insert➤Rule),whichcanactasanaturaldivideratthetopofyoursignature
toseparateitfromthebodyofthee-mail,asshowninFigure14-6.



Figure 14-6. Creating an e-mail signature saves you from having to type your contact details each time. 
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4. ClicktheSaveandCloseiconatthetopleft.

5. ClickMailAccountsinthePreferencesdialogbox,anddouble-clickyourmail
accountinthelistontherightside.

6. Inthedialogboxthatappears,ensurethattheIdentitytabisselectedandclick
theSignaturedrop-downlist.Clickthesignatureyoujustcreated.

7. ClickOKandthenCloseinthePreferencesdialogbox.Yournewsignaturewill
thenautomaticallyappearinnewmessages.It’spossibletocreatemultiple
signatures—forinstance,oneforworkandoneforpersonale-mail—andthen
choosetheappropriatesignaturewhenwritingyoure-mail.

Advanced E-Mail Tasks 
Evolutionoffersseveralfeaturesthatcanhelpyoutoorganizeyoure-mail.Youcancreatenewfolders,
aswellasfilter,sort,andsearchthroughyourmessages.

CreatingNewFolders
Ifyouwanttobetterorganizeyoure-mail,youcancreateyourownfolders,whichwillthenappearin
thelistontheleftsideoftheprogramwindow.

Tocreateanewtop-levelfolder,whichwillappearinthelistalongsidethestandardfolders(Inbox,
Junk,Outbox,etc.),right-clickOnThisComputerandselectNewFolder.ThenmakesurethatOnThis
Computerisselectedinthefolderviewofthedialogboxthatappears.TypeanameandclickCreate.

Youcanalsocreatesecond-levelfolders,whichwilleffectivelybe“inside”otherfoldersandwill
appearindentedbelowtheirparentfolderwithinthelist.Forexample,youmightwanttocreateaseries
offolderswithinthemainInboxfoldertosortyourmailfromvariousindividualsororganizations.Todo
this,right-clickInbox,selectNewFolder,andgivethefolderanameinthedialogboxthatappears,as
showninFigure14-7.Afterthenewfolderhasbeencreated,clickthechevronnexttoInboxtoexpand
thedisplaytoshowyournewsubfolder.



Figure 14-7. You can create your own folders to better organize your mail. 
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Youcanthendraganddropmessagesintothenewfolders,oryoucansimplyright-clickthem,
selectMovetoFolder,andselectthefolderfromthedialogboxthatappears.Thiscanbeusefulifyou
wishtoselectahandfulofmessagesbyholdingdowntheCtrlkey.Allyouneedtodothenisright-click
oneofthemandselectMovetoFolder.

Youcanalsocopymessagesfromonelocationtoanother,thusproducingtwocopiesofthesame
message.Simplyright-clickthemessage,selectCopytoFolder,andselectthefolderfromthelist.
Alternatively,youcanholddowntheCtrlkeywhileyoudragthemessagetothenewlocation.

DealingwithJunkE-Mail
Evolutionincludesintelligentjunkmailfiltering.AnymailthatEvolutionthinksisspamorjunkmailwill
endupintheJunkfolder.WhenyoufirststartusingEvolution,youshouldcheckthefolderregularly,
becausethere’sachanceEvolutionmighthavemadeamistake.However,thisisagoodthing,because
byright-clickingthemessageandselectingMarkAsNotJunk,theEvolutionjunkmailfilterwillbeable
tobetterunderstandwhattoconsiderasjunkinyourparticularInbox.

Inasimilarway,ifyoufindthatEvolutionmissesjunke-mail,anditendsupinyourInbox,youcan
right-clickitandselectMarkAsJunk.Alternatively,selectitandclicktheJunkicononthemaintoolbar.

ToemptytheJunkfolder,selectallthemessages(Ctrl+A),right-click,andselectDelete.Bearin
mindthat,aswithanyfolder,afterthemessagesaredeleted,theywillappearintheTrash,andyoucan
restorethemfromthereifnecessary.

■NoteThejunkmailfilterusedinEvolutionisathird-partyprogramcalledBogofilter(http://
bogofilter.sourceforge.net).YoucanswitchEvolutiontoanalternativespamfilter,whichsomeconsidermore
powerful,calledSpamAssassin(http://spamassassin.apache.org).Todoso,installthespamassassin
package.RestartEvolution,clickEdit➤Preferences,clicktheMailPreferencesiconinthedialogboxthat
appears,andclicktheJunktab.ThenselectSpamAssassinfromtheDefaultJunkPlugindrop-downlist.Whileon
thatpreferencespage,it’salsoagoodideatoselecttheDoNotMarkMessagesAsJunkIfSenderIsInMy
AddressBookcheckbox.Whenyouarefinished,clickOKandthenClosetoreturntothemainEvolutionprogram
window.

SortingandFilteringMessages
Youcanfilterincomingmessagesaccordingtopracticallyanycriteria,includingwhosentthemessage,
itssubjectline,wordswithinthebodyofthemail,itssize,andwhetherithasattachments.Coupledwith
theabilitytocreatefolders,thisallowsyoutoautomaticallysortmessagesassoonasthey’rereceived.

Tosetupfilters,clickEdit➤MessageFilters.ClicktheAddbuttonand,intheRuleNamebox,start
bygivingthenewruleadescriptivenamebywhichyou’llbeabletorecognizeitinthefuture.Youmight
thinkthisisn’timportant,butyoumaycreatetens,ifnothundreds,offilters,sobeingabletoidentify
filterswillbeveryhelpful.

AsshowninFigure14-8,theAddRuledialogboxissplitintotwohalves:FindItemsThatMeetthe
FollowingConditionsandThen.Asimpliedbythelabels,iftheselectedconditionsaremet,thenthe
selectedactionswilltakeplace.

TheFindItemspartisusedtoidentifythemail.Youcanselecttofilterbasedonalmostanycriteria,
suchaswhoappearsintheSenderfieldofthemessage,wordsthatappearontheSubjectline,thedate
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sent,andsoon.Simplyselectwhatyourequirefromthedrop-downlistdirectlybeneaththeAdd
Conditionbutton.Inmostcases,you’llthenneedtospecifydetailsforthefilter.Forexample,ifyou
selecttofilterbytheaddressoftheindividualsendingthee-mail,you’llneedtoprovidethate-mail
address.

■TipSeveralIfrulescanbecreated.Forexample,youcouldcreatearuletofilterbytheaddressofthesender,
andthenclicktheAddConditionbuttontocreateanotherruletofilterbytextintheSubjectline.IfyouclickIfAll
ConditionsAreMetintheFindItemsdrop-downlist,themailwillbefilteredonlyifbothconditionsaremet.Ifyou
clickIfAnyConditionsAreMetfromthedrop-downlist,themailwillbefilteredifeitherconditionismet.



Figure 14-8. Creating message filters lets you automatically organize your e-mail as soon as it’s received. 

Afteryou’vesettheFindconditions,youneedtoselectfromtheThensectionofthedialogbox.This
tellsEvolutionwhattodowiththefilteredmail.Theobviouscourseofactionistomovethee-mailtoa
particularfolder,whichisthedefaultchoice,butyoucanalsodeletethee-mail,setaparticularflag,
beep,orevenrunaparticularprogram!Aswiththerulesforfindingitems,youcansetmorethanone
conditionhere,soyoucanhaveEvolutionbeepandthendeletethemessage,forexample.When
designingfilters,it’sgoodpracticetofinishwithaThenoptionofStopProcessingbecauseonemessage
maybefilteredintoafolderandthenhaveotheroperationsperformedonit.
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CreatingSearchFolders
Evolution’ssearchfoldersfeatureisamorepowerfulalternativetomessagefilters.Usingsearchfolders,
youcanfiltermailbasedonasimilarsetofcriteria,butyoucanchoosetoincludemessagesinthe
resultsthatmightbeassociatedwiththefilteredmessages.Forexample,ifyouchoosetofilterbya
specificindividual’se-mailaddress,youcanchoosetohaveanyrepliesyousenttothatpersonincluded
intheresults,ratherthansimplymessagesreceivedfromher.Inaddition,youcanapplysearchfolders
tospecifice-mailfoldersonanongoingbasis,ratherthanallincominge-mail.

It’simportanttonote,however,thatasearchfolderisn’tafilter.Themessagesaren’tmovedinto
thenewfolders.TheystaywheretheyareinyourInbox(oranyotherfoldertheymightbecontainedin).
Despitethename,searchfoldersareactuallylittlemorethansavedsearches.Theyjustactlikefilters.
However,searchfoldersaredynamicallyupdated—ifamessageisdeletedfromtheInboxfolder,for
example,itwillalsostopappearinginanyrelevantsearchfolder.

YoucancreateanewsearchfolderbyclickingEdit➤SearchFoldersandthenclickingtheAdd
button.Aswithcreatingmessagefilters,clickingthedrop-downboxbeneaththeAddbuttonwillletyou
selectfilteringcriteria.Thechoicesarebroadlysimilartothoseformessagefilters,inthatyoucanfilter
bye-mailaddress,sizeofe-mail,messagebody,andsoon.Atthebottomofthedialogbox,youcan
choosetosearchspecificfolders(thedefault),alllocalfolders,orallactiveremotefolders(which
includesanyofyourmailstoredonaserverelsewhere).

IntheIncludeThreadsdrop-downbox,youcanselectwhatkindofresultsyouwouldlikethesearch
toreturn:

• Nonesimplyreturnse-mailmessagesmatchingthecriteria.

• AllRelatedreturnseverysinglemessagethatisassociatedwiththecriteria.

• Repliesreturnsresultsthatincluderepliestothemessagesreturnedviathefilter.

• RepliesandParentsreturnsresultsthatincluderepliesandalsoanyinitial
messagethatyouorothersmighthavesentthatinspiredthemessageincludedin
thefilterresults.

• NoReplyorParentreturnsresultsthatincludeonlyinitialmessagessenttoyou.

SearchfoldersresultsarelistedunderSearchFoldersontheleftsideoftheMailmodewindow.
Thesearchfoldersfeatureisverypowerfulandworthspendingtimeinvestigating.

TIPS FOR USING EVOLUTION E-MAIL 

Inmanyways,Evolutionissimilartoe-mailprogramsyoumighthaveusedinthepast,butitalsohasa
fewofitsownquirksandidiosyncraticwaysofworking.Hereareahandfulofpreferencesyoumightwant
tosettohaveEvolutionbehaveinamorefamiliarway:

• Forward e-mail inline:Ifyouattempttoforwardamessage,Evolutionwillattachit
toanewmessageasafile.Thepersonreceivingthee-mailwillthenneedto
double-clickthefiletoviewtheforwardede-mail,whichcanbeconfusing.The
solutionistomakeEvolutionforwardthemessageinline,whichistosaythat
Evolutionwillquoteitbeneaththenewmailmessage,likeMicrosofte-mail
programs.Todothis,clickEdit➤Preferences,clickComposerPreferencesonthe
leftsideofthedialogbox,clicktheForwardStyledrop-downlist,andselectInline.
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• Change the plain text font:Anymessagessenttoyouinplaintextformat,rather
thanHTML,willappearinthemessagepreviewpaneinaCourier-stylefont.To
havemessagesdisplayinamoreattractiveandreadabletypeface,clickEdit➤
Preferences,selectMailPreferencesontheleftsideofthedialogbox,andthen
removethecheckfromUsetheSameFontsAsOtherApplications.IntheFixed
WidthFontdrop-downlist,selectanalternativefont.ThestandardUbuntufontis
calledSansandisagoodchoice.

• Always create HTML e-mail:Evolutiondefaultstoplaintexte-mailforanynew
messagesyoucreate.IfyouwanttoalwayscreateHTMLmessages,clickEdit➤
Preferences,clickComposerPreferencesontheleftsideofthedialogbox,and
thenputacheckalongsideFormatMessagesinHTML.

• Empty trash on exit:Toautomaticallygetridofdeletedmessageseachtimeyou
quitEvolution,clickEdit➤Preferences,clickMailPreferencesontheleftsideof
thedialogbox,andputacheckalongsideEmptyWastebasketFoldersonExit.
Thenselecthowoftenyouwouldlikethistohappenfromthedrop-downlist:
everytimeyouquitEvolution,onceperday,onceperweek,oroncepermonth.

• Vertical message window:Asanalternativetopositioningthemessagepreview
windowbeneathyourmessages,Outlookletsyoupositionthemessageatthe
rightofthemessagelist,thusformingthreeverticalcolumns(folders,messages,
andpreview).ToswitchtothisviewunderEvolution,clickView➤Preview➤
VerticalView.



Contacts 
Evolutionincludesapowerfulcontactmanagercomponentthatcancataloginformationabout
individuals.Atitsmostbasic,thecontactmanagerstorese-mailaddressesforusewithinthee-mail
componentofEvolution,butyoucanentersignificantadditionaldataabouteachindividual,including
addresses,phonenumbers,faxnumbers,andevenaphotographforeasyidentification.Thisshould
allowEvolutiontobecomeyoursolepersonalinformationmanager.

ToswitchtotheContactsmode,clickthebuttonatthebottom-leftsideoftheprogramwindow.
OnceintheContactsmode,youcanviewinformationinseveralways.ClickView➤CurrentViewto
choosefromthefollowingviews:

Address Cards:Thisisthedefaultviewandshowsthecontactsasvirtualindexcardsarranged
alongsideeachotheratthetopoftheprogramwindow.Clickthescrollbarbeneaththecardsto
movethroughthem.

List View:Thisshowsthecontactinformationasasimplelist,arrangedvertically,withvarious
elementsofthecontact’spersonalinformationlistedalongside,suchasphonenumbersande-mail
addresses.

By Company:ThisorganizesthedatainasimilarwaytoListviewbutsortedbythecompanythe
contactsworkfor(ifsuchdatahasbeenenteredintothecontactentries).
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AddingorEditingContactInformation
Byfar,thebestwayofinitiallybuildingupyourcontactslististoright-clickane-mailaddressinthe
headerofthemessagesinyourinbox,andselectAddtoAddressBook.Makesuretheaddressbook
selectedisUbuntuOneifyouwantyourcontactinformationtobesynchronizedtoyourpersonalspace
intheInternet;readthenextchaptertolearnmoreaboutthisservice.Thiswilladdasimplecontact
recordconsistingoftheindividual’snameande-mailaddress.

WhenusingMicrosoftmailapplications,simplyreplyingtoane-mailfromanindividualisenough
toaddthatcontacttoyouraddressbook.Evolutioniscapableofthisbehaviortoo,butthefeatureisn’t
activatedbydefault.Tosetthisup,clickEdit➤Preferences,clickMailPreferencesontheleftsideofthe
dialogbox,andclicktheAutomaticContactstab.Next,putacheckintheboxmarkedAutomatically
CreateEntriesintheAddressBookWhenRespondingtoMessages.FromtheSelectAddressBookfor
AutomaticContactsdrop-downlist,selectPersonal.Inthesamedialogbox,youcansynchronize
contactsfromthePidgininstantmessagingclientsothatEvolutionisbroughtuptodatewithyour
Pidgincontacts,andviceversa.Youcantheneditthecontactdetailsbydouble-clickingtheentryin
Contactsmode.Thiswillletyouenteravarietyofinformation,asshowninFigure14-9.Toimporta
photoforthiscontact,clickthetop-lefticon.Youcanuseanypicturehere,andyoudon’tneedtoworry
aboutitssize,becauseitwillberesizedautomaticallybyEvolution(althoughitsaspectratiowillbe
preserved).TheimportedphotowillappearinthelowerareaoftheContactswindowwhenyouclickthe
contact’sname.

Ifyouaddanewcontactandthedetailsaresubstantiallysimilartothoseofanothercontactalready
onthesystem,thesoftwarewillgiveyoutheopportunitytomergethetwocontactsintoasingleprofile.
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Figure 14-9. A lot of information can be entered for each contact, and, by clicking the button at the top left, 

you can also add a photograph. 

CreatingaContactList
Contactlistsaresimplylistsofe-mailaddresses.Afteralistiscreated,youcanright-clickitsentryinthe
contactslist,andthenchoosetosendamessagetothelistorforwardittosomeoneelseasavCard.The
obvioususeofcontactlistsisforsendinge-mailmessagestoaparticulargroupofpeople.

■NoteAvCardisavirtualbusinesscard.Effectively,it’sasmallfilethatcontainspersonalinformation.vCards
canalsocontainpicturesandaudioclips.They’reunderstoodbypracticallyallbusiness-levele-mailprograms,
includingMicrosoftOutlookandAppleOSX’sMailprogram.

Tocreateacontactlist,clickthesmalldownarrownexttotheNewbuttoninContactsmode,and
selecttheoptionfromthelist.Givethelistanameintherelevantbox,andsimplyclickanddrag
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contactsfromthemainprogrampaneontothebottomoftheContactListEditorpane.Thiswill
automaticallyaddtheirnamesande-mailaddresses.Alternatively,youcantypetheire-mailaddresses
manuallyintothefieldundertheMembersheading,andthenclicktheAddbutton,whichcanbeuseful
iftheindividualisn’tinyourcontactlist.

ByselectingtheHideAddressesWhenSendingMailtoThisListcheckbox,youcanensurethatthe
e-mailaddressesareaddedtotheBCCfieldofanewmessage,sopeopleonthelistdon’tseetheothers
onthelist.

Calendars 
TheCalendarsmodeofEvolutionallowsyoutokeepanappointmentsdiary.Entriescanbeaddedin
half-hourincrementstotheworkingday,andyoucaneasilyaddeventstodaysthatareweeks,months,
orevenyearsinadvance.Viewingaday’sappointmentsisassimpleasclickingitsentryinthemonth
viewatthetoprightoftheprogramwindow.

SpecifyingAppointmentTypes
Youcanmakethefollowingthreetypesofdiaryentries:

Appointments:Theseareeventsinyourdiarythatapplytoyouonly.Youmighthaveameetingwith
acolleague,forexample,oryoumightsimplywanttoaddanotetoyourdiarytoremindyouofa
particularfact.

All-day appointments:Atrainingdayoraholidaycouldbeenteredasanall-dayappointment.
However,all-dayeventsdon’tblockyourdiary,andyoucanstilladdindividualappointments(after
all,justbecauseyourdayistakenupwithaneventdoesn’tmeanyouwon’tneedtomakeindividual
appointmentsduringtheevent).All-dayeventsappearasalight-bluebaratthetopoftheday’s
entryinyourdiary.

Meetings:Meetingsarelikeappointments,butyoualsohavetheoptionofinvitingotherstoattend.
TheinvitationsaresentasiCalattachmentstoe-mail,sousersofMicrosoftOutlookshouldbeable
toreplytothem(providedOutlookisproperlyconfigured;seetheprogram’sdocumentationfor
details,andnotethatiCalissometimesreferredtobythespecificationnumberRFC2446/2447).
Afterreceivingameetinginvitation,anindividualcanclicktoacceptordecline.WhenEvolution
receivesthisresponse,theindividual’sacceptanceordeclinationwillbeautomaticallyaddedtothe
diaryentry.

AddingorEditingaDiaryEntry
TheseinstructionsassumethatCalendarsmodeissettoDayview,whichshowsafullworkingday
diaryalongsideamonthlycalendar.ToensureDayviewisselected,clicktheDayicononthemain
toolbarrunningacrossthetopofthescreen.DayviewisthedefaultcalendarviewunderEvolution.
TheotherchoicesareWeek,Month,andWorkWeek(whichshowsappointmentsduringtheweekin
dailycolumns).Ifyouswitchtoanotherview,Evolutionwillalwaysworkinthatviewuntilyouchange
backagain.

Toaddanewdiaryentry,simplyselectthedayinthemonthlycalendarontheleft,andthenselect
thetimetheappointmentistostartinthedayviewer.Thenright-clickandchooseanappointment,an
all-dayevent(thisiscalledanall-dayappointmentontheNewbuttononthetoolbar),orameeting.To
editanexistingdiaryentry,double-clickitsentryinthelist.
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■NoteWhenyouright-clickinCalendarsmode,you’llalsoseeanoptiontoaddatask.Addingataskin
Calendarsmodeautomaticallylinksittotheselecteddayandtime.Taskitemsdueonthecurrentdayaremarked
indarkblue.

Atitsmostbasic,allanappointmentneedsinordertobeenteredintoyourdiaryissometextinthe
Summaryfield,asshowninFigure14-10.Bydefault,appointmentsandmeetingsareassumedtolastfor
halfanhour,butyoucanadjustthisbyusingthearrowsintheHourandMinutessections.Forlonger
appointments,suchasaholidayorconferencethatmaylastdaysorweeks,usethedrop-downlabeled
For,selectUntil,andthendefineafinishingdateortime.



Figure 14-10. When creating a new appointment, you can add all the details you need, but don’t forget to 

set how long it lasts! 

ByclickingtheRecurrencebuttononthetoolbar(notethatnotallbuttonsarevisibleinthedefault
programwidth),youcansettheappointmenttobebookedintoyourdiaryaccordingtocertain
intervals.StartbyputtingacheckintheThisAppointmentRecursbox,andthenselectatimeinterval.
Forexample,selecting“1week”willmeanthattheappointmentisbookedintoyourdiaryautomatically
onaweeklybasis.Afterthis,selectadayoftheweekfortherecurringappointment.Followingthis,you
mustspecifythenumberofrecurrences.Youcanspecifyanendingdatefortheappointmentorselect
Forever.Inthecalendarviewatthebottomofthedialogbox,you’llbeabletoseehowthislooks.Daysin
boldarethosethathaveappointments.

It’salsopossibletosetexceptions,aswhenthemeetingmightskipaweek.Thiscouldbeusefulto
workaroundholidays,forexample.SimplyclicktheAddbutton,andthentypeadateorclickthedown
arrowtoselectthedatefromacalendar.Finally,youcanalsoaddattachmentstoanappointment—a
meetingagenda,minutes,andsoforth—byclickingtheAttachbuttonandlocatingtheappropriatefile.

Whenyou’refinished,clicktheClosebuttontoaddthedetailsoftherecurringeventtothe
appointment.

Inthecaseofmeetingappointments,youcanclicktheAddbuttontoinviteotherstothemeeting
viaiCalinvitations,whichwillbesentoutbye-mailassoonasyou’vefinishedcreatingtheappointment.
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SimplyclicktheAddbutton,andintheemptyfieldthatappears,starttypingthecontactnameofthe
individualyouwanttoinvite.Ifthepersonisalreadyinyourcontactslist,thenamewillbeautomatically
completed,butyoucanalsotypeindividuale-mailaddresses.ByclickingtheentryundertheRole
heading,youcanaltertheroleoftheindividual.ThechoicesareChair,RequiredParticipant,Optional
Participant,Non-Participant(i.e.,somebodyyouwanttoinformaboutthemeetingbutwhodoesn’t
needtoattend),andUnknown(forallotherinstances).

ClickingtheFree/Busybuttonwillopenanewdialogboxshowingwhocanandcan’tattend,
accordingtorepliestotheinvitationssentout(obviously,thisisafeatureyou’llbeusingafteryou
initiallycreateanappointment).Ontheleftsideofthedialogbox,youwillseethelistofattendeesand
alsotheirstatus:whetherthey’veaccepted,declined,orsentabusy/tentativereply(inwhichcaseyou
mightchoosetoreschedulethemeeting).

Additional Calendars 
Forthosewithcomplicatedlives,Evolutioncanmanagemultiplecalendarssourcedfromeitheryour
localmachineorfromanonlineservicesuchasGoogleCalendar.Moreover,eachonecanbeassigneda
differentcolorsoyoucanseehoweventsclash(ornot)ataglance.Tocreateanewlocalcalendar,right-
clicktheCalendarspane(ontheleft)andselectNew.ChooseOnThisComputerfromthedrop-down,
provideanameforthenewcalendar,andchooseacolor.Whenyoucreateanewevent,specifythe
appropriatecalendar,andtheeventwillbehighlightedinitscolor.

YoucanalsoaddaGooglecalendarbyfollowingtheprecedinginstructionsbutchoosingGoogle
fromthedrop-down.SupplyyourGooglecredentialsandthenchooseacalendarfromthoseavailable.
Again,youcandefineacolortoapplytothiscalendar,asinFigure14-11.TheGoogleoptionislimitedto
viewinginformationaddedtothewebservice,soyoucan’taddeventsbyusingEvolution,butthisisa
greatwaytoaccesssomeofthemanypubliccalendars(suchasnationalholidaysandfootballmatch
fixturelists)availableontheInternet.



Figure 14-11. Evolution can manage both local calendars and remote calendars from the Internet, making 

it ideal for creating and sharing group calendars. 
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Memos and Tasks 
TheMemosandTasksmodesarethesimplestcomponentswithinEvolution.Memosmodeallowsyou
tojotdownsimplenotes,andTasksmodeallowsyoutocreateato-dolist.

Inbothmodes,whichcanbeselectedbyclickingtheirbuttonsatthebottomleftofthescreen,the
programwindowconsistssimplyofanareawhereyoucanclicktoaddanewmemo/task,alistarea,and
apreviewarea,whichwillshowanydetailsofthecurrentlyselectedtask.

■NoteMemoscreatedinEvolutioncanalsobeopenedinTomboy,thedefaultGNOMEdesktopnote-taking
application.

InthecaseofTasksmode,afteryou’vemadeanentry,clickingthecheckboxalongsideitwillmark
itascompleted.Completeditemsappearwithastrike-through.

Toaddanewmemoortask,clickthebarthatreadsClicktoAddaMemo(orTask),typea
description,andthenpressEnter.Youwillbeabletoentermoretasksormemosinthesamefield.

Double-clickingataskormemoallowsyoutofine-tuneitsdetails.Forexample,youcanaddadue
dateforatask,soyou’llknowwhenthetaskmustbecompleted.Youcanalsoaddadescriptionfor
futurereferenceandattachfilesbyclickingtherelevantbuttononthetoolbar.ByclickingtheStatus
DetailsbuttonintheTaskDetailsdialogbox,youcanalsosetapercentagefigureforcompletionofthe
task,aswellasitspriority,rangingfromlowtohigh.Byaddingthesedetails,aquickscanoveryourtasks
willgiveyouagoodideaofwhichjobsareoverdue,whichneedattention,andwhichwillstandalittle
procrastination.

Afteryou’veaddedthesedetails,right-clicktheSummarybar(atthetopofthemainwindow)and
selectAddaColumn.Youcannowdraganddropelementsontothemainwindowtogetabetterviewof
yourtasks,asinFigure14-12.
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Figure 14-12. Tasks mode lets you catalog chores that you want to do during the day. 

Configuring Instant Messaging 
Instantmessagingisawayofchattingwithotherpeopleinrealtime.It’sasifyouwerehavingaphone
conversation,butyou’retypinginsteadofspeaking.Youcantalktooneotherpersonorawholegroupof
peopleandsometimessharefileswiththem.

TheinstantmessagingprogramunderUbuntu,Empathy,offersthesamefunctionsandworksinan
almostidenticalwaytoprogramsthatyoumighthaveusedunderWindows.Itsupportsvirtuallyallthe
popularchatstandards,suchasICQ/AOL,GoogleTalk,Yahoo,andMSN(Hotmail/Passport).Itassumes
thatyoualreadyhaveanaccountwitheachservice,whichwilllikelybethecaseifyou’veusedinstant
messagingprogramsunderWindows.Youcanhaveasmanyaccountsasyouwishandlogtoallofthem
atthesametime.Youcanseethecontactsfromallyourinstantmessagingaccountsinthesamelistand
canchatwiththematthesametime.UsingtheMemenu,youcansetyourstatusforallyouraccountsat
thesametime.Thisisuseful,asitprovidesasingleinstantmessagingapplicationthatallowsyoutochat
withusersfromdifferentnetworks.

Toconfigureyouraccounts(referredinLucidterminologyaschat accounts),clickthelittleenvelope
locatednexttothedateandtimeinthetoppanel,andselectSetUpChat.TheWelcometoEmpathy
wizardwillappear.Ifyouselecttheoption“Yes,I’llentermyaccountdetailsnow”andclickForward,
youwillbepromptedtoenteryouraccountdetails.

Therearealotofinstantmessagingservicestowhichyoucanconnect,aslistedinTable14-1.
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Table 14-1. Instant Messaging Services That Can Be Used with Empathy 

Instant Messaging 

Service 

 

Description 

FacebookChat ThisisaFacebookfeaturethatallowsuserstochatwithotherFacebookusers.It
requiresaFacebookaccount.

GoogleTalk GoogleTalk,orGTalk,isafreeinstantmessagingserviceprovidedbyGoogle.

Jabber Jabber.orgwasthefirstinstantmessagingservicebasedontheopenprotocol
XMPP(ExtensibleMessagingandPresenceProtocol).Ithasbeenrunning
since1999.

AIM Thisisthewell-knownAOLInstantMessenger.

Gadu-Gadu ThisisaPolishinstantmessagingservice—themostpopularinitshomecountry.

GroupWise GroupWiseismessagingandcollaborationsoftwarethatsupports,amongother
things,instantmessaging.

ICQ ICQwasthefirstInternet-wideinstantmessagingservice,launchedin1996.Its
nameispronouncedI seek you.

IRC AnInternetRelayChatclient,usedtoconnecttochatchannels.

MSN ThisisthepopularserviceprovidedbyMicrosoft.ItistypicallyusedwithMSN
Messenger,nowrebrandedasWindowsLiveMessenger.

mxit ThisisafreeinstantmessagingservicewhoseuserbaseismainlyinSouthAfrica.

MySpace MySpaceisasocialnetworkingwebsite(themostpopularbeforeFacebookcame
along)thatincludesaninstantmessagingservice.

QQ TenecentQQ,hostedinQQ.com,isthemostpopularfreeinstantmessaging
serviceinmainlandChina,withmorethan800millionusers.Originallyknownas
OICQ,orOpenICQ,itsmascotisapenguin.

Sametime IBMLotusSametimeisaunifiedcommunicationsandcollaborationproductfor
theenterprisethatincludesinstantmessagingamongitscapabilities.

SILC ThisistheSecureInternetLiveConferencingprotocol,whichprovidessecure
conferencingservices.ItsdevelopmentiscoordinatedbytheSILCProject,which
alsomaintainsthepublicSILCnetwork.

Yahoo ThisisaninstantmessagingserviceprovidedbyYahoofreeofchargeandused
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Instant Messaging 

Service 

 

Description 

withYahooaccounts.

YahooJapan ThisistheJapaneseaffiliateofYahoo.

Zephyr ZephyrisaninstantmessagingprotocolcreatedatMITaspartofProjectAthena.It
isstillinusetodaybysomeuniversities.

Ifyou’reworkinginasmallofficewithoutanInternetconnectionbutyouwanttosendinstant
messagestoyourcoworkers,youcanusethePeopleNearbyfeaturebyselectingthe“No,Ijustwantto
seepeopleonlinenearbyfornow”optionfromtheWelcometoEmpathywizard.Youwillneedto
provideafullnameandanaliasandinstructyourfellowstodothesame.Youwillthenbeabletochat
withthemwithoutinstallingaserver.

Onceyouhaveconfiguredyouraccounts,youwillseeallyourcontactsinEmpathy’smainwindow,
theContactList.Youcanchangethestatusofallofyouraccountsatthesametimebyusingthedrop-
downlistlocatedbeneaththemenus,orbyusingtheMemenuonlinestatuslist.

Installing Skype 
Skype,showninFigure14-13,isusedbymillionsofpeoplearoundtheworldtomakeInternettelephone
callsviaVoiceoverIP(VoIP).Thisisacomplicatedwayofsayingthatvoicecallsaretransmittedacross
theInternet.UsingSkype,it’spossibletocallotherSkypeusersforfree,ortocallvariousphone
numbersaroundtheworld,usuallyforasmallcharge.

InstallingSkypeiseasy,youcanusetheUbuntuSoftwareCenterforinstallingSkype.Justsearchfor
SkypeandclickInstallwhentheapplicationappearsinthelist.
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Figure 14-13 It’s easy to install Skype under Ubuntu, and it works almost exactly as it does under Windows 

or Macintosh. 

Afterthesoftwareisinstalled,clickApplications➤Internet➤Skypetostartit.UsingSkypeunder
LinuxisverysimilartousingitunderWindowsorMacintosh.You’llfindexcellentdocumentationat
www.skype.com.

■TipToconfigureyouraudioinputdevice(e.g.,microphone),right-clicktheSpeakericonatthetoprightofthe
desktopandselectOpenVolumeControl.ThenclickanddragtheMicrophonesliderasnecessary.Youmayneed
tounmutetheinputbyremovingtheredcrossnexttothespeakericonbelowtheMicrophoneslider.

Ekiga 
Ekiga,anopensourcealternativetoSkype,offersasimilarfeatureset.Itcanbeinstalledusingthe
UbuntuSoftwareCenterandisavailablefromApplications➤Internet➤EkigaSoftphone.Whenthe
softwareislaunchedforthefirsttime,you’llbepromptedtocreateanEkiga.netaccount,whichwillgive

http://www.skype.com
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youaSIPaddress(theVoIPequivalentofane-mailaddress)andanoptiontopurchasecall-outcredit.
Afteryou’vesignedintotheservice,itworksinasimilarwaytoSkype,withabuddylistand,asshownin
Figure14-14,astandardnumericaldialpadforcallinglandlinesormobilenumbers.Ekiga’sintegration
withtheUbuntudesktopisverygood—forexample,youcanreceivealertsinthenotificationareaifone
ofyourcontactsmakesacalltoyou.



Figure 14-14. Ekiga is an open source alternative to Skype. 

Summary 
Thischapterhasbeenawhistle-stoptourofEvolution’smainfeatures.You’velookedate-mailcreation
andorganization,contactsmanagement,workingwiththeappointmentscalendar,andeditingthetask
listandmemos.Evolutionisapowerfulprogram.Besuretotakealookatitshelpdocumentation(Help
➤Contents)tolearnmoreaboutit.

ThischapteralsodiscussedtheinstantmessagingclientandhowitintegrateswiththeMemenu.
Thenextchapterwillgointogreaterdetailaboutthisnewfeatureandwhatcanyoudowithit.
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Social Networks  
and Cloud Computing 

Fromtheverybeginning,computernetworkswereaboutmorethanjustconnectingdevices.Theywere
aboutconnectingpeople.

Thedaytwocomputersfirstgotconnected,acommunicationpathbetweentwohumanbeingswas
formed.Asthenumberofconnectionsincreased,moreandmorepeopleweresharinginformation,
experiences,andtheirlives.Today,ofcourse,wehavetheweb.Withitsubiquity,thepossibilitiesare
boundedonlybyourcollectiveimagination.

Socialnetworkshaveemergedtoharnessthecommunicationpoweroftheweb.Youwanttoget
backintouchwithyouroldclassmatesfromhighschool?Check.Youwanttocreateavirtualbusiness
cardandrelatetocolleagues?Check.Youwanttopublishyouractivitiessopeopleknowwhatyouare
doingallthetime?Check.

However,administeringyouronlinepersonacanbeanoverwhelmingtask.Socialnetworking
sitesarecurrentlyself-centeredandpoorly,ifatall,integrated,soyouhavetocheckandupdatethem
onebyone.

Whatweneedareapplicationsthatdotheheavyworkforusandletusconcentrateonwhatwe
wanttopublishandwhere—notonhowtodoit.

Asecondwebtrendhasemerged:so-calledcloud computing.Astheprocessingpowerandstorage
capacityoftheInternetasawholerisesexponentially,sodothebenefitsofrunningapplicationsand
savingdataonline,ratherthandoingsoonyourownPC.Weareinthemiddleofacomputingrevolution
inwhichthecoreprocessingunitisnolongertheindividualPC,butthe“cloud”ofconnecteddevices.

Today,moreandmoresitesprovidefreespacetostorepersonalinformationinthecloud,whether
inordertosharewithothers(forexample,aphotoinanalbumyoucreate),orjusttohaveanonline
copyofyourprivatedata.

Inthischapter,wetalkabouthowUbuntucanleveragethosetwotrendsandmakeouronlinelifea
loteasierandpleasant.

■NoteOneofthemainapplicationsyouwillbeusingwithsocialnetworksandcloud-basedservicesisyour
favoritewebbrowser.MostbrowsersthatyoucanusewithUbuntuareverywellsuitedforsocialnetworking.In
thischapterwetalkaboutotherapplicationsthatconnectdirectlytotheInternettoperformspecifictasks,using
itsresourcesasiftheywerelocaltoyourPC.



CHAPTER15SOCIALNETWORKSANDCLOUDCOMPUTING

338

Social Networking Applications 
Inthelastfewyears,theuseofsocialnetworkshasexperiencedstaggeringgrowth.SiteslikeTwitterand
Facebookservemillionsofusersperdayandgenerateterabytesofdata.

WELCOME TO WEB 2.0 

Socialnetworksitesarepartofagreatermovementcalledweb 2.0.  

The“first”Internet(web1.0)offeredusmainlystaticcontent,providedbythesiteowner.Theuser
consumedthatcontenttypicallybyusingawebbrowser.Web1.0sitesincludednewspapers,magazines,
andcorporateore-commercesites.Theusercouldreadthepages,buysomethingonline,andifthesite
allowedshecouldpostacommenttoanexistingwebpage.Theuserwasstrictlyaconsumer.

Web2.0,ontheotherhand,isaplatformtoshare—toshareinterests,photos,video,status,andanyother
informationthatwedeeminteresting.Thereisno“mainpublisher,”andwhenthereisacentralized
authority,itsroleismainlytosettherulesandenforcethem,nottoproducecontent.ThinkYouTube,
Wikipedia,Twitter,andFacebook.

Severaltypesofsitesareconsideredpartofthe“Web2.0,”includingbutnotlimitedto:

• Wikis:Thesearesitesthatallowuserstocreatecontentintheformofsetsof
interrelatedwebpages,oftenwithacommonsubject.Itiswellsuitedfor
documentationofspecifictopicsandforencyclopedias,themostfamousbeing
Wikipedia.

• Blogs:Ablog(shortforweb log)isaservicethatallowsauserorsetofusersto
postcontent,formingawebpageofcontinuouspostssortedinchronological
order(showingthenewestpostfirst).Derivationsoftheoriginalblogconceptare
photoblogsandMicrobloggingsites(whichsetasizelimitforposts).

• Social networks:Thesearesitesthatallowuserstocreateprofilesandconnectto
otheruserstoshareinformationandinterests.Thoseconnectedusersaretypically
calledfriends.Thecontentsharedisoftendividedintoprivateandpubliccontent,
privatecontentbeingavailableonlythroughauthorizedconnections.




Ubuntu10.04,releasedonApril,2010,wasdesignedtobe“socialfromthestart,”whichmeansthat

itintegratedwithsocialnetworksseamlessly.NattyNarwhalbuildsuponthissolidfoundation.Inthe
firstsectionofthischapterwelookatsomeoftheapplicationsyoucanuseforthispurpose.

IntroducingtheMeMenu
NattyNarwhalincludestheappletknownastheMeMenu,locatedinthetoppanel,nexttotheDateand
theShutdownbutton,asisshowninFigure15-1.Itwassoimportantforthedevelopingteamthatits
interfacewassketchedbyMikeShuttleworthhimself.TheMeMenuisthecornerstoneofastrategyto
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makeyoufeellikethereisnorealdifferencebetweenyourlocalaccountandyouronlinepersona;they
areoneandthesame.OnceyoulogintoUbuntu,youareonline!

TheMeMenuallowsyoutosetstatusforinstantmessaging(IM)accountsandtobroadcastpoststo
allyoursocialnetworks,includingTwitterandFacebook.

Notallsectionsareshownbydefault;someonlyappearafteryouhaveconfiguredcertaintypesof
accounts.



Figure 15-1. The MeMenu allows you to set IM status and to broadcast to your social networks. 

Title:TheTitlesectionincludesaniconrepresentingtheonlinestatusofyourIMaccounts,andyour
shortnameasspecifiedinAboutMe(seeChapter9).ItcouldbethatyourmultipleChataccounts
willhavedifferentstatuses;inthatcase,theiconappearsasathickdash—orasdisabledifnoChat
accounthasbeencreated.

Broadcast:TheBroadcastsectionconsistsofatextbox.Itisshownonlyifyouhavecreatedatleast
oneBroadcastaccount.Youcanentertextinthebox,andit’spostedtoallcheckedBroadcast
accountsthemomentyoupressEnter.Beawarethatsomesocialnetworkslimitthenumberof
charactersofyourposts(Twitter’stweetsarelimitedto140characters;Facebookstatusupdatescan
runto420characters).

IM Status:TheIMStatussectionletsyousetthestatusformultipleChataccounts.Youhaveseveral
options:Available,Away,Busy,Invisible,andOffline.SelectingoneoptionsetsallChataccountsto
thatstatus.

Account Configuration:TheAccountConfigurationsectionletsyouassociateyouronlineaccounts
withyourprofile.YoucancreatebothChataccountsandBroadcastaccounts.There’salsoapointer
toUbuntuOne,acloud-basedstorageserviceaboutwhichwewilltalklaterinthisChapter.

TheMeMenureliesonEmpathy(alreadyseeninChapter14)forChataccountsandonGwibber
(moreaboutitlater)forBroadcastaccounts.Thoseapplicationsshouldbeinstalledifyouwanttocreate
accountsofeachtype.

MicrobloggingwithGwibber
GwibberisamicrobloggingclientfortheGNOMEdesktopenvironmentthatyoucanusetoaccess
Twitter,Facebook,andothersocialnetworkingsites.

Microbloggingisacomplexculturalphenomenon,butinitselfconsistsofonlytwobasicoperations:
topostcontent,andtoreadotherusers’posts(calledfollowing,asonTwitter).Itistheaggregationof
millionsofsuchoperationsadaythatrendersmicrobloggingsointeresting.
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Asthenumberofsocialnetworksitescontinuestogrow,itishardforuserstokeepupthepace.
Wewantourpoststohavethegreatestimpact,soweneedtosendittoeverysinglemicroblogging
siteavailable,justtomakesurenoonemissesit.Ontheotherhand,wewanttoreceivethemost
relevantcontent,nomatterwhereitwasoriginallyposted.Wecan’tsticktoasingleservice,wemustuse
themall.

Withouttoolsthathelpuswiththesetasks,tofulfillthatsimpleobjectivewewouldhavetoupdate
everysitemanually,usingawebbrowser,andthencheckthemonebyonetoseeifthereissome
interestingstuff.Wewouldrarelyhavetimetodothis.

Someoneoncesaid:“Iwillwork24hoursaday,andnightstoo.”Thatsentimentalsoseemstoapply
tosocialnetworking.

Here’swhereGwibbercomesin.Itallowsyoutoposttomultiplesitesatthesametimeandfollow
contentfromdifferentsources.WhereastheMeMenucanpostshortmessagestosomemicroblogging
sites,Gwibberletsyoualsoreadotherpeople’sthreads.

Gwibberisinstalledbydefault,andyoucaneasilystartitfromtheApplicationsiconintheUnity
Panel.Thebasicinterface,asshowninFigure15-2,isquitesimple.



Figure 15-2. Gwibber lets you configure multiple social networking sites. 

Atthetopisamenuthatcontainsonlythreeentries:Gwibber,Edit,andHelp.
Themainsectionisdividedintotwopanes:theStreamspane,whereyoucanseeyourmailboxes,

andtheDetailspane,wheretheselectedmailboxactualpostsareshown.
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Atthebottom,theBroadcasttextboxisshown,alongwithiconsrepresentingeachofyour
microbloggingaccounts.Youcanenteryourthoughtsintothistextbox,andwhenyoupresstheEnter
keytheywillbeautomaticallypostedonline.Youcanselectwhichsitestopostthemessagetoby
enablingordisablingtheiconsintheSendwith:area.Ifthemicrobloggingsiteshavearestrictionfor
post’slength,thenumberofremainingcharactersavailablewillbedisplayedattherightinsidethetext
box.Veryhandy!

Gwibbersupportsmanysocialnetworkingsites,aslistedinTable15-1,butforGwibbertoworkwith
themyoumustfirsthaveanaccountcreatedforthatsite,andinsomecasesyoumustexplicitlyallow
Gwibbertoaccessyourinformation.OnlyTwitter,FacebookandIdenti.caaresupportedbydefault.If
youwanttouseanyoftheothersites,youneedtoinstallthecorrespondingAdd-onthroughUbuntu
SoftwareCenter.SearchforthepacketGwibberSocialClientandclickMoreInfo;youwillseealistof
availableadd-ons.SelecttheonesyouwanttoinstallandthenpresstheApplyChangesbutton.More
informationaboutinstallingsoftwareonChapter20.

Table 15-1. Services Supported by Gwibber 

Name Description URL 

Twitter Verypopularmicrobloggingsite.Postshaveamaximum
lengthof140charactersandareknownastweets.Youcan
readotherpeople’sposts(iftheyarepublic),andbecomea
follower ofthem.EvenBarackObamahasaTwitter
account.

http://www.twitter.com 

Identi.ca Opensourcesocialnetworkandmicrobloggingsite.
SimilartoTwitter,italsohasa140-characterlimitperpost,
butimplementsmanyoriginalfeatures.

http://identi.ca 

FriendFeed FriendFeedisareal-timefeedaggregator.Youcancreate
yourownfeedandconfigureittoretrieveinformationfrom
severalsources,anditwillsynchronizetheinformation
andprovideasinglepointofentrytoallyourcontent.

http://friendfeed.com 

Facebook Maybethebest-knownsocialnetworksite,Facebook
allowsuserstoconnecttofriends,postmessages,receive
comments,andengageinmultipleformsofshared
activities.

http://www.facebook.com 

Digg AllowsuserstodiscoverandrankInternetcontent.Whena
userDiggsawebpage,itissenttoarankingsystem.Other
userscanvoteupordownthepage,andsortitbasedon
popularity.

http://www.digg.com 

StatusNet Anopensourcemicrobloggingserviceformerlyknownas
Laconica.SimilartoTwitter,butaimedatproviding
distributedcommunicationsbyallowingenterpriseand
individualinstallations.

http://status.net 

Flickr PopularimagehostingandsharingsiteownedbyYahoo! http://www.flickr.com 

http://www.twitter.com
http://identi.ca
http://friendfeed.com
http://www.facebook.com
http://www.digg.com
http://status.net
http://www.flickr.com
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Name Description URL 

Qaiku Microbloggingandphoto-sharingsitewithmultilingual
support,letsyousearchcontentfilteredbylanguage.

http://qaiku.com 

Buzz BuzzisasocialnetworkingservicefromGoogleand
integratedinitsweb-basedemailprogram,Gmail.Itallows
youtosharestatusupdates,photos,videosandmore.

http://www.google.com/b
uzz 

Foursquare Foursquareallowsyoutosharelocationinformation www.4sq.com 

Pingfm Ping.fmisafreesocialnetworkingandmicro-bloggingweb
servicethatenablesyoutoposttomultiplesocialnetworks
simultaneously.

www.ping.fm 

Onceyouhavecreatedyourmicrobloggingaccounts,you’rereadytoaddthemtoGwibber.Select
EditAccountsandclicktheAdd…button.SelecttheaccounttypefromthelistandclickAdd.
Dependingonthetypeofaccountyouadd,youwillbeaskedforvariousinformation.

Foreachaccountyouconfigure,youwillhaveanewgroupintheStreamspane.Youcandisplayall
thepostsfromallyoursitesbyselectingtheHomesection,orviewmorespecificstreamsofpostsby
selectingthemailboxofthespecificsite.YouhavealsotheSearchsections,inwhichyoucanlookfor
specifictextinthesocialnetworkstoseewhatotherpeoplearesayingaboutaparticulartopic.From
nowon,youcanreadotherpeople’sposts,createyourownmessagesandpostthemonline,andmaster
thesocialnetworkfromasingle,easy-to-useapplication.

Cloud-Based Services 
Inthelastfewyearsever-increasingprocessingandstoragecapacityledtoreductionoftheircosts.It
soonbecameevidenthowmuchefficiencycouldbegainedjustbyoutsourcingthoseresourcestothe
cloud.

WELCOME TO CLOUD COMPUTING 

InparallelwiththeWeb2.0movement,asecondtrendisshowingitsstrengthintheInternettoday:cloud
computing.

Thetermclouditselfreferstotheimageofacloudusedinnetworkengineeringtodepictapublicnetwork
thatisoutsidetheadministrativeboundariesofanorganizationandoverwhichithasnocontrol.The
Internetisthebiggestofthosenetworks.

Inthedistributedcomputingmodelofthepast20yearsorso,thecoreprocessingunitwastheindividual
PC.Itwasaself-containedunitthatstoredapplicationsanddata.UserscouldconnecttootherPCsand
eventheInternet,butthatwasoptional.
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Asmoreandmorebandwidthbecameavailable,andstorageandprocessingcostsplummeted,itbecame
apparentthattheefficiencythatcouldbegainedbycentralizationwashumongous.Itwasn’tlongbefore
companiesandorganizationsstartedtooffercloud-basedservices,betheystorage,applications,orboth.

Today,theshifttothecloudisbecomingmoreevidentthanever.EvenGooglehasannouncedanewOS
whoseonlyfunctionistoconnecttotheInternetandrunweb-basedapplications,andMicrosoftoffers
hostedversionsofsomeofitsmostpopularserversoftware,suchasExchangeandSharePoint.Inashort
time,thecoreprocessingunitwon’tbethePC,butthewholeoftheInternet.

Ubuntu,orLinuxforthatmatter,isnotacloud-centricoperatingsystemthewayGoogleChrome
OSis.ItstillreliesonthelocalPCformostofitsoperations.Nonetheless,NattyNarwhalcomes
equippedwithsomefunctionalitythatallowsyoutohavethebestofbothworlds,bymakingthemostof
yourPC’shardwareresources,whilebeingabletousecloud-basedservicestransparently.

StoringYourDataOnlinewithUbuntuOne
UbuntuOneisanonlinestorageandsynchronizationserviceoperatedbyCanonicalLtd.Thismeansit
providesyouwithspaceinthecloudandsynchronizesitscontentwithyourcomputers.

Itisnotthefirstserviceofthiskindtohavehitthemarket.DropboxandLiveMeshhavesimilar
functionality.Nonetheless,ithascertaincharacteristicsthatmakeitagoodchoiceforUbuntuusers,
namelyitscapacityforsynchronizingnotesandcontactsbetweenseveralcomputers(inadditiontojust
storingfiles).Currently,onlyUbuntuclientsaresupported,althoughabetaversionforWindowsthat
onlysynchronizesfilesiscurrentlyavailable.

UbuntuOnesubscriptionscomeintwoflavors.Abasicsubscriptionisavailableforfree,andit
enablesyoutostoreupto2GBofpersonalinformationonUbuntuOneservers.Ifyouneedmorespace,
youcanupgradeyoursubscriptiontoa20GBplan,foramonthlyfee(atthetimeofwriting,thefeewas
$2.99amonth).

InordertouseUbuntuOne,youmustfirstsubscribetotheserviceandthenconfigureyour
computerstoconnectandsynchronizefiles,notes,andcontacts.

Subscribing to Ubuntu One 

FollowtheseinstructionstocreateyouraccountandsubscribetothefreeUbuntuOneservice.

1. ClickontheUbuntuOnelauncher.

2. Click“JoinNow.”

3. CompletetheCreateUbuntuOneaccountwindowwithyourname,e-mail
address,andpassword.Youalsoneedtofillthecaptchatocontinue.

4. Theservicewillsendyouanemailwithaverificationcode.Uponreceiving
youcanenterthecodeinthenextwindowtoenableyourUbuntuOne
account(thisisthesameaccountthatyouwillusetorateandreview
applications,asexplainedinchapter20).
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■CautionUbuntuOneisafreeserviceandassuchisveryuseful.ButyoushouldcarefullyreaditsTermsof
ServiceanditsPrivacyPolicy,availablehere:https://one.ubuntu.com/terms/andhere
https://one.ubuntu.com/privacy/andmakesuretheydon’taffecttheuseyouwillgivetotheservice.Make
sureyouunderstandthatUbuntuOneisnotareplacementforregularbackups,sinceCanonicalLtd.cannotbe
heldresponsibleforlostinformation.

Configuring Your Computer to Synchronize Files 

Afterthesubscriptioniscreated,youcanstartsynchronizingfoldersandotherinformation.
TheconceptsbehindUbuntuOneSynchronizationaresimple.Youcreateanaccountthatreserves

spaceintheUbuntuOneonlineservice.AspecialUbuntuOnefolderiscreatedinyourhomedirectory
andfilesstoredthereareautomaticallysynchronizedtoUbuntuOne.Ifthere’smorethanonecomputer
associatedwithyourUbuntuOneaccount,fileswillbesynchronizedtothemall.Ifyouinstallthe
advancedfeatures,youcanalsosynchronizenotesandcontactinformation.

ClicktheUbuntuOnelaunchericontoopentheUbuntuOneControlPanel.Hereyoucanconfigure
differentoptions.Ontopofthewindowyouwillseehowmuchspaceyou’reusingcomparedwiththe
amountavailable(dependingonyourplan)andthecurrentstatusofthesynchronizationprocess,
whetherifallfilesareuptodateoriffilesynchronizationisinprogress.

OntheAccounttabyoucanedityourpersonalinformationandchangeyourstorageplan.Inboth
casesyouwillbetakentotheUbuntuOnewebpage.

TheCloudFolderstaballowsyoutogranularlyselectwhichonlinefoldersyouwanttosynchronize
withthisparticularcomputer.Maybeyouhavemanycomputersassociatedwithyouraccountanddon’t
wantallthefilesonallyourcomputersatthesametime.Youhavetodothisselectiononeachcomputer
wherethedefaultselectiondoesnotapply.

IntheDevicestabyoucanseeallthecomputersandmobiledevicescurrentlyassociatedwithyour
account.Youcandeauthorizeadeviceanditwillstopsynchronizingfilesorotherinformation.

IntheServicestabyoucanenableordisablewhichserviceswillsynchronizewithUbuntuOne.By
defaultonlyfilesynchronizationisavailable,butyouhavetheoptiontoinstallanadditionalpackage,
desktopcouch-ubuntuone,toexpandUbuntuOne’scapabilities.YoucaninstallitthroughUbuntu
SoftwareCenter,orbyclickingtheInstallnowbuttonatthebottomofthewindowintheServicestab.

https://one.ubuntu.com/terms/
https://one.ubuntu.com/privacy/
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Figure 15-3. The Ubuntu One folder inside Nautilus 

AnotificationwillappearwhenUbuntuOneissynchronizingfiles,andwhenitfinishesdoingso.
Whenafileisbeingsynchronized,Nautiluswilldisplayaspecialemblem,calledubuntuone-updating,
withtwoarrows,onegreenandoneblue,pointingeachotherinacircularfashion.When
synchronizationhasfinished,theemblemchangestoubuntuone-synchronized,whichisalargegreen
checkmark(seeFigure15-3).

YoucanalsosharefolderswithotherUbuntuOneusers.Todothis,right-clickasubfolderof
UbuntuOneinNautilusandselecttheoptionUbuntuOne➤Share…Youwillneedtoprovidethee-
mailaddressofthepersonyouwanttosharethefolderwith,andthate-mailaccountmustbeassociated
withanUbuntuOnesubscription.

Ifotherpeoplesharetheirfolderswithyou,youwillseetheminthesubfolderSharedwithMe,
insideUbuntuOneinNautilus.

■Note ItmighthappensomedaythatyouwanttocancelyourUbuntuOnesubscription.Ifyoudo,theinformation
willbedeletedfromUbuntuOne,butnotfromyourcomputer.Ifyouhaveafreeplanitwillbedeleted
immediately,whereasapaidsubscriptionwillremainactiveuntiltheendofthecurrentbillingperiod.
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Synchronizing Notes 

AnotherkindofinformationthatyoucansynchronizewithUbuntuOneisTomboyNotes.Tomboyisan
applicationthatallowsyoutotakenotes,whichcomesinstalledbydefaultinNattyNarwhal.Eachnote
consistsofatitleandabody.

Toconfiguretheapplicationfollowthesesteps:

1. AccesstheTomboyNotesapplication,availableintheApplicationsIteminthe
UnityPanel.

2. Oncetheapplicationopens,clicktheEditmenuandselectPreferences.

3. ClicktheSynchronizationtabandselecttheoptionUbuntuOneintheService
drop-downlist,asshowninFigure15-4.



Figure 15-4. Tomboy Notes Synchronization options. 

4. IfyouhavealreadyregisteredyourcomputerandassociateditwithanUbuntu
Oneaccount,youarereadytogo.Otherwiseyou’regrantedtheopportunityto
createanaccountorsigninwithanexistingaccountatthismoment.

5. GobacktoTomboyandclickSavetostartsynchronizingnotes.

Fromthatpointonwards,yournoteswillbesynchronizedtoUbuntuOne,andfromtheretoany
othercomputersthatyouconfigurewiththesameLaunchpadaccount.
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YoucanforcesynchronizationbyexpandingtheToolsmenuandchoosingtheoption
SynchronizeNotes.

Synchronizing Evolution Contacts 

YoucanalsosynchronizeEvolutioncontacts(foranintroductiontoEvolution,seeChapter14).
Firstyouneedtoinstallthedesktopcouch-ubuntuoneadditionalpackage,aswasmentionedearlier.

ThengototheServicestabintheUbuntuOneControlPaneland,inthesectionEnableContactSync,
presstheInstallnowbutton.Thisstepwillinstallthepackageevolution-couchdb.

■NoteYoumayencounterabugthatpreventsyoufromsucceedingonyourfirstattempt.Ifthathappenstoyou,
justrestartyourcomputeranditwillprobablyfixtheproblemautomatically.

1. OpenEvolution,availableinApplicationsOffice.Ifthisisthefirsttimeyou
openEvolution,youwillneedtocreateanaccount.

2. AccesstheContactssectionofEvolution.

3. OnlycontactsresidingintheCouchDBUbuntuOneAddressBookwillbe
synchronized.Ifyoualreadyhavecontactscreatedinotheraddressbooks,you
cancopythembyexpandingtheActionmenuandclickingontheoptionCopy
AllContactsto…SelectCouchDBUbuntuOneasthedestinationAddress
Book.

4. YoucanalsosettheCouchDBUbuntuOneAddressBookasthedefaultby
selectingitspropertiesandcheckingtheoption“Markasdefaultaddress
book.”

Accessing Your Information on the Web 

Nowthatyouhaveconfiguredsynchronization,youdon’tneedyourPCtoaccessyourinformation
storedonUbuntuOne.Allyouneedisawebbrowser.

Gotohttp://one.ubuntu.comandloginwithyourUbuntuOneaccount.Youwillbepresentedwith
awebpagefromwhereyoucangotothefiles,notes,andcontactssectionsasifyouwereonyourPC
(seeFigure15-5).YoucanalsoadministerthelistofPCsassociatedwiththisUbuntuOnesubscription
byclickingtheMyAccountlinkinthetoprightofthepageandclickingtheViewthemachines
connectedtothisaccountlink.

http://one.ubuntu.com
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Figure 15-5. The Ubuntu One web page. 

Summary 
TheInternetisconstantlyevolving.Ubuntuevolveswithit,allowingtheusertounleashitspower
withoutlosingcontrolofthePC.Ubuntuisdesignedsoyoucanthinkofouronlinepersonaasthesame
asyourlocalaccount,andofthecloudasaresourceofyourPC.

ThewebbrowserisnolongertheonlyportaltotheInternet.Manymoreapplicationsareprepared
toconnectdirectlytotheInternetanddothingslikeuploadphotosandposttoablog.
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Digital Audio 

Today’sPCisamultimediapowerhouse,andit’shardtocomeacrossahomecomputerthatdoesn’t
haveatleastapairofspeakersattached.Somepeopletakethistoextremesandhavesurround-sound
speakersontheircomputers,aswellaslargewidescreenmonitorsforcrystal-clear,high-definitionvideo
playback.

ThestabilityofLinuxmakesUbuntuarock-solidgeneral-purposemultimediasystem,Audio
andvideoplaybacksoftwareisinstalledbydefault,withnearly300additionalprogramsforproduction
andconsumptionofdigitalmediaavailableforfreeintheSound&VideosectionoftheUbuntu
SoftwareCenter.

Inthischapter,you’lllearnhowtolistentoyourexistingMP3sandCDsonyourUbuntusystem,
andhowtoexploreaworldofnewsoundsviastreamingaudio,podcasts,andmusicstores.Inthenext
chapter,you’lllearnhowtomanagevideoplayback.

Issues Surrounding Multimedia Playback 
Sincetheadventofdigitaldistribution,recordcompaniesandcontentproducershavesoughtwaysof
restrictingtheabilityofuserstocopymusicandfilms.Thisusuallymeansdigitalrightsmanagement
(DRM),whichoftenhasthesideeffectofrestrictingplaybackofvariousmediaformatson
noncommercialoperatingsystems,astheDRMrequiredtoplaybacksomemusicandvideoneedstobe
licensed.AudioandvideoplaybacktechnologiessuchasMP3andMPEGarepatentedincountriesthat
allowsoftwaretobepatented,suchastheUnitedStates.Apatentprotectstheimplementationofan
idea,asopposedtocopyright,whichprotectstheactualsoftware.Patentsaredesignedtorestrict
distributionofaparticulartechnology,whichimplementsanideaorconcept,unlesspermissionis
granted,usuallyviaapaymenttothelicenseholder.

BecauseLinuxisbasedonthesharingofcomputingtechnologyandknowledge,organizationslike
Ubuntu(andCanonical,thecompanybehindUbuntu)arefundamentallyandphilosophicallyopposed
tosoftwarepatents.Forthisreason,aswellastoavoidtheriskofpatentinfringementlawsuits,theytake
carenottodistributesuchsoftware,whichiswhyMP3playbackisnotsupportedbydefaultwithin
Ubuntu,forexample.Thisdoesn’tmakeplaybackofpopularmusicandvideofilesimpossible,butit
meansthat,outofthebox,Ubuntudoesnothavethefacilitytoplaytheseformats.Itisuptotheuserto
downloadandinstallsomeextrasoftwaretodosoifheorshewishes,althoughthisisactuallypretty
easyastheprocessisautomated.
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NoteItisn’tthejobofthisbooktodictateapositionforyouontheethicsofusingsoftwarethathasbeen
patented.That’ssomethingyoumustdoonyourown.It’sacomplicatedissue,butWikipediahasagoodsummary
ofthearguments:http://en.wikipedia.org/wiki/Software_patent.

MuchmoredevastatingthanpatentingisDRM,atechnologytiedintoaudioorvideoplayback
software.It’sdesignedtocontrolhow,where,when,andonwhatdeviceyoucanplaycertainmedia.For
example,untilrecentlyApple’siTunesDRMschememeantthatyoucouldplaybackmoviesandsome
audiotracksboughtfromiTunesonlyontheiPodrangeofdevices(includingtheAppleTVandiPhone
rangeofdevices)orusingtheiTunessoftware.DVDandBlu-raydiscplayersincludeformsofDRM,
calledtheContentScramblingSystem(CSS)andAdvancedAccessContentSystem(AACS),respectively,
whichpreventusersfromplayingDVDsoncomputersunlessspecialsoftwareispurchased.With
Apple’smoveawayfromDRM,andAmazon’sDRM-freeMP3store,thesituationforaudiotracksis
gettingbetter,butnearlyallmoviefilesremainaffected.

Asacommunitythatcelebratesopenness,manyLinuxusersanddevelopersmistrustany
technologythatattemptstorestricttheirrightstousesoftwareinparticularways.Moreover,the
relativelysmalluserbaseandthepreferenceforfreeratherthanproprietarysoftwarehasmeantthatno
mainstreamvendorhasporteditsDRMtechnologytoLinuxonthedesktop.Thismeans,forinstance,
thatmoviespurchasedviaiTuneswillnotworkonaLinuxdesktop.

NoteCompaniesdomaketheirDRMsoftwareavailableonLinux,onlyittendstobedevelopedforinclusionin
set-topboxes,DVDplayers,HDtelevisions,MP3players,andInternet-connectedmediaplayers.

Linuxandotheropensourceprojectsareveryresourcefulandareoftenabletoreverse-engineer
technologyformatsinordertogetaroundDRMorpatentissues.Butthelawsinmanycountries—the
UnitedStatesisaparticularlystridentexample—prohibitreverse-engineeringinthisway.Inaddition,
thelawsinsomecountriesseektoprohibituseofsoftwareresultingfromthisprocess.

Thegoodnewsisthatprogrammershavealsocomeupwithopenandfreealternativesto
proprietaryformats.ExamplesincludetheOggVorbismediaformat,whichiseverybitasgoodasMP3
butisunencumberedbypatentissues.WelookatusingOggVorbislaterinthischapter,inthe
“ChoosingaFormat”section;it’sanexcellentwayofavoidingissuessurroundingpatenting.Onthe
videoside,noopensourcevideoformatisyetinwidespreaduse,butwithMozilla,Opera,Adobe,
Googleandmanyothervendorsnowbackingtheroyalty-freeWebMvideoformat,thepictureislikelyto
changeveryfast.

AsanendusermigratingtoUbuntufromWindowsorMacOSX,it’slikelyyou’llwanttoadd
supportforMP3andpopularvideofileplaybackformats,atleastuntilyoucanswitchovertofreeand
openfileformats.Inthisandthenextchapter,we’rerecommendingthatyouinstalladditionalsoftware
touseinconcertwithUbuntu’sbuilt-inmediaplayers.Someofthatsoftwaremayhaveissues
surroundingpatenting,andinonecase,isdesignedtobreaktheencryptionthatprotectsthecontenton
DVDmoviediscs.Althoughwecan’tofcourseprovideyouwithanylegalguaranteeforyourparticular
jurisdiction,youmaybereassuredtoknowthat,toourknowledge,noenduserhaseverhadanylegal
hassleasaresultofinstallingandusingthissoftware.

http://en.wikipedia.org/wiki/Software_patent
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NoteTheUnitedStatesandJapanbothhavelawsallowingsoftwaretobepatented.Mostothercountries,
includingthosewithintheEuropeanUnion,donotcurrentlyallowsoftwarepatents.

Playing Audio Files 
AudioplaybackunderUbuntuisnormallyhandledbytheBansheeMediaPlayer.Thisisafeature-
packedpieceofsoftwarethatcanplaybackallkindsofaudiofiles,includingpodcasts,Internetradio,
andevenCDs.Inadditiontoaudio,Bansheealsohandlesdigitalvideo.Therearesomeotherprograms
aswellthatallowyoutoplaybackdigitalaudio.OneexampleisTotem,theUbuntumovieplayer,which
canalsoplaybackdigitalaudiofiles.Andthere’salsotheRhythmboxMusicPlayer,whichwasusedas
thedefaultplayerfordigitalaudioinpreviousversionsofUbuntu.

Likemanymodernmusicplayers,Bansheecanalsomanageyourmusiccollection,arrangingitinto
alibrarysoyoucanlocatesongseasilyandcreateplaylists.Thismakesitabetterchoiceforplaybackif
youhavemanydigitalaudiofiles,althoughTotemisgoodforquickplaybackofindividualfiles,suchas
auditioningthoseyou’vejustdownloaded.

Outofthebox,UbuntusupportsplaybackofOggVorbisandFLACacrossallitsaudioplayback
applications.Thesearetwoopenaudiofileformats,whichyoulearnmoreaboutinthe“Choosinga
Format”sectionlaterinthischapter.

Toplaybackothermusicfileformats,suchastheubiquitousMP3format,additionalsoftware
knownascodecsmustbeinstalled.Acodechandlesthedecodingofmultimediafiles,bothaudioand
video.Thewordisashortenedversionofcoder-decoder.Foranydigitalmultimediafiletypeyouwantto
playonyourcomputer,youneedanappropriatecodec.Inaddition,ifyouwanttocreateyourown
multimediafiles—forexample,tocreateMP3sfromCDaudiotracks—youmightneedtodownloadan
additionalcodecthatallowstheencodingoffiles.

InstallationofcodecsoftwareislargelyautomatedinUbuntu.However,theissueofpatenting
continuestohaveanimpactonthedistributionofcodecs.SeveralaudiocodecsavailableforLinux,
containedinvariousgstreamer-pluginssoftwarepackages,arenotlicensedwiththepatentholders.
Thisisoflittleissuetoyouasanenduser.It’sapracticalconcernonlyforthedistributorsofthecodecs,
becausethelawsofsomecountriesstatethatit’stheirdutytopaypatentlicensingfees.It’sjust
somethingyoushouldbeawareof.Fullylicensedcodecsareavailableformanyformatsviathe
commercialFluendoplug-insuite,whichisavailablefromtheCanonicalstore.

MULTIMEDIA PLAYBACK COMPONENTS 

Insimpleterms,threesoftwarecomponentsareneededformultimediaplaybackunderUbuntu:

• Player application:Thisisthesoftwarethat’susedtolistentomusicordisplay
videos.It’sthepartofthemultimediasystemthatyouinteractwith.UnderUbuntu,
MoviePlayer(alsoknownasTotemMoviePlayer)isusedtoplaybackvideo,and
Bansheeisusedtohandleaudioandvideo.However,ifyouinstalltheKDE
desktop,DragonPlayerisusedtoplaybackmovies,andAmarokhandlesaudio
playback.

• Multimedia framework:Thisisthebehind-the-scenesmiddlemanthatputsthe
playerapplicationintouchwiththecodecplug-ins.Themultimediaframework
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preferredbyUbuntuiscalledGStreamer;KDE-basedKubuntualsouses
GStreamerasthedefaultmultimediaframework.Themultimediaframeworkisa
backgroundcomponentofyoursystem,andyouwon’tcomeintodirectcontact
withit,apartfromwhenyou’reinitiallyconfiguringyoursystemformedia
playback.However,it’simportanttonotethatmorethanonemultimedia
frameworkcanbeinstalled,becausethisissometimesnecessarytoutilizecertain
codecs.InChapter17,youlearnhowtoinstalladditionalsoftwareinordertofully
supportDVDplaybackunderUbuntu.

• Codec plug-ins: Codecsarethesmallpiecesofsoftwarethathandlemultimedia
filedecoding.Codecsdoallthehardwork—thenumbercrunching.Most
multimediafileformatsarecompressed,tomakeforsmallerfilesizes,andthe
codec’sjobistoexpandthefilesagainsotheycanbeplayedbackonyour
computer.Somecodecsalsoworktheotherwayaroundbyshrinkingfiles;ifyou
ripCDtrackstoMP3,orconvertDVDvideostomoviefilesonyourharddisk,you
willneedtoshrinkthemforeaseofstorage.

UnderUbuntu,theGStreamermultimediaframeworkisinstalledbydefault,alongwithahandfulofcodecs.

InstallingCodecsinaSinglePackage
Thereisanextremelysimplewaytoinstallsupportforallofthecommonmultimediacodecsthataren’t
distributedbydefaultinUbuntu.It’sapackagecalledUbuntuRestrictedExtras(seeFigure16-1).

Withasingleclick,thispackagewillbringinsupportforMP3andthecommonproprietaryvideo
formats,includingtheFlashplug-ininFirefox,andasabonusitwillinstalltheMicrosoftTrueTypecore
fonts(suchasTimesNewRomanandArial)andOpenJDK,afree/opensourceversionofJava.(The
proprietarySunJDK/JREisavailableasanalternativefromtheCanonicalPartnerRepository).

Togetthisveryconvenientbundleofsoftwareontoyoursystem,entertheUbuntuSoftwareCenter
(you’llfinditbyselectingtheApplicationsoptionfromthePanel),andtyperestricted extrasinthe
searchbar.SelectUbuntuRestrictedExtrasfromtheresultslist,clicktheInstallbutton,andenteryour
passwordwhenprompted.
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Figure 16-1. Installing the Ubuntu Restricted Extras package in the Ubuntu Software Centre is the easiest 

way to get support for the most commonly used digital audio and video formats. 

OncetheUbuntuRestrictedExtrasisinstalled,allofUbuntu’splaybacksoftwarewillautomatically
supportMP3files,includingTotem,Banshee,andanyotherplaybacksoftwareyouinstallthatis
designedfortheGNOMEDesktop.

Thisismadepossiblebecause,behindthescenes,allofUbuntu’saudioandvideoplaybackis
underpinnedbytheGStreamermultimediaframework.Oncethecodec-supportingplug-inshave
beeninstalledintoGStreamer,asauseryouwon’tcomeintodirectcontactwithGStreamer,butthe
benefitofhavingthisintegratedsysteminthebackgroundisthatyouinstallplug-insonlyonceforthe
entiresystem.

FLUENDO MP3 CODEC 

Asmentioned,somecodecsavailableforUbuntuhavecertainlegalissuessurroundingthepatentingof
software.However,youmightbepleasedtohearthatoneaudiocodecavailableforUbuntuislicensed
withtheMP3patentholderandthereforewashescleanerthanclean:theFluendoMP3codec.Inanactof
generosity,theFluendocompanypaidtheMP3technologylicenseandmadeitsowndecoderfreely
availableforallLinuxusers.Formoreinformation,seewww.fluendo.com/shop/product/ 
fluendo-mp3-decoder.

TheFluendocodecdoesn’tavoidtheethicalconsiderationssurroundingusingpatentedtechnology,as
discussedearlyinthischapter,butitdoesleaveyouinthebestpossibleposition.However,theFluendo

http://www.fluendo.com/shop/product/
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codeccanbeusedonlytodecodeMP3audio.Itcan’tbeusedtoencodeMP3s,soifyouwanttoriptracks
toMP3fromaudioCDs,youwillhavetousethelesslegallypreciseGStreamerplug-inpackages(or,
betterstill,encodeyouraudiofilesusingtheopensourceOggVorbisformat,whichavoidspatentingissues
anddoesn’trequireinstallinganyadditionalplug-ins!).

SoifyousimplywanttolistentoyourexistingMP3tracks,intendingtoembraceopensourceaudiofile
formatsfromthispointonward,theFluendocodecisallyouneed.Toinstallit,opentheUbuntuSoftware
Center(fromthePanel,chooseApplicationsandtypeSoftware CenterintheSearchbar.Thisshowsthe
iconthatyoucanusetostartSoftwareCenter)andentergstreamer fluendo mp3intheSearchbox.One
resultwillbereturned:gstreamer0.10-fluendo-mp3.ClicktheInstallbuttonandenteryourpassword
whenprompted.Afterthesoftwareisinstalled,MP3filesshouldplayinbothTotemandBanshee

UsingBanshee
BothBansheeMediaPlayerandTotemMoviePlayercanbeusedforaudiofileplaybackunderUbuntu.
Bansheeisbestifyouhavealotoftunes,becauseitcancatalogandmanageyourcollection.Youcan
startitbyselectingApplicationsfromthePanel.Next,intheSearchbar,typeBansheetoshowitsicon.
Bansheeisalsointegratedinthesoundmenu:clickthesoundiconintheupperrightcornerofthe
screenandyou’llseetheBansheeitemlistedsecondfromthetop.

ThefirststepwhenrunningBansheeforthefirsttimeistoletitindexyourmusicfiles.Assoonasit
startsup,BansheewillautomaticallystartindexinganyfilesintheMusicfolder(inPlaces),soit’sagood
ideatocopyyourmusiccollectionintothatfolderifyouhaven’tdonesoalready.Butyoucanalsomake
Bansheeindexanymusicyouhavelocatedelsewhere.Todoso,clickMediaImportMediaImport
fromFolders.Thennavigatetoyourmusictracksontheharddisk.Youcanselectmorethanonefileor
folderbyShift-clickingorCtrl-clicking,justasinWindows.

Notethat,unlikeiTunesorsomeothercomparableprograms,Bansheedoesn’tcopyyourmusicto
itsownlibraryfolderswhencatalogingyourfiles.Instead,itmerelycreatesanindexofthefilesyou
alreadyhave.

TipIfdiskspaceisaconcern,andyouraudiofilesareinaWindowspartition,youcouldsimplyleavethefiles
there,ratherthancopythemacross.Rhythmboxwillstillbeabletoindexthem.Youjustneedtonavigatetoyour
Windowspartition,whichyoushouldhaveasashortcutunderPlaces(otherwise,itwillbein/media/disk).

Bansheestartsinbrowsemode,whichmeansthatyourmusicfilesarelistedatthebottomofthe
programwindow.Inroughlythemiddle-leftoftheprogramwindow,you’llfindalistingoftheartists
behindtheMP3sinyourcollection.Ontheright,you’llseethealbumthatthemusictrackistakenfrom
(providedthatinformationisincludedinthemusicfileitself,suchastheMP3ID3tags).Figure16-2
showsanexampleofaBansheewindow.
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Figure 16-2. Banshee will organize your music tracks by artist or album. 

Playingatrackissimplyamatterofdouble-clickingitinthelist.Afterthetrackisfinished,Banshee
willplaythenexttrackintheMP3filelist.AtthetopoftheBansheewindowaretransportcontrolsthat
letyoupauseorplaythetrack,skiptracks,repeattracks,orswitchtoshuffleplay(thatis,randomtrack
selection).ThePlaybuttoncombinesthefunctionsofplayandpauseandswitchesform.Soifatrackis
playing,you’llseethepausebuttononly,andifnothingplaysatthemoment,you’llseeaPlaybutton.
Also,justrightoftheForwardbutton,you’llseeadown-pointingarrow.Ifyouclickthis,you’llseealist
ofShuffleoptionsthatareavailable.Youcanshufflebysong,artist,album,rating,andscore.

IntheupperleftcorneroftheBansheeplayerisasliderthatshowstheprogressthroughthecurrent
songandletsyoucueforwardandbackwardbyclickinganddragging.

Tocreateanewplaylist,clickMediaNewPlaylist.Inthelibraries,anewitemiscreatedwiththe
words“NewPlaylist”highlighted.TypeanameforyournewplaylistandpressEnter.Youcanseethat
theplaylistisaddedtotheplayliststhatarecreatedbydefault,suchasFavoritesandRecentlyAdded.To
addtrackstotheplaylist,clickMusicundertheLibraryheadinginthepaneonthefarleftsideofthe
programwindow,andthendraganddropfilesontoyournewplaylistentry.Tostartplayingthetracksin
theplaylist,selectitanddouble-clickthefirsttrackinthelist.

PortableaudioplayersarewellsupportedbyBanshee.IfyoupluginanMP3playeroriPod,Ubuntu
willpopupawindowaskingyouwhatapplicationyouwouldliketolaunch.OpenBansheeisthe
default,andyoucansafetychecktheAlwaysPerformThisActioncheckboxandclickOK.Anicon
representingyourdigitalaudioplayerwillnowappearundertheDevicesheadingintheleftpaneof
Banshee.Ifyouclicktheicon,thecontentsofyourdeviceshouldappear,andyoushouldbeabletoplay
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songsfromit.YoucantransfermusicfromyourcomputertoyourplayerbyclickingtheMusiciconin
theleftpane,selectingthetrackortracksyouwouldliketocopy,anddraggingthemtotheiconforyour
digitalaudioplayer.Totransferfromplayertocomputer,clickyourplayericonanddragtrackstothe
LibraryiconunderMusicintheleftpanel.Whenyou’vedoneyourcopyingandyou’dliketounplug
yourdevice,don’tforgettoright-clickthedeviceiconandselectDisconnect.

SomeplayersevengetanadvancedinterfaceinBanshee.IfforinstanceyouconnectyouriPodto
yourcomputer,you’llseeaninterfacethatallowsyoutosetyourpreferencesandmanageyouriPodjust
thewayyouareusedtomanagingitiniTunesonWindows(seeFigure16-3).



Figure 16-3. Banshee allows you to manage your iPod almost the same the way you might be used to from 

iTunes in Windows. 

NoteWhenyoudouble-clickanaudiofileinaFileBrowserwindow,UbuntuwillstartTotemMoviePlayerrather
thanBansheeMusicPlayer.Thisisquickifyouwanttopreviewtracks,buttohavethemautomaticallyopenedin
Bansheewhenyoudouble-clickthem,youneedtochangetheOpenWithpreferences.Thisiseasilydone:Right-
clickanyMP3fileinaFileBrowserwindow,selectProperties,andclicktheOpenWithtab.Clicktheradiobutton
alongsideBanshee’sentryinthelisttoselectitasthedefaultapplicationandthenclicktheClosebutton.
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Purchasing from Online Music Stores 
BansheeallowsyoutopurchasealbumsfromUbuntuOneandotheronlinemusicstores,suchas
Amazon.com.Toseewhatastorehastooffer,justclickthenameofthestoreorarchivefromtheOnline
Medialink.Thisshowsyouthecontentofthestore,whichforeverystoreisdifferent.IntheUbuntuOne
MusicStore,forinstance,you’llseeanumberofrecommendedalbums,anddifferentoptionstobrowse
bygenreorsearchforthealbumyouarelookingfor.Justdouble-clickthealbumofyourchoiceand
makesureyouhaveyourcreditcardready;mostsongsarenotavailableforfree.Also,don’tbesurprised
ifyourfavoriteartisthasnohitsatall;italldependsonthedealanartist’smusiccompanyhasmade
withtheUbuntuOneMusicStore.

ThebestandeasiestwaytofindfreemusicistousetheAmazonMP3store.Inthisstore,you’llfind
alinkthatgivesaccesstofreemusicfromrisingartists.Justmakeyourchoiceanddownloadsometracks
sothatyoucantrytoextendyourmusiccollection.

UsingtheJamendoStore
SongsfromJamendoarefreetolistento,download,andshare.Jamendoallowsanyartisttouploadhis
orhermusicunderoneofthe“somerightsreserved”licensespublishedbyCreativeCommons.Fans
canjointheJamendocommunityfreeofcharge,writereviews,andsharemusicwithothermembers,
andifyou’dliketosupportanartistwithadonation,Jamendomakesiteasytodothat.There’sa
communityextensioncalledbanshee-extension-jamendointheUbuntuSoftwareCetertointegrate
JamendointoBanshee.There’salsoacommunityextensionforMagnatunecalledbanshee-extension-
magnatune.ForeasyaccesstobothJamendoandMagnatune,it’sagoodideatoinstallthese
extensions.JamendoisnotintegratedwithBanshee,butit’seasytoopenabrowserandgoto
jamendo.comandseeifthere’sanythingyoulike.

TipNotonlycanyoudownloadthetracksfromJamendo,butyoucanalsoremixmanyofthemorusesnippets
oftheminyourownmusic.Allofthisisbecauseoftheartists’choicetouseCreativeCommonslicenses.Manyof
themoptforalicensewhichpermitsyoutodoexactlywhatyouwantwiththeirmusic,aslongasyoucreditthe
originalartistandpassonthesamerightstootherpeopleifyouredistributeyourwork.

Ifyouwanttodownloadasong,selectitontheJamendowebsite,andthenclicktheDownload
buttonthatyoufindattherightsideofthesong.Firefoxthenopensalinkthatallowsyoutodownload
thesongandstoreitondisk,ortoopenitdirectlyinBanshee.

Ifyouwanttomakeadonationtoanartist,youcanjustselecttheDonatetoArtistoptionthat
displayswhenyoudownloadasongfromtheJamendosite.Firefoxwilldirectyoutoawebsitewhere
youcanfillinaformtocompleteyourdonationbyPaypalorcreditcard.

PurchasingfromMagnatune
MagnatuneoperatesonadifferentbasisfromJamendo.Likeatraditionalrecordlabel,Magnatuneis
pickyaboutitsartists,withonlyafewhundredonitsbooks,but,unlikearegularlabel,itletsyouthe
customertrybeforeyoubuy.
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WithMagnatune,youcanpreviewanysonginitsentiretythroughyourRhythmboxplayerwithout
payingapenny.Attheendofeachsongyoulistento,youwillhearanannouncementtellingyouthe
nameofthetrackandartists,andinvitingyoutobecomeamemberofMagnatune.

TipYoucanlearnmoreaboutartistsbyviewingtheirMagnatunewebpages.Clickarelevanttrackandclick
theArtistInformationbuttononthetoolbar.ThiswillautomaticallyloadtherelevantpageinFirefox.

BysigningupasaMagnatunemember,forUS$15permonth,youcandownloadanyofthemusic
featuredonthelabel,inachoiceofdifferentformats,includinghigh-qualityvariablebitrateMP3,high
qualityOggVorbis,andperfectqualityWAVorFLAC,whichareidealforburningtoCD.

Thisisnotonlyagreatdealforthelistener,butalsofortheartists,whogetpaid50percent,split
evenlyfromwhatyoulistenanddownload.

Tojoin,right-clickonanysongintheMagnatuneindexandselectPurchaseAlbumfromthecontext
menu.ThiswillopenMagnatune’swebsiteinFirefox,whichwilltakeyouthroughthesign-upprocess.
Onceyou’reamember,youwillbeabletoright-clickanysongintheMagnatunelistingandselect
DownloadAlbumtogetyourownfully-licensed,legitimatecopyofthealbuminexcellentquality.

PurchasingfromUbuntuOne
WhileJamendoandMagnatunefollowverynewbusinessmodels,givinglesswell-knownartistsa
chancetogetheardandpaid,Ubuntu’ssponsorCanonicalthinksthatLinuxusersshouldalsobeableto
gettheirhandsonmainstream,commerciallyavailablemusic.

Tothisend,CanonicalhasstartedanewmusicstoreaspartofitsUbuntuOnepersonalcloud
service.Backedby7digital,amajorplayerindigitalmediaservices,theUbuntuOnemusicstoregives
youaccesstocommerciallypublishedmusicfrommajorandindependentlabelsatcompetitiveprices,
inthesamewayasyouwouldexpectfromiTunesortheAmazonmusicstore.

BrowsetheUbuntuOnemusicstorecatalogwithinBansheetoseewhat’savailablefromyour
favoriteartistsandpreviewsnippetsofsongs.Whenyoufindasongoralbumyouwanttobuy,clickthe
Downloadbutton.Thiswilltakeyoutoabasket,fromwhichyoucancheckoutorcarryonbrowsingfor
moresongstobuy.

WhenyouclicktheCheckoutbutton,apagewillopeninFirefoxfromwhich,ifyouhaven’talready
signeduptoUbuntuOne,youwillbeabletocreateanaccountandmakeyourpurchase.Allthemusic
youbuyfromthestorewillbeinhigh-quality256kbpsMP3format,andwillappearinyourBanshee
libraryundertheMusicheading,aswellasinyourMusicfolderofcourse.Youcanplayitthrough
Banshee,syncittoyourMP3player,andburnittoCDasmanytimesasyouwant.

Averycool,perhapsuniquefeatureoftheUbuntuOnemusicstoreisthatanymusicthatyou
purchaseisautomaticallycopiedtoyourUbuntuOne“personalcloud”(meaningstorageonUbuntu
One’sservers),andisinstantlyavailabletoanyothercomputeronwhichyouenableyourUbuntu
Oneaccount.
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Figure 16-4. Ubuntu users can now buy music from major and independent labels via the Ubuntu One 

music store that’s integrated into Banshee. 

Tuning In to Online Radio Stations 
WithBanshee,youcanlistentoanumberofpredefinedInternetradiostationsoraddyourown.
ProvidedtheMP3codecsoftwareisinstalled,asdiscussedearlier,Bansheeiscompatiblewithstreaming
MP3-basedplaylists,suchasthoselistedathttp://shoutcast.com.Ifyou’veneverlookedforonlineradio
before,Shoutcast.comisanexcellentplacetostart.Onthissite,you’llfindmanystationsthatare
availableforonlineradio.Justtrythemandifyou’vefoundoneyoulike,addittoBansheeusingthe
proceduredescribednext.There’salsoaplug-incalledbanshee-extension-liveradio,whichyoucan
installtointegratethestationslice365.com,RealRadios.com,magnatune.com,andxiph.orginBanshee.

Toaddanewstation,dothefollowing:Visitthewebpageoftheradiostationyouwanttolistentoin
Firefoxandcopythestream’slinktoyourclipboard.Youcantypicallydothisbyright-clickingtheListen
Liveorsimilarlink(inShoutcastit’stheblueplaybutton)andselectingCopyLinkLocation.InBanshee,
right-clicktheRadioiconundertheLibrarylistingontheleftpaneandselectAddStation.Awindowwill
popup,intowhichyoucanpastethestationlink,entersomeotherinformationaboutthestation,and
clickSave.Thenewstationwillnowappearinthetracklisting,andyoucandouble-clicktoplayit.

http://shoutcast.com
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Listening to Podcasts 
PodcastsareaudiofilesthataredistributedbyRSS(RealSimpleSyndication).Thissoundscomplicated,
butit’sactuallyquitesimple.Whenyou’resubscribedtoaparticularpodcast,theaudiofilesare
downloadedautomaticallyinthebackground,sothatthelatestepisodeswillalwaysbeavailable.This
makeskeepingupwiththelatestpodcastseffortless.MostpodcaststaketheformofMP3files,butany
audiofileformatcanbeused.

Intermsofcontent,podcastsrangefromsimplespokenblogentries,usuallycreatedbyindividuals,
topodcaststhataremoreakintoradioshowsandinvolveinterviews.Someprofessionalradiostations
evenreleaseentireshowsaspodcasts,withtheBritishBroadcastingCorporation(BBC)leadingthe
charge(www.bbc.co.uk/podcasts).

BansheeisabletohandlepodcastsubscriptionsunderUbuntu,andyoucanaddanewsubscription
byclickingthePodcastsheadingintheleftmostpaneofBanshee.Thenright-clickablankspotinthe
tracklistingarea,selectAddPodcast,andentertheURL.However,amucheasierwayofaddinga
podcastistouseFirefoxtobrowsetothelink.

TipYoucanstartlisteningtoapodcastbeforeithascompletelydownloaded.

BansheeworkswithpodcaststhatareprovidedviaanRSSlink.Ifsuchalinkisprovidedforthe
podcast(usuallyindicatedonawebsitebytheorangeRSSbutton),afteryouclickitFirefoxwillofferto
subscribetothelinkitself,usingitsLiveBookmarksfeature(onsomePodcastpages,you’llalreadyseea
buttontouseLiveBookmarks).TochangethisbehaviorsothatinthefutureRSSlinkswillopenin
Banshee,clickthedrop-downlinkalongsideSubscribetoThisPodcastUsing,andclickChoose
Application.Afilebrowserwindowwillappear,headedChooseApplication.Inthetopleftcornerofthis
windowthereisaniconofapencil.Clickthis,andaLocationtextboxwillappearbelow,withinwhich
youshouldtype/usr/bin/bansheeandclickOpen,asshowninFigure16-5.TheChooseApplication
windowwilldisappear.BackinFirefox,putacheckintheboxalongsideAlwaysUseBansheeto
SubscribetoPodcastsandthenclickSubscribeNowintheFirefoxprogramwindow.

http://www.bbc.co.uk/podcasts
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Figure 16-5. To make Banshee handle RSS podcast feeds that you click on in Firefox, you have to make a 

slightly fiddly one-off change to Firefox’s preferences. 

ListeningtoAudioCDsandRippingTracks
PlayingbackaudioCDsissimple.JustinserttheCD,andyoushouldseeapromptaskingwhich
applicationyouwanttoopentheCDwith.ThetwokeychoicesaretoopentheCDinBanshee,which
willenableplaybackandrippingoftheCDtrackstodisk,ortoopentheBraserosoftware,whichletsyou
tocopythedisc.

Forsimpleplayback,selectingBansheeisthebestoption.YoucanensurethatBansheestarts
automaticallyinthefuturewhenyouinsertanaudioCDbyselectingtheAlwaysPerformThisAction
checkbox.

AfterBansheehasstarted,clickthenameoftheCDintheleftmostpane(you’llnormallyfindtheCD
asthelastiteminthelist)andthenclickthePlaybuttononthetoolbar.Itmighttakeafewsecondsfor
thenameoftheCDtobelookeduponlineand,providedyou’reonline,thetrackandartistinformation
willbelookedupautomatically,soyoushouldfindacompletelisting,andperhapsevenanimageofthe
CDinlay,withinthebottomleftoftheRhythmboxprogramwindow.Ifthere’salbumart,youcanseeitif
youviewthepropertiesofatrackorfromtheSoundmenu.Youcanalsoseeitfromthebottomleftof
theprogramwindoworattherightofthesliderbyselectingView>ShowCoverArt.
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Tocuebackwardandforwardinthecurrentlyplayingtrack,clickanddragthesliderontherightof
thetransportbuttons.

Toeject,selecttheCDfromtheleftmostpaneandselectEdit->EjectDiscorright-clicktheCDfrom
theleftmostpaneandclickEjectDisc..

TipAswithallGNOMEapplications,hoverthemousecursorovereachbuttontodisplayatooltipthatdescribes
whatitdoes.

Ifyoufindthatthetracklistinginformationisincorrect,ascansometimeshappenwithonline
lookups,youcancorrectitbyright-clickingthetracknameandselectingEditTrackInformation.Then
typethecorrectdetailsinthedialogboxthatappears.

ConvertingaudiotracksonaCDintodigitalmusicfilesyoucanstoreonyourharddiskforpersonal
useisinformallyknownasripping.

NoteBecauseofthewayaudioCDswork,youcan’tsimplyinsertthediscandthendraganddropthetracks
ontoyourharddisk.Theymustbeconvertedfirst.

BeforeyoustarttoripCDs,however,youneedtodecidetheformatinwhichyouwishtostorethe
audiofiles.

ChoosingaFormat
Youhaveseveralbasicchoicesforaudiofileformats,themainonesbeingOggVorbis,FLAC,andMP3.
Let’slookatwhateachhastooffer:

• Ogg Vorbis:ThisisthefreesoftwarealternativetoMP3.Unlessyouhaveatrained
ear,youwon’tbeabletotellthedifferencebetweenaVorbisandanMP3file.(If
youdohaveatrainedear,youmayfindVorbisbetter!)Thetwotechnologies
generatefilesofaroundthesamesize,anaverageof4MBto5MBpersong,though
youmaygetaslightlybettercompressionratewithVorbis.Theadvantageof
Vorbisisthatit’scompletelyopensourcetechnology,sothereisn’ttheethical
burdenofusingpatentedMP3softwareand,therefore,workingagainstthe
interestsoftheopensourcesoftwaremovement.ThedownsideofVorbisisthat
notallportableaudioplayerssupportit(thoughmanydo,includingplayersfrom
SanDisk,Cowon,Bang&Olufsen,LG,andiriver—seethelistat
http://wiki.xiph.org/index.php/PortablePlayers).Otheroperatingsystemslike
WindowswillneedsomeadditionalsoftwareinstalledifyouwanttoplayVorbis
filesonthem(seewww.vorbis.com/setup). 
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• FLAC:ThisstandsforFreeLosslessAudioCodec,andit’sthechoiceofthe
audiophile.VorbisandMP3arelossyformats,whichmeansthatsomeofthe
audiodataislostinordertosignificantlyshrinkthefile.FLACdoesn’tloseany
audiodatabutstillmanagestocompressfilestoacertaindegree(althoughthey’re
stillmuchlargerthananequivalentMP3orOggfile).FLACscorespointsbecause
it’sanopenformat,likeVorbis,butyou’llfacethesameissuesofsupportin
portableaudioplayersandotheroperatingsystems(unlessadditionalsoftwareis
installed;seehttp://flac.sourceforge.net).

• Speex:OriginallydesignedpurelyforVoiceoverIP(VoIP),Speexwascreatedfor
speechencoding.Assuch,itconcentratesonaudiofrequenciesgeneratedduring
ordinaryconversation.AsidefromthefactthatSpeexisanopencodecthatclaims
tonotemployanypatentedsoftwaremethods,therereallyisn’tanyreasontouse
it,evenifyou’rerippingspeechtracksfromaCD.Itisbuiltfortransmissionacross
low-bandwidthconnections(orsmallfilesizes).Ifhard-diskcapacityisanissue,
youmightconsiderit,butOggandMP3arebettersuitedinvirtuallyallsituations.
TheSpeexfileextensionis.spx.

• WAV:Thisisperhapstheoldestaudiofileformat.Itusesthe.wavfileextension,
whichyoumayhaveseeninuseonMicrosoftWindowscomputers.WAVfilesare
usuallycompletelyuncompressedandlossless.However,thatdoesn’tnecessarily
meanthey’rehighquality;aswithanykindofaudioencoding,thesamplingand
bitratecanbesettoanyvaluedesired.Forexample,Ubuntuincludesadefault
.wavencodingprofileoflowqualitythatcanbeusedwhenencodingspeech.
AlthoughWAVfilestendtobesupportedonmostcomputingplatforms,the
downsideisfilesize.UncompressedWAVfilescanbemassive,eventhosewith
low-qualitysettings.Ifuncompressedaudioisyouraim,FLACoffersafarbetter
alternative.

• MP3:Thisisbyfarthemostpopularmusicfileformat,andpracticallyeveryone
whoownsacomputerhasatleastahandfulofMP3tracks.Thismeanssoftware
supportforMP3playbackisstrong,andofcourse,mostportableaudioplayersare
builtaroundtheMP3standard.Theonlyproblemforyou,asaLinuxuser,isthe
issueofsurroundingpatents,asexplainedatthebeginningofthischapter.Using
theMP3formatgoesagainstalotofwhattheLinuxandopensourcemovement
standsfor.Butintheend,thechoiceisyours.IfyouwanttoriptoMP3,makesure
youhaveinstalledtheUbuntuRestrictedExtraspackageasdescribedinthe
“InstallingCodecsinaSinglePackage”sectionearlierinthischapter.

RippingTracks
Whenyou’rereadytoripsomemusic,inserttheaudioCDandthenstartBanshee(ifitisn’talready
running).Selectthedisc,asmentionedearlierinthedirectionsforplayingbackaudioCDs.Thecheck
boxestotheleftofeachlistedtrackwillautomaticallybechecked.Uncheckanytracksthatyoudon’t
wanttorip.Nowright-clickthediscunderthedevicesheadingandselectImport<Albumname>,or
alternativelyyoucanclicktheImportCDbuttononthemaintoolbar.Bydefault,thetracksareripped
intoogg.TochangeittoMP3,youneedtoright-clicktheCDandselectAudioCDPreferences.Under
theSourceSpecifictab,changeImportformatfromOggVorbistoMP3(LameEncoder).

It’spossibletoplaytheaudioCDwhileyouripit,butinouropinionthat’sbestavoided!

http://flac.sourceforge.net
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Asthetracksarerippedtoyourharddisk,youwillseeaprogressdisplayatthelowerleftofBanshee.
Audiotrackswillbesavedinadirectorynamedaftertheartistandalbumtitle,withinyourMusicfolder
inPlaces.

MAKING MUSIC AND RECORDING AUDIO 

MostPCscomewithsoundcardsthatarecapableofmakingmusic.Youcanusemanyopensource
programs,designedforbothamateursandprofessionalsalike,tocreatemusicorrecordandeditaudio.

ArguablythecrownjewelofLinuxaudioatthemomentisArdour,aprofessional-qualitydigitalaudio
workstationthatrivalsthefunctionalityofProToolsandLogicintheproprietarysoftwareworld.Itisa
complexprogram,anddependsonJACK,alow-latencysoundserverwhichletsmultipleapplications
connecttooneaudiodeviceandshareaudiobetweeneachother.MusEandRosegardenarealsowell
worthinvestigating.LikeallmodernMIDIsequencers,theseprogramsletyourecordaudiotracks,
effectivelyturningyourPCintoarecordingstudio.

It’salsopossibletorunvirtualsynthesizersonyourPC,whichturneventhemostbasicsoundcardintoa
powerfulmusicalinstrument.ExamplesincludeBristolandFluidSynth.

Ifyou’reinterestedinonlyaudiorecordingandprocessing,SweepandAudacityareworthalook.In
additiontoaudiorecordingandplayback,bothfeaturegraphicalwaveformeditingandpowerfulfilters.

AllofthepackagesmentionedhereareavailableonUbuntu,andyoucaninstallthemviatheUbuntu
SoftwareCenter.

AspecializeddistributioncalledUbuntuStudiohasbeendevelopedbyvolunteers,withmultimediacreation
specificallyinmind.Itcomeswitha“real-time”kerneltoreduceaudiostutters,andthetrickyworkof
configuringtheJACKsoundserverconfigurationisalreadytakencareof.

ForanauthoritativeoverviewofaudioproductiononLinux,werecommendgettingholdofacopyof
Crafting Digital MediabyDanielJames,publishedbyApress.

Creating Your Own CDs 
YoucancreateaudioCDsusingBrasero,whichaimstobeacompleteCD-burningsuite,likeNerounder
MicrosoftWindows.It’salsopossibletocreateaudioCDsusingonlyUbuntu’sFileBrowser,butBrasero
offersfinercontrolovertheprocessofcompilingandburningyourdisc.

StartbyinsertingablankCD.Adialogboxwillappear,askingwhatyouwanttodowiththeCD.The
defaultchoiceofOpenCD/DVDCreatorisn’twhatyouwant,becauseitwillstarttheFileBrowser’sdata
CDcreator,whichisdesignedtowritefilestodisc.Instead,clickOpenWithOtherApplicationfromthe
drop-downlistandselectBraseroDiscBurnerfromthelistofapplicationsthatappears.Then,inthe
parentdialogbox,selectOpenBraseroDiscBurnerfromthedrop-downlistandthenclicktheAdd
buttonifitisn’talreadyselected.ToalwayshaveBraserostartautomaticallywhenablankdiscis
inserted,selecttheAlwaysPerformThisActioncheckboxbeforeclickingOK.

WhenBrasero’smainwindowappears,itwillbystartwithanewDataprojectbydefault.Toswitch
toanaudioCDproject,clickProjectNewProjectNewAudioProject.
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Theprogramisverysimpletouse:

1. Youcanopenthelocationwhereyourmusicfilesarestoredbyclickingthe
HomeFoldericonandthenclickingtheMusicfolder.Clickanddragthem
ontotheBraseroprogramwindow.ThefilescanbeOgg,FLAC,orMP3files(if
youinstalledtheMP3playbacksoftware,asdescribedinthe“Installing
Codecs”sectionearlierinthischapter).NotethattheFluendocodecwillalso
workforburningCDsfromMP3tracks.

2. You’llseethetracklistingbuildupinthewindowwhereyoudroppedthe
selectedtracks.Inaddition,atthebottomoftheprogramwindow,you’llsee
theestimatedsizeoftheproject,showninminutes.You’llneedtocheckthe
sizeoftheCDyou’reusingonitspackaging,butmostblankCD-Rdiscscan
holdamaximumofbetween70and80minutesofaudio.

3. Clickanddrageachtracktorearrangethem,ifnecessary,tocreateanideal
runningorder,asshowninFigure16-6.Whenyou’resatisfiedwiththetrack
listingandaresureyouhaven’texceededthemaximumallowedtotaltimefor
thedisc,clicktheBurnbuttontoprepareyourdiscforburning.

4. InthePropertieswindowthatopensnow,youcanalteranydetailsaboutthe
actualburningprocess,suchastheburnspeed.However,thedefaultsettings
areusuallyOK.ClicktheBurnbuttontostartthewriteprocedure.First,the
tracksareconvertedtopureaudiofiles,andtheirvolumelevelsadjustedsono
trackislouderthananyother(somethingknownasnormalization).Then
they’reactuallyburnedtodisc.Thiscantakesometime.WhenBrasero
finisheswiththeburning,theCDwillbeejected.

NoteDependingonthequalityoftheblankCD,youmightnotbeabletowriteaudioCDsatfullspeed.Ifthisis
thecase,Braserowillstopduringthewritingprocesswithanerrormessage.You’llneedtoadjusttheburnspeed.
Todoso,inthePropertieswindowthatopensafteryouclicktheBurnbutton,youcanchooseamoreconservative
speedfromtheBurningSpeeddrop-downlist.
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Figure 16-6. Brasero makes it easy to create CDs from digital audio files. 

Recording from a Microphone 
Toenableyoutocaptureliveaudio,usingeitheryourlaptop’sbuilt-inmicrophoneoranexternal
microphonepluggedintotheappropriateinput,UbuntuincludesasimpleprogramcalledSound
Recorder.Toopenit,fromthePanelselectApplicationsandtypeSoundRecorderintheSearchbar.This
willdisplaytheSoundRecordericon.Clickittoopentheapplication.

WhenSoundRecorderstarts,you’llfirstwanttocheckthatyouaregettingalevelfromyour
microphone.IntheFilemenu,selectOpenVolumeControl.ThiswillopenSoundPreferencesina
separatewindow.ClicktheInputtabandensurethatMuteisnotchecked.Speakintothemicrophone
andadjusttheInputVolumeslideruntilanacceptablelevelregistersintheInputLevelmeter(seeFigure
16-7).Whenyou’rehappywiththelevel,closeSoundPreferences.

Next,chooseyourpreferredaudiofileformatfromtheRecordAsdrop-downmenu.Bydefault,“CD
Quality,Lossy(.oggtype)”isselected.ThisisthefreeOggVorbisformatdiscussedearlierinthe
“ChoosingaFormat”section.AlternativeformatsofferedareAAC,FLAC,MP2,MP3,WAV,andSpeex.
Onourtestsystem,OggVorbisworkedwell,buttestrecordingsmadeinanyotherformatfailedtoplay
back.Yourmileagemayvary.

Next,selectSaveAsfromtheFilemenuandgiveyourrecordinganame.Whenyou’rereadyto
record,clicktheredRecordiconinthetoolbarorpressCtrl+Ronyourkeyboard.Tostoptherecording,
clickthesquarestopiconorpressCtrl+X.Toplayback,clickthegreenPlaybuttonorpressCtrl+P.
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That’sprettymuchallthereistoSoundRecorder.It’saverybare-bones.Ifyou’dlikeamuchmore
fully-featuredaudiorecordingprogram,withthefacilitytorecordmultipletracks,edityourrecordings,
andapplyhundredsofsophisticatedeffects,opentheUbuntuSoftwareCenterandinstallAudacity.



Figure 16-7. Before using Sound Recorder, you’ll want to make sure you’re getting a good input level from 

your microphone. 

Summary 
ThischapterhascoveredtheaudiofunctionsbuiltintoUbuntuandshownhow,bydownloadingafew
extrasystemfiles,youcanplaybackthemajorityofaudiofilesinexistence.Westartedbydiscussingthe
moralandlegaldilemmasassociatedwithmultimediaplaybackonacomputer.Thenwemovedonto
howtoinstallthenecessarycodecfilesonyourcomputer,beforediscussinghowyoucanlistentomusic
files,CDs,andonlineradiostations.

WeclosedbyshowinghowyoucanconvertCDsintomusicfiles,andthentheinverseofthis:how
youcancreateCDsfromaudiofiles.

InChapter17,you’lllookatplayingbackmoviesandonlineanimationswhenusingUbuntu.
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Movies and Multimedia 

WatchingmoviesandTVshowsoncomputersisbecomingincreasinglypopular.MostPCsnowship
withhardwarecapableofplayingbackDVDs.WebsitessuchasYouTubeandVimeoprovidethousands
ofclipsforviewingviayourwebbrowser,andNetflixOnDemandandHuludeliverhigh-qualityfilms
andTVshowsdirectlytoyourPC.

Ubuntuprovidessupportforvisualentertainment.Aswithaudioplayback(discussedinthe
previouschapter),you’llneedtoinstallsomeadditionalcodecstoaccesscertaintypesoffiles.Andjust
aswithaudioplaybackcodecs,multimediaapplicationssuggestwhichmovieplaybackcodecsto
downloadandinstallwhenyouattempttoplayunsupportedmultimediafiles.Thischapterexplains
howeasyitistosetupUbuntuforwatchingvideos,DVDs,andTVonyourcomputer,aswellasplaying
websiteFlashanimationsandvideos.

Installing Playback Software 
LiketheothermultimediasoftwareprovidedwithUbuntu,itsvideoplaybackapplication,theTotem
movieplayer,isbasicbuteffectiveanddoesthejobwell.However,becauseofpatentingissues,Totem
doesn’tsupportallvideoformatsoutofthebox,althoughforsomeofthemit’snothardtoaddsupport
byinstallingtherightcodecs.InTable17-1youfindanoverviewofsomeofthemostcommonvideo
formatsandtheircurrentstatusinTotem.

Table 17-1. Totem and Popular Movie File Formats 

 

Format 

Typical File 

Extensions  

 

Web Site 

 

Notes 

Windows
MediaPlayer

.wmv,.wma,

.asx,.asf 
www.microsoft.com/ 
windows/windowsmedia 

WindowsMediaPlayerformatisthedefaultfor
mostWindowsusers.Althoughit’spossibleto
playWindowsMediaPlayerfilesunderUbuntu
(filesinWMP1,WMP2,andWMP3formats),you
won’tbeabletoplayDRM-restrictedfiles(those
thatrelyonthedownloadandinstallationofa
certificate),suchasthosefromtheincreasing
numberofmovierentalsites.

RealVideo .rm,.ram www.real.com BydownloadingtheGStreamerplug-inpackage
whenprompted,youcanplaybackRealVideo
filesinTotem.However,youcanalsodownload
aLinuxversionofRealPlayer.

http://www.microsoft.com/
http://www.real.com
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Format 

Typical File 

Extensions  

 

Web Site 

 

Notes 

QuickTime .mov,.qt www.quicktime.com QuickTimeisApple’sdefaultmediaformatand
hasgainedgroundonbothWindowsand
Macintoshcomputers.AswithWindowsMedia
Playerfileplayback,youwon’tbeabletoplay
DRM-restrictedfiles.

DivX .avi,.divx www.divx.com TheDivXformatisoneofthemostpopular
formatsforthoseintheInternetcommunity
wholiketoencodetheirownmovies.It’s
renownedforitsabilitytoshrinkmoviestovery
smallsizes.

VideoandaudioplaybackwithintheFirefoxwebbrowserarehandledviatheTotembrowserplug-
in(InFirefox,seeToolsAddOnsPluginsforalistofcurrentlyinstalledplug-ins.Theseplug-ins
workinexactlythesamewayastheWindowsMediaPlayerandQuickTimebrowserplug-insworkunder
Windows.ThisissetupautomaticallyduringinitialinstallationofUbuntuandisalsocompatiblewith
theGStreamercodecplug-insaftertheyareinstalled.However,whenyoutrytoretrievestreaming
content,manywebsitesattempttoprobeyoursetuptoensurethatyouhavetherequiredmediaplayer
software,andtheymaybalkwhentheycan’tfindWindowsMediaPlayerorQuickTime.Thismakes
playbackdifficult,althoughmoreandmoresitesareswitchingtovideoplaybackviaFlashPlayer.
Additionally,somewebsitesuseJavaappletstopresentcontent.YoucaninstallsupportforbothFlash
andJavathroughFirefox.

Nextwecoverhowtoinstallcodecsformoviefileformats,aswellashowtoinstalltheLinuxversion
ofRealPlayerandsupportforFlashandJava.

InstallingCodecs
Thecodecsforvideoplaybackarecreatedbytheopensourcecommunityandarethereforeentirelyfree
ofcopyrightissues,butitisclaimedthatsomeutilizepatentedtechnology.Asyoumightexpect,this
makesforanotherlegallygrayarea.It’sunlikelythatthepatentholderssanctionthedistributionofthe
codecsincountriesthatallowsoftwaretobepatented.Aswithaudioplaybackcodecs,youwillneedto
decidewhetherthecaveatsshownbyUbuntuduringtheinstallationofthecodecsapplytoyou.

NoteMostofthemovieplaybackcodecsusedunderUbuntuareprovidedbytheexcellentFFmpegProject
(http://ffmpeg.mplayerhq.hu).ThisendeavorispartoftheMPlayerProject,whichaimstocreateanopen
sourcemediaplayerandplatform,separatefromGStreamerorXine(usedundertheGNOMEandKDEdesktops,
respectively).However,aswithallopensourceprojects,itisbothpossibleandencouragedtotakeandreusejust
theFFmpegcodecsoftware,whichiswhattheUbuntudevelopershavedonetobringsupportforawiderangeof
movieandaudioformatstoUbuntu.

http://www.quicktime.com
http://www.divx.com
http://ffmpeg.mplayerhq.hu
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Asstatedearlier,codecinstallationfornewfileformatsisautomated(solongasyou’reonline),just
aswithaudiocodecs.Infact,ifyoufollowedtheinstructionstoinstalltheMP3codecsintheprevious
chapter,includingtheGStreamerffmpegvideoplug-incodec,thenyoursystemmayalreadyhave
supportforthemovieformats.Inthatcase,thevideofileyou’vechosentoviewwilljuststartplaying—
youwon’tbepromptedtodownloadanythingextra.

Hereistheprocedureforaddingcodecstoplayamultimediafile:

1. FromNautilus,double-clickamoviefile.

2. TheTotemmovieplayerapplicationwillstartandpromptyoutosearchfora
suitablecodec.(Asnoted,themoviewilljuststartplayingifyoualreadyhave
thenecessarycodec.)ClicktheSearchbutton.

3. Ubuntuwillsearchfortheapplicablecodec.Afterithasfinishedsearching,the
InstallMultimediaCodecsdialogboxwillappear,promptingyoutoselect
fromthelistofcodecs.

4. Youcanreadthroughthedescriptionstoknowwhichcodectochoose,ifmore
thanoneisoffered.Aswithaudioplaybackcodecs,it’susuallyagoodideato
selectallthecodecsoffered,togetthebroadestrangeofsupport.Ubuntuwill
handleanyfunctionalityoverlapinthebackground,sodon’tworryabout
installingtwoormoresetsofcodecsthatseeminglydothesamejob.Check
theoptionsyouwantandclicktheInstallbutton.

5. Ubuntuwillaskyoutoconfirmtheinstallationofrestrictedsoftware.Read
throughtheconditionsandwarnings.Ifyouwanttocontinue,clickConfirm.
Otherwise,clicktheCancelbuttontochoosenottoinstallthecodec(meaning
thatyoursystemwillnotbeabletoplaythefiles).

6. BackintheInstallMultimediaCodecsdialogbox,clicktheInstallbutton
again.

7. SupplyyourpasswordintheauthorizationdialogboxandclickOKtoproceed
withtheinstallation.

8. Ubuntuwilldownloadandinstallthepackages.Afteryouhavebeennotified
thatthepackageshavebeeninstalledsuccessfully,clicktheClosebutton.At
thispoint,yourmultimediafilewillplayinTotem.

InstallingRealPlayer11
RealPlayer11isamediaplaybackapplicationdesignedforLinux,Windows,andMacintoshOSX,
writtenbyRealNetworks.Itgivesyouaccesstoarangeofmedia.Althoughthesoftwarehasbeen
availableforLinuxandUbuntuforsomeyears,itsinstallationstilloccasionallycausesconfusion.There
areacoupleofwaystoinstallthesoftware,butwe’regoingtouseanative.debpackagefilethat
automatesmuchoftheprocess:

1. Openabrowserandgotowww.real.com/linux.Fromthemainpageclick
DownloadDEBinstallerandacceptthedefaultsuggestiontoopenthefilewith
theUbuntuSoftwareCenter.

http://www.real.com/linux
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NotetheRealPlayerapplicationyouaredownloadinginthisprocedureisavailableina32-bitversiononly.If
youhaveinstalledthe64-bitversionofUbuntu,youcannotuseRealPlayer(atthetimeofthiswriting).

2. Afterthe8MBpackagehasdownloaded,itautomaticallylaunchestheUbuntu
SoftwareCenter.ClickInstalltostarttheinstallationprocessandthenread
throughandacknowledgetheend-userlicense.

3. Thesoftwarewillnowbegintoinstall.Duringtheprocessitwilldownload
otherpiecesofsoftwaretosortoutdependencies,whichcantakesometime.

4. Afterthesoftwarehasfinishedinstalling,itwillcreateiconsunderthe
ApplicationsMultimediamenuandwillalsosetupthehelpersforFirefox.
Thefirsttimeyourunthesoftware,itwillstartaSetupAssistant.After
acceptingtheLicenseAgreement,itwilldoanetworkspeedtest(seeFigure
17-1).Afterthetest,you’llseeitsresults.Fromtheresultswindow,click
UpdateandthenclickFinish.Atthispointyouwillbereadytogo.



Figure 17-1. After RealPlayer has been installed by a self-installer executable, you must run the setup 

assistant, which starts an Internet connection speed test. 

TipToseewhichplug-insareinstalledunderFirefox,typeabout:pluginsintheaddressbar.
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AddingFlashSupport
Flashisamultimediaplug-inusedforanimations,games,andvideoplaybackonwebsites.Itisa
standardrequirementonmodernInternet-equippedcomputers,andfindingcommercialsitesthat
don’tutilizeitinsomewayisbecomingdifficult.Forexample,YouTube(www.youtube.com)usesFlashfor
theplaybackofvideofiles,asshowninFigure17-2.

AdobeistheoriginatoroftheFlashtechnologyandmakesaversionofitsproprietaryFlashPlayer
webbrowserplug-inespeciallyforLinux,whichcanbeeasilyinstalledunderUbuntu.Youcanalso
choosetoinstalloneoftwoopensourceFlashplayers:SwfdecorGnash.Ofthethree,Adobe’sownFlash
Playeroffersthebestall-roundcompatibilitywithwebsitesofallkinds—general,video,games,and
animations.Swfdecisperhapsthebestopensourcechoice,althoughitspecializesprimarilyinvideo
playback,suchasthatofferedbyYouTubeortheBBC(www.bbc.co.uk).Gnashmaybetheweakestofthe
three(atthetimeofthiswriting),butmaybeworthinvestigatingifyouprefertouseopensource
softwareandfindthatSwfdecdoesn’tworkcorrectlywithyourfavoritewebsites.Beaware,though,that
opensourceFlashsolutionsarerunningbehindcomparedtothepossibilitiesofcommercialFlash
players.ForthebestFlashexperience,useAdobeFlash.



Figure 17-2. Flash is increasingly popular on video playback sites such as YouTube. 
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NoteSadly,thereisn’taLinuxversionoftheShockwaveDirectorbrowserplug-in.Ifyoureallyneedtohave
accesstoShockwavesitesunderLinux,considerusingCrossOverProfessional(www.codeweavers.com)to
installtheWindowsversion.ButbeawarethatCrossOverProfessionalisacommercialproduct,meaningyouhave
topayforit.

Installing a Flash Plug-in 

Aswithmultimediacodecs,Flashsupportisinstalledondemandandisentirelyautomated.However,
thistime,installationtakesplacefromwithintheFirefoxbrowser,asfollows:

1. ThefirsttimeyouvisitawebsitethatusesFlash,ayellowbarwillappearatthe
topofthebrowserwindow,informingyouthatyouneedtoinstallamissing
plug-in.ClicktheInstallMissingPluginsbutton.

2. InthePluginFinderServicedialogbox,clickyourchoiceofplug-inandthen
clicktheNextbutton.You’reaskedwhetheryouwanttoinstalladditional
software.ClicktheYesbutton.

3. Thesoftwareisdownloadedandinstalledinthebackgroundautomatically.
Afterinstallationhascompleted,clicktheFinishbuttontoclosethePlugin
FinderServicedialogbox.ThebrowserwillthendisplaytheFlashcontent.

4. Someusersmayfindthatthismethoddoesn’tworkandthattheplug-inisnot
available.Inthiscase,gotowww.adobe.com,clickthelinkforGetAdobeFlash
Player,selecttheappropriateversiontodownload(.debforUbuntu8.04+),
andtheninstallaswiththeRealPlayersoftwareearlier.Notethatyou’llbe
promptedtoclosedownallbrowsersduringtheinstallationprocedure.

Removing a Flash Plug-in 

IfyouwanttoremoveaFlashplug-in—perhapsbecauseitdoesn’tworkcorrectlyandyouwanttotryan
alternative—openUbuntuSoftwareManagerandsearchforgnashtoremoveGnash,swfdectoremove
Swfdec,orflashplugin-nonfreetoremoveAdobe’sFlashPlayer.Clickthecheckboxalongsidetheentry
inthelistandselectMarkforRemovalfromthemenuthatappears.(IfyouwanttoremoveGnash,you’ll
needtomarkbothgnashandgnash-commonforremoval.)ThenclickApplyonthemaintoolbar.Close
UbuntuSoftwareManagerwhentheremovaliscomplete.

Followingthis,wheneveryouvisitasiterequiringFlash,youwillagainbepromptedtoinstalla
Flashplug-in.Youcanthenselectadifferentoptionfromthelist.

AddingJavaSupport
Javaisasoftwareplatformthatsomeprogramsuse.TheintentionisthatJavaiscross-platform,which
meansthatsoftwaredevelopedfor,say,MicrosoftWindowswillalsoworkonLinuxandMacintosh.
Becauseofthis,somewebsitesuseJavaapplets—smallprogramsembeddedintothewebpage—to
presentinteraction,animation,andevenmovies.

http://www.codeweavers.com
http://www.adobe.com
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ToaccesswebsitesthatemployJavaapplets,you’llneedtoinstalltheJavaRuntimesoftwarealong
withabrowserplug-in.Previously,Javawouldhavebeenaseparateinstallation,butsinceSun
Microsystemsreleasedthesoftwareunderanopensourcelicense,ithasbeenavailabletodistribution
developersandhenceisnowincludedintheUbuntusoftwarerepositories.Thesimplestwaytoinstallis
toopenUbuntuSoftwareCenter,doasearchforJava,andthenselectSunJava6JREforinstallation(see
Figure7-3).Otheroptionswillautomaticallybeselected,includingthebinariesandplug-insforFirefox,
andyoucanjustclickApplytoinstallthesoftware.



Figure 17-3. Install the Sun Java Runtime Environment for optimal Java support. 

Watching Movies 
TheTotemmovieplayerapplication(ApplicationsMultimediaMoviePlayer)isusedtoplayback
videounderUbuntu,asshowninFigure17-4.
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Figure 17-4. Totem handles movie file playback under Ubuntu and is simple but effective. 

Toplayamoviefileonyourharddisk,simplydouble-clickitsicon.Thiswillautomaticallystart
Totemandplaythevideo,ifTotemhastheappropriatecodecs,asshowninFigure17-5.Ifnot,Totem
willsuggestwhichcodecstodownloadandinstall,asexplainedearlierinthechapter.

TipBydefault,allvideofileswillplayinTotem,includingRealMedia.TochangethissothatRealPlayer
handlesitsownfiletypes,right-clickanyRealPlayermoviefile,selectProperties,clicktheOpenWithtab,and
clickAdd.LocateRealPlayerinthelist,clicktheAddbutton,andthenmakesuretheradiobuttonalongside
RealPlayerisselected.

UsingTotemiseasy,andtheinterfacehasonlyahandfulofoptions.Atthebottomleftofthescreen
arethetransportcontrolsthatenableyoutopause,play,andmoveforwardandbackwardinthevideo
file.Alternatively,youcanright-clickthevideowindowandselectthecontrolsfromthere.

AbovethecontrolsistheTimebar.Youcanusuallydragtheslidertomovethroughthevideo,but
notallfilessupportthisfunction.Youmightfindthatsomedraggingisallowed,butyou’renotableto
clickanewplaceintheTimebarandhavethecounterjumptothatposition.
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Figure 17-5. Totem can play just about every kind of movie file, such as QuickTime, Windows Media 

Player, DivX, and Ogg (or .ogv) files, as shown here. 

Attherightoftheprogramwindowisaplaylist.Youcanqueueseveralvideofilestobeplayedin
sequencebysimplydragginganddroppingmoviesfromaNautilusfilebrowserwindow.Youcanhide
theplaylistbyclickingtheSidebarbutton.ThisgivesnearlyallofTotem’sprogramwindowtothe
playbackwindow.Toplaythevideofullscreen,therebyhidingthedesktopandTotemcontrols,press
theFkey.Toreturntotheprogramwindow,pressEsc(orpressFagain).Infull-screenmode,youcan
startandstopthevideobypressingthespacebar.

Toadjusttheimagequality,clickEditPreferencesandthenclicktheDisplaytabinthe
Preferencesdialogbox.YoucanmakeadjustmentsbyclickinganddraggingtheBrightness,Contrast,
Saturation,andHuesliders.Ifavideoisplayinginthebackground,thechangesareshownasyou
makethem.
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TipIfyoufindyouhaveproblemswithvideoplayback,suchasTotemshowinganerrormessageaboutanother
applicationusingthevideooutput,trythefollowing:clickSystemPreferencesTerminal,andattheprompt,
typegstreamer-properties.ClicktheVideotab,andinthePlugindrop-downlistunderDefaultOutput,select
Xwindows(NoXV).

OPEN SOURCE MOVIE FILE FORMATS 

Anumberofpromisingopensourcemoviefileformatsareindevelopment.Somearemorematurethan
others,butfewseewidespreaduseatthemoment.Allpromisemuchforthefuture.Manyconsiderthe
followingthreeformatsthechiefcontenders:

• Xvid(www.xvid.org)isareworkingofthepopularDivXMPEG-4–basedfile
format.Unfortunately,Xvidusestechnologycoveredbypatentsinsomeparts
oftheworld,sotheprojectexistsinalegallygrayarea.Xvidisabletoencode
moviestorelativelysmallfilesizes(a90-minutemoviecanfitonaCD).Despite
smallfilesizes,thisformatmaintainsgoodimageandsoundquality.Intheory,
itshouldalsobepossibletoplayXvidmoviesbyusinganyMPEG-4codec,such
asDivXorQuickTime.

• OggTheora(www.theora.org)isbeingdevelopedbytheXiph.orgFoundation,
thepeoplebehindtheOggVorbisaudiocodecprojectthat’safavoriteamong
Linuxusers.Assuch,itpromisestobeacompletelyopensourceproject.
Althoughthetechnology,again,iscoveredbypatents,Xiph.orghaspromised
nevertoenforcethem,meaningthatanyoneintheworldcanuseTheora
withoutcharge.

• HTML5iscurrentlybeingdevelopedbytheWorldWideWebConsortium(W3C).
Likeallitspredecessors,fromHTML1.0onwards,itissupposedtobecomethe
dominantwebmarkuplanguage.HTML5hasexplicitsupportforaudioand
video.Somepartsarestable,othersarenot,butitsvideosupportisbeing
developedvigorouslyandshouldbestablebytheendof2010.

Watching DVDs 
DVDmoviediscsareprotectedbyaformofDRMcalledCSS.Thisforcesanyonewhowouldliketo
createDVDplaybacksoftwareorhardwaretopayafeetotheDVDCopyControlAssociation,an
industryorganizationsetuptoprotectDVDmovietechnology.

Someopensourceadvocatesreverse-engineeredDVDprotectionandcameupwiththeDeCSS
software.ThisbypassestheCSSsystemandallowstheplaybackofDVDmoviesunderpracticallyany
operatingsystem.Sadly,DeCSSiscaughtinalegalquagmire.TheMotionPictureAssociationofAmerica
(MPAA)hasattemptedtostopitsdistributionwithintheUnitedStates,buthassofarfailed.Some

http://www.xvid.org
http://www.theora.org
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expertssuggestthatdistributingDeCSSbreakscopyrightlaws,buttherehasyettobeacaseanywherein
theworldthatprovesthis.NorhastherebeenacaseprovingorevensuggestingthatusingDeCSSisin
anywayillegal.

Ubuntudoesn’tcomewithDeCSSinstalledbydefault,butyoucandownloadandinstallthe
softwarebyissuingasimplecommandifithasn’tbeeninstalledonyourcomputeryet,followingthe
installationofasoftwarepackage.Hereistheprocedure:

1. OpenUbuntuSoftwareCenter.

2. Inthesearchbar,typelibdvdread4.Inthelistofresults,clickthecheckbox
alongsidethepackageandclickMarkforInstallation.ClickApplyonthemain
toolbar.CloseUbuntuSoftwareCenter.

3. Openaterminalwindow(ApplicationsAccessoriesTerminal).Typethe
followingintheterminalwindowtodownloadandinstalltheDeCSS
component:

sudo /usr/share/doc/libdvdread4/install-css.sh 

4. Afterthecommandhascompleted,youcanclosetheterminalwindow.

Note YoumustensurethatUbuntuSoftwareCenterandUpdateManagerareclosedbeforetypingthe
commandtoinstalltheDeCSSsoftware.Itwillfailifeitherprogramisrunning.

Afteryou’veinstalledDeCSS,justinsertaDVD,andTotemwillautomaticallystartplayingit,as
showninFigure17-6.

Note Iftherelevantcodecsaren’tinstalledwhenyouinsertaDVD,youwillbepromptedtoinstallthem,aswith
allkindsofmultimediafileplayback.

Ifthemoviedoesn’tstartplayingautomatically,double-clickthedisc’sicononthedesktop.Inthe
Nautilusfilebrowserwindow,clicktheOpenMoviePlayerbutton.

Unfortunately,thereisaslightlimitationtoplayingDVDmovieswithinTotem:thechaptermenus
don’twork,soyoucan’tnavigatefromchaptertochapterinthedisc.Additionally,inourtests,we
noticedthatDVDplaybackcanbealittleglitchy.Togetaroundboththeseissues,youcaninstallthe
totem-xinepackage.ThisinstallsaseparatebutotherwiseidenticalversionoftheTotemmovieplayer
thatutilizestheXinemultimediaframework.Thenyoucanchoosebetweenusingthestandardversion
ofTotem,whichreliesontheGStreamermultimediaframework,ortheXineversionofTotem.Installing
thetotem-xinepackagealsoinstallsXineversionsofthecodecsyouneedforvirtuallyallmultimediafile
playback,meaningnoextraconfigurationisnecessary.
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Figure 17-6. Just insert a DVD in your computer, and it will automatically play in Totem. 

Note Youmightbewonderingwhywedidn’tjustadviseyoutoinstalltotem-xinebackatthebeginningofthis
chapter,ifitinstallsallthecodecsyouneed.ThemethodwerecommendinstallscodecsfortheGStreamer
multimediaframework,ratherthanjustTotem.GStreamerisusedbyalltheGNOMEdesktopmultimediasoftware.
ThismeansthatifyouinstalladifferentGNOMEmovieplayerinthefuture,itwillautomaticallyhavesupportforall
thefileformatsyou’vealreadyaddedtoUbuntu.Incontrast,thetotem-xinepackageisratherself-containedand
installscodecsforonlytheXineframework,whichisn’tsupportedelsewhereunderUbuntu(butisthedefault
frameworkundertheKDEdesktopenvironment).
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MOVIE EDITING 

ThefieldofLinuxmovie-editingsoftwareisdeveloping,andonlyahandfulofprogramsareavailablefor
thenonprofessionaluser.OneofthebestisKino(www.kinodv.org),whichisavailableintheUbuntu
softwarearchives.Althoughfarfrombeingaprofessional-levelprogram,Kinoallowscompetentusersto
importandeditvideos,applyeffects,andthenoutputineitherMPEG-1orMPEG-2format.

Ifyou’relookingforsomethingmorepowerful,butalsomorecomplicated,Cinelerraisworthalook
(http://heroinewarrior.com/cinelerra.php3).Justfollowtheinstructionsat
http://cvs.cinelerra.org/getting_cinelerra.php#hardytoinstallaversionofCinelerraforUbuntu.

Forthosewhowantsomethingalittlesimpler,thePiTiVi(www.pitivi.org)projectisattemptingtobuilda
pieceofsoftwareakintoApple’siMovie.ThepossibilitiesthatareofferedbyPiTiViarelimited,butyoucan
useittoapplysimplemovieeditingtoyourvideofilms.YoucanfindadefaultinstallationofPiTiviin
ApplicationsMultimediaPiTiViVideoEditor.Afterstartingit,PiTiVishowsthescreenthatyoucansee
inFigure17-7.



Figure 17-7. PiTiVi offers a simple solution for Video editing on Ubuntu.  

Basically,allyoucandowithPiTiViisputvideoclipstogethertojointheminanewfile.Therearenoother
editingfeatures,neitherisitpossibletowritetoanotheroutputformatasthedefaultPiTiViformat.Ifyou’re
interestedinusingthisapplication,youcandraganddropyourmoviefilestothepaneintheupperleft
corner.ThatmakesthemavailableforfurthereditinginPiTiVi.Fromthislocation,younextdragthemto

http://www.kinodv.org
http://heroinewarrior.com/cinelerra.php3
http://cvs.cinelerra.org/
http://www.pitivi.org
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thetimeline.Bydraggingseveralclipstothetimeline,youcancomposeyourownvideoandthatis
basicallyit.

Anotherapproachtomovieediting,istogoweb-based.AnexampleofthisisAdobe’sPremiereExpress
(availablethroughthePhotobucketpicture-sharingservice),whichisdesignedspecificallyforonlinevideo
editinganddistribution.ItworksverywellunderUbuntuwiththeFlashplug-in.

Professionalmoviemakersdon’tjustusesoftwarethatcomeswithnormaldesktops.QuiteafewuseLinux
allthetime,particularlywhenitcomestoaddingspecialeffectstomovies.MovieslikeShrek 2,Stuart 

Little,andtheHarry PotterseriesallbenefitedfromtheCinePaintsoftwarerunningunderLinux!Formore
details,seewww.cinepaint.org.

Watching TV 
IfyouhaveaTVcard,youmaybeabletouseittowatchTVunderUbuntu.Ubuntudoesn’tcomewitha
TVtunerapplicationbydefault,butyoucandownloadthetvtimeprogramfromthesoftware
repositoriesbyusingtheUbuntuSoftwareCenter.

CheckingforVideoInput
UbuntuincludestheVideoforLinuxproject,anextensiontotheLinuxkernel,toallowmanypopularTV
andvideo-capturecardstowork.Youcanfindoutwhetheryoursiscompatiblebyopeningaterminal
window(ApplicationsAccessoriesTerminal)andtypinggstreamer-properties.Inthedialogbox
thatappears,clicktheVideotabandclicktheTestbuttonintheDefaultInputpartofthewindow.Ifyou
seeavideowindowwithoutanerrormessage,yourTVcardiscompatible.Ifyoureceiveanerror
message,yourcardprobablyisn’tcompatible.

NoteGettingVideoforLinuxtoworkcanbetroublesome,buttherearealotofresourcesouttheretohelp.You
canstartbyvisitingwww.linuxtv.organdwww.exploits.org/v4l/.

Installingtvtime
Todownloadandinstalltvtime,opentheUbuntuSoftwareCenterandentertvtimeasasearchterm.In
thelistofresults,clicktheentryforthepackage,markitforinstallation,andthenclickApply.

Whenthedownloadhascompleted,you’llbeaskedanumberofquestionsduringtheconfiguration
process.First,youneedtochooseyourTVpictureformat.UsersintheUnitedStatesshouldchoose
NTSC.UsersintheUnitedKingdom,Australia,andcertainpartsofEuropeshouldchoosePAL.Tofind
outwhichTVsystemyourcountryuses,lookupyourcountryatwww.videouniversity.com/standard.htm.
Youalsoneedtochooseyourgeographicalareafromthelistsothattvtimecansetthecorrectradio
frequencyrangeforyourTVcard.

Aftertheprogramisinstalled,you’llfinditontheApplicationsMultimediamenu.Usingthe
programisstraightforward,butifyouneedguidance,visittheprogram’swebsiteat
http://tvtime.sourceforge.net.

http://www.cinepaint.org
http://www.linuxtv.org
http://www.exploits.org/v4l/
http://www.videouniversity.com/standard.htm
http://tvtime.sourceforge.net
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TipIfyou’reinterestedinsettingupalow-costpersonalvideorecorder(PVR)andentertainmentsystem,you
maywanttoinstallMythTVbyusingtheSynapticPackageManager.Formoreinformation,checkoutPractical

MythTV: Building a PVR and Media Center PCbyStewartSmithandMichaelStill(Apress,2007).

Summary 
Inthischapter,youlookedathowyoucanwatchmoviesonyourPC.You’veseenhowyoucanupdate
Ubuntutoworkwiththemostpopulardigitalvideotechnologies,suchasWindowsMediaPlayerand
QuickTime.

Inaddition,youlookedathowyoucanviewonlinemultimediasuchasFlashanimationsonyour
computer,andlearnedhowyoucanwatchTVonyourPC.

Inthenextchapter,you’lltakealookatimageeditingunderUbuntu.You’lllearnaboutoneofthe
crownjewelsoftheLinuxsoftwarescene:GIMP.
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Digital Photos 

ThePChasbecomeavitaltoolinthefieldofphotography.Infact,you’reunlikelytofindany
photographer—professionaloramateur—whodoesn’tuseaPCsomewhereinhisorherwork.

Ubuntuincludesanumberofapplicationsforcatalogingandeditingimages.Chiefamongtheseis
GIMP(GNUImageManipulationProgram),whichcomparesfavorablywithprofessionalsoftwaresuch
asPhotoshop.Buttherearealsoapplicationsformorecasualusers.Thischapterbeginswithabrieftour
ofF-Spot,anapplicationidealforcatalogingandmanagingimagecollectionsandalsodoingsomebasic
edits.F-SpotisnotthedefaultphotomanagerinUbuntu,that’sShotwell,butF-Spothasalotmoreto
offerandthat’swhyinthischapteryou’llreadaboutF-SpotandnotShotwell.AfterreadingaboutF-
Spot,you’llreadabouttheGIMP.TheGIMPisnotpartofthedefaultNattyinstall,butyoucanquickly
andeasilyinstallitviatheUbuntuSoftwareCenter. 

Downloading and Cataloging Images 
Beforeyoucanundertakeanyimageediting,youneedtotransfertheimagestoyourPC.Dependingon
thesourceofthepictures,thereareavarietyofmethodsofdoingthis,butinnearlyeverycase,thework
ofimportingyourphotoscanbehandledbyF-Spot.ButbeforewecoverF-Spot,let’sbrieflyrecapthe
variousmethodsoftransferringimagestoyourPC,someofwhichwereoutlinedearlierinthisbook.

 TipTohaveyourphoto’seasilyimportedbyF-Spot,nowisagoodmomenttoinstalltheprogram.FromUbuntu
SoftwareCenter,typef-spotintheSearchbarandclickInstalltoinstallit.

ConnectingYourCamera
Mostmoderncamerasusememorycardstostorepictures.Ifyouhavesuchamodel,whenyouplugthe
cameraintoyourPC’sUSBport,youshouldfindthatUbuntuinstantlyrecognizesit.Aniconshould
appearontheDesktop,anddouble-clickingitshoulddisplaythememorycard’scontentsinaNautilus
window.Alongthetopofthewindow,you’llseeanorangebarreading,“Thismediacontainsdigital
photos”alongsideabuttonmarkedOpenF-SpotPhotoManager.ClickingthisbuttonstartsF-Spot,with
whichyoucancopytheimagestoyourharddisk,asexplainedinthenextsection.Ofcourse,youcan
alsodraganddroppicturestoyourharddiskmanuallyusingNautilus.

Intheunlikelyeventthatyourcameradoesn’tappeartoberecognizedbyUbuntu,youmighthave
moreluckwithagenericUSBmemorycardreader,whichwillmakethecardappearasastandard
removabledriveontheDesktop.Thesedevicesarerelativelyinexpensiveandcanusuallyreadawide



CHAPTER18DIGITALPHOTOS

386

varietyofcardtypessuchasSD,XD,andCompactFlash(CF),makingthemausefulinvestmentforthe
future.SomenewPCsevencomewithcardreadersbuiltin,buttheyoftenarehardtoaddressinLinux
environments.MostgenericUSBcardreadersshouldworkfineunderLinux,though,aswillmostnew
digitalcameras.

■CautionBeforedetachingyourcameraorremovingaphotocard,youshouldright-clicktheDesktopiconand
selectSafelyRemove.ThistellsUbuntuthatyou’vefinishedwiththedevice.Usingthismethodtoejectthedevice
ensuresthatalldataiswrittenbackfrommemorytothephotocard.Failingtoejectinthiswaycouldcausedata
errors,asinformationmaybepartiallywrittenbacktothecard,ortransfersbetweenthetwodevicesmaynot
havefinished.

Ifyou’reworkingwithprintphotos,negativefilm,ortransparencies,youcanuseascannerandthe
SimpleScanprogramtodigitizethem,asexplainedinChapter7.

ImportingPhotosUsingF-Spot
F-SpotisdesignedtoworkinasimilarwaytoapplicationsyoumayhaveencounteredunderWindows
orMacOSX,suchasiPhotoorPicasa.AfteryourunF-Spot(fromthePanel,selectApplicationsandtype
F-SpotintheSearchbar),orafteryouclicktheOpenF-SpotPhotoManagerbuttonthatappearsalong
thetopofaNautilusfilebrowserwindowwhenyouinsertamemorycardorattachyourdigitalcamera,
theF-SpotImportwindowwillappear.(Dependingonyourconfiguration,theImportwindowmay
appearwithinafilebrowser.)Forsomedevices,though,thisdoesn’thappenautomatically.If,for
instance,youattachyourmobilephonetoyourcomputer,youmayhaveitattachedasadiskdeviceby
default.Toimportphotosinthatcasealso,usetheImportbuttoninF-Spottobrowsetotheappropriate
deviceandimportyourpicturesfromthere.

TheImportwindowcontainsapreviewofthepicturesstoredinyourcamera,theoptiontotagthe
pictures,andthetargetdirectorywherethephotoswillbecopied.Ifyouhavenocameraattached,you’ll
seesomedefaultpicturesthatareavailableintheF-Spotprogramdirectory.Whileworkingonyour
camera,bydefault,allthepicturesareselected.Youcandeselectandselectphotosbyusingthe
standardselectiontechniques(Ctrl-clickorShift-click).Embeddedtagsareveryusefulinfilteringand
searchingforpictures,asdiscussedinthe“TaggingImages”sectionalittlelaterinthechapter.The
defaulttargetdirectorywherethephotoswillbecopiedisPhotosinyour/homedirectory,butyoucan
changeittoanydirectoryyouwant.

Toimportthepicturesfromyourcameratoyourharddisk,justclicktheImportbutton.F-Spotwill
importyourphotosinthetargetlocation,indirectoriesnamedaftertheyear,month,anddaythephotos
wereoriginallytaken.

Importingpicturesfromafolderonyourcomputer’sharddiskiseasy.ClickPhotoImport.Inthe
Importwindow,clicktheImportSourcedrop-downlistandthenclickSelectFolder.Usingthefile
browser,navigatetothefoldercontainingyourimagesandthenclickOpen.(Don’tdouble-clickthe
directory,becausethatcausesF-Spottoopenthedirectoryinthefilebrowser.)Afteryou’veselectedthe
folder,F-Spotdisplaysthumbnailpreviewsoftheimages,andthismighttakesometime.Keepyoureye
ontheorangestatusbar.Whenthisindicates“DoneLoading,”youcanclicktheImportbuttontoimport
alltheimagesinonego,orCtrl-clicktoselectphotosintheleftsideofthewindowandthenclickthe
Importbutton.
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Ifyou’reimportingthephotosfromaparticularevent,thisisalsoagreattimetodefineasetoftags
forthewholeset,whichwillsavehavingtomanuallytagpictureslater.Usingtagsmakesitmucheasier
tofindbackyourphotoslater.Ofcourse,awell-organizeddirectorytreecontainingyourphotoalbums
mightsuityouaswell.Aswithphotosfromacamera,bydefault,F-Spotcopiestheimagesintoa
directoryitcreateswithinyour/homedirectory,calledPhotos.Therefore,afteryou’veimportedthe
photos,youcandeletetheoriginalsifyouwant.Youmayalsochoosetokeepthem;atleastthatwillgive
youtheoptiontogobacktotheoriginalpictureandstartalloverifsomethinggoeswrongwithyour
photoinF-Spot.

■TipYoumaybefamiliarwithPicasafromGoogle.ThissoftwareisavailableforUbuntufromhttp://
picasa.google.com/linux/.OneadvantageofPicasaisthatitintegrateswellwithGoogle’sownphoto-sharing
serviceandalsohasaplug-inthatallowsone-clickuploadingfromyourlibrarytoFacebook.

Afterthephotoshavebeenimported,themainF-Spotwindowwillappear.Ontheleftarethe
defaulttagsandalistofanytagsaddedtoimportedfiles.Ontherightisthepicturepreviewwindow,
whichcanbesettoeitherBrowseorEditPhotomode.Youcanswitchbetweenthesetwomodesby
usingthebuttonsonthetoolbar.Youcanalsoviewanimagefullscreenorstartaslideshowthatwill
cyclethroughtheimagesinsequence.

Abovethepicturewindowisthetimeline.Byclickinganddraggingtheslider,youcanmove
backwardandforwardinthephotographcollection,dependingonwhenthepicturesweretaken.Each
notchonthetimelinerepresentsamonthintheyearmarkedbeneaththetimeline.Thegraphsonthe
timelinegiveageneralideaofhowmanyphotographsweretakenduringthatparticularmonth(or,
indeed,ifanyweretakenduringaparticularmonth).Thearrowstotheleftandrightofthetimelinecan
beusedtoexposeadifferentsetofmonths.

Tweaking Photos 

F-Spotoffersyouallyouneedtodobasicphotoediting.Byeitherdouble-clickinganimageorselecting
animageandclickingEditPhotoonthetoolbar,youcantweakimagesbycroppingthem,adjusting
brightnessandcontrast,orsettingthecolorsaturation/balance.Theavailabletoolsappearinadocked
toolbar,replacingthedefaulttagspane,asshowninFigure18-1.Inaddition,youcanconvertimagesto
black-and-whiteorsepiatone,andyoucanremovered-eyecausedbyanindoorflash.Allofthiscanbe
achievedbyclickingthebuttonsattheleftsideoftheimage.(Hoveringthemousecursoroveranicon
willcauseatooltiptoappear,explainingwhatthebuttondoes.)Simplerotationsonsingleimagesor
multipleselectionscanbeperformedbyusingtheRotateLeftandRotateRightbuttonsonthetoolbar.

http://picasa.google.com/linux/
http://picasa.google.com/linux/
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Figure 18-1. Any edits to the image are made live, so it’s a good idea to move the adjustment dialog box out 

of the way. 

Youcanalsoaddacommentinthetextfieldbelowtheimage.Thisisthenattachedtotheimagefor
futurereferenceandcanactasausefulmemoryaid.

AnoteofcautionisrequiredwhentweakingimageswithF-Spot,becausethereisnotraditional
undomechanism.However,F-Spotkeepsacopyoftheoriginalimagealongsidethemodifiedone,
whichyoucanaccessbyclickingPhotoVersionOriginalifF-Spotisinbrowsemode.It’spossibleto
createanewversionoftheimagecompletewithmodificationsbyclickingPhotoCreateNewVersion.
Youcanthennamethisseparatelyand,ifnecessary,continuetoeditwhileretainingboththeoriginal
andtheintermediateversion.Youcandothisasmanytimesasyouwant,perhapstosavevariousimage
tweakstochoosethebestoneatalaterdate.

Tagging Images 

F-Spot’scatalogingpowercomesfromitsabilitytotageachimage.Atagissimplyawordorshortphrase
thatcanbeattachedtoanynumberofimages,ratherlikeareal-lifetagthatyoumightfindattachedto
aniteminashop.Afterimageshavebeentagged,youcanthenfiltertheimagesbyusingthetagword.
Forexample,youcouldcreateatagcalledGerman vacation,whichyouwouldattachtoallimagestaken
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onatriptoGermany.Then,whenyouselecttheGerman vacationtag,onlythoseimageswillbe
displayed.Alternatively,youcouldbemoreprecisewithtags—youcouldcreatethetagsDusseldorfand
Colognetosubdividepicturestakenonthevacation.

Ifyourcollectioninvolvesalotofpicturestakenofyourchildrenatvariousstagesduringtheirlives,
youcouldcreateatagforeachoftheirnames.Byselectingtoviewonlyphotostaggedwithaparticular
child’sname,youcouldseeallthepicturesofthatchild,regardlessofwhenorwheretheyweretaken.

Imagescanhavemorethanonetag.Afamilyphotocouldbetaggedwiththewordsthanksgiving,
grandma's house,family meal,andthenamesoftheindividualspictured.Then,ifyousearchedusing
anyofthetags,thepicturewouldappearinthelist.

Ahandfuloftagsareprovidedbydefault:Favorites,Hidden,People,Places,andEvents.Tocreate
yourowntags,right-clickunderthetaglistontheleftoftheF-SpotprogramwindowandselectCreate
NewTag.SimplytypeinthenameofthenewtaginthedialogboxandclickOK.

Ifyoutaggeditemsonimporting,thesewillappearundertheImportTagsparent.Draganddrop
thesetagstotheappropriateparenttag(GermanyunderPlaces,forexample).

■NoteTagscanhaveparents,whichcanhelporganizethem.Forinstance,youmightputthenamesoffamily
membersunderthePeopleparenttag,orputBirthdayundertheEventsparent.Youcanrevealorhidechild
tagsbyclickingthedisclosurearrownexttotheparent.

Tagscanalsohaveiconsattachedtothem.Aniconbasedonthefirstphotothatistaggedwill
automaticallybeaddedtothetagname,buttomanuallyassignone,right-clickitinthelistandselect
Edit.Next,intheEditTagdialogbox,clicktheiconbuttonandselectfromthelistoficonsunderthe
Predefinedheading.

Toattachatagtoapicture,useCtrl+T,orselectTags>Attach.You’llnowseeadialogueopeningon
thelowerpartofthescreenwhereyoucanenterthetagyouwanttouse.

Tofilterbytag,double-clickthetaginthetaglist,asshowninFigure18-2.Toremovethefiltering,
right-clickthetagintheorangebaratthetopofthedisplayandselectRemovefromSearch.

F-Spothasagoodrangeofexportoptionsforwhenyouwanttoshareyourpictureswiththewider
world.You’llfindtheseunderthePhotoExportTooption,andsupportedservicesincludePicasaWeb
Albums,SmugMug,andFlickr.WhenusingFlickr,F-Spotevenincludesanoptiontoturnyourtagsinto
Flickrtagsduringtheuploadprocess.



CHAPTER18DIGITALPHOTOS

390



Figure 18-2. Tag an image by using the Ctrl+T shortcut. 

Using GIMP for Image Editing 
GIMPisanextremelypowerfulimageeditorthatoffersthekindoffunctionsusuallyassociatedwithtop-
endsoftwarelikeAdobePhotoshop.AlthoughGIMPisnotaimedatbeginners,thosenewtoimage
manipulationcangetalotfromit,thoughitmaydemandalittlemoreworkthanthelimitedoptions
availableinF-Spot.

Theprogramreliesonafewunusualconceptsinitsinterface,whichcancatchmanypeopleoff
guard.Thefirstoftheseisthateachofthewindowswithintheprogram,suchasfloatingdialogboxesor
palettes,getsitsownpanelentry.Inotherwords,theGIMP’siconbar,imagewindow,settingswindow,
andsoonhavetheirownbuttonsontheUbuntuDesktoppanelalongsideyourotherprograms,asif
theywereseparateprograms.

■NoteGIMP’swayofworkingiscalledaSingleDocumentInterface,orSDI.It’sfavoredbyahandfulofprograms
thatrununderLinuxandseemstobeespeciallypopularamongprogramsthatletyoucreatethings.Ifyour
taskbarisgettingalittlecrowded,edititsPreferencesto“Alwaysgroupwindows.”
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BecauseofthewayGIMPruns,beforeyoustartuptheprogramit’sawiseideatoswitchtoa
differentvirtualdesktop,whichyoucanthendedicateentirelytoGIMP.

HavinginstalledGIMPviatheUbuntuSoftwareCenter,youcanrunitfromtheApplications
interfaceonthePanel.You’llbegreetedbywhatappearstobeacomplexassortmentofprogram
windows.

Nowyouneedtobeawareofasecondunusualaspectoftheprogram:itsrelianceonright-clicking.
Whereasright-clickingusuallybringsupacontextmenuofferingahandfulofoptions,inGIMPit’sthe
principalwayofaccessingtheprogram’sfunctions.Right-clickinganimagebringsupamenuoffering
accesstovirtuallyeverythingyou’llneedwhileediting.UbuntuoffersthelatestversionofGIMP,2.6.11
(asofthiswriting),whichincludesamoretraditionalmenubarinthemainimage-editingwindow,so
youcanchooseyourpreferredmethodofworking.

Themaintoolbarwindow,showninFigure18-3,isontheleft.Thiscanbeconsideredtheheartof
GIMP,becausewhenyoucloseitalltheotherprogramwindowsareclosedtoo.Version2.6also
introducesablankwindowthatisvisiblewhennoimageisopen.Thismeansthatthetraditionalmenus
areavailableatalltimes.Closingthiswindowalsocausestheentireapplicationtoclose.Themenubar
onthetoolbarwindowoffersmostoftheoptionsyou’relikelytousetostartoutwithGIMP.For
example,FileOpenopensabrowserdialogboxinwhichyoucanselectfilestoopen.It’sevenpossible
tocreatenewartworkfromscratchbychoosingFileNew.

■TipTocreatevectorartwork,abetterchoiceisaprogramlikeInkscape(www.inkscape.org),whichcanbe
downloadedviatheUbuntuSoftwareCenter(tolearnaboutsoftwareinstallation,seeChapter20).

Beneaththemenubarinthemaintoolbarwindowarethetoolsforworkingwithimages.Their
functionsaredescribedinTable18-1,whichliststhetoolsinorderfromlefttoright,startingatthetop
left.Tofindthenameofanyoftheseicons,justhoverthemousepointeroverthemandthenamewill
display.

http://www.inkscape.org
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Figure 18-3. GIMP’s main toolbar window 

Table 18-1. GIMP Image-Editing Tools 

Tool Description of Use 

Rectangle
Select

Clickanddragtoselectarectangularareawithintheimage.Thisselectedareacanthen
becopiedandpastedintoadifferentpartoftheimageorturnedintoanewlayer.

EllipseSelect Createanovaloracircularselectionareawithintheimage,whichyoucanthencopy
andpaste.

FreeSelect Clickanddrawwiththemousetocreateahand-drawnselectionarea.Yourselection
shouldendwhereitstarted.Ifnot,GIMPwilldrawastraightlinebetweenthestartand
endoftheselection,whichmakesiteasytocreategeometricselections.
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Tool Description of Use 

Selectby
Color

WorksliketheFuzzySelecttool,butcreatesaselectionacrosstheentireimagebasedon
thecoloryouselect.Inotherwords,selectingablackT-shirtwillalsoselectablack
signpostelsewhereinthepictureifthehuesaresimilar.

Scissors
Select

Another“magical”toolthatletsyoucreateaselectionbyclickingonvariouspoints
withinanimage,withtheprogramjoiningthepointstogetherbasedonthecolor
differencesbetweenthetwopoints.Thismeansthatyoucanselecttheoutlineofacar
byclickingafewpointsaroundtheedgeofthecarand,providedthecolorofthecaris
differentfromthebackground,GIMPwillworkoutthecolordifferencesandselectthe
car’sshapeautomatically.

Foreground
Select

Letsyouautomaticallycreateanintricateselectionofanobjectintheforegroundofa
picture,viaathree-stepprocess.Clicktodrawroughlyaroundtheforegroundobjectas
withtheFreeSelecttool.(Becarefulyoudon’tstrayintotheobject;ifyoudo,
momentarilyselectadifferenttool,whichwillcanceltheselection,andtryagain.)Then
releasethemousebuttonanddrawacrossthemainareasoftheobjectbyusingakind
ofpaintbrushtool.Forexample,iftheobjectisaface,drawalittleontheskinandhair.
Thetrickistocoverareasthathavedifferentcolorranges,becausethat’showGIMP
detectstheedges.You’llseethatthebackground—theareathatwon’tbeselected—is
maskedoutinbluetint.Ifanyoftheforegroundobjectismasked,drawonittoadditto
theselectionarea.YoucansubtractfromtheselectionareabyCtrl-clicking.When
you’rehappywiththeselection,pressEnter.

Paths DrawsBeziercurvesinordertocreatepaths,whichareakintoselectionsandcanbe
savedforuselaterintheimage-editingprocess.Justclickanddragtodrawacurve.
Eachextraclickyoumakewilldefineanewcurve,whichwillbejoinedtothelastone.
Toturnthepathintoaselection,clickthebuttonatthebottomofthetoolbar.

ColorPicker LetsyouseetheRGB,HSV,orCMYKvaluesofanycolorwithintheimage.Simplyclick
themousewithintheimage.

Zoom Clicktozoomintotheimage,right-clicktoseevariouszoomoptions,andholddown
theAltkeywhileclickingtozoomout.

Measure Measuresdistancesbetweentwopoints(inpixels)andalsoangles.Justclickanddragto
useit.Themeasurementsappearatthebottomoftheimagewindow.

Move Clickanddragtomoveanyselectionareaswithintheimage,aswellasrearrangethe
positioningofvariouslayers.
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Tool Description of Use 

Alignment Allowsyoutoalignlayerstootherobjectsrelativetoeachother.Tochoosealayer,click
anobjectwithinthepreferredlayer.Toselectseverallayers,Shift-clickobjectsinside
thepreferredlayers.InthetooloptionsoftheAlignmenttool,selecthowthelayeror
layerswillbealignedrelativetootherlayersorimageobjects.Alignmentincludesleft,
centerhorizontal,right,top,centervertical,andbottom,withanoptiontouseoffsetsas
well.

Crop Clickanddragtodefineanareaoftheimagetobecropped.Anythingoutsidethe
selectionareayoucreatewillbediscarded.

Rotate Rotatesanyselectionsyoumakeandcanalsorotateentirelayers.Itopensadialogbox
inwhichyoucansettherotationnumerically.Alternatively,youcansimplyclickand
dragthehandlesbehindthedialogboxtorotatebyhand.

Scale Knowninsomeotherimageeditorsastransform,thisletsyouresizetheselectionarea
orlayer.Itpresentsadialogboxforenteringnumericvalues,oryoucanclickanddrag
thehandlestoresizebyhand.

Perspective Letsyoutransformaselectionbyclickinganddraggingitsfourcornersand
independentlymovingthemwithoutaffectingtheothercorners.Inthisway,asenseof
perspectivecanbeemulated.

Flip Flipsaselectionorimagesothatitisreversedonitself,eitherhorizontally(click)or
vertically(Ctrl-click).

Text Clicktheimagetoaddtext.

BucketFill Fillsaparticularareawithsolidcolororpattern,accordingtothecolororpattern
selectedinthecolorboxorfilltypeboxbelow.

Blend Createsagradientfillbasedontheforegroundandbackgroundcolors.Justclickand
dragtoaddthefill.HolddownCtrltoforcetheblendalongpredefinedangles,including
horizontalandvertical.

Pencil Letsyoudrawindividualpixelswhenzoomedin,orhard-edgelineswhenzoomedout.
Simplyclickanddragtodrawfreehand,andholddownShifttodrawlinesbetweentwo
points.Again,holdingdownCtrlconstrainstheangleofthelines.

Paintbrush Letsyoudrawonthepictureinavarietyofbrushstylestocreateartisticeffects.Abrush
canalsobecreatedfromanimage,allowingforgreaterversatility.

Erase RatherlikethePaintbrushtoolinreverse,deleteswhateverisunderneaththecursor.If
layersarebeingused,thecontentsofthelayerbeneathbecomevisible.
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Tool Description of Use 

Airbrush LikethePaintbrushtool,itdrawsonthepictureinavarietyofstyles.However,the
densityofthecolordependsonthelengthoftimeyoupressthemousebutton.Tapthe
mousebutton,andonlyalightcolorwillappear.Pressandholdthemousebutton,and
thecolorwillbecomemoresaturated.

Ink LikethePaintbrushtool,exceptthat,ratherlikeaninkpen,thefasteryoudraw,the
thinnerthebrushstroke.

Clone Allowsyoutocopyonepartofanimagetoanotherviaabrush.Theoriginpointis
definedbyCtrl-clicking.

Healing Typicallyusedtoremoveunwantedirregularities,suchaspimples,scars,andblemishes
inaperson’sface.Ctrl-clickanidealsourcesimilartotheareathatneedstobehealed
andthendrawovertheblemish,whichwilldisappear.Effectively,theHealingtoolisa
Clonetoolthathassomeintelligencebuiltintoaidintermixingofthesampleareaand
theareayou’redrawingover.

Blur/Sharpen Clickinganddrawingontheimagewillspotblurorsharpentheimage,dependingon
thesettingsinthetooloptionsarea,inthelowerhalfofthetoolbar.

Smudge Asitsnamesuggests,clickinganddrawingwiththistoolsmudgestheimage,ratherlike
rubbingastill-wetpaintingwithyourfinger.

Directlybeneaththeimage-editingtoolicons,ontheleft,isaniconthatshowstheforegroundand
backgroundcolorsthatwillbeusedwhendrawingwithtoolssuchasthePaintbrush.Todefineanew
colortobeusedforeitherofthese,double-clickeithertheforeground(top)orbackground(bottom)
colorbox.

Beneaththeseicons,you’llseethevariousoptionsfortheselectedtool.Thebrushselectorletsyou
choosethethicknessofthebrushstrokesandpatternsthatareusedwithvarioustools.Simplyclickeach
tochangethem.Byusingthebuttonsatthebottomofthewindow,youcansavethecurrenttool
options,loadtooloptions,anddeleteapreviouslysavedsetoftooloptions.Clickingthebuttononthe
bottomrightletsyoureverttothedefaultsettingsforthetoolcurrentlybeingused(usefulifyoutweak
toomanysettings!).

Ifyouuseparticularoptionsregularly,usethedisclosurearrowontherightedgeofthecontext-
sensitivepartofthetoolboxtoaddatabtothewindow.Whenyoubegintoexperiment,havingthe
Layerstabavailablehereisuseful,butyoucanaddandremoveasmanyasyoulike.

TheBasicsofGIMP
Afteryou’vestartedGIMP(andassigneditavirtualdesktop),youcanloadanimagebychoosingFile
Open.Thebrowserdialogboxoffersapreviewfacilityontherightsideofthewindow.

Youwillprobablyneedtoresizetheimagewindow,orchangethezoomlevel,sotheimagefits
withintheremainderofthescreen.YoucanthenusetheZoomtool(seeTable18-1)toensurethatthe
imagefillstheeditingwindow,whichmakesworkingwithitmucheasier.Alternatively,youcanclickthe
Zoomdrop-downlistinthelowerleftpartoftheimagewindow.
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Youcansaveanychangesyoumaketoanimagebyright-clickingitandselectingFileSave,or
createanew,namedversionofthepicturebyusingSaveAs.Youcanalsoprinttheimagefromthe
samemenu.

BeforeyoubegineditingwithGIMP,youneedtobeawareofsomeessentialconceptsthatarevital
inordertogetthemostfromtheprogram:

Copy, cut, and paste buffers:UnlikesomeWindowsprograms,GIMPletsyoucutorcopymany
selectionsfromtheimageandstorethemforuselater.Itcallsthesesavedselectionsbuffers,and
eachmustbegivenanameforfuturereference.Createanewbufferbyusinganyoftheselection
toolstoselect,andthenright-clickingwithintheselectionareaandselectingEditBufferCopy
Named(orCutNamed).Pastingabufferbackisamatterofright-clickingtheimageandselecting
EditBufferPasteNamed.

Paths:GIMPpathsarenotnecessarilythesameasselectionareas,althoughit’snearlyalways
possibletoconvertaselectionintoapathandviceversa(right-clickwithintheselectionorpath,
andlookfortherelevantoptionontheSelectmenu:SelectToPath,orSelectFromPath,as
showninFigure18-4).Ingeneral,pathsallowthecreationofcomplexshapes,ratherthanthe
simplegeometricshapesofferedbytheselectiontools.Youcansavepathsforlateruseortakeone
fromoneimageandapplyittoanother.ToviewthePathsdialogbox,right-clicktheimageand
selectDialogsPaths.

■TipGettingridofaselectionorpathyou’vedrawniseasy.Inthecaseofapath,simplyclickanyothertoolor
someotherpartofthecanvas,andthepathdisappears.Togetridofaselection,useanyselectiontooltoquickly
clickonceontheimage,beingcarefulnottodragthemousewhiledoingso.
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Figure 18-4. Paths allow for more elaborate and intricate selections, such as those that involve curves. 

Layers:InGIMP(alongwithmostotherimage-editingprograms),layersareliketransparentsheets
ofpaperthatareplacedontopoftheimage.Anythingcanbedrawnoneachindividualtransparent
sheet,andmanylayerscanbeoverlaidinordertocreateacomplicatedimage.Layersalsoletyou
cutandpastepartsoftheimagebetweenthem.Thoughlayersmightbethoughtofashigh-end,
they’regreatifyouneedtoaddtexttoanimage;thetextisaddedtoanewlayer,whichcanthenbe
movedorresizedsimply.TheLayersdialogbox,showninFigure18-5,appearsbydefault,butifyou
closeditearlier,youcanopenitagainbyright-clickingtheimageandselectingDialogsLayers.
Thelayerscanbereorderedbyclickinganddraggingtheminthedialogbox.Inaddition,the
blendingmodeofeachlayercanbealtered.Thisreferstohowitinteractswiththelayerbelowit.For
example,youcanchangeitsopacitysothatitappearssemitransparent,therebyshowingthe
contentsofthelayerbeneath.Youcanalsodefinehowthecolorsfromdifferentlayersinteractby
usingtheModedrop-downlist.TheLayersmenualsooffersanoptiontocollapseallofthelayers
backdowntoasingleimage(LayersMergeVisibleLayersorFlattenImage).
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Figure 18-5. Set the opacity of various layers by clicking and dragging the relevant slider in the Layers 

dialog box. 

MakingColorCorrections
Thefirststepwheneditingmostimagesistocorrectthebrightness,contrast,andcolorsaturation.This
helpsovercomesomeofthedeficienciesthatarecommonlyfoundindigitalphotographsorscanned-in
images.Todothis,right-clicktheimageandselectColors.You’llfindavarietyofoptionstoletyou
tweaktheimage,allowingyoualotofcontrolovertheprocess.

Forsimplebrightnessandcontrastchanges,selectingtheBrightness-Contrastmenuoptionopensa
dialogboxinwhichyoucanclickanddragthesliderstoaltertheimage.Thechangesyoumakewillbe
previewedontheimageitself,soyoushouldbeabletogetthingsjustright.

Similarly,theHue-Saturationoptionletsyoualterthecolorbalanceandthestrengthofthecolors
(thesaturation)byclickinganddraggingsliders.Byselectingthecolorbaroptionsatthetopofthe
window,youcanchooseindividualcolorstoboost.ClickingtheMasterbuttonletsyouonceagainalter
allcolorsatthesametime.

Thetroublewithclickinganddraggingslidersisthatitreliesonhumanintuition.Thiscaneasilybe
cloudedbyabadlycalibratedmonitor,whichmightbesettoodarkortoolight.Becauseofthis,GIMP
offersanotherhandyoption,whichcanensurethatthewhitesinyourimagearewhiteandthatyour
blacksaretrulyblack:Levels.ToaccesstheLevelsfeature,right-clicktheimageandselectColors
Levels.Thispresentsachartofthebrightnesslevelsinthephotoandletsyousetthedark,shadows,and
highlightpoints,asshowninFigure18-6.Threeslidersbeneaththechartrepresent,fromlefttoright,
thedarkestpoint,themidtones(shadows),andthehighlightswithinthepicture.Thefirststepistoset
thedarkandlightslidersattheleftandrightoftheedgesofthechart.Thiswillmakesurethattherange
ofbrightnessfromthelightestpointtothedarkestpointissetcorrectly.TheInputLevelschartinFigure
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18-6,forinstance,showsaflatparttotherightofthechart.Thisindicatesthatthereisnotenough
brightness,sointhatcase,itmakessensetoputthesliderontherightdirectlyundertheendofthepeak
inthechart.Thenextstepistoadjustthemiddleslidersothatit’sroughlyinthemiddleofthechart.
Thiswillaccuratelysetthemidtonepoint,ensuringanevenspreadofbrightnessacrosstheimage.



Figure 18-6. The Levels function can be used to accurately set the brightness levels across an image. 

Alittleartisticlicenseisusuallyallowedatthisstage,anddependingontheeffectyouwantin
thephoto,movingthemidtoneslideralittletotheleftorrightofthehighestpeakmightproduce
more-acceptableresults.However,beawarethatthemonitormightbeshowingincorrectbrightnessor
colorvalues.

CroppingandHealing
Afteryou’veadjustedthecolors,youmightwanttousetheCroptooltoremoveanyextraneousdetails
outsidethefocusoftheimage.Forexample,inaportraitofsomeonetakenfromadistanceaway,you
mightchoosetocropthephototoshowonlytheperson’sheadandshoulders,oryoumightseparatea
groupofpeoplefromtheirsurroundings,asshowninFigure18-7.
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Figure 18-7. You can use the Crop tool to focus on one part of a picture or introduce a dramatic new shape. 

TheHealingtoolisgreatforremovingsmallblemishes,notjustonpeople,butalsodustfroman
uncleanlensorscratchesonanoldscannedphoto.StartbyusingtheZoomtooltocloseinonthearea.
Iftheblemishissmall,youmightneedtogoinquiteclose.Thentrytofindanareaoftheimagethatis
clearandfromwhichyoucancopy.Ctrl-clickthatarea.Thenclickanddrawovertheblemish.The
crosshairindicatestheareafromwhichyou’recopying.

ApplyingFilters
Totakeyoubeyondbasicediting,GIMPincludesaselectionoffiltersthatcanadddramaticeffectsto
yourimages.Filtersareappliedeithertothecurrentlyselectedlayerortoaselectionwithinthelayer.To
applyafilter,right-clicktheimageandchoosetheFiltersmenuoption.Afterapplyingafilter,makesure
togiveyourcomputerenoughtimetorendertheoptionyouhaveapplied.Somefiltersmaytakea
minuteorsobeforerenderingcompletely.Ifyoudon’tlikeaneffectyou’veapplied,youcanreverseitby
choosingEditUndo,orbypressingCtrl+Z.

Thesubmenusofferfiltersgroupedbycategories,asfollows:

Blur:Thesefiltersaddvariouskindsofblurtotheimageorselection.Forexample,MotionBlurcan
imitatetheeffectofphotographinganobjectmovingatspeedwithaslowshutter.Perhapsthemost
popularbluroptionisGaussianBlur,whichhastheeffectofapplyingasoftandsubtleblurandis
greatforcreatingdropshadows.

Enhance:TheEnhanceeffectsaredesignedtoremovevariousartifactsfromanimageorotherwise
improveit.Forexample,theDespeckleeffectattemptstoremoveunwantednoisewithinanimage
(suchasflecksofdustinascannedimage).TheSharpenfilterdiscussedintheprevioussectionis
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locatedhere,asisUnsharpMask,whichoffersahighdegreeofcontrolovertheimage-sharpening
process.

Distort:Asthenameofthiscategoryoffilterssuggests,theeffectsavailabledistorttheimagein
variousways.Forexample,WhirlandPinchallowyoutotugandpushtheimagetodistortit
(imagineprintingtheimageonrubberandthenpinchingorpushingthesurface).Thiscategoryalso
containsotherspecialeffects,suchasPagecurl,whichimitatesthecurlofapageatonecornerof
thepicture.

Light and Shadow:Hereyouwillfindfiltersthatimitatetheeffectsthatlightandshadowcanhave
onapicture,suchasaddingsparkleeffectstohighlightsorimitatingthelensflarecausedbya
camera’slens.

Noise:Thiscollectionoffiltersisdesignedtoaddspecklesorothertypesofartifactstoanimage.
ThesefiltersareofferedwithinGIMPfortheirpotentialartisticeffects,buttheycanalsobeusedto
createagrainyfilmeffect—simplyclickScatterRGB—orwhitenoise.

Edge-Detect:Thissetoffilterscanautomaticallydetectanddelineatetheedgesofobjectswithinan
image.Althoughthistypeoffiltercanresultinsomeinterestingresultsthatmightfallintothe
categoryofspecialeffects,it’sprimarilyusedinconjunctionwithothertoolsandeffects.

Generic:Inthiscategory,youcanfindahandfuloffiltersthatdon’tseemtofallintoanyother
category.OfparticularinterestistheConvolutionMatrixoption,whichletsyoucreateyourown
filtersbyinputtingnumericvalues.AccordingtoGIMP’sprogrammers,thisisdesignedprimarilyfor
mathematicians,butitcanalsobeusedbyotherstocreaterandomspecialeffects.Simplyinput
valuesandthenpreviewtheeffect.

Combine:Hereyou’llfindfiltersthatcombinetwoormoreimagesintoone.

Artistic:Thesefiltersallowyoutoaddpainteffectstotheimage,suchasmakingitappearasifthe
photohasbeenpaintedinimpressionisticbrushstrokesorpaintedoncanvas.Figure18-9showsan
exampleofapplyingtheOilifyfilterforanoilpaintingeffect.

Decor:Thissectionhassomeinterestingrenderedeffectssuchascoffeestains,bevels,andoutlines
thatcanbeappliedtoimagesorlayers.
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Figure 18-8. The Artistic effects can be used to give images an oil painting effect. 

Map:Thesefiltersaimtomanipulatetheimagebytreatingitlikeapieceofpaperthatcanbefolded
invariouswaysandstuckonto3Dshapes(aprocessreferredtoasmapping).Becausetheimageis
treatedasifitwereapieceofpaper,itcanalsobecopied,andthecopiesplacedontopofeachother
tocreatevariouseffects.

Render:Hereyou’llfindfiltersdesignedtocreatenewimagesfromscratch,suchascloudsorflame
effects.Mostoftheoptionsherewillcompletelycovertheunderlyingimagewiththeireffect,but
others,suchasDifferenceClouds,usethebaseimageaspartofitssourcematerial.

Web:Hereyoucancreateanimagemapforuseinawebpage.Animage mapisasingleimage
brokenupintoseparatehyperlinkedareas,typicallyusedonawebpageasasophisticatedmenu.
Forexample,animagemapisfrequentlyusedforageographicalmaponwhichyoucanclicktoget
moreinformationaboutdifferentregions.There’salsoausefulSlicetool,whichcanbeusedto
breakupalargeimageintosmallerpartsfordisplayonawebpage.

Animation:ThesefiltersaimtomanipulateandoptimizeGIFimages,whicharecommonlyusedto
createsimpleanimatedimagesforuseonwebsites.

Alpha to Logo:Thesefiltersaretypicallyusedtocreatespecialeffectsfortext.Theyarequite
specializedandrequireanin-depthknowledgeofhowGIMPworks,particularlytheuseofalpha
channels.
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■TipIfyoulikeGIMP,youmightbeinterestedinBeginning GIMP: From Novice to Professional, SecondEdition
byAkkanaPeck(Apress,2009).Thisbookoffersacomprehensive,contemporary,andhighlyreadableguideto
thissoftware.

GIMPSHOP 

GIMPisoneofthemostpowerfulprogramsavailableforLinux,butnoteveryoneisenamoredofitsuser
interface.OneboneofcontentionforsomeisthatGIMPusesalmostcompletelydifferentterminologyfrom
thatusedbyAdobePhotoshop.

OnedeveloperbecamesoannoyedbythisthathecreatedanewversionofGIMPcalledGIMPshop
(www.gimpshop.com).ThisisostensiblyexactlythesameastheGIMPprogram,butthenamesofthetools
havebeenchangedtomatchthoseofPhotoshop(orthesimplerPhotoshopElementsprogram).Inasimilar
way,manyoftheGIMP’sright-clickmenuentrieshavealsobeenchangedsothatthey’reidenticalto
Photoshop’smenuoptions.

Thefreedomtoadaptprogramsinthiswayisoneofthebenefitsofopensourcesoftware.Theabilityto
takeprogramcodeandcreateyourownversionisthefoundationofLinux.

GIMPshopisn’tavailableviatheUbuntuSoftwareCenter,buttheLinuxversionofferedfordownloadatthe
GIMPshopwebsitecanbeinstalledunderUbuntu.Afteryou’vedownloadedthepackage,seeChapter20
tolearnhowsoftwareinstallationworksunderUbuntu.

AsecondPhotoshop-likeforkofthesoftwareiscalledGimPhoto(/www.gimphoto.com),butitisbasedon
anolderversionofthesoftware.

Sharpening
Onehandytrickthatcanimproveyourphotos,whenusedwithcare,istousetheSharpenfilter.Thishas
theeffectofaddingdefinitiontotheimageandreducinganyslightblurcausedbycamerashakeorpoor
focusing.ToapplytheSharpenfilter,right-clicktheimageandselectFiltersEnhanceSharpen.

AsshowninFigure18-9,asmallpreviewwindowshowstheeffectofthesharpeningontheimage
(youmightneedtousethescrollbarstomovetoanappropriatepartoftheimage,orresizethepreview
byclickinganddraggingthebottom-rightcorner).Clickinganddraggingtheslideratthebottomofthe
dialogboxalterstheseverityofthesharpeningeffect.Toomuchsharpeningcanruinapicture,sobe
careful.Trytousetheeffectsubtly.

http://www.gimpshop.com
http://www.gimphoto.com
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Figure 18-9. Sharpening an image can give it better definition, but keep checking the preview. 

Summary 
Inthischapter,you’vetakenalookatworkingwithimagesunderUbuntu.FirstyoulookedattheF-Spot
photomanagertool.F-Spotletsyoueasilyimportpictures,catalogthem,andmakesomeadjustments.
ThenyoulearnedhowtoedityourimagesbyusingGIMP,oneofthebestprogramsavailableforthetask
underanyOS.Aswithmostareas,wecouldhaveselectedmanymoreapplicationstocoversuchas
Google’sPicasa,digiKam,andgphoto2,butF-SpotandGIMPprovideperfecttoolsforbothusersand
usesacrossthespectrum.
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Playing Games 

PlayinggamesinUbuntumightbeseenbysomepeopleasanawkwardidea,andmanymoremaythink
thatyouwillbeluckyifyoufindatmostaSpaceInvaders-likegame.Itisnotwidelyrecognizedasa
mainstreamgamingplatformlikePlayStation,XboxorWii,andit’snotaspopularasWindows.But
Ubuntudoes,youmightsay,under-promiseandover-deliver.You’llbesurprisedbythesheeramount
ofpossibilitiesthatthecasualgamerhasathand.

InthischapterwefirstexaminewhatgamesUbuntuhastoofferbydefaultandinitsofficial
repositories.ThosearegamesdevelopedspecificallyforLinuxandthatareatsomelevelendorsedby
Canonical,thecompanybehindUbuntu.TherearealsoothersourcesofgamesforUbuntu,notofficially
acknowledged,whichcanprovidemanyhoursoffun.

Butthegamingworldischangingrapidly,andmanypeoplefindthatweb-andAdobeFlash-based
gamesarealltheyneed.Andwe’lllearnhowtomakethoseavailableunderUbuntu.Unleashingthe
powerofFlash-basedgameswillopenyouthedoortoanawesomesourceoffreeentertainment.

OnecannotdenythatWindowsisapopulargamingplatform,andthatmanygamesforWindows
areavailable.SoyoumightbeinapositioninwhichyouwanttoswitchtoUbuntubecauseyouthinkit
isagreatOS,butareafraidthatyouwilllosethepossibilityofplayingwithyourfavoriteWindows
games.Whatifwetellyouthatyoucanhaveyourcakeandeatittoo?WhatifyoucanhavetheOSof
choice(Ubuntu)andyourgamesatthesametimeandcomputer?Asyouseeinthischapter,suchthing
ispossible.

Sostartwarmingupyourthumbs,becauseattheendofthischapterthere’llbeaction!

Linux Games 
Aswithanytypeofapplication,Ubuntuhasabunchofgamesinstalledbydefaultandmanyother
readilyavailableattheUbuntuSoftwareCenter.Youwillusuallyfindgamesbyselectingthe
ApplicationsiconfromtheUnityLauncher.Next,selectGamesfromtheAllApplicationsdrop-downlist.

OfficialSources
Themostbasicgamepackageisgnome-games,whichisavailableattheUbuntuSoftwareCenter.It
includes16simplegames,rangingfromChesstoMahjongg,andfromSudokutoFour-in-a-row.Youcan
seethefulllistinTable19-1;thosearegamesdesignedtogiveyouarewardingbreakfromwork.Infive
minutesyoucanberelievedfromyourstressandgobacktoyourtaskswithyourbatteriesrenewed.But
becareful,becausethosegamesarewellknownfortheiraddictivepower!Theywillcertainlyhelpyou
getthroughalazyday.Whohasn’tspenthoursattheofficeplayingMinesweeper(Ubuntu’sversionis
calledMines)?
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■Tip Youwillnotfindgnome-gamesifyoulookforitintheGamesdepartmentintheUbuntuSoftwareCenter.
Beingametapackage,you’llfinditeitherinGetSoftwareorintheProvidedbyUbuntufolder.

Table 19-1. GNOME Games: That’s Entertainment! 

Command Description 

Aisleriot Aisleriotisacompilationofover80differentsolitairecardgames,fromFreecelland
KlondiketoClockPatience.

Chess Achessgame.Needwesaymore?

FiveorMore GNOMEversionofColorLines.Arrangetheballstoformlinesoffiveormoreandthey
willdisappear.Meanwhile,moreballskeepappearing.

Four-in-a-
Row

Playagainstthecomputerinanattempttoformalineoffourballs.

Iagno TheGNOMEversionofReversi.Thegoalistocontrolthelargestnumberofdiskson
theboard.

Klotski Aseriesofslidingblockpuzzles.Tryandsolvethemintheleastnumberofmoves.

LightsOff LightsOffisapuzzlegame,wheretheobjectiveistoturnoffallofthetilesontheboard.
Eachclicktogglesthestateoftheclickedtileanditsnon-diagonalneighbors.

Mines Thepopularlogicpuzzleminesweeper.Findminesonagridusinghintsfromsquares
youhavealreadycleared.

Mahjongg Atile-basedsolitairegamewithanAsianflavor.Removetilesinmatchingpairsto
dismantleelaboratelydesignedstacks.

Nibbles Pilotawormaroundamazetryingtocollectdiamondswhileavoidingthewallsand
yourself.Witheachdiamondyourwormgrowslongerandnavigationbecomesmore
andmoredifficult.Playablebyuptofourpeople.

QuadrapasselTet ris-likegame.

Robots Theclassicgamewhereyouhavetoavoidahoardofrobotswhoaretryingtokillyou.
Eachstepyoutakebringsthemclosertowardyou.Fortunatelytheyaren’tverysmart
andyoualsohaveahelpfulteleportationgadget.
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Command Description 

SwellFoop SwellFoopisapuzzlegame.Thegoalistoremoveasmanyobjectsaspossibleinasfew
movesaspossible.Objectsthatareadjacenttoeachothergetremovedasagroup.The
remainingobjectsthencollapsetofillinthegapsandnewgroupsareformed.You
cannotremovesingleobjects.

Sudoku TheJapanesegamethatbecameasensationinthelastfewyears.

Tali AnancientRomangame.

Tetravex Apuzzlegamewhereyouhavetomatchagridoftilestogether.Theskilllevelranges
fromthesimpletwo-by-twouptotheseriouslymind-bendingsix-by-sixgrid.


Thereareplentymoregamesinthedefaultrepositories.JustopentheUbuntuSoftwareCenterand

browsetotheGamesdepartment,showninFigure19-1.Therearecloseto500gamestochoosefrom!



Figure 19-1. Search through the Games department and you’ll find many jewels. 

SomeofthemostpopularLinuxgamesfindtheirhometoointheUbunturepositories.Before
ditchingUbuntuasagamingplatform,tryoutthesegames.Youwillbesurprised!
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• Frozen Bubble:FrozenBubbleisacloneofthepopularPuzzleBobblegame,in
whichyouattempttoshootbubblesintogroupsofthesamecolortocausethem
topop.Thegamemainlyconsistsoffiringrandomlychosenbubblesacrossthe
board.Iftheshootendsuphavingaclumpofatleastthreebubblesofthesame
color,theyallpop.Ifsomebubbleswerestuckonlyonthepoppingclump,they
fall.Inone-playermode,thegoalistopopallthebubblesontheboardasquickly
aspossible.Intwo-playerornetworkmode,youhavetogetyouropponentto
“die”beforeyou.

• Pingus:PingusisafreecloneofthepopularLemmingsgame.Yourgoalistoguide
ahordeofpenguinsthroughaworldfullofobstaclesandpenguintrapstosafety.
Althoughpenguins(unlikelemmings)arerathersmart,theysometimesrelyon
youtosavethem.

• Tremulous:Tremulousisafree,opensourcegamethatblendsateam-basedfirst-
personshooter(FPS)gamewithelementsofareal-timestrategy(RTS)game.
Playerscanchoosefromtwouniqueraces,aliensandhumans.Playersonboth
teamsareabletobuildworkingstructuresin-gamelikeanRTSgame.These
structuresprovidemanyfunctions,themostimportantbeingspawning.The
designatedbuildersmustensuretherearespawnstructuresorotherplayerswill
notbeabletorejointhegameafterdeath.Otherstructuresprovideautomated
basedefense(tosomedegree),healingfunctions,andmuchmore.

• Alien Arena:AlienArenaisastandalone3Dfirst-persononlinedeathmatch
shootercraftedfromtheoriginalsourcecodeofQuakeIIandQuakeIII,released
byidSoftwareundertheGPLlicense.

• Warzone 2100:Warzone2100isa3Dreal-timestrategysetonafutureEarth.

• Extreme Tux Racer: RacerisaracinggamefeaturingTux,theLinuxmascot.The
goalofthegameistoslidedownasnow-andice-coveredmountainasquicklyas
possible,avoidingthetreesandrocksthatwillslowyoudown.Collectherrings
andothergoodieswhileslidingdownthehill,butavoidfishbones.

• SuperTux: SuperTuxisaclassic2Djumpandrunsidescrollergameinastyle
similartotheoriginalSuperMariogames.SuperTuxfeatures9enemies,26
playablelevels,softwareandOpenGLrenderingmodes,configurablejoystickand
keyboardinput,newmusic,andcompletelyredonegraphics.

• Frets on Fire:FretsonFireisagameofmusicalskillandfastfingers.Theaimofthe
gameistoplayguitarwiththekeyboardasaccuratelyaspossible.

• FreeCiv:FreeCivisaCivilizations-likegameinwhichyouaretheleaderofan
entirecivilizationinthesearchofprogressandworlddomination.

• Pysol:Pysolisacollectionofmorethan1,000solitairegames,rangingfrom
MahjongtoHanoiPuzzle.

Areyourenginesgettingreadyforgamingnow?Wouldyouhavebelievedthereweresomanygreat
gamesavailableforfree,justclicksaway?Well,buckleup,becausethisrideisjuststarting!
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AdditionalSources
Ubuntubeingpartofacommunity,itisonlynaturalthattheofficialsourceofgamesisnottheonlyone.
AsexploredinChapter20,youcanaddnew,unofficialrepositoriestoyourlistanddownloadprograms
fromthem.Gamesarenoexception.IfyoubrowsethewebandtheUbuntuForumsyouwillfindplenty
ofinformationaboutadditionalsourcesforinstallinggames.Inthissectionweexamineoneofthose
sources,soyoubecomefamiliarwiththeidea.

Thesitewewillbeaccessingishttp://www.PlayDeb.net,showninFigure19-2.



Figure 19-2. PlayDeb.net is one of many sources of additional games. 

YoucanclickGamesandbrowsethelistofgamesavailable.Butwhenyouseeonethatyoulikeand
click“Installthisnow”andfollowtheinstructionsonscreen,youmightsoongetanerrormessage.Why?

InordertobeabletoinstallgamesfromPlayDeb.net,youshouldaddtherepositorytoyour
softwaresources.Repositories,coveredwithgreaterdetailinChapter20,arestoragelocationsfrom
whichsoftwarepackagescanbedownloadedandinstalled.Let’sfollowthestepsofaddingPlayDeb.net
asasource.ThistrainingwillhelpyouwhenaddinganyothersourceofUbuntugames.

1. TrytoinstallagamefromPlayDeb.netandverifyifyougetanerrormessage.

2. OpenUbuntuSoftwareCenter.SelectEdit->SoftwareSourcesfromthemenu.

3. OpentheOtherSoftwaretabandclickAdd…andintheaptlinetextboxcopy
thefollowingline:

http://www.PlayDeb.net
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4. deb http://archive.getdeb.net/ubuntu natty-getdeb games 

5. ClickAddSource.Don’tclosetheSoftwareSourcesdialogbox.

6. Openawebbrowserandcopythefollowinglineintheaddressbar:

http://archive.getdeb.net/getdeb-archive.key 

7. Youwillbepromptedtoopenorsavethekeyfile.Itwillbestoredinyour
Downloadsfolder.

8. GobacktotheSoftwareSourcesdialogboxandclicktheAuthenticationtab.

9. ClickImportKeyFile…andbrowsetoyourDownloadsfolder.Double-click
thedownloadedkey.

10. ClickClose.Youwillbepromptedtoupdatethecatalogonyourcomputer.
Accept.

11. Trytoinstallthegameonceagain.Youshouldbesuccessfulthistime!

AlthoughPlayDeb.netisjustoneofmanyadditionalsourcesofgamesforUbuntu,thisdemois
usefulbecauseaddingsoftwaresourcesisalmostalwaysthesametwo-stepprocess:addingthe
repositoryintheOtherSoftwaretab,andimportingthekeyintheAuthenticationtab.

ThenexttimeyouopentheUbuntuSoftwareCenterafterreloadingthecatalog,youshouldsee
underGetSoftwareanewentry,GetDeb,alongwithProvidedbyUbuntuandCanonicalPartners.Ifyou
selectGetDeb,thelistofavailablegameswillbedisplayedinthemainpane.Toinstallanewgame,just
selectitandclickInstall,asyouwouldforanyapplication.

Congratulations!Younowhaveaccesstomorethan200additionalgames!

Adobe Flash and Web-based Gaming 
Manythingshavebeensaidaboutthecloudandcloud-basedapplications—especiallyabouthowyou
willnolongerneedtoinstallapplicationslocallyonyourharddrivetouseit,becausetheywillalwaysbe
availableonline.

Innoareaisthistrendismoreobviousandmainstreamthanintheworldofgaming.Andwhenyou
talkofonlinegaming,youmoreoftenthannotcometorelyonAdobeFlash.Flashisananimationfile
formatpioneeredbyMacromediawhichcontinuestobesupportedbyitssuccessorcompany,Adobe.
Flashhasbeenextendedtoincludeaudioandvideocontent,andprogramswritteninmanyscripting
languages.DespitetheadvanceofotherwebgamingtechnologiesandoftherecentSteveJobs'attackon
Flash,moreandmoregamesbasedonthistechnologyarecreatedeachdayandmadeavailableonline
entirelyforfree.Searchfor“free flash game”inGoogleorYahoo,andaseeminglyinterminablelistof
siteswillbedisplayed.It’shardtoavoidthemifyouliketoplay.

ButwhenyoutrytoopenthosegamesafterinstallingUbuntu,youfindthatFirefoxtellsyouthat
“Additionalplug-insarerequiredtodisplayallthemediaonthispage,”andwherethegameshouldbe,a
brokenlinkisallyouget.ManypeoplehavethoughtthatthatwasallforLinux,thattheycouldneverbe
abletoplayFlashgamesinUbuntu.Thisisn’tso.

BeinganopenOperatingSystem,it’snotstrangethattherearemanywaystoextendthecapabilities
ofUbuntuandopenFlashapplications.ThemostcommonarelistedinTable19-2.

http://archive.getdeb.net/ubuntu
http://archive.getdeb.net/getdeb-archive.key
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Table 19-2. Flash Players 

Player Description 

AdobeFlashPlayer Aplug-inforwebbrowsers,developedandmaintainedbyAdobe.Thisis
proprietarysoftware. 

Gnash GnashisaGNUFlashmovieplayersponsoredbytheFreeSoftwareFoundation.


Ifyouintendtoplayonlinegames,werecommendyouinstallAdobeFlashPlayer.Itisavailableat

theCanonicalPartnerssectionoftheUbuntuSoftwareCenter.Followtheseinstructionstoinstallthe
FlashPlayer:

1. Fromtheapplicationdash,selectUbuntuSoftwareCenter

2. ExpandGetSoftwareinthenavigationpaneandselecttheCanonical
Partnersfolder.

3. TheapplicationAdobeFlashPlugin10shouldbeatthetopofthelist.
ClickInstall.

4. Whenitfinishes,closetheUbuntuSoftwareCenterandopenFirefox.

5. GotoyourfavoriteFlashgamingsite.Nowyoushouldn’thaveanyproblem.

■Tip YoumightfindJava-basedgamesatsomewebsites.AlthoughJava’suseislessmainstreamnowadays
thanFlashforthesekindsofapplications,Javaisaverypopulartechnology.ToplayonlineJavagames,make
sureyouinstalltheapplicationsun-java6-pluginintheUbuntuSoftwareCenter.

Installing Windows Games 
OneofthereasonsyoumightbereluctanttomaketheswitchtoUbuntuisyouhavemadealarge
investmentinWindowsgamesanddon’twanttothrowallthatmoneyaway,evenwhenfindingUbuntu
thesuperiorOS.

Thisisaveryunderstandableconcern,butthereisaworkaround.Followus.
WelcometoPlayOnLinux.InChapter20wetalkaboutWine,autilitythatallowsyoutorun

WindowsapplicationsunderLinux.Wealsopointoutinthatchapterthatsometimesthoseapplications
arenotsoeasytoinstallandconfigure.Manypresentabunchofproblemsrequiringexpertknowledge
andhoursofinvestigation.Theymayworkintheend,buttheprocesscanbelengthyandtedious.It’s
notveryencouragingwhenyouonlywanttoplayagame.

PlayOnLinuxisafrontendforWine,specializedinmakinggamesworkout-of-the-box.Ittakes
awayfromtheuserthetaskofpreparingthesystemforacertainapplication.Itisacommunity-based
solutioninwhichdifferentusersuploadconfigurationscriptsforgamestotherepositories.Whenyou
needtoinstallagamethatsomeoneelsehasinstalledbefore,thescriptisexecutedandthegameis
seamlesslyinstalled.
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ItisworthnotingthattoinstallWindowsgamesyouwilllikelyneedtheoriginalCDorDVDandthe
licensekey.Itisadragsometimes,butthat’showWindowsgameswork.Havingacommunitytoolfor
installinggamesdoesn’tmakegamesthemselvessharable.Originallicensingrestrictionsstillapplies.

YoucaninstallPlayOnLinuxfromtheofficialrepositories.JustlookforitintheUbuntuSoftware
CenterandclickInstall.Onceinstalled,youcanstartitfromtheUnityLauncher.

ThefirsttimeyoulaunchPlayOnLinuxitwilltrytodownloadthegame’scatalogfromtheInternet,
whichcantakeafewminutes.Ifagameyou’retryingtoinstallisnotinthecatalog,youcantryupdating
itbyclickingFileRefreshtherepository.

Beforeyouinstallanyapplication,themainwindowofPlayOnLinuxwillberatherempty,asyou
canseeinFigure19-3.There’swhereinstalledgamesarelistedafteryouinstallthem.



Figure 19-3. PlayOnLinux main window is empty until you install a game. 

Toinstallagame,clickInstallandselecttheGamescategory.You’llseethelistofcompatiblegames,
asshowninFigure19-4.
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Figure 19-4. The list of PlayOnLinux compatible games 

SelectthegameyouwanttoinstallandclickApply.Thescriptforthatgamewillbegintorun,asking
youfortheinstallationmediaandkeysiftheyapply.Atsomepointtheinstallationwizardforthe
applicationstarts,thesamewizardyoucanseeinWindows.Whenitfinishes,thegameisinstalled.

YouwillseethegameinthePlayOnLinuxmainwindow.JustclickRunandenjoy!

■Tip AsyoucanseeintheInstalldialogbox,PlayOnLinuxcaninstallothertypesofapplicationsinadditionto
games.WhatPlayOnLinuxdoesistorunascriptwheninstallingtheapplication.However,gamesarethemain
featureofPlayOnLinux.
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Summary 
Inthischapterweopenedyouthedoorforaworldofgamesandentertainment.Althoughmany
peopleconsiderLinuxtobeaplatformforplayingwiththecommand-line,thischapterhasshownthat
thisisnottrue.Youcanfindalotoffreegamesintheofficialrepositories,andmanymoreinthe
communitypages.

YoucanalsoplaymainstreamFlash-andJava-basedgamesonline.
Andifthisisnotenough,andyoumissyourWindowsgames,PlayOnLinuxmakesiteasytoinstall

theminyourUbuntubox,soyoucanhavetheOSofchoicewithoutlosingyourinvestmentingames.
Ifallthesemethodsfailtosatisfyyourgaminghunger,maybeit’stimetothinkaboutbuyinga

console!
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Installing and Removing Software 

Oneofthefunthingsaboutrunninganyoperatingsystemistheabilitytoexpandit—toaddinnew
softwareovertimetoimproveyourworkfloworjustenhanceentertainmentvalue.

Linuxisblessedinthisregard,becausetensofthousandsofsoftwaretitlesareavailabletomeet
almosteveryneed.

Butforyears,thegenerallyacceptedideawasthatLinuxwasagreatOS,superiorinmanywaysto
MicrosoftWindows,butthatitwastoodifficulttouse.Softwareinstallation,continuedtheargument,
wasoneofthemajorexamplesofthisdifficulty:manypeoplestillthinkthatforinstallingsoftwarein
Linuxyoumustknowhowtocompilesourcecode!Comparingthistotheseeminglystraightforward
methodofgettingsoftwareforWindows,eitheronlineorataretailstore,andthenrunningan
installationwizard,Linuxwasseenasanon-optionfortheaverageuser.

ItisnotthatWindowsapplicationsareeasytoget.Forstarters,youmustpayforthem,acouple
hundreddollarsormoreinsomecases.Thenyouhaverestrictionsonhowyoucanusethem,anditis
oftenhardtofollowtherulesofwhatyoucanorcannotdo.Youmightbeinfringingthetermsoflicense
ofyoursoftwareevenwithoutknowingit.Itisharderstillforcompaniesandindividualusersaliketo
determineandprovethatthesoftwaretheyareusingislegitimate;somevendorsasksthatyoustore
yourlicensekeysorcertificates,whileothersdemandaninvoiceasproofofyourpurchase.It’suptothe
vendor.

Anotherproblemistofindtherightsoftware.There’snocentrallocationwhereyoucanfindallthe
softwareavailableforWindows.Andwhiletherearefreewareapplications,moreoftenthannotyou
needtodownloadthemfromless-than-trustedsitespronetobundlingmalwareintotheirdownload
packages.

ThismethodofapplicationinstallationwaspracticallyrenderedobsoletebyApple’sApplication
StorefortheiPhoneandiPodTouch.Thisisasecure,centralized,andsearchablecatalogof
applications,availablejustoneclickofthemouseaway.Iftheapplicationexists,youjustbrowseor
searchthestore,andtheapplicationappears.

Butthismodelhasitslimitationstoo,themostimportantbeingthetightcontrolAppleenforcesin
thisstore,makingadeveloper’sjobofpublishingapplicationsanightmare.

WhenthepeopleatCanonicalwantedtomakeanOSforhumanbeings,theysoonrealizedthatall
theshortcomingsofcompetingmodelscouldbeovercomebasedonthefoundationsofLinux,andof
Debianinparticular.TheresultofthiseffortwastheUbuntuSoftwareCenter,firstlaunchedforKarmic
Koala(Ubuntu9.10),andinconstantevolutionsincethen.Itisacentralizedyetextensiblecatalogforall
Ubuntuapplications,andisalsothesubjectofthefirstsectionofthischapter.Ifyoujustwanttoinstall
applicationstheeasyway,that’sallyouneedtoread.Next,afewpagesoftheoryareavailable,which
givesyouaclearerviewofhowtheCenterworksandlaysthefoundationforthethirdsectionofthis
chapter,inwhichyoulearnmoremethodsforinstallingandworkingwithUbuntu…andWindows!...
applications.

Andofcourse,howtocompilesourcecode!
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Using the Ubuntu Software Center 
Ubuntuhastraditionallyhadmanydifferenttoolsforapplicationinstallationandmanagement:the
SynapticPackageManager,Add/RemovePrograms,theUpdateManager,SoftwareSources…notto
mentionthecommand-linetoolsdpkgandapt.Thosewererelatedtoolsfordoingsimilartasksaround
softwaremanagement.Beforeundertakinganyinstallationtask,youfirstneededtoknowwhichtoolto
use.

Andmanydevelopersweren’tevencoordinatedtotheextentofmakingtheirapplicationsavailable
fromasinglesource.Soaneffortwastobemadeintwodirections:themakingofasingle,all-
encompassingtool,andthepublicationofallavailablesoftwareinthattool.ThustheUbuntuSoftware
Centerwasborn.

NavigatingtheUbuntuSoftwareCenter
TheUbuntuSoftwareCenterisavailableattheUnityLauncher.Whenopened,itshowsadefaultstart
page,asshowninFigure20-1.ItistherootoftheGetSoftwareitem.



Figure 20-1. The structure of the Ubuntu Software Center 

ThemenubarisaquitestraightforwardwayofperformingactionswithintheCenter,butitsoptions
areusuallydisabled.Theyaremadeavailableonlyatcertaintimes,dependingonthesectionofthe
Centerinwhichyouare.

File: HereyouwillfindtheInstallandRemovecommands,onlyavailablewhenyouselectaspecific
applicationinalist,orwhenyouopentheapplicationpageitself.Onlyoneoftheoptionswillbe
availableatagiventime,dependingonthecurrentstateoftheapplication.Twonewoptionsare
ReinstallPreviousPurchasesandDeauthorizeComputer.Thoseoptionsaretiedtothenewoption



CHAPTER20INSTALLINGANDREMOVINGSOFTWARE

417

ofbuyingcommercialsoftware.Wewilltalkaboutthisinafewparagraphs.TheCloseoptionis
alwaysavailableandinstructstheUbuntuSoftwareCentertoquit(noticethatiftherearepending
operationsinprogress,theCenterwillwaituntilthosearecompletedtoclose).

Edit: Manyoftheoptionsinthismenu,likeCut,Copy,Paste,andDelete,areavailableonlywhen
youareenteringtextintheSearchdialogbox.TheCopyWebLinkoptionisenabledwhenyouselect
anapplicationfromalistorwhenyouopenthatapplication’sdetailspageandcopytheURLofthe
applicationtotheclipboard,soyoucanpasteitintoyourbrowserandaccessitdirectly;ifyoupaste
theCopyWebLinkoptioninabrowserandrunitthere,youwillbepromptedtolaunchUbuntu
SoftwareCentertoinstalltheapplication.TheSearchoptionisavailablewhenevertheSearchdialog
boxispresent,andbasicallyfocusesonit.Andlast,theSoftwareSourcesoptionallowsyouto
modifyoraddlocationsfromwhichyouwanttodownloadapplications.Moreaboutthislaterin
thischapter.

View:Hereyoucanselectthescopeoftheapplicationswhichyouwanttoseelisted.AllSoftware
displayssoftwarefromallsources.Canonical-MaintainedSoftwaredisplaysonlysoftware
maintainedbythecompanybehindUbuntu.

Help:HereyoucanaccessusefulhelpinformationabouttheUbuntuSoftwareCenter.

ThenavigationpaneisusedtobrowsethedifferentsectionsoftheUbuntuSoftwareCenter.Ithas
threemainelements,ofwhichoneisusuallyhidden.Themainpagechangesdependingontheelement
selectedinthenavigationpane.

Get Software: Thisis usedmainlytolocateandinstallsoftwareinthecatalog.Thiscatalogis
constructedbyusingsoftwaresources,ofwhichyoucanseethedefaultfour:ProvidedbyUbuntu,
CanonicalPartners,ForPurchase,andIndependent.MoreitemsappearunderGetSoftwareasyou
begintoaddalternativesoftwaresources,asexplainedlaterinthischapter.Thefirsttwodefault
sourcesarebyfarthemostsecurewayofinstallingapplicationsinUbuntu—muchsaferthan
downloadingthemfromanunknownwebsite.Butsomedayyoumaywanttoinstallsoftwarenot
officiallyendorsedbyCanonical,andforthatitisimportanttoknowhowtoaddsoftwaresources.

Installed Software: Hereyouseethelistofsoftwarealreadypresentinyourcomputer,andcan
removeit.Installedsoftwareisrecognizablebythecheckmarkthataccompaniesitsiconinthelist.
Browsethissectionifyoudon’twanttoinstalladditionalsoftware;youcouldforinstancejustsee
whatyouhaveinstalled,orremoveanapplicationthatisnolongerneeded(tofreeupdiskspace,for
instance).

History:AnewsectionintheUbuntuSoftwareCenterwhereyoucanseethepreviousinstall,
update,anduninstalloperationsperformedinyourcomputer,sortedinchronologicalorder.

In Progress:Whenperformingactionslikeinstallingorremovingapplications,orupdatingthe
softwarecatalog,youwillnoticeinthenotificationspaneathirdelementnamedInProgress.When
youselectthisitem,youcanseeinthemainpanethestatusofeachofthoseactions,alongwitha
progressbarindicatinghowneartocompletionthetaskis.Ifyouareinstallinganapplication,for
instance,aCancelbuttonwillshowupnexttotheprogressbarwhiledownloadingtheapplication.
Oncetheinstallationstarts(afterdownload),itcannotbecanceled.Whenallactionshave
completed,theInProgresselementreturnstoitshiddenstate.

Thestatusbarusuallyshowsusefulinformationaboutthenumberofapplicationsineachsection.
Forexample,whenselectingGetSoftwareforthefirsttime,itshowsthetotalnumberofapplicationsin
thecatalog(33,788atthetimeofwriting!).Ifyouselectaparticulardepartment,itshowsthenumberof
applicationsinthatdepartment(forinstance,theOfficedepartmentshows132applications).When
usingtheSearchdialogbox,ittellsthenumberofapplicationsthatmatchedthesearchterms.
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BrowsingandSearchingforSoftware
Toinstallanapplication,firstyouneedtofindit.ThisismadeeasybytheCenter’sbrowsingand
searchingmechanisms,andbythefactthatUbuntumaintainsallapplicationsinacatalogcontaining
informationabouttheapplicationsavailablefromallconfiguredsoftwaresources.

Thiscatalogisahierarchicalstructureorganizedintodepartmentsandsometimessublevelsunder
them,andismadeavailableinthemainpanewhenyouselectGetSoftwareinthenavigationpane.Each
departmentgroupsapplicationswithacommonobjective,anditsnameisself-explanatory;forexample
theGamesdepartmenthasgameslikeMines,andtheOfficedepartmenthasapplicationsusedmostlyat
theoffice,likeLibreOfficeWordProcessor(commonlyknownasWriter).So,justselectthedepartment
youfeelismostlikelytohavetheapplicationyouarelookingfor.Ifyouarejustexploring,youcanselect
theFeaturedApplicationslink,whichtakesyoutoaspeciallistofapplicationsselectedbytheUbuntu
team.

AtthetopoftheGetSoftwaresectioninthemainpaneisthelocationbar,composedofthreeitems:
theBackandForwardbuttons,thepathbar,andtheSearchdialogbox.

TheBackandForwardbuttonsallowyoutonavigatethehistoryofthevisitedpages.
Thepathbarshowsyouwhichpartofthehierarchyyouareinatthemoment,andallowsyouto

navigatetoparentlevelsbyclickinginthecorrespondingpartofthatbar.Forexample,clickingGet
Softwaretakesyoutothestartpage.

EitherbyselectingtheFeaturedApplications,theWhat’sNewpane,orbyclickingonadepartment,
youaccesswhatisknownasasoftwarelistview.Somedepartments(likeGames,forinstance)have
sublevels,soyou’llhavetodelvealittledeeperinordertofindthesoftwarelistviewinthosecases.In
thisviewallrelatedapplicationsaredisplayedinaseriesofcontiguousrows,asshowninFigure20-2.
Youseeheretheapplication’sicon,name,andshortdescription.

Althoughnotshowninthisfigure,awhitecheckmarkinsideagreencircleisanindicationthatthe
applicationisalreadyinstalled,andtotheright,youwillseetheratingoftheapplication,assetbyother
users(sinceyou’repartofthecommunity,you’llhaveyourchancetorate,too).

NoteTakeintoaccountthatthesoftwareinstallationmediaactuallyresidesinrepositoriesmaintainedby
Ubuntuontheweb,andthatthefirstthingtheUbuntuSoftwareCenterhastodowhenyouclickInstallis
downloadthesoftwarepackage.Ifyoudon’thaveanInternetconnection,youwillnotbeabletoinstallsoftware
fromthoserepositories.YoucanuseaCDorDVDinstead,ordownloadtheapplicationpackagestoanother
computerandthenlocallyinstallthemintoyourcomputer.Thoseoptionsareexplainedlaterinthischapter.

Whenyoufindtheapplicationyouwanttoinstall,justselectitfromthelistandpresstheInstall
buttonthatappearsattherightendoftheapplication’srow.You’llbepromptedforyourpassword,and
theapplicationwillstartinstalling.AprogressbarwillappearabovetheInstallbutton,andanew
elementlabeledInProgresswillemergeinthenavigationpane.Onceithasfinishedinstallation,the
progressbardisappears,theInstallbuttonisreplacedwithamoreappropriateRemovebutton,andthe
InProgresselementdisappears.Canyouguesshowtouninstallyourapplication?Yes,bypressingthat
Removebutton.
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Figure 20-2. The list of available software for the Accessories department 

Ifyouwanttoknowmoreaboutaparticularapplication,justselectitfromthelistandclickthe
MoreInfobutton.Thistakesyoutothesoftwareitemscreen,whichyoucanseeinFigure20-3.

 

Figure 20-3. The software item screen for GNOME Do 
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Theelementsinthesoftwareitemscreenare:

• Theapplicationicon.

• Thenameoftheapplication.

• Ratingfortheapplication,definedbythenumberofstars,withonestarbeing
AwfulandfivestarsExcellent.

• Ashortdescription.

• AnAction/Statusbarsection,inwhichyoucanseeiftheapplicationisalready
installed,choosetoInstallorRemoveit,andfollowtheprogressbarwhen
performingoneofthosetwotasks.

• Afull-lengthdescriptionofwhattheapplicationdoes.

• Alinktotheapplication’swebsite.

• Screenshotsoftheapplication.

• Applicationsizeondisk(asyoucansee,mostUbuntuapplicationsarerather
small).

• Adescriptionoftheavailabilityofupdatesfortheapplication—whethertheyare
madeavailablebyCanonicalorbythecommunity,orbynobody.

• Licensinginformation.MostapplicationsareOpenSource,butyouwillfindsome
proprietarydrivers.

• Packagenameandversion.

ClicktheBackbuttonorthenameofthedepartmentinthelocationbartogobacktothelistof
applications.

AnotherwayoffindinganapplicationisbyusingtheSearchdialogbox,availableatthelocationbar.
Youneedtobeawarethatsearchesaretargetedatthescopespecifiedbythepathbar.Thisistosaythat
ifyouarebrowsingtheGetSoftwareEducationdepartmentandsearchforanapplication,only
applicationsinthatdepartmentwillshowup.Thedepartmentsoftwarelistisfilteredtoshowonlythe
applicationsthatmatchthesearchterms,andinthestatusbarthenumberofmatchingitemsisshown.

Alloperationsavailableatatextbox,suchaspastinganddeleting,canbeusedintheSearchdialog
box.Thesearchisperformedasyoutypeyourtext;itisnotnecessarytopressEnterorclickonthe
magnifyingglasstoexecutethequery.Ifyouwanttoremovethefilterfortheapplications,justclickthe
littlesweeperthat’sinsidetheSearchdialogbox,attheright.

RatingandReviewingSoftware
Onceyou’veinstalledanapplication,youcantakesometimeandhelpthecommunitytoseparatethe
wheatfromthechaffbyratingandreviewingit.

Ratinganapplicationisquiteastraightforwardoperation,butyou’llfirstneedanUbuntuOne
account.CreatingthisaccountiscoveredinChapter15,sopleaserefertothatchapterifyouhaven’t
createdanaccountalready.

Youcanonlyreviewapplicationsthatarealreadyinstalledonyoursystem(inordertohelpthe
community,youshouldonlyreviewapplicationsthatyouhaveactuallyused!).Selecttheapplication
youwanttoreviewfromthelistofInstalledSoftwareandclicktheMoreInfobutton.Ifyouarethefirst
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persontoreviewtheapplication,you’llseetheoption“Bethefirsttoreviewit;”otherwise,itwillsay
“Writeyourownreview.”Clickoneitheroptionandyou’llbepromptedforanUbuntuOneaccount;
thenyoucanwriteareviewandvote.

Doesallthisseemtooeasytobetrue?Well,itistrue,anditisallyouhavetodotoinstallmostofthe
softwareyouwilleverneedwithinUbuntu(aswementionedbefore,atthetimeofwritingtherewere
over33,000applicationsavailableattheCenter!).ButUbuntuisalsoaversatileandflexibleOSthatgives
youoptions.Itallowsyoutoinstalladditionalsoftwarethroughalternativesources,keepyour
applicationsup-to-date,andevenuseWindowsapplications.Thisisexplainedlaterinthischapter,but
firstweneedtodelvealittledeeperintothetheorybehindUbuntusoftwaremanagementtounderstand
thoseprocessesbetter.

Software Installation Basics 
IftheUbuntuSoftwareCenterisamarvelforitsbeautyandsimplicity,theoverallUbuntusoftware
managementsystemisofnolessermeritinwhatitenables.TheCentertakesadvantageofyearsand
yearsofpreviousdevelopmentsthatmadeitpossible,suchastheintroductionofDebianpackages,the
apttool,andsoftwarerepositories.Let’slookatthoseelementsinalittlemoredetail.

FormatsofLinuxInstallationFiles
IfyouvisitthewebsiteofaparticularLinuxapplication,youmayfindthatit’savailabletodownloadina
numberofdifferentformats.Theprogramwillalmostcertainlybeavailableassource code—theoriginal
human-readabletextthatthedevelopercreated.Butitmightalsobeavailableasabinaryorapackage
file.

TipLinuxisn’ttheonlyOSforwhichopensourceprogramsarecreatedandused.Thereareopensource
projectsforbothWindowsandAppleMacintosh,manyofwhicharehostedatthehttp://sourceforge.netweb
site.Manyother,lesswidelyusedoperatingsystemsalsorelyonopensourcesoftwaretoagreaterorlesser
extent.UbuntusoftwareishostedinLaunchpad(https://launchpad.net),awebapplicationmaintainedby
Canonical,usedalsoforsoftwaredevelopmentandbugtracking.

HerearetheformatsbywhichLinuxsoftwareisusuallydistributed:

Source code:Programmerswritetheirsoftwareinvariousprogramminglanguages,suchasCand
C++,andthecodethatresultsisknownassource code.Tomakesourcecodeusable,itmustbe
compiledintoabinary.BecausethecornerstoneoftheLinuxphilosophyisthesharingofsource
code,you’llalmostalwaysfindthesourcecodeofaprogramavailableatthedeveloper’swebsite.
Youcanthendownloadandcompilethisonyourownsystem(or,ifyou’resoinclined,studythe
sourcecodetofurtheryourunderstanding).Althoughcompilingsourcecodeisn’tveryhardtodo,
it’smoreconvenienttodownloadeitherabinaryversionoftheprogramorapackage.

Binary files:Youmightfindthatready-madebinaryfilesareavailableatthedeveloper’swebsite.In
otherwords,theprogrammer(orathirdparty)hastakenhisorherownsourcecodeand,asa
servicetousersoftheprogram,compileditsothatit’sreadyforuseassoonasit’sdownloaded.For
example,thisishowLinuxversionsoftheMozillaFoundationsoftware,likeThunderbirdand

http://sourceforge.net
https://launchpad.net
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Firefox,arecurrentlydistributedifyoudownloadthemdirectlyfromwww.mozilla.com.Sometimes
binaryfilescomewithscriptstohelpyouinstallthem.However,inmostcases,yousimplyplacethe
filesinaconvenientlocationonyourharddiskandthenrunthemfromthere.

NoteInthecasesofbothsourcecodeandbinaryfiles,thefilesusuallycomeinatarball,whichisasingle
archivefilecontainingotherfiles.Atarballisn’t,bydefinition,compressed,butusuallyeitherthebzip2orgzip
toolisusedtoshrinkthefile,toeasetransportationacrosstheInternet.

Self-installing binaries:Somelargerprogramsaremadeavailableasself-installingbinaryfiles.This
comesveryclosetothewayWindowsworks,becausewhenthefileisexecuted,aGUI-based
installationwizardtakesyouthroughinstallation.Ifyoudownloadthestandardversionof
LibreOffice(thatis,notaversionpackagedforaparticularsystem)fromtheofficialwebsite
(www.LibreOffice.org),forexample,you’llendupwithasingle160MB+file,whichyouthensimply
executefromthecommandline.

Package files:Inmanycases,you’llfindthatapackagefileoftheprogramisavailable.Inthiscase,
someonehascompiledthesoftwarefilesandputthemalltogetherinasingle,easilytransported
file.Ubuntupackagefilesendwith.debfileextensions,butotherLinuxdistributionsuseother
packageformats,suchas.rpm(Fedora/RedHat,SUSELinux,andMandriva,amongothers).

NoteAsablanketrule,aninstallationpackagecreatedforonedistributionisn’tcompatiblewithanother.It’s
possibletouseaprogramcalledalienunderUbuntu,whichaimstoconvertpackagesbetweendistributionsand
differentpackageformats,butthisshouldbeseenasalastresortbecausetheresultsmaynotalwaysbe
satisfactory.You’llbebetteroffsimplyobtainingapackagespecificallydesignedforyourLinuxdistribution.

PackageManagement
Ofalltheprecedingformats,packagesarebyfarthemostcommonandpopularintheworldofLinux.
Ubuntuutilizespackages,asdonearlyallotherdistributions.Infact,theUbuntuinstallationDVD-ROM
containshundredsofpackages,anditsvarioussoftwarerepositoriescontainmanythousands.

Awell-implementedpackagemanagementsystemisabletoinstallprograms,upgradethem,and
uninstallthem,allwithjustafewkeystrokesorclicksofthemouse.Itvastlyreducestheamountofwork
requiredtogetnewsoftwareontoyoursystemandmakesmaintenancetaskssuchasupgrading
softwareeasytoo.

It’simportanttounderstandwhatanUbuntupackagefileactuallyisandwhatitcontains.With
Windows,aninstallation .exefileiseffectivelyapieceofsoftwarecombinedwithanarchiveoffiles.
Whenyouruntheexecutable,ittriggersasmallprogramcontainedwithinitthatthenunpacksthe
contentsofthefileandinstallsthemtotheharddisk.

Incontrast,packagefilesusedbyUbuntumerelycontaintheprogramfilesalongwithahandfulof
configurationscriptstoensurethatthesoftwareissetupcorrectly.Packagefilesareuselesswithoutthe
variouspiecesofsoftwarealreadyinstalledonthesystemthatareusedtomanipulatethemanddothe
hardworkofinstalling,removing,andqueryingthem.Thissoftwareisknownasthepackage 

http://www.mozilla.com
http://www.LibreOffice.org
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management system.InthecaseofUbuntu,thepackagemanagementsystemhastwocomponents:dpkg
andapt,whichwecoverlaterinthischapter.TheUbuntuSoftwareCenteritselfisalwaysworkingwith
packages,althoughyouneverseethem.

Theuseofapackagemanagementsystemhasanumberofbenefits.Thepackagemanagement
systembuildsitsowndatabase,soitknowsexactlywhatprogramsareinstalledatanyonetime.
Therefore,youcansimplyquerythedatabaseratherthansearchtheapplicationsmenuorharddisk.
Thepackagesystemalsokeepstrackofversionnumbers.Thisgivestheusermuchmorecontroloverthe
softwareonthesystem,anditmakesupdatingeasy.

Theuseofapackagemanagementsystemalsomeansthatifaprogramstartstoactstrangely,its
configurationfilescansimplyberefreshedbyusingthepackagemanager.There’snoneedtouninstall
andreinstallthesoftware,asissooftenthecasewithWindowsprograms.Thecleanwayinwhicha
packagemanageruninstallssoftwaremakesitveryeasytotryout,andremove,lotsofdifferentsoftware
withoutworryingaboutthestabilityofyourcomputer.

DependencyManagement
Oneofthekeyfeaturesofferedbyanypackagemanagementsystemisdependency management.Put
simply,thepackagemanagerensuresthatifyouinstallapieceofsoftware,anyadditionalsoftwareit
reliesontoworkproperlyisalreadypresentonthesystem.Itthesoftwareisn’tpresent,thepackage
managermusteitherresolvethesituationautomaticallyoraskyouwhattodo.

Sometimesthesoftwareyouwanttoinstallmightdependonotherprogramsonyoursystem,such
asapplicationsthatsimplyaddagraphicalfrontendtoshellapplications,butmoreoften,the
dependenciestaketheformofsystemlibraries.Ithelpsifyourealizethatnotallpackagescontain
softwarethatyou,asauser,willmakedirectuseof.Somepackagescontainnothingbutlibraryfiles—
sharedpiecesofcodethatareequivalentto.dllfilesunderWindows.ThekeylibraryonanUbuntu
systemistheGNUCLibrary,withoutwhichtheLinuxkernelcouldn’tfunction,whichisprovidedbythe
libc6package.Butpracticallyeveryprogramhasitsownneedswhenitcomestolibraryfiles,andthese
requirementsmustbehandledbythepackagemanager.

NoteOnereasonWindowsinstallationfilesareoftensolargeisthattheytypicallycomewithallthesystem
filestheyneed,incasethey’renotalreadypresentonthesystem.Thisdoesnotmakedependencyproblems
disappear,however.Third-partyapplicationinstallerssometimesoverwriteexistinglibrarieswithversionsthatare
incompatiblewiththerestofthesystem.

Dependencymanagementdoesn’tjustmeanaddinginpackagesthatapieceofsoftwareneeds.It
mightalsomeanremovingpackagesalreadypresentonyoursystem.Thismightneedtohappenif
they’reincompatiblewithnewsoftwareyouwanttoinstall,somethingthat’sreferredtoaspackage 
conflict.Inaddition,sometimesyoumightwanttoremoveapackagethatotherpackagesrelyon,a
situationknownasreverse dependency.Insuchacase,thepackagemanagermusteitherstopyoufrom
removingthatsoftware,toavoidbreakingthesoftwarethatdependsonit,orremovethereverse-
dependencypackagestoo.Inmostcases,thepackagemanagerasksyouwhattodo.
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DEPENDENCY HELL 

Ifyoutrytoinstallcertainsoftwarepackages,youwillverylikelyfindthattheydependonotherpackages,
suchassoftwarelibraries.Thesemustbeeitheralreadypresentonthesystemorinstalledatthesame
timeforthesoftwaretoworkcorrectly.Inmostcases,theSynapticPackageManagertakescareofall
this.

Dependency hell,whichisfarlesscommonthanitoncewas,comesaboutwhenchainsofdependencies
arise,whichistosay,whenaprogramyouinstallorremoveinvolvestheinstallationorremovalofseveral
other,apparentlyunrelatedpiecesofsoftware.Forexample,let’ssayyoudecidetomanuallyinstalla
programcalledOscar.Youdownloaditandtypethecommandtoinstallit,butyouarethentoldthatthis
dependsonanotherprogramcalledBigBird,whichisn’tinstalled.Fine,youthink,I’lljustdownloadand
addBigBirdtothesameinstallationcommand.ButitthentranspiresthatBigBirdhasitsown
dependencyofSnuffleupagus.Youdownloadandaddthattoo.Alas!Snuffleupagushasitsown
dependencyofMrHooper.

Thiscancarryonforsometime,andthisiswhyyoushouldusetheUbuntuSoftwareCentertoinstalland
removesoftwareandtrytostaywithinthestandardUbunturepositories(seethefollowingsection).Inthe
precedingexample,theUbuntuSoftwareCenterwouldaddinallthedependenciesautomaticallyand
downloadandinstallthematthesametime.

Dependencychainslikethisareaby-productofanypackagemanagementsystem.Thesolutionisoften
simple—justdon’tremovethesoftwarepackage.Afterall,harddisksareextremelylargenowadays,and
spaceisrarelyanissue,sothere’slittlereasontonothavesoftwarepackagesyounolongerneedhanging
around.

SoftwareRepositories
Asmentionedpreviously,dpkgandapttakecareofpackagemanagementwithinUbuntu.Thesetoolsare
takenfromtheDebiandistributionofLinux,onwhichUbuntuisbased.

DebianPackage,ordpkg,isthemostbasicpartofthesystem.It’susedtoinstallanduninstall
software,anditcanalsobeusedtoqueryanyindividualsoftwarepackages.It’slikethemanagerina
warehousewhoistaskedwithknowingexactlywhatboxeshavebeenstoredwhere.Themanager
doesn’tknowwheretheboxescomefrom,andhedoesn’tknowanythingaboutpackagesoutsidehis
warehouse.Hejustmanagestheboxesthataredeliveredtohimandthatarestoredinhiswarehouse.

dpkgisawareofdependencyissuesandwillrefusetofullyinstallapackageiftheothersitneeds
aren’talreadyinstalledorsuppliedatthesametime.Butitdoesn’thavethemeanstofixthesituation
automatically.Thisisakintothewarehousemanager’sinabilitytoordermoreboxesifheneedsthem.
That’snothisjob.He’lljusttellyouifboxesdeliveredtohimaremissingsomeoftheircomponents.

Becauseofthis,there’sanadditionallayerofsoftwarethatsitsontopofdpkgcalledtheAdvanced
PackagingTool,orapt.aptisverysophisticated.Itsjobistohandledependencymanagement.Tryto
installsomesoftwareusingapt,andanydependencyissueswillbeworkedoutforyou.

aptcandothisbecauseit’sdesignedtoworkwithsoftware repositories.Userscansearchandinstall
packagesfromthesecollectionsofsoftware.Moreoftenthannot,thesesoftwarerepositoriesareonline,
butthat’snotalwaysthecase.TheDVDsuppliedwiththisbookcontainsthebaseinstallationsoftware
repository,forexample.
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NoteAsyoumightalreadyhaveguessed,theUbuntuSoftwareCenterissimplyaGUIfrontendfortheapt
system.

It’simportanttonotethataptreliesonthedpkgsystemtotakecareoftheactualinstallation.
Effectively,dpkgandaptaretwosidesofthesamecoin.

Asyoumighthaverealized,thepackagemanagementsystemmeansthatLinuxsoftware
installation/removalisafundamentallydifferentpropositionthanhandlingsoftwareunderWindowsor
MacOSX.Ifyouwanttoinstallnewsoftware,thefirstplacetolookistheUbuntusoftwarerepositories.
TheonlinerepositoriescontainmostofthepopularsoftwareavailableforLinuxrightnow,allpackaged
forinstallationunderUbuntu.

It’scomparativelyrareforanUbuntuusertovisitawebsiteanddownloadapackagefilefor
installation,asisoftenthecaseforWindowsusers.Theonlytimethisnormallyhappensisifyoucan’t
findwhatyou’relookingforintheofficialrepositories.Stayingwithinthestandardrepositoriesmakes
problemslesslikely.

TipSoftwarerepositoriesdon’thavetobe“official,”orsanctionedbyUbuntu,tobeusedunderUbuntu.
Sometimesyoumightopttoaddrepositoriesthatcontainparticularsoftware,suchasmultimediarepositories.
ThismaybenecessarybecausemultimediaformatsareoftenlicensedundertermsthatUbuntudoesn’tagree
with,soitdeclinestoofferthissoftwarefromitsofficialrepositories.Bearinmindthatunofficialrepositories
aren’tnecessarilysafe.

Outofthebox,Ubuntucomeswithacoupleofsoftwarerepositoriesalreadyconfigured.These
allowyoutodownloadnewsoftwareandalsoupdatethesystemonline.Ubuntusoftwarerepositories
aresubdividedintovariouscategoriesandcomponents.

SOFTWARE VERSIONS 

BecausemostLinuxsoftwareisopensource,acuriousthinghappenswhenitcomestosoftwareversions.
Ratherthantherebeingjustone“official”versionofaprogram,suchaswithmostWindowssoftware
(whereyoumustdownloadtheofficialversionofthefile),manyindividualsandorganizationstakethe
sourcecode,compileit,andmaketheirownpackagefilesavailableforotherstouse.

Forexample,virtuallyallthesoftwareinstalledwithUbuntuhasbeencompiledbyUbuntudevelopers.This
meansitcanbequitedifferentfromwhat’s“officially”availableattheprogrammer’swebsite.Insome
cases,thesourcecodeistweakedtofixnotoriousbugsorapplyadifferentlookandfeeltothesoftware,
soitintegrateswiththedistribution.Oftentheconfigurationfilesarechangedsothatthesoftwareworks
properlyunderUbuntu,suchasintegratingwithothersoftwarepackages.



CHAPTER20INSTALLINGANDREMOVINGSOFTWARE

426

Theprogrammerbehindthesoftwaredoesn’tmindwhensuchthingshappen,becausethiswayof
workingispartandparcelofopensourcesoftware.Infact,theprogrammerislikelytoencouragesuch
tweaking.

Becauseofthis,thefirstplacetolookifyouwantanyadditionalsoftwareisnotthedeveloper’swebsite
buttheUbuntusoftwarerepositories.IfthepackageisavailableintheUbuntumaindistribution,you’llget
anofficiallysanctionedUbuntureleasethatwillfitinwiththerestofyoursystemandwon’trequiremuch,
ifany,additionalworktogetitupandrunning.

Categories of Repositories 

Regardlessofwhetherthey’reonlineoronaCD/DVD,Ubunturepositoriesarestrictlycategorized
accordingtothetypeofsoftwaretheycontain:

Main Distribution:ThisrepositorycontainsthepackagesthatarerequiredtoinstallUbuntu.This
repositoryusuallytakesitsnamefromthecodenameforthereleaseandisactivatedbydefault.For
Ubuntu11.04,themaindistributionrepositoryiscallednatty,afterthecodenameforthe11.04
release(NattyNarwhal).Inthepreviousrelease,themaindistributionrepositorywascalled
maverick,andthenextversion(OneiricOcelot)willhavetheoneiricrepository.(Formoredetails
onUbuntucodenames,seehttps://wiki.ubuntu.com/DevelopmentCodeNames.)

Security Updates:Sometimessecurityflawsaresoseriousthattheyneedtobefixedimmediately,
withinaslittleas24hoursofbeingdiscovered.Ifso,thepackagesconcernedwillbeplacedonthis
server.TheSecurityUpdatesserverisn’taboutnewversionsorfunctionality.It’saboutfixing
securityholesrapidly.Thisrepositoryisalsoactivatedbydefaultandisnamedafterthemain
releasetitle.Inthecaseof11.04,thismeanstheSecurityUpdatesrepositoryiscallednatty-
security.

Recommended Updates:ThisrepositorycontainsnewerversionsofthepackagesintheMain
Distributionrepository.LikeSecurityUpdates,thiscategoryalsooffersbugfixes,butthesefixes
aren’turgentandareoftenmoresubstantialthanquickpatchestofixacriticalbug.Itisnamedafter
themainreleasetitle.Inthecaseof11.04,itiscallednatty-updates.

Proposed Updates:Thisisaspecialcategorybywhichtestingreleasesofupdatesaremadeavailable.
There’snoreasontousethiscategoryunlessyouwanttotestpackagesandhelpfixbugs(formore
information,seehttps://wiki.ubuntu.com/HelpingWithBugs).Thiscategoryisnotactivatedby
default.Itisnamedafterthemainreleasetitle,sointhecaseof11.04isnamednatty-proposed.

Unsupported (Backport) Updates:TheBackportsserverallowsaccesstosoftwarethat’sintendedto
gointothenextversionofUbuntubuthasbeenpackagedforthecurrentversion.Thissoftware
mightnothavebeentestedthoroughlyandsoissuitableonlyforneophiliacsorthosewho
absolutelyneedthelatestversion(perhapsbecauseofavitalnewfeatureitoffers).Thiscategoryis
notactivatedbydefault.Asbefore,itsnameisderivedfromthemainrelease,sointhecaseof11.04
iscallednatty-backports.

Repository Components 

Inadditiontothecategorieslistedintheprevioussection,theUbunturepositoriesarefurthersplitinto
components(effectivelysubsections)accordingtohowessentialthesoftwareistoabasicUbuntu
installationorthelicensethatthesoftwareuses.Herearethecomponentsunderwhichsoftwareis

https://wiki.ubuntu.com/DevelopmentCodeNames
https://wiki.ubuntu.com/
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typicallyfiledwithinarepository(althoughyoushouldnotethatathird-partyrepositorymighthaveits
ownnamesforrepositorycomponents,andtheymightvaryfromthislist):

Main:Thissectioncontainsnearlyallthesoftwarethat’sfeaturedinabasicUbuntuinstallation.As
such,it’sallfreesoftware,andeverypackageissupportedbyCanonical,thecompanythatoversees
theUbuntuproject.Thatmeansthatupdatesarefrequentlyprovidedtofixsecurityholesorsimply
tokeepupwithlatestreleases.

NoteFree softwarereferstosoftwarethat’slicensedbyusingoneoftheschemesrecognizedbytheFree
SoftwareFoundationasbeingfree.ThemostcommonexampleistheGNUPublicLicense(GPL).Itdoesn’t
necessarilymeanthatthesoftwareisfreeofcharge,althoughthat’snearlyalwaysthecase.

Universe:Thissectionmightbereferredtoas“therest,”becauseitcontainsthemajorityoffree
softwareavailableatthepresenttime.MuchofitisborrowedfromthemassiveDebiansoftware
repository,althoughthepackagesaresometimestweakedtoworkcorrectlyunderUbuntubefore
beingmadeavailable(somepeoplewhocreateDebianpackagesalsocreatetheUbuntu
equivalents).UnlikeMainandRestricted,theUniversesectionisnotofficiallysupportedbythe
Ubuntuproject,whichmeansthere’snoguaranteethatsecurityflawswillbefixed.Noristhereany
guaranteeofupdates,althoughmostpackagesareusuallyupdatedregularly.

Restricted:AlthoughUbuntuismostlyfreesoftware,itmustincludesomedriversreleasedonlyin
binaryform(thatis,proprietary)andthat,therefore,havelicenseagreementsthatarenot
compatiblewiththegoalsoffreesoftware.That’swhatyou’llfindinthissection.Somehardware
simplywon’tworkfullywithoutsoftwarefromtheRestrictedsection.

Multiverse:AswiththeRestrictedsection,hereyou’llfindsoftwarethat’sreleasedunderasoftware
licenseincompatiblewitheithertheletterorspiritoffreesoftware.However,unlikethesoftwarein
theRestrictedsection,noneofthesoftwareinMultiverseisconsideredessentialtoadefaultUbuntu
installation.

Source Code:Thissectioncontainssourcecodepackages.Unlessyou’reasoftwaredeveloperorare
thinkingofbecomingone,thissectionwon’tbeofmuchinterest.

Partner:ThisrepositorycontainssoftwareofferedbyvendorswhohavepartneredwithCanonical,
thecompanythatsponsorsthedevelopmentofUbuntu.Thissoftwareisusuallycommercialand
proprietary(thatis,notopensource).Thepreciselistofsoftwarepackagesoffereddiffersfrom
releasetorelease,butpastexampleshaveincludedvirusscanners,mediaplayers,andcommercial
serversoftware.

Nowthatwe’vecoveredthebasicsofLinuxsoftwareinstallation,it’stimetotalkaboutadditional
toolsusedtomanagesoftwarethatwillenableyoutoperformadvancedtasks.

DECODING PACKAGE FILENAMES 

Althoughthefilenamesofpackagesmightseemlikecrypticmumbo-jumbo,theyactuallytellyouagreat
dealaboutthefile.Let’stakealookatthepackagefileoftheEyeofGNOMEimageviewertoexplainthis:



CHAPTER20INSTALLINGANDREMOVINGSOFTWARE

428

eog_2.21.92-0ubuntu1_i386.deb 

Thefirstelementofthefilenameisthenameoftheprogram.Inthiscase,EyeofGNOMEhasbeen
abbreviatedtoeog.Abbreviationslikethisarequitecommon,becausetheydecreasethelengthofthe
filename.Butit’simportanttonotethattheywillbeconsistent.ForaslongasEyeofGNOMEissupported
asapackageunderUbuntu,itspackagefilenamewillalwaysbeginwitheog.

Followingthenameofthepackageistheversionnumberoftheprograminquestion:2.21.92-0.Thisis
almostalwaystheversionnumberthatwillappearifyouclickHelpAboutwhentheprogramisrunning
andistheversionnumberdecidedonbythedeveloperwhocreatedthesoftware.

Aftertheversionnumberisthewordubuntu,whichindicatesthatthisisapackagethathasbeencreated
specificallyfortheUbuntudistributionofLinux.Thenyouseethebuildversionnumberofthepackage:1.
ThisisUbuntu’sownversionnumber,indicatinghowmanytimesthepackagehasbeenbuilt(created)by
theUbuntuteam.Sometimesit’snecessarytoreleaseanupdatedbuildofthesameversionofaprogram
inordertocorrectanerrorthatwasaccidentallyintroducedintheprecedingbuildversion.Sometimesthe
programispatchedbytheUbuntuteamtosupportanewfunction.

AfterUbuntu’sbuildversionnumberistheplatformonwhichthepackagewillrun.Inthiscase,i386
indicatesthatthepackagewillrunonallx86-basedprocessors,from80386upward(the486,Pentium,
PentiumII,AMDprocessors,andsoon).Sometimesyoumightseei686,whichmeansthatthepackage
hasbeenoptimizedforPentiumProchipsandabove(PentiumII,III,IV,andAMD’sAthlonrangeofchips).If
thepackageiscreatedfor64-bitdesktopprocessors,amd64willappearthere.Somepackagesareforall
architectures.

Optimizedversionsofpackagesforparticularprocessorsareusedonlywhentheymightbringa
performanceboost.Forexample,therearei686versionsoftheLinuxkernelandthelibc6library.Even
ordinaryprograms,likeLibreOffice,canbeoptimizedfortheirarchitectures,butthemajorityofpackages
thatareusedunderUbuntuhavethei386designation.

Advanced Application Management 
Theremaybetimeswhenyouneedtoperformmoreadvancedtasksthanjustinstallingorremoving
software.Youmightwanttohavemorecontroloverwhatyouinstall,orenableadditionalsoftware
repositoriesnotincludedbydefault.Youcanupdateyourinstalledsoftwaretousealwaysthemost
recentversion.OryoumightneedtoinstallsoftwaremanuallyfromaDebianpackage.Inthissectionwe
willlookatthoseandothertasksindepth.

Managing Ubuntu Software Options 
Youcanmanagewhatcomponentsoftheofficialrepositoriestomakeavailabletodownloadinyour
catalogbyusingtheSoftwareSourcestool,whichyoucanselectfromtheEditmenuinUbuntuSoftware
Center.

TheUbuntuSoftwaretabisshowninFigure20-4.Hereyoucan:
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• SelecttherepositorycomponentsdownloadablefromtheInternet.Youcan
choosetomakeavailablethemain,universe,restricted,andmultiverserepository
components,aswellasthesourcecodeoftheapplications(whichyouwillrarely
need).Wehavealreadytalkedaboutthosecomponents.

• Selecttheserverfromwhichyouwilldownloadapplications.IfyouselectOther…
fromthedrop-downlist,youwillseeaseriesofserversfromallaroundtheworld.
Ifyouareunsurewhichserverbestsuitsyourneeds,clicktheSelectBestServer
buttonandthesystemwillstartcheckinghowlongittakesforeachlistedserverto
respondtoitsrequests,todeterminewhichoneisthebestselection.

• SelecttheInstallablefromCD-ROM/DVDoptionifyouwanttoinstallsoftware
availabledirectlyintheUbuntuCDorDVD,withoutanInternetconnection.This
sourcewillbelistedintheUbuntuSoftwareCenterundertheGetSoftware
element.

ClickClosewhenfinished.
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Figure 20-4. The Ubuntu Software tab at the Software Sources tool 

Adding Software Sources 
OthersourcesofsoftwareavailableforUbuntuareouttherethatyoumightneedorliketosetup.You
canaccessthemusingtheOtherSoftwaretabintheSoftwareSourcestool,showninFigure20-5.
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Figure 20-5. The Other Software tab at the Software Sources tool 

BydefaultyouwillseetheCanonicalpartnerrepositories,ofwhichthemaincomponentisselected
andthesourcecodecomponentisnot.ThisisthesoftwaresourcelistedunderCanonicalPartnersinthe
UbuntuSoftwareCenter.YoucanalsoaddPPAsandothersoftwaresources.

ThePPAsorPersonalPackageArchivesarerepositorieshostedbyCanonicalinitsLaunchpad
service,onbehalfofthird-partydevelopers.AdevelopercanactivateaPPA,andLaunchpadwill
generateauniquekeytosignanypackagecontainedinthatPPA.Thedevelopercanthensubmitthe
sourcecodeforitsapplications,andthepeopleatCanonicalbuildthebinariesandpackagesneededto
installtheapplication.UbuntuusersbenefitsfromthiscollaborationbecausetheycanaddthosePPAs
totheirsoftwaresourcesandinstalltheapplicationswithUbuntuSoftwareCenter.Notethatthe
softwarecontainedinaPPAisconsidereduntrustedbyCanonical,soextracareshouldbetaken.

FollowthesestepstoaddaPPAtoyoursoftwaresources:

1. FirstyouneedtofindtherightPPA.YoucansearchforPPAsatthePPAsmain
page,https://launchpad.net/ubuntu/+ppas,orbrowsetoaPPAdirectlyifyou

https://launchpad.net/ubuntu/+ppas
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knowitsURL(itwillalwaysbecontainedinthesamesite).Forexample,the
Chromiumwebbrowser’sdailybuildishostedin
https://launchpad.net/~chromium-daily/+archive/ppa.

2. LocatetheAddingthisPPAtoyourSystemsection.Youwillseetheaddressof
thePPAintheformatppa:<software_name>/ppa.Forexample,forChromium
dailybuilditisppa:chromium-daily/ppa.Copythattexttotheclipboard.

3. OpentheSoftwareSourcestoolandaccesstheOtherSoftwaretab.Pressthe
AddbuttonandpastethePPA’saddressintheAPTlinetextbox.PressAdd
Source.YouwillseeaURLfortheaddedPPA.

4. ThekeygeneratedbyLaunchpadforthatPPAwillalsobeimported,asyoucan
seeintheAuthenticationtabinSoftwareSources(youwillseeanentrycalled
Launchpad PPA for <software_name>)

5. ClickClose.Thecataloginyourharddiskwillbeupdatedtotakeintoaccount
thenewsoftwaresource.

Nowthatthecatalogisupdated,thesoftwareavailableatthatPPAcanbeinstalledbyusingthe
UbuntuSoftwareCenter.YouwillseeanentryforthePPAunderGetSoftware.

Youcanalsoaddsoftwaresourceshostedatotherservices.Youneedtoknowtheservernameand
thecomponentname.GototheOtherSoftwaretab,clicktheAdd…button,andfilltheAPTlinefield
withtheinformationoftherepository,usingthefollowingformat:

deb http://<server>/<repository> natty <component> 

ClickAddSourceandthenClosetoaddthesourcetothecatalog.

Managing Software Updates 
Asimportantasinstallingsoftwareiskeepingitup-to-date,toavoidsecuritybreachesandtotakefull
advantageofnewfunctionalityasitisadded.Ubuntucanautomaticallytakenoticeofsoftwarethathas
beenupdatedintherepositoriesorsoftwaresourcesitknows,andletsyouchooseyourcourseofaction.
ThisisconfiguredbyusingtheUpdatestaboftheSoftwareSourcestool,shownintheFigure20-6.

https://launchpad.net/~chromium-daily/+archive/ppa
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Figure 20-6. The Updates tab at the Software Sources tool 

Hereyoucan:

• SelectthetypeofUbuntuupdatetoallow:Importantsecurityupdates(natty-
security),recommendedupdates(natty-updates),pre-releasedupdates(natty-
proposed)andunsupportedupdates(natty-backports).Wediscussthemearlierin
thischapter.

• Configurehowoftentocheckforupdates(daily,everytwodays,weeklyorevery
twoweeks)andwhattodowhennewversionsarefound:toinstallsecurity
updateswithoutconfirmation,todownloadallupdatesinthebackground,orto
onlynotifywhennewversionsareavailable.
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• UbuntuwillletyouknowwhenanewversionoftheOSitselfismadeavailable
(whichiseverysixmonths!).Youcanselecttobewarnedabout“Longterm
support”(LTS)releasesonly(whichhappenseverytwoyears),forallnormal
releases,orneverbewarned.

Onceyouhaveconfiguredtobenotifiedaboutsoftwareupdates,itwillbeashortwhileuntilyouare
promptedtoinstallthem.YoucandosobyopeningtheUpdateManager,atoollocatedattheSystem
sectionoftheApplicationmenuandshowninFigure20-7.



Figure 20-7. Ubuntu Update Manager 

There’sthelistofavailableupdates,eachwithacheckboxnexttoitthatindicateswhetheryouwant
toinstalltheupdateornot.Itisalwaysrecommendedtokeepyoursoftwareup-to-date,oratleastto
installtheimportantsecurityupdatesassoonaspossibletoavoidfutureproblems.
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ClickingtheCheckbuttonforcesaresynchronizationofthesoftwarecatalogtoverifythatthereare
nonewupdatestoinstall.Onceyouhavereviewedalltheupdates,youcanclicktheInstallUpdates
buttonandproceedwiththetask.

The Synaptic Package Manager in Depth 
TheSynapticPackageManageriseffectivelyagraphicalfrontendfortheaptsystemandwasthe
preferredGUIapplicationpriortotheUbuntuSoftwareCenter.AlthoughSynaptichasbeenreplacedas
theprimarysourceforsoftwareinstallation,itcanstillbeusefulifyouneedmorecontroloverthe
specificpackagesthatgetinstalledintoyoursystem.WhileUbutuSoftwareCenterisagreattoolfor
installingapplications,youmayfeelmorecomfortableinstallingsystemlibrariesorotherfileswith
Synaptic.Youcanuseittosearchforandinstallsoftware.Tostartthisprogram,opentheApplication
menu,filterbytheSystemcategory,andselectSynapticPackageManager.

SearchingforSoftware
Beforesearchingforsoftware,it’salwaysagoodideatorefreshthepackagedatabase.Thisdatabase
describesthesoftwarecontainedintherepositories,anditisheldonyourharddisk.Justclickthe
ReloadbuttonontheSynapticPackageManagertoolbartograbthelatestpackagelistsfromthevarious
repositoriesyou’resubscribedto(whichareinyourSoftware Sources).Reloadingcantakeafew
minutesonaslowconnection,butitensuresthatyouhaveaccesstothelatestsoftwarewithinthe
repositories.

Youcansearchforsoftwareinthreeways:

Ultra-quick:Forafuss-freeinstantsearch,clickanyentryinthelistofpackagesandthensimply
starttyping.Thiswillmatchwhatyoutypeagainstthepackagenamesandsortthelistdynamically
asyoutype.Thisdoesnotletyousearchthroughdescriptionsforkeywords,however.

Quick:BytypingyoursearchtermintotheQuickSearchfieldonthemaintoolbar,youcansearch
throughpackagenamesanddescriptions.

In-depth:Foranin-depthsearch,whichletsyousearchalltheinformationcontainedwithin
packages,clicktheSearchbuttononthetoolbar.Bydefault,thissearchesthroughbothpackage
namesandthedescriptions,butbyclickingtheLookIndrop-downlist,youcanselecttosearchby
otherinformation,suchastheversionnumber.Youcantypeeitherthespecificprogramnameora
keywordthatmaybewithinthedescription.Forexample,ifyouarelookingforgraphicsdriversfor
yourNvidiacard,butyoudon’tknowthenameofthepackagethatcontainsthem,youcantype
nvidia.

TipYoudon’tneedtotypewholewordsinthesearchfield.Youcantypepartofawordor,morecommonly,the
wordinashortenedoralternateform.Forexample,ifyou’relookingforane-mailclient,itmightbemorefruitful
tosimplytypemail clientorevenjustmail.Thiswillthenreturnresultscontaininge-mail,mail,mailing,andsoon.

ByclickingtheSettingsFiltersbutton,youcanenhanceyoursearchresultsbycreatingafilterthat
removespackagesfromresultsthatdon’tmeetyourrequirements.Youcanfilterbycriteriasuchas
whetherthesoftwareisalreadyinstalled,whetherit’snewintherepository,andmuchmore.It’s
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advisabletoclicktheNewbuttontocreateyourownfilterbeforestarting,asshowninFigure20-8,
ratherthaneditingonethat’salreadythere.Afterafilterhasbeencreated,youcanapplyafilterto
searchresultsbyclickingtheCustomFiltersbuttonatthebottomleftofthemainprogramwindow,and
thenclickingthenameofyourfilterinthelist.



Figure 20-8. Filters can be used to trim the list of search results according to certain criteria. 

OneuseoffilteringistoremovethecheckalongsideInstalledsothatyoucanremovefromthe
searchlistanypackagesthatmightbealreadyonyoursystem.

NoteFilteringcanhelpreducethenumberofsearchresultsifyouuseagenericsearchterm,butdon’tforget
todeactivatefilteringwhenyou’refinished.Todoso,clickAllatthetopofthefilterslist.

Inthesearchresults,anypackageswiththeUbuntusymbolnexttothemaresupportedpackages,
whichistosay,they’refromtheMainorRestrictedsoftwarerepositories,asopposedtoUniverse,
Multiverse,orathird-partyrepository.Therefore,futureupdatesarelikelytobeoffered.

Ifthecheckboxisgreen,thatmeansthepackageisalreadyinstalled.Astarnexttothecheckbox
meansthepackageisnew.YoucanviewthecompleterangeofSynapticiconsbyclickingHelpIcon
Legend.

ByclickingtheGetScreenshotbuttonatthetopofthedescriptionpanel,youcanviewathumbnail
screenshotoftheapplication,ifoneisavailable.Thiscanhelpidentifywhetherthesoftwarewillfulfill
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yourneeds.Clickingthethumbnailwhenitappearsdownloadsafull-resolutionrenditionofthe
screenshot.

Beawarethatnotallapplicationspresentlyhavescreenshots.Some—suchassystemsoftwareor
command-lineprogramsthatlackauserinterface—willneverhavescreenshotsbecause,quitesimply,
thereisnothingtosee.

InstallingSoftware
WhenyouclickthecheckboxnexttoapieceofsoftwareinthesearchresultsandselectMarkfor
Installation,theprogramwillbequeuedforinstallation,whichwilltakeplaceassoonasyouclickthe
Applybuttononthetoolbar.Iftheprogramhasanyuninstalleddependencies,you’llalsoseeadialog
boxaskingyoutoconfirminstallingthoseaswell.Ifyouagree,theseareautomaticallyaddedtothelist
ofpackagestobeinstalled.

Additionally,ifyouright-clickthefileandselectMarkSuggestedforInstallationorMark
RecommendedforInstallation,you’llseealistofprogramsthat,althoughnotessentialtotherunningof
theprograminquestion,willenhanceitsfeaturestosomedegree.Forexample,ifyouchoosetoinstall
theVLCmediaplayerprogram,it’salsosuggestedthatyouinstallmozilla-plugin-vlc,sothatVLCcan
beusedasaplug-inforplayingmediafilesinFirefox.Youdon’thavetoinstalltheserecommended
programs;thesoftwarewillrunfinewithoutthem.Butitcanoftenberewardingifyoudoso.

NoteIfthesoftwareintherecommendedandsuggestedlistsisgrayedout,thatmeansit’salreadyinstalled.
It’salsopossiblethatthepackagedoesn’thaveanyrecommended/suggestedpackages.

AftermakingyourselectionandclickingtheApplybuttononthetoolbar(bearinmindthatyoucan
installmorethanonepieceofsoftwareatonce),you’llseetheSummarydialogbox,asshowninFigure
20-9.Hereyou’reonceagainaskedtoconfirmwhatneedstobeinstalled.Ifanysoftwareneedstobe
removedinordertohandledependencyissues,you’llbetoldaboutthistoo.Additionally,underthe
Summaryheading,you’llbeshownthetotalsizeofthefilesthatwillbedownloaded,aswellasthespace
requiredonyourharddisk.
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Figure 20-9. Before any software is installed by the Synaptic Package Manager, you’ll be told what it is and 

asked to confirm the choice. 

AttheverybottomoftheSummarydialogbox,you’llseeacheckboxmarkedDownloadPackage
FilesOnly.Asitsuggests,thiswilldownloadbutnotinstallthepackages.Ifyouthenselectthepackage
forinstallationagaininthefuture,youwon’tneedtodownloadit,andinstallationwillbealmost
instantaneous(unlessanewerversionofthepackagehasbeenreleased,inwhichcasethenewerversion
willbedownloadedandinstalled).

IfyouseeanUnchangedheadingintheSummarydialogbox,thismeansthatthereareseveral
systemupdatesavailablethatyouhaven’tselectedforinstallation.Toinstallthesystemupdates,click
CancelandthenclicktheMarkAllUpgradesbuttononthetoolbar.ThenclickApplyagain.Youwillthen
seetwoseparateheadingsintheSummarydialogbox:onelistingtheupgradesandonelistingthenew
packagesyou’veselectedtoinstall.
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NoteOfcourse,youcanopttoignorethefactthatupdatesareavailableandsimplygoaheadwithinstallation.
Installingupdatesassoonaspossibleisadvisedbutnotenforced.

METAPACKAGES 

SoftwaresuchastheGNOMEdesktopactuallyconsistsofanumberofprogramsandsystemlibraries,
ratherthanonesinglepieceofsoftware.Therefore,youmightbewonderinghow,asjustoneexample,you
mightinstalltheKDEdesktopunderUbuntu11.04.Isitnecessarytoinstalleachcomponent’spackage
manually?

Intheory,dependencymanagementshouldbeabletohelp,andyoushouldbeabletoselectonekeypart
oftheKDEdesktopsystem,suchastheKonquerorfilebrowser,andhavetheSynapticPackageManager
takecareoftherest.Afterall,KonquerorwillbedependentonotherKDEpackages.

Alas,thisrarelyworksinreality.InstallingKonquerorinthiswaywillindeedinstallmuchoftheKDE
desktopsuite,butnoteverything.Konquerorisn’treliantonKate,forexample,whichisthedefaulttext
editorunderKDE.Andalthoughthepackageswillbeinstalled,there’snoguaranteethatthey’llbe
configuredtoworkcorrectlyasadesktopenvironment.

Metapackagesprovidethesolution.Thesearepackagesthatcontainconfigurationfilestoensurethatthe
fullrangeofsoftwareisinstalledandconfiguredcorrectly,andtheyalsohaveextensivelistsof
dependenciesthatincludethecompletesetofpackagesforthesoftwareinquestion.(Themetapackage
forKDEiskdebase,butifyouwantthefullKubuntuexperience,youshouldinstallthekubuntu-desktop
metapackage.)

Alongsidedesktopsuites,otherexamplesofUbuntumetapackagesincludetheLibreOfficeofficesuite,
wherethemetapackageensuresthatallthecomponentsofthesuitecanbeeasilyinstalled,andtheX.org
graphicalsubsystem.Toseewhatmetapackagesareavailable,simplysearchformetapackagebyusing
theSynapticPackageManagerortheUbuntuSoftwareCenter.

RemovingSoftware
Toremoveapieceofsoftware,searchforitbyname,clickthecheckboxalongsideit,andthenselect
MarkforRemoval.Thiswillremovethesoftwarebutleavebehindanyconfigurationfilesitcreated.This
meansyoucaninstallitagaininthefuture,anditwillfunctionasitdidbeforeremoval.However,you
canalsoselectMarkforCompleteRemoval,whichwillremovetheconfigurationfiles.

Aswithinstallingsoftware,theSynapticPackageManagerattemptstomanagedependencieswhen
youremovesoftware,butinthiscase,itenforcestheremovalofanysoftwarethatexplicitlyreliesonthat
software.

Oftenthesolutionissimplynottoremovethesoftwarepackage.Afterall,modernharddiskshave
hugecapacities,andit’sunlikelythepackagewilltakeupmuchroom.
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Manually Installing Using Ubuntu Software Center 
InpreviousversionsofUbuntu,youhadtousedifferenttoolstoinstallsinglepackagesthatyou’ve
sourcedyourselforthatyou’veacquiredfromsomewhereelseontheInternetintheformofadebfile.

Now,therecommendedanddefaultmethodistousethesameUbuntuSoftwareCenterthatyou
usetoinstallsupportedapplications.

Asanexample,youcaninstallVirtualBox,thevirtualizationsoftwarefromOracle.Goto
http://www.virtualbox.org/wiki/Linux_DownloadsandselectthedownloadforyourversionofUbuntu.
Choosetosavethefiletoalocaldirectory,whichbydefaultistheDownloadsfolder.

Whenyouright-clickadebfile,thedefaultoptionisOpenWithUbuntuSoftwareCenter.Selectthis
optionandyouwillbetakentothedetailsoftheapplication,whereamessagewillwarnyoutoinstall
thispackageonlyifyoutrustitsorigin.Inthiscaseyoucan,soclickInstall.

Ifthedependencypackagesarenotavailableintherepositories,theInstallbuttonisinactive,and
themissingdependencieslisted.Intheoryyoumustnowsourcethemissingdependenciesmanually,
butitisverylikelythat,iftheyarenotavailableintherepositories,thepackageinquestionjustisn’t
intendedforeithertheversionofUbuntuyou’reusing,orevenforUbuntuitself(itmightbeapackage
designedforadifferentderivativeofDebian,forexample,orevenDebianitself).

If,ontheotherhand,thesoftwarepackageexistsonthestandardrepositories,UbuntuSoftware
Centerwillrecommendthatyouinstallitfromthereinsteadoffromanuntrustedsoftwaresource.If
thatisthecase,itiswisetofollowitsadvice.

Installing Windows Applications with Wine 
Thousandsoffreeapplications.Easetoinstall.Whatifthisisn’tenough?Whatifyoujustneedthat
Windowsapplicationtodosomespecialtask?AswitheverythinginUbuntu,there’sasolutionforthat.

ThesolutionisWine.Wine(arecursiveacronymmeaning“WineIsNotanEmulator”)isasoftware
layercapableofrunningWindowsapplicationsonLinux.Theprojectbeganasearly(inLinuxlifetime)
as1993,asawayofsupportingWindows3.1applicationsonLinux.Todaytheneedofthiskindof
supportismoreapparentthanever,soWineshouldbeoneofyourbiggestalliesinyourmoveto
Ubuntu.

Whyisitsoimportant?GiventhefactthatWindowsisthemostpopulardesktopOS,itisafactthat
therearemanyapplicationsthataredevelopedtoworkonlywiththatplatform.It’ssadbutit’salsotrue.
SomanyusersfeeltrappedinanexpensiveOSwhichtheydon’twantjustbecausetheyneedtorunan
application.Itshouldn’tbethatway.There’stheclassicchickenandeggdilemma:fewpeopleuseLinux
becauseoflackofapplications;developersdon’tporttheirapplicationstoLinuxbecausetherearenot
enoughusers.Wineisthetoolforbreakingthisviciouscircle.

InstallingWineisfairlyeasy.InstallingWindowsapplicationstorunontopofit,ontheotherhand,
canbequitechallenging.Noteverythingworksout-of-the-boxasyouwouldlike.Wineisjustatoolthat
isincontinuousdevelopmentandthattakesagreatdealofinputfromitsusers.TheWinecommunity
deservesmuchcreditforevaluatingandreviewingapplications.

ManyusersaroundtheworldtrytoinstallWindowsapplicationsonLinuxbyusingWineandshare
theirexperiencesinhttp://appdb.winehq.org.Notsurprisingly,themosttestedapplicationsareactually
games!

WewillexaminenowhowtoinstallWine,howtomakeitsinitialconfiguration,andhowtoinstalla
sampleapplication.Ifyouhaveaprogramthatyou’dliketoseerunninginyournewUbuntudesktop
computer,werecommendbrowsingtheApplicationsDatabaseforadviceonhowtomakeitrun.There
aremorethan10,000applicationsinthedatabase,soitisverylikelythatyouwillfindyours.

http://www.virtualbox.org/wiki/Linux_Downloads
http://appdb.winehq.org
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InstallingandConfiguringWine
WinecanbeeasilyinstalledusingtheUbuntuSoftwareCenter.JustsearchfortheapplicationWine
MicrosoftCompatibilityLayer(ifyousearchforWineitwillbethefirstofthelist)andclickInstall.As
always,youwillbepromptedforyourpasswordtobegintheinstallation.

Duringtheinstallationprocess,itwillinstalltheMicrosoftCoreFontsiftheyarenotalreadypresent
onyoursystem.ThosefontswerepartofaMicrosoftprojectthatintendedtocreatestandard
typographyfortheInternet.

Oncetheinstallationhasfinished,somenewoptionswillbeavailable;youcanfindthembytypinga
partofthenameintheApplicationsLauncher:

Browse C: Drive:WementioninChapter10thattheUbuntufilesystemisdifferentfromthatof
Windows,inthatitdoesn’tuseletterstoidentifydrives.Sowhat’sthisC:drive?Itisavirtualfolder
thatWinecreatestomakeWindowsapplicationsfeelmoreathome.Winecreatesahidden.wine 
folderinyourhome,andadrive_c folderinsideof.wine.Windowsapplicationsbelievethatfolder
istherootoftheC:drive.

Configure Wine:ThistoolallowsyoutoconfigureWine.YouwillbeabletoselecttheOSthatbest
supportsanapplication,anddoadvancedtasksasaddingsystemlibraries,selectingthegraphic
settings,addingdrivesorconfiguringaudio.Thisisthetoolthatwillhelpyoutweakyour
applicationstomakethemwork.

Uninstall Wine Software: ThisistheWineversionofAdd/RemovePrograms.Fromhereyoucan
installorremoveWindowssoftwaretoUbuntu.

InstallingaWindowsApplication
NowthatWineisupandrunning,youcaninstallyourWindowsapplications.

Thebestwaytolearnhowtodoitisbygivingyouanexample.Itisreallyeasytodo,andon
occasionitworksoutofthebox.Ifitdoesn’t,youshouldconsulttheAppDBorotherforumsbecause
otherpeopleverylikelyhavehadthesameproblems.

InthisexampleweinstalltheapplicationNotepad++,aNotepadreplacementusedbymany
developerstowritesourcecode.Itisaneasy-to-installapplicationthatwillserveourendswell.Those
arebasicinstructionsthatwillworkwellwithmostsimplesoftware.Youwillbeabletoaccommodate
themtothesoftwareyouwanttoinstall.Soherewego:

1. OpenFirefoxandgotothesitehttp://notepad-plus-
plus.org/download/v5.9.2.html.ClicktheNotepad++v5.79.2Installer.Save
thefiletodisk.

2. GotoyourDownloadsfolder(thisiswhereFirefoxstoresthefilesitgetsfrom
theInternet)andright-clicktheinstalleryoujustdownloaded.Openthe
PropertiesdialogboxandinthePermissionstabcheckthe“Allowexecuting
fileasprogram”box.ClickClose.

3. Right-clickthefileandselecttheoptionOpenwithWineWindowsProgram
Loader.

4. Thenormalinstallationwizard,familiartoallWindowsusers,willshowup.
Followituntiltheapplicationisinstalled.

5. Voila!Theapplicationisnowinstalled.Itwillopenautomatically.Fromnow
onyouwillfinditfromtheApplicationsLauncherintheUnityPanel.

http://notepad-plus-plus.org/download/v5.9.2.html
http://notepad-plus-plus.org/download/v5.9.2.html
http://notepad-plus-plus.org/download/v5.9.2.html
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Whenyou’repositivethatyouwillnolongerneedtheapplication,youcanremoveitfromyour
systemwiththeUninstallWineSoftwaretool.SelecttheapplicationfromthelistandpresstheUninstall
button.Followthewizardtouninstalltheapplication.

Inthisway,installingWindowsapplicationsseemsquitestraightforward.Insomecases,though,it
isn’tsoeasy.Fortunatelythere’salwaystheUbuntucommunitytohelp!

Installing from Source 
Someyearsago,theonlywaytoinstallmanysoftwarepackagesinaUNIXsystemwasfromsourcecode,
aprocessknownascompiling.Thiswasbecausemostpeopleeditedthesourcecodethemselves,orat
leastlikedtohavetheoptionofdoingso.Nowadays,innovationssuchastheDebianpackage
managementsystemmakecompilingallbutredundantfortheaverageuser.Butknowinghowto
compileaprogramfromsourceisstillagoodLinuxskilltohave.Insomecases,it’syouronlyoptionfor
installingcertainprograms,becauseyoumaynotbeabletofindapackagedbinaryorbecausethe
packagershavenotyetcreatedbinaryversionsoftheirlatestcutting-edgerelease.

Programcompilationisusuallyhandledatthecommandprompt,somakesureyoureadAppendix
Abeforemovingforward.It’snotthekindofthingyouwoulddoviaaGUIprogram.

InstallingtheCompilerTools
Beforeyoucancompilefromsource,youneedtoinstallseveralitemsofsoftware:themakeprogram,
whichoverseestheprocessofcreatinganewprogram,andtheGNUCompilerCollection(GCC),which
doesthehardworkofturningthesourcecodeintoabinary.Inaddition,ifthesoftwarereliesoncertain
libraryfiles,you’llneedtoinstalldevelopment(dev)versionsofthem,aswellasthelibrariesthemselves
ifthey’renotalreadyinstalled.Forexample,ifyou’recompilingaprogramtorunundertheGNOME
desktop,you’llneeddevelopmentversionsoftheGTK2+libraries.

UnderUbuntu,it’spossibletoinstallalltheprogram-compilationtoolsyouneedbyinstallingthe
build-essentialmetapackage.YoucanusetheSynapticPackageManagerortheUbuntuSoftware
Center.

Intheremainingpagesofthischapterwewilltalkaboutagenericprocessforsourcecode
compilationandinstallation.Itdoesnotreferenceanysoftwareinparticular,butitdoesworkwithmost
applications.

UnpackingtheSourceTarballandSolvingDependencies
Let’stakealookatinstallingaprogramfromsource.Youusuallydownloadtheapplication’ssource
codepackagefromthedeveloper’ssiteontheweb.Thenameofthepackagewillreferencethe
applicationnameandversionnumber,forinstance:applicationx-2.0.4.tar.gz.The.tar.gzextension
(or.tgzinsomecases)isbecauseofthefactthatsourcecodefilescomesinapackagedandzippedfile.

Thefirstthingyouhavetodoistounpackit.Fromthecommandlinegotothedirectorywhereyou
savedyour.tar.gzfile(ifyoudownloadeditusingFirefox,itwillprobablybeinyourDownloadsfolder),
andrunthefollowingcommand(withtheappropriatefilenameofcourse):

tar xzvf applicationx-2.0.4.tar.gz 

Thiswillcreateasubdirectorynamedapplication-2.0.4.Movetoitwiththefollowingcommand:

cd applicationx-2.0.4 

InthisfolderyoushouldfindafilenamedeitherREADMEorINSTALL.Readitverycarefullytocheck
fordependenciesorotherusefulinformation.
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less README 

Ifyoufindthatthesoftwarehasanydependencies,youcaninstalltherequiredpackagesbyusing
eithertheSynapticPackageManagerortheUbuntuSoftwareCenter.

NoteUnlikebinarypackages,sourcecodeisrarelydesignedwithonespecificLinuxdistributioninmind—or
evenwithLinuxinmind!Withalittlework,itmightevenbepossibletocompileitunderWindows!

Compiling
Nowcomestheexcitingprocessofcompilingtheprogram!Thisisathree-stepprocess,withthree
commandsthatyouhavetoexecuteinsequence:

./configure 

Thefirstcommandstartstheconfigurescript,createdbytheapplication’sprogrammer,which
checksyoursystemtoensurethatitmeetstherequirements.Inotherwords,itcheckstomakesurethe
dependenciesarepresent.Italsocheckstomakesureyouhavethecorrectsoftwarethat’srequiredto
actuallycompileaprogram,suchasGCCandmake.

It’swhentheconfigurescriptisrunningthatsomethingismostlikelytogowrong.Inthatcase,
moreoftenthannot,theerrormessagewilltellyouthatyou’remissingadependency,whichyoumust
thenresolve.

NoteSomeconfigurescriptsareverythoroughandcheckforcomponentsthattheprogramyou’retryingto
installmightnotevenneedbecause,forexample,theymayjustbealternativepackagesfordoingthesamejob.
Becauseofthis,youshouldn’tworryif,asthetextscrollspast,youseethatvariouscomponentsaremissing.
Unlessconfigurecomplainsaboutitwhenithasfinished,it’snotaproblem.

make 

Thenextcommand,make,takescareoftheactualprogramcompilation.Whenyourunthis,the
screenwillfillwithwhatmightlooklikegibberish,butthisismerelytheoutputoftheGNUcompiler.It
providesalotofvaluableinformationtothosewhoknowaboutsuchthings,butyoucanlargelyignore
it.However,youshouldkeepyoureyespeeledforanyerrormessages.It’spossiblethattheconfigure
scriptdidnotcheckyoursystemthoroughlyenough,andyoumightbemissinganimportantsystem
component—inwhichcase,makewillhalt.
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NoteItispossiblethatboththemakeandthemake installcommandsreporterrormessages,butthatthe
applicationsworksafterinstallationnonetheless.Themoralofthestoryisthatsoftwarecompilationissomething
ofablackart,witherrormessagesdesignedforprogrammers,andnotallerrormessagesarefatal.

Alternatively,theprogramsimplymightnotbeabletocompileonyoursystemwithoutsome
tweakingtotheMakefile(thefilethatmakeuses).Ifsuchasituationarises,thebestplanistovisitthe
websiteofthedeveloperofthesoftwareandseewhetherthere’saforumyoucanpostto.Alternatively,
checkifthedeveloperhasane-mailaddressyoucancontacttoaskforhelp.

sudo make install 

Eventually,thecompilationwillstopwithanumberofexitmessages.Thenthefinalcommandmust
berun:make install.Thisneedstoberunwithsuperuserpowers,becauseitsjobistocopythebinary
filesyou’vejustcreatedtotherelevantsystemdirectories.Inaddition,anydocumentationthatcomes
withtheprogramisalsocopiedtotherelevantlocationonyoursystem.

Afterthethreecommandshavecompleted,youshouldbeabletoruntheprogrambytypingits
nameatthecommandprompt.

NoteYou’llprobablyneedtoaddyourowniconfortheapplicationtothedesktoporApplicationsmenu(see
Chapter9formoredetailsontheproceduretodothis).Sourcepackagesareusuallydesignedtobeinstalledon
anyversionofUNIXrunningavarietyofdesktopmanagers.Inthepast,itwasdifficultforthedevelopertoknow
wheretocreatedesktopshortcuts,butnoworganizationslikefreedesktop.org(http://freedesktop.org)are
standardizingtheprocess.

Summary 
ThischapterdescribedhowtoinstallsoftwareunderUbuntu.Welookedathowthisdiffersfrom
Windowssoftwareinstallation,andhowtheDebianpackagemanagementsystemisdesignedtomake
lifeeasier.

YoulearnedhowtousetheUbuntuSoftwareCenterandSynapticPackageManagertoinstall
softwarefromtheofficialrepositories,andhowtousethedifferenttoolsformorecomplexscenarios.
Finally,youlookedathowprogramscanbecompiledfromtheirsourcecode.
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Understanding Linux Users and  
File Permissions 

Mostmodernoperatingsystemsworkwithuseraccountstograntpeopleaccesstothesystem,and
Ubuntuisnoexception.Youmightnothavenoticedthis—ifduringinstallationorwhenyou
personalizedyoursystemyouselectedtheoptiontoallowautomaticlogins,youaretakendirectly
toyourdesktopwhenyoubootyourPC,thusmaskingthefactthatauserisactuallylogginginto
thesystem.

So,whetheryou’reawareofitornot,youalwayshaveauseraccountinsideUbuntu.Youruser
accountwillhaveadefinedsetofattributesthatwilldistinguishitfromotheruseraccounts:for
example,anameandaHomefolder.Butitalsowillbeamemberofagroup.Beingamemberofcertain
groupsallowsaccesstoportionsofthesystemthatwouldbeotherwisehidden,becausegroupscan
enablepermissionstoaccessandmanipulatefilesonyourharddisks.And,sinceallconfigurationin
Ubuntuisstoredinfiles(seeChapter10),thosepermissionswillallowittochangethesystemitself.

Understanding User and Group Accounts 
We’vealreadystatedthattointeractwithUbuntuyouneedauseraccount.However,there’smoretothe
storythanthat.Forexample,therearesituationsinwhichyoumightneedmorethanoneuseraccount.
Eitherintheofficeorathometheremaybemorethanonepersonthatusesthecomputer,andyou
surelywillwanttokeepyourpersonalconfigurationanddataseparatefromtheirs.That’swhentheneed
foradditionaluseraccountsarises.Thissectionwillexplainwhatauseraccountis,howtocreateit,and
howtoworkwithgroups.

UsersandGroups
EachpersonwhowishestologintoUbuntumusthaveauseraccount.Thiswilldefinewhatthatuser
canandcannotdoonthesystem,withspecificreferencetofilesandfolders.BecauseUbuntuis
effectivelyonelargefilesystem(evenhardwaredevicesarefiles;seeChapter10),userpermissionslieat
theheartofcontrollingtheentiresystem.Theycanlimitwhichuserhasaccesstowhichhardwareand
software,andthereforecontrolaccesstovariousPCfunctions.

Eachuseralsobelongstoagroup.Groupshavethesamestyleofpermissionsasindividualusers.
Fileorfolderaccesscanbedeniedorgrantedtoauser,dependingonthatperson’sgroupmembership.
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NoteAsinreallife,agroupcanhavemanymembersandcanbebasedaroundvariousinterests.Inabusiness
environment,thismightmeanthatgroupsarecreatedformembersoftheaccountingdepartmentandthehuman
resourcesdepartment.Bychangingthepermissionsonfilescreatedbythegroupmembers,eachgroupcanhave
filesthatonlythegroupmemberscanaccess(although,asalways,anyonewithsuperuserpowerscanaccessall
files).

OnadefaultUbuntusystemwithjustahandfulofusers,thegroupconceptmightseemsomewhat
redundant.However,theconceptofgroupsisfundamentaltothewayUbuntuworksandcannotbe
avoided.Evenifyoudon’tusegroups,Ubuntustillrequiresyouruseraccounttobepartofone.

Inadditiontoactualhumanusers,theUbuntusystemhasitsownsetofuserandgroupaccounts.
Variousprogramsthataccesshardwareresourcesorparticularsetsoffilesarepartofthesegroups.
Settingupsystemusersandgroupsinthiswaymakesthesystemmoresecureandeasiertoadminister.

RootUser
OnmostLinuxsystems,therootuserhaspowerovertheentiresystem.Rootcanexamineanyfileand
configureanypieceofhardware.Roottypicallybelongstoitsownuniquegroup,alsocalledroot.

UbuntuisdifferentfrommostLinuxdistributionsinthattherootaccountisn’tusedbydefault.
Instead,certainusers—includingtheonesetupduringinstallationcan“borrow”root-like,orsuper
user,powersbysimplytypingtheirloginpassword.Thisisdonebyprecedingcommandswithsudoor
gksuatthecommand-lineprompt,orasneededwhenusingGUIprogramsthataffectsystemsettings.
ForsomeprogramsyouneedtoclickanUnlockbuttontogainsuperuserpowers.Ifyouwish,youcan
activatetherootuseraccountonyoursystemforadministrationpurposes.Toactivatetherootaccount,
usethefollowingcommandinaterminalwindow(seeAppendixAfordetailsonissuingcommandsina
terminalwindow):

Sudo  passwd root 

Aftertypingyourownloginpassword,you’llbeinvitedtodefineapasswordfortherootuser.
Becauseofitspower,therootusercancausealotofaccidentaldamage,sobydefaultUbuntuprevents
youfromlogginginasroot.Instead,youcanswitchtobeingtherootusertemporarilyfromanordinary
useraccountbyusingtheSwitchFromoptionintheShutdownmenu.Thiswillleaveyoursessionopen
whilelettingyouopenanadditionalsessionasanyuser(e.g.,root).

Youwillbepromptedfortherootpasswordandthengivenrootpowersforaslongasyouneed.
Whenyou’vefinished,logoutandreturntoyourordinaryuseraccount.

TipYoucantellwhenyou’reloggedinastherootuserbecauseintheMemenuyournameis惇root.敦This
shouldbeseenasawarningthatyounowhaveunrestrictedcontroloverthesystem,sobecarefulwhatyoutype,
anddouble-checkeverythingbeforepressingEnter!
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Ifyouenabletherootpasswordinthenameofsecurity,itmightbeasensibleprecautiontothen
disablesudo,thuspreventingnonadminusersfromplayingwiththingstheyshouldn’t.Todothis,you’ll
needtoeditthefile/etc/sudoers.Therewillbealine(showninFigure21-1)thatreadsasfollows:

%admin  ALL=(ALL) ALL 

Commentthisoutwitha#signandsavethefile(seeFigure21-1).This,ofcourse,willallneedtobe
doneusingrootprivileges,sousegksudo geditintheRunacommanddialogbox(accessiblebypressing
Alt+F2)tolaunchthetexteditor,andthennavigatetoandopenthefile.Alsomakesureyou’vesetupthe
rootpassword,asshownearlier,beforeyoudothis.



Figure 21-1. Be very cautious when editing these files. 

UsersandFilePermissions
TheconceptsofusersandpermissionsareasimportanttoUbuntuastheideaofacentralandall-
encompassingfilesystem.Infact,thetwoareimplicitlylinked.

WheninitiallyinstallingLinux,youshouldhavecreatedatleastoneuseraccount.Bynow,thiswill
haveformedtheday-to-dayloginthatyouusetoaccessLinuxandrunprograms.

Althoughyoumightnotrealizeit,asauseryoualsobelongtoagroup.Infact,everyuseronthe
systembelongstoagroup.UnderUbuntu,ordinaryusersbelongtoagroupbasedontheirusernames
(underotherversionsofLinux,youmightfindthatyoubelongtoagroupcalledusers).
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NoteGroupsareyetanotherreminderofUbuntu’sUNIXorigins.UNIXisoftenusedonhugecomputersystems
withhundredsorthousandsofusers.Puttingeachuserintoagroupmakesthesystemadministrator’sjobalot
easier.Whencontrollingsystemresources,theadministratorcancontrolgroupsofusersratherthanhundredsof
individualusers.OnmosthomeuserPCs,theconceptofgroupsisalittleredundantbecausethere’stypicallya
singleuser,oratmosttwoorthree.However,theconceptofgroupsiscentraltothewaythatLinuxhandlesfiles.

AstandarduseraccountunderUbuntuistypicallylimitedinwhatitcando.Asastandarduser,
youcansavefilestoyourownprivateareaofthedisk,locatedinthe/homedirectory,butusually
nowhereelse.Youcanmovearoundthefilesystem,butsomedirectoriesarestrictlyoutofbounds.Ina
similarway,somefilesareread-only,soyoucannotsavechangestothem.Allofthisisenforcedusing
filepermissions.

Everyfileanddirectoryisownedbyauser.Inaddition,filesanddirectorieshavethreeseparate
settingsthatindicatewhowithintheLinuxsystemcanreadthem,whocanwritetothem,and,ifthefiles
inquestionarerunnable(usuallyprogramsorscripts),whocanrun(execute)them.Inthecaseof
directories,it’salsopossibletosetwhocanbrowsethem,aswellaswhocanwritefilestothem.Ifyoutry
toaccessafileordirectoryforwhichyoudon’thavepermission,you’llbeturnedawaywithan“access
denied”errormessage.

Rootvs.Sudo
MostversionsofLinuxhavetwotypesofuseraccounts:standardandroot.Standardusersarethosewho
canrunprogramsonthesystembutarelimitedinwhattheycando.Therootuserhasthecompleterun
ofthesystem,andassuch,isoftenreferredtoasthesuperuser.Therootusercanaccessand/ordelete
whateverfilesitwants.Itcanconfigurehardware,changesettings,andsoon.

MostversionsofLinuxcreateauseraccountcalledrootandletusersloginasroottoperform
systemmaintenance.However,forpracticalaswellassecurityreasons,mostofthetimetheusershould
beloggedinasastandarduser.

Ubuntuisdifferentinthatitdoesn’tallowloginastherootuser.Instead,itallowscertainusers,
includingtheonecreatedduringinstallation,totemporarilyadoptroot-likepowers.Youwillalready
haveencounteredthiswhenconfiguringhardware.Asyou’veseen,allyouneedtodoistypeyour
passwordwhenpromptedinordertoadministerthesystem.

Thiswayofworkingisreferredtoassudo,whichisshortforsuperuserdo.Mostapplicationsthat
requirerootprivilegeswillaskyouforyourpasswordifyouareasudoer(i.e.,astandarduserwith
permissiontoactasrootinspecificcircumstances).Otherapplicationsmightnotrequirethatyouhave
rootprivileges,butyoumightwanttoopenthemasrootfromtimetotime.Goodexamplesofthisare
Nautilusandgedit—maybeyouwanttocompletelyremoveadeleteduser’sHomefolderandyoucan’t
dothatasastandarduser.ForthisyouuseGksudo,whichisagraphicalfrontendtothesudocommand
(whichwillletyouadoptrootpowersattheshellprompt—simplyprefaceanycommandwithsudoand
typeyourpasswordwhenpromptedinordertorunitwithrootprivileges).IfyouopentheRuna
commanddialogbox(pressAlt+F2)andtypegksudo Nautilus,youwillbeabletobrowsethefilesystem
asroot.Or,ifyouwanttoeditafiletowhichonlyroothaswriteprivileges,rungksudo gedit.Ubuntu
rememberswhenyoulastusedsudo,too,soitwon’tannoyyoubyaskingyouagainforyourpassword
within15minutesofitsfirstuse.
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Insomeways,thesudosystemisarguablyslightlylesssecurethanusingastandardrootaccount.
Butit’salsoalotsimpler.Itreducesthechanceofseriouserrorstoo.Anycommandortweakthatcan
causedamagewillinvariablyrequireadministrativepowers,andthereforerequiresyoutotypeyour
passwordorprefacethecommandwithgksudoorsudo.Thisservesasawarningandpreventsmistakes.

UIDsandGIDs
Althoughwetalkofuserandgroupnames,theseareprovidedonlyforthebenefitofhumans.Internally,
Ubuntuusesanumericalsystemtoidentifyusersandgroups.ThesearereferredtoasuserIDs(UIDs)
andgroupIDs(GIDs),respectively.

UnderUbuntu,alltheGIDandUIDnumbersbelow1,000arereservedforthesystem.Thismeans
thatthefirstnonrootuseraccountcreatedduringinstallationwillprobablybegivenaUIDof1000.In
addition,anynewgroupscreatedafterinstallationarenumberedfrom1,000.Thefirstuseryouaddhas
aUIDof1000andaGIDof1000,theseconduseraUIDof1001,andsoon.

NoteUIDandGIDinformationisn’timportantduringeverydayuse,andmostcommandsusedtoadminister
users,groups,andfilepermissionsunderstandthehuman-readablenames.However,knowingaboutUIDsand
GIDscanproveusefulwhenyou’reundertakingmorecomplicatedsystemadministration,suchassettingupa
restrictedsystemforchildrenorscripting.

AddingandDeletingUsersandGroups
TheeasiestandquickestwaytoaddanewuserorgroupistousetheUsersandGroupstoolunderthe
System Administrationmenu.Ofcourse,youcanalsoperformthesetasksthroughthecommandline.

Adding and Deleting Users  

Toaddanewuser,choosetheUsersandGroupscommandfromtheApplicationmenu.Next,clickAdd.
Intheauthenticationwindow,supplyyourpasswordandclickAuthenticate.You’llseetheCreateNew
Userdialogbox,asshowninFigure21-2.
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Figure 21-2. Adding new users and groups is easy with the Users and Groups program. 

Completetheaccountcreationwizardasfollows:

Create a new user:Asduringinitialinstallation(seeChapter5),you’reinvitedtoenterausernameas
wellasarealname.Theusernameishowtheuserisidentifiedtothesystem,whiletherealnameis
howtheuserwillbeidentifiedtootherusers.Bydefaulttheyaresettothesame.PressOKwhen
done. 

Changing user password for:Youcansettheuser’spasswordbyhandorletthesystemgeneratea
randompasswordforyou.Ineithercase,makesuretorememberthepasswordtogiveittothe
personthatwillusetheuseraccount.Youcanalsoselecttheoptiontolettheusertologintohis
sessionwithoutenteringthepassword.PressOKwhenfinished.

Oncetheuserhasbeencreated,youcansetadditionalsettingsbyselectingtheuserfromthelist
andclickingthevariousoptionsattheleftoftheUserSettingswindow.Theuseraccountisdisabledby
default,soyoushouldclicktheEnableAccountbuttonbeforeusingit.

Account type:Youcanselecttheprofileyouwanttheusertohave:Administrator,DesktopUser,or
Custom.UserswiththeAdministratorprofilecanusesudoorgksutoadministerthesystem.
Althoughdesktopuserscan’tusethesecommands,theydohaveaccesstomostothersystem
resources.Formostusers,theDesktopUserprofileisagoodchoice.YoucannotselecttheCustom
profileforauseraccount,butifyoumanuallychangeitsprivileges(moreaboutthisshortly),this
profileisselectedautomatically.



CHAPTER21UNDERSTANDINGLINUXUSERSANDFILEPERMISSIONS

451

Password:Aninitialpasswordfortheuserisrequired,butyoucanchangeitanytimeyouwantwith
theUsersandGroupstool(aslongasyouhavetherequiredprivileges).Youcanenteritinthetext
box(andconfirmitbelow)orletthesystemgeneratearandompasswordfromlettersandnumbers,
butthismaybeharderfortheusertoremember.

IfyouclicktheAdvancedSettingsbutton,moreoptionswillbeavailable,asfollows:

Contact Information:Hereyoucanentercontactinformationfortheuser.Thisisnotobligatory.

User Privileges:Thesettingsonthistaboffermuchmorecontroloverwhatausercanandcannotdo
onthesystem.Hereyoucanpreventusersfromusingcertainhardware,suchasthe3Dcapabilities
ofgraphicscards,ormodems.Youcanalsocontrolwhethertheuserisabletoadministerthe
system.Simplyputacheckalongsideanyrelevantboxes. 

Advanced:Hereyoucanalteradditionalsettings,ifyouwish,relatingtothetechnicalsetupofthe
accountonthesystem.Ifyou’renotsureabouttheseparameters,it’sbesttoleavethedefault
settingsalone.Youcandisabletheaccountfromhere,anditwillnolongerbeavailableforlogin.
Youmightliketochangethemaingroupfortheuseraswell.Bydefault,theuserwillbelongtoa
newlycreatedgroupbasedontheuser’sownusername.Forexample,ifyouaddtheuserjohn,he
willbeaddedtothegroupjohn.Thisprivategroupapproachenforcesamorestringentpolicy
regardingpersonalfileaccess.Alternatively,youcouldcreateasinglegroupandassignseveral
userstothatgroupforfile-sharingpurposes.We’lldiscussaddingandremovinggroupsinthe
nextsection.

CautionManygroupsarelistedintheMainGroupdrop-downlist.NearlyalloftheserelatetothewaytheLinux
operatingsystemworksandcanbeignored(youcanseethelistofgroupsinTable21-1).Youshouldneverdelete
anyofthesegroupsoraddnewuserstothem.Thismaymakethesystemunstableand/orinsecure.

DeletingauserissimplyamatterofhighlightingtheusernameinthelistwithinthemainUsersand
GroupswindowandclickingtheDeletebutton.Notethatyoucanchoosetoeitherdeletetheuser’s
Homefolderortokeepthefiles.Youmightwanttoaccessthefilesyourselfandmakeabackupofthem
beforecompletelyremovingtheHomefolder.

Creating and Deleting Groups  

AddingagroupissimplyamatterofclickingtheManageGroupsbuttonintheUsersandGroups
programwindow.AfterclickingtheAddbutton,you’llbepromptedtogivethegroupaname.TheGID
willbefilledinforyouautomatically,butyoucouldchooseadifferentnumberifyouhavegoodreason
todoso.(Remembertouseanumberabove1,000tokeepinlinewiththewayUbuntuoperates.)

Itisn’tessentialthatyouadduserstothegroupthenandthere,butalistofusersisprovidedatthe
bottomofthedialogbox.Putacheckalongsideanyusertograntthatuseraccesstoyourgroup.
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NoteBearinmindthatuserscanbemembersofmorethanonegroup,althoughallusershaveamaingroup
thattheybelongto,fromwhichtheGIDisassignedtofilestheycreate.

Aswithuseraccounts,deletingagroupissimplyamatterofhighlightingitinthelistandclicking
theDeletebutton.Youshouldensurethatthegroupnolongerhasanymembersbeforedoingthis,
becauseUbuntuwon’tpreventyoufromremovingagroupthathasmembers(althoughitwillwarnyou
thatthisisabadthingtodo).

NoteUbuntuappearstoofferprotectionagainstthehavoccausedbydeletingagroupthatisthemaingroupof
usersonyoursystem.Whenwedeletedanentrythatwasthemaingroupofadifferentuserandthenloggedinas
thatuser,thegroupwasautomaticallyre-created!Youshouldn’trelyonthiskindofprotection,however,and
shouldalwayscheckbeforedeletingagroup.

Asyoumighthaveguessed,tomanuallyaddauserunderUbuntu,notonlymustyoucreateagroup
andthenaddtheusertoit,butyoumustalsoaddthatusertotherequiredselectionofsupplementary
groups.Somegroupsareconsideredmandatoryforeffectiveuseofthecomputer,suchasplugdev,while
othersareoptional,dependingonhowmuchfreedomyouwanttoaffordthenewuser(seeTable21-1). 

Table 21-1. System Groups Within Ubuntu 

Group Definition 

adm Usedforsystemlogging

dialout Requiredforuseofserialportdevices,suchasoldermodems

cdrom AllowstheusertoaccesstheCD/DVD-ROM

plugdev Allowstheuseraccesstoremovablestorage,suchascardreaders,digitalcameras,and
soon

lpadmin Allowstheusertoadministertheprinter

admin Givestheusersystemadministrationabilities(superuserpowers)

sambashare Facilitatessharingfileswithothersacrossthenetwork
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AddingandChangingPasswords
OnadefaultUbuntuinstallation,ordinaryusersareabletochangetheirownpasswordsbyusingthe
UsersandGroupstool.SelectyouruseraccountfromthelistandclicktheChangebuttonnexttothe
Passwordfield.YouwillbepromptedwiththeChangeUserPasswordwindow,showninFigure21-3,in
whichyoumustenteryourcurrentpasswordandselectthenewone,withthesameoptionsaswhenyou
originallycreatedtheaccount.



Figure 21-3. The Change User Password window 

Youneedrootprivilegestochangeotherusers’passwords,buttheprocedureisthesame.For
obvioussecurityreasons,Ubuntuwon’tallowblankpasswords.(Itmightallowyoutosetablank
password,butthenitwon’tletthatuserlogin—thisisaninterestingwayofdisablingauseraccount).

Youcanenterjustaboutanythingasapassword,butyoushouldbearinmindsomecommon-sense
rules.Ideally,passwordsshouldbeatleasteightcharacterslongandcontainletters,numbers,andeven
punctuationsymbols.Youmightalsowanttoincludebothuppercaseandlowercaseletters,because
thatmakespasswordshardertoguess.
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TipYoucantemporarilyswitchintoanyuseraccountbyusingtheSwitchFromoptionontheShutdownmenu.
Inthiswayyoursessionwillbekeptopen.Ifyoulogout,ontheotherhand,thesessionwillbeclosedandyou’ll
needtosaveyouropendocumentstokeepthemforfutureuse.

Understanding File and Folder Permissions 
Oneofthemainreasonswhyusersandgroupsexististomanagedifferentpermissionsfordifferent
people.Eachfileandfolderonyourdiskhaspermissionsassociatedwithit,alongwithauserandgroup
whoownit.Withoutpermissions,ausercannotdoanythingtoafile.

ViewingPermissions
WithinNautilus,iseasytoseetheusersandgroupswhoownafileorfolderandthepermissions
associatedwithit.SimplyselecttheListview;thenselecttheView VisibleColumnsoptionfromthe
menuandchecktheOwner,Group,andPermissionsboxes.Here’sanexampleofonelineofafilelisting
fromourtestPC:



Name Owner Group Permissions 

Myfile –linda linda -rw-r--r-- 


InthePermissionscolumnarethepermissionsforthefileorfolder.Thepermissionlist

usuallyconsistsofthecharactersr(forread),w(forwrite),x(forexecute),and/or—(meaningnone
areapplicable).

TheOwnercolumnliststheownerofthefile(lindainthisexample)andthegroupthathas
permissiontoaccessthefile(inthiscase,linda).

Thefilepermissionspartofthelistingmightlookconfusing,butit’sactuallyquitesimple.To
understandwhat’sgoingon,youneedtosplititintofourgroups,asillustratedinFigure21-4.



Figure 21-4. The file permissions part of a file listing can be broken down into four separate parts. 
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Thefourgroupsareasfollows:

Type of file:Thischaracterrepresentsthefiletype.Astandarddatafileisindicatedwithahyphen(-
).Mostfilesonyoursystemfallintothiscategory.Adshowsthattheentryisnotafile,buta
directory.Table21-2liststhefiletypecodes.

User permissions:Nextcomethepermissionsofthepersonwhoownsthefile.Thethreecharacters
indicatewhatthepersonwhoownsthefilecandowithit.Theownerofafileisusuallytheuserwho
createdit,althoughtheownercanbechangedlateron.Inthisexample,rw-isshown.Thismeans
thattheownerofthefilecanread(r)andwrite(w)tothefile.Inotherwords,shecanlookatitand
alsosavechangestoit.However,there’sahyphenaftertherw,whichindicatesthattheusercannot
executethefile.Ifthiswerepossible,therewouldbeanxinthisspotinstead.

Group permissions:Aftertheowner’spermissionsarethepermissionsgiventothespecifiedgroup
thatthefileisassignedto.Thisisindicatedbyanotherthreecharactersinthesamestyleasthosefor
userpermissions.Intheexample,thegroup’spermissionisr--,whichmeansthatthemembersof
thespecifiedgroupcanreadthefilebutdon’thavepermissiontowritetoit,becausethere’sa
hyphenwherethewwouldnormallyappear.Inotherwords,asfarasthey’reconcerned,thefileis
read-only.

Everyone else’s permissions:Thelastsetofpermissionsindicatesthepermissionsofeveryoneelseon
thesystem(otherusersinothergroups).Intheexample,theycanonlyreadthefile(r);thetwo
hyphensthatfollowindicatethatotherscannotwritetoorexecutethefile.

Table 21-2. File Type Codes 

Code File Type 

- Standardfile

d Standarddirectory

l Symboliclink(ashortcuttoanotherfile)

p Namedpipe(afilethatactsasaconduitfordatabetweentwoprograms)

s Socket(afiledesignedtosendandreceivedataoveranetwork)

c Characterdevice(ahardwaredevicedriver,usuallyfoundin/dev)

b Blockdevice(ahardwaredevicedriver,usuallyfoundin/dev)


AswithWindows,programsarestoredasfilesonyourharddisk,justlikestandarddatafiles.On

Linux,programfilesneedtobeexplicitlymarkedasbeingexecutable.Thisisindicatedinthepermission
listingbyanx.Therefore,ifthere’snoxinafile’spermissions,it’sagoodbetthatthefileinquestion
isn’taprogramorscript(althoughthisisn’talwaystrueforvarioustechnicalreasons).

Tomakemattersalittlemoreconfusing,iftheentryinthelistoffilesisadirectory(indicatedbya
d),thentherulesaredifferent.Inthiscase,anxindicatesthattheusercanaccessthatdirectory.If
there’snox,theuser’sattemptstobrowsetothatdirectorywillbemetwithan“accessdenied”message.
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Filepermissionscanbedifficulttounderstand,solet’slookatafewreal-worldexamples.These
examplesassumethatyou’reloggedintoLinuxastheuserubuntu.

TypicalDataFilePermissions
Here’sthefirstexample:



Name Owner Group Permissions 

myfile2 –linda linda -rw-rw---- 


YouknowthatthisfileisownedbyuserlindabecausethatusernameappearsintheOwnercolumn.

Alsonoticethatthegrouplindahasaccesstothefile,althoughpreciselyhowmuchdependsonthe
permissions.

Fromlefttoright,theinitialfilepermissioncharacterisahyphen,whichindicatesthatthisisan
ordinaryfileandhasnospecialcharacteristics.It’salsonotadirectory.

Afterthatisthefirstpartofthepermissions,rw-.Thesearethepermissionsfortheownerofthefile,
linda.You’reloggedinasthatuser,sothisfilebelongstoyou,andthesepermissionsapplytoyou.You
canreadandwritetothefilebutnotexecuteit.Becauseyoucannotexecutethefile,youcaninferthat
thisisadatafile,notaprogram(therearecertainexceptionstothisrule,butwe’llignorethemforthe
sakeofsimplicity).

Followingthisisthenextpartofthefilepermissions,rw-.Thistellsyouwhatmembersofthegroup
lindacandowiththefile.It’sfairlyuselessinformationifyou’retheonlyuserofyourPC,butforthe
record,ittellsyouthatanyoneelsebelongingtothegroupUbuntucanalsoreadandwritethefilebutnot
executeit.Ifyou’renottheonlyuserofacomputer,grouppermissionscanbeimportant.The“Altering
Permissions”section,comingupshortly,describeshowtochangefilepermissionstocontrolwhocan
accessfiles.

Finally,thelastthreecharacterstellyouthepermissionsofeveryoneelseonthesystem.Thethree
hyphens(---)meanthattheyhavenopermissionsatallregardingthefile.There’sahyphenwherether
normallyappears,sotheycannotevenreadit.Thehyphensafterwardtellyoutheycannotwritetothe
fileorexecuteit.Iftheytrytodoanythingwiththefile,they’llgeta“permissiondenied”error.

PermissionsonaUser’sDirectory
Here’sanotherexample:



Name Owner Group Permissions 

mydirectory –linda linda drwxr-xr-x 


Thelistofpermissionsstartswithd,whichtellsyouthatthisisn’tafilebutadirectory.Afterthisis

thelistofpermissionsfortheownerofthedirectory(linda),whocanreadfilesinthedirectoryandalso
createnewonesthere.Thexindicatesthatyoucanaccessthisdirectory,asopposedtobeingturned
awaywithan“accessdenied”message.Youmightthinkbeingabletoaccessthedirectoryistakenfor
grantediftheusercanreadandwritetoit,butthat’snotthecase.

Nextarethepermissionsforthegroupmembers.Theycanreadfilesinthedirectorybutnotwrite
anynewonesthere(althoughtheycanmodifyfilesalreadythere,providedthepermissionsofthe
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individualfilesallowthis).Onceagain,there’sanxattheendoftheirparticularpermissionlisting,
whichindicatesthatthegroupmemberscanaccessthedirectory.

Followingthegroup’spermissionsarethoseofeveryoneelse.Theycanreadthedirectoryand
browseit,butnotwritenewfilestoit,aswiththegroupusers’permissions.

PermissionsonaDirectoryOwnedbyRoot
Here’sthelastexample:



Name Owner Group Permissions 

root root - root root drwx------ 


Youcanseethatthefileisownedbyroot.Rememberthatinthisexample,you’reloggedinaslinda

andyourgroupislinda.
Thelistofpermissionsstartswithad,soyoucantellthatthisisactuallyadirectory.Afterthis,you

seethattheownerofthedirectory,root,haspermissiontoread,write,andaccessthedirectory.
Nextarethepermissionsforthegroup:threehyphens.Inotherwords,membersofthegroupcalled

roothavenopermissiontoaccessthisdirectoryinanyway.Theycannotbrowseit,createnewfilesinit,
orevenaccessit.

Followingthisarethepermissionsfortherestoftheusers.Thisincludesyou,becauseyou’renotthe
userrootanddon’tbelongtoitsgroup.Thethreehyphensmeanyoudon’thavepermissiontoread,
write,oraccessthisdirectory.Inotherwords,it’soutofboundstoyou,probablybecauseitcontainsfiles
thatonlytherootusershouldaccess!

AlteringPermissions
YoucaneasilychangepermissionsoffilesanddirectorieswithinNautilus.Youmustbetheownerofa
filetochangeitspermissions(oryoucanberoot,ofcourse;remembertouseGksudointheRun
ApplicationsdialogboxtoopenNautiluswithrootprivileges).Justright-clickafileandselectProperties.

Figure21-5showsthePermissionstabofafile.Youcansetpermissionsfortheowner,group,or
everybodyelse.TheavailablepermissionsareNone(noaccess),Read-Only,andReadandWrite.
Thepermissionsareappliedautomaticallywhenyouselectthem;ifyoukeepyourNautiluswindows
openandvisiblebehindthefilepropertieswindow,youwillseethis,asthepermissionsgetupdated
almostinstantly.
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Figure 21-5. The file Permissions tab 

YoucanenabletheExecutepermissionbycheckingthe“Allowexecutingfileasprogram”check
box.Itappliesfortheowner,group,andotherusersalike.

Thepermissionsonafolderaresomewhatmorecomplicated,asshowninFigure21-6.
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Figure 21-6. The folder Permissions tab allows you to change its files’ permissions as well. 

YoucanchangethegroupofthefolderbyselectingtheoneyouwantintheGroupdrop-downlist.
Therearethreelevelsoffolderaccessthatyoucansetatanyparticularfolderfortheowner,the

group,andeverybodyelse:ListFilesOnly(whichreallyallowsreadaccesstothefolder),AccessFiles
(whichallowsreadandexecuteaccess),andCreateandDeleteFiles(whichallowsread,write,and
executeaccess).Youcanalsochangethepermissionsappliedtothefilescontainedinthefolderby
selectingtheappropriatelevelineachofthe“Fileaccess”dialogboxes:Read-OnlyorReadandWrite.
Checkthe“Allowexecutingfileasprogram”boxtosettheExecutepermissiononcontainedfiles.Click
theApplyPermissionstoEnclosedFilesbuttontopropagatethechangesdownintothehierarchy.

Tochangetheownershipofafileorfolder,youneedtohaverootprivileges,somakesureyouopen
NautiluswithGksudo.IntheOwnerfield,selecttheuser.
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TipDirectorypermissionsareratherstrangeinthatit’seasytosetconfusingandevenillogicalpermissions.
Generallyspeaking,theday-to-dayrulesyoushouldfollowaresimple.Ifyouwishtostopaparticularuserfrom
accessingadirectory,removeallpermissions—Read,Write,andExecute(rwx).Ifyouwishtomakeadirectory
read-only,leavetheReadandExecutepermissionsinplace,butremovetheWritepermission(r-x).It’seven
possibletomakeadirectorywrite-only,byleavingtheWriteandExecutepermissionsinplaceandremovingthe
Readpermission(-wx).However,it’srarethatyouwouldwanttodothis.

NUMERIC FILE PERMISSIONS 

Inthischapter,we’vediscussedfilepermissionsexclusivelyintermsoftheirabbreviations:rforRead,w
forWrite,andxforExecute.Thisisknownassymbolic notation,anditsgoalistomakefilepermissions
intuitiveandeasyfortheusertounderstand.However,UNIXandLinuxfilepermissionsaretraditionally
expressedasoctal notation.Filepermissionsareexpressedasaseriesofthreenumbersrangingfrom0to
7,eachofthethreenumbersrepresentingtheRead,Write,andExecutepermissionsforuser,group,and
otherassignationsofthefileordirectory.

Forexample,afilewithapermissionlistingof-rwxr-xr--canbeexpressedas754inoctalnotation,and
afilepermissionof-rwxrwxrwxcanbeexpressedas777.

Thissoundsmorecomplicatedthanitis.It’senoughtoknowthatReadpermissionshaveavalueof4,
Writepermissionshaveavalueof2,andExecutepermissionshaveavalueof1.Permissionscanbe
“addedtogether”tomakealargernumber:ReadandWritepermissionshaveavalueof6,forexample

(4+2).The惇full敦filepermissionsetting(rwx)hasavalueof7(4+2+1).

Infact,octalnotationcanconsistoffourdigits,because—aswithsymbolicnotation—atotaloffour
permissiongroupscanbeset:Read,Write,andExecute,andalsospecialfilepermissionssuchasthe
stickybit,SetUserID,andSetGroupID.However,inmostcasesoctalnotationfilepermissionsare
expressedasthreedigits.

Itshouldbekeptinmindthat,formosttasks,it’snotnecessarytouseoctalnotation.Symbolicnotationis
usuallyenough,andhastheaddedbonusofbeinglesslikelytoinduceamigraine.However,when
changingsomesystemsettings(e.g.,theumaskvariablethatcontrolswhatpermissionsnewlycreated
fileshave),it’softennecessarytospecifyanoctalvalue.Additionally,someLinuxandUNIXtechnical
documentationpreferstospecifyoctalnotationinsteadofthemoremodernsymbolicnotation.

TipYoucanviewtheoctalnotationbyaddingthecolumninNautilus.SelectView VisibleColumns,andcheck
theboxnexttoOctalPermissions.
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CREATING FILE SHORTCUTS 

WetouchedontheideaoffilesystemshortcutsinChapter9,whenwediscussedcreatinglauncherson
theGNOMEdesktop.TheproblemwithlaunchersisthattheyarerecognizedonlywithinGNOME.
Inotherwords,theymeannothingwhenyou’reusingthecommandprompt(orvirtuallyanyotherprogram
thatloads/savesfiles,withtheexceptionofsomeprogramscreatedspeciallyfortheGNOMEdesktop
environment).

TheUbuntufilesystemofferstwotypesofgenuineshortcuts,whichitreferstoasfile links.Theyare
symbolic linksandhard links.

Symboliclinksarethemostcommonlyused.AsymboliclinkissimilartoaWindowsshortcutinthata
smallfileiscreatedthat“pointstoward”anotherfile.UnlikeaWindowsshortcut,however,thesymbolic
linkisn’tarealfile—itexistsatthefilesystemlevel,soitcan’tbeviewedinatexteditor,forexample.

YoucanspotasymboliclinkinafilelistinginNautilusbecauseithasasmallarrowpointingupwardand
totheright,andifyouareinListview,theTypecolumnindicatesthatitisalinktoafile.Ifyouright-click
thelinkandopenitsPropertieswindow,youcanseeontheBasictabthefieldlinktargettofindoutwhich
istheoriginalfile.

Ahardlinkismorecomplexandrequiressomeunderstandingofhowfileswork.Insimpleterms,allfiles
consistofapointerandactualdata.Asyoumightexpect,thepointertellsthefilesystemwhereonthe
disktofindthedata.Creatingahardlinkeffectivelycreatesanadditionalpointertothedatathathas
exactlythesameattributesastheoriginalpointer,exceptwithadifferentname.Performinganyoperation
onthelinkedfilewillperformthatoperationontheoriginalfile.Additionally,therewillbenoobvioussign
thatthehardlinkisn’tagenuinefile,apartfromthefactthatthelink count—apropertyoffiles—willbe
greaterthan1.Thisindicatesthatmorethanonefilelinkstothedata.Maybenowyoucanseewhypeople
prefertousethemoreobviouslydetectablesymboliclinks!

Tocreateasymboliclink,justright-clickafileandselecttheoptionMakeLink.Youcanmovethelink
whereveryouwant;itwillstillpointtothecorrectfile.

Thenewlinkhasoddfilepermissions.ItclaimstohaveRead/Write/Executepermissionsforeverybody
(rwxrwxrwx),butactually,becauseit’salink,itmirrorsthepermissionsofthefileitlinksto.Soifyou
attempttoaccessashortcutthatlinkstoafileyoudon’thavepermissiontoaccess,you’llseethe
appropriateerrormessage.

Summary 
InthischapteryougottoknowtwoimportantelementsoftheUbuntuexperience,largelyderivedfrom
itsUNIXandLinuxpredecessors:usersandpermissions.Theseareimportantconceptsthatlaythe
foundationofthesecurityimplementedinUbuntu.Throughusers,peoplecanhavetheirown
experiences,configurations,data,andpermissions.Animportantcharacteristicisthateveryuser
accountcanhaveitsownfilesandsetpermissionsonthem.Whatfilesausercanchangedeterminesin
briefwhatthatusercandowiththesystem.
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Wediscussedthedifferencesbetweenrootandstandardusers,andhowtoallowtemporaryaccess
toroot’sprivileges.Weshowedyouthestepstocreateusersandgroupaccounts,andinvestigatedthe
sometimespuzzlingnotationforfileandfolderpermissions.Onceyou’vemasteredthebasics,you
shouldbereadytosetpermissionsonyourown.
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Optimizing Your System 

You’llsoonfindoutthatUbuntuoffersgreatperformanceandrelativelyfewstabilityproblems,
especiallyascomparedtosomeotheroperatingsystems.(Forinstance,Linuxfilesystemsgenerally
don’tneedtobedefragmented,unlessyouhaveNTFSorFAT32partitionstotakecareof).Butyou
canalwaysmakeitevenbetter.Ifyoustillrunintoanyperformanceissues,orifyousimplywantto
getthemostoutofyoursystem,thischapterisforyou.Youdon’thavetoapplythetopicsitdiscusses;
bydefaultUbuntualreadyworksgreatonmosthardwarewithoutapplyinganyoptimizationstoit,so
youcanskipitifyou’resatisfiedwithhowyoursystemruns.Moreoftenthannot,thechapterdiscusses
hacks—clevermethodsofmakingthingsworkinanonstandardfashion.Butasyourexperienceof
Ubuntumighthavealreadytaughtyou,suchhacksarethelifebloodofLinux.Oneofthestrengthsof
Linuxistheabilitytodelveunderthehoodandchangeabsolutelyanyaspectofthewayitworks.So
evenifthetopicsinthischapterarenotessential,werecommendthatyoureadthechaptercarefully
andconsiderapplyingitstips;atleastitwillhelpyoudeepenyourunderstandingofUbuntu.

Speeding Up Booting 
SinceUbuntu6.10(EdgyEft),UbuntuhasbeenusingabootroutinecalledUpstartthateffectively
optimizesitself.Upstartisresponsibleforstartingservicesandhasbeengreatlyenhancedintherecent
Ubuntureleases.YoucanlearnmoreaboutUpstartathttp://upstart.ubuntu.com.However,youcan
stilltweakperformancebyenablingstartupscriptstoruninparallelinsteadofoneaftertheother.This
workswellformultithreaded,multicoreprocessorslikeIntel’sCore2DuoandAMD’sAthlon64X2.It
won’tmakethecomputerstartinstantly,butitwillsaveafewsecondseachtimeyouboot.

Toconfigurerunningstartupscriptsinparallel,youneedtoeditthe/etc/init.d/rcfile.Youcan
loadthisfileintotheGedittexteditorbytypingthefollowinginaterminalwindow:

gksu gedit /etc/init.d/rc 

LookforthelinethatbeginswithCONCURRENCYnearthetopofthefile,asshowninFigure22-1,and
changethevaluefromnonetostartpar.Savethefileandrebootthecomputer.Ifyouseeno
improvementinbootspeed,youcanchangethisvaluebacktoCONCURRENCY=noneifyouwant.
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Figure 22-1. Parallel execution of scripts in the boot process can be enabled by editing the /etc/init.d/rc

file. 

ReducingtheBootMenuDelay
GettingridoftheGrubbootmenudelaycansavesomewaitingaroundintheearlystagesoftheboot
process.Thedelaycanbereducedto1secondoreveneradicatedcompletely.Ofcourse,ifyoudothat
youwon’tbeabletochoosewhichkernelyouwanttoload—orwhichoperatingsystemifyou’redual-
bootingwithWindows(butwhywouldyouwantto?).EvenifUbuntuistheonlyOSonyourcomputer,
withoutthebootmenudelay,youwon’thavethechancetobootintorecoverymodeorapreviously
installedLinuxkernelfromtheGrubmenu.Soyouneedtoconsiderwhetherthisisaworthwhiletime-
savingmeasure.

Thebootmenudelayisstatedinthe/etc/default/grubfile.YoucanloadthisintotheGedittext
editorbytypingthefollowinginaterminalwindow:

gksu gedit /etc/default/grub 

LookforthelinethatbeginswithGRUB_TIMEOUTandchangethevaluetowhateveryouwant.The
unitsarecountedinseconds,soavalueof3equatesto3seconds.Avalueof0(zero)willmeantheboot
menuwon’tappearatall,whichisnotrecommended,forthereasonsjustmentioned.Generally
speaking,adelayof1second(1)givesyoujustenoughtimetopressakeyattheappropriatetime.This
willcancelthecountdown,meaningthebootmenuwillstayonyourscreenuntilyouselectanoption.
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NoteWhenyou’vefinished,savethefileandquitGedit.

ManagingGNOMESessions
UnderWindows,youmightbeusedtocontrollingwhichprogramsstartupatthesametimeasthe
Desktop,byaddingordeletingentriesintheStartmenu’sStartupprogramgroup.Whenrunning
Ubuntu,youcancontrolwhichsystemappletsarestartedautomatically,aswellasyourpersonalchoice
ofDesktopapplications.

TocontrolwhichprogramsstartupwiththeGNOMEDesktop,usetheStartupApplications
Preferencesdialogbox(gnome-session-properties).Toruntheprogram,useAlt-F2toopentheRun
applicationinterfaceandtypegnome-session-properties.Thisshowstheprogramsthatstartwhen
GNOMEdoes.Youcandisableastartupprograminthelistbyuncheckingthecheckboxbesideit.You
definitelyshouldhaveathoroughlookattheapplicationsthatarestartedbydefault,asitisquitelikely
thatyou’llfindsomethatareofnousetoyouatall.

Youshouldseemostorallofthefollowingentries,thoughourtestsystemhadsomeadditional
elementsaddedbyotherapplicationsandservices.Notethattheavailablesettingsdependonwhatyou’
vegotinstalled.Theremaybedifferences.

• Bluetooth Manager: ThisprogramisresponsiblefortheBluetoothappletthatcan
beusedtosendandreceivefiles,browseotherBluetoothdevices,setupBluetooth
services,andmanageBluetoothservicesettings.Youcandisablethisappletif
yoursystemisnotBluetooth-enabledorifyoujustdon’twanttouseBluetoothat
all.

• Certificate and Key Storage:Whenusingsecuredtoolsonalocalnetworkorthe
Internet,you’lloftenreceiveacertificatethatisusedtoprovetheidentityofthe
remotehost.You’llreceiveencryptionkeysaswell.Thisappletallowsyoutostore
allthoseitemsinasecureplace.Soyouhadbetterleaveiton. 

• Check for New Hardware Drivers:Thistoolscansyourhardwaredevicesand
checkswhethernewthird-partyproprietarydriverscanbeusedwiththem.Ifa
newdriveriscompatible,thistoolprovidesafacilitytodownload,install,and
configurethedriverinyourcomputer.Ifyourhardwaredevicesareworking
perfectlywithoutthird-partydrivers,oryou’reuncomfortableusingproprietary
software,itissafetodisablethisprogram.Otherwise,keepthetoolenabledsoyou
canreceivedriverbugfixesandupdates.

• Disk Notifications:YourharddiskbydefaultismonitoredbytheSMARTutility.If
thecurrentdiskstateisdegrading,SMARTwilltellyouaboutit.Soitmakessense
toleavetheDiskNotificationsoptionontomakesurethatyouareupdatedas
soonassomethinggoeswrongonyourharddrive.Ifyouwanttoswitchthis
optionoff,usetheDiskUtilityapplicationonaregularbasistomonitorthe
currentstateofyourharddisks. 

• Evolution Alarm Notifier:Asitsnamesuggests,thisutilitytiesintoEvolution’s
calendarfunctioninordertonotifyyouofevents,suchasanappointmentthat
youdon’twanttoforget.Ifyoudon’tuseEvolutionordon’tuseitscalendar
function,thisappletcanbedisabled.
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• GNOME Login Sound:Asyoumighthaveguessed,thisplaystheUbuntuwelcome
musicthatyouhearwhenevertheGNOMEDesktopappears.Itcanbedisabled
withoutcausinganyproblems.

• GSettings Data Conversion: Thisisanimportantapplicationthatmakessurethat
otherprogramscanreadandwritedataintheformattheyneedto.Don’tswitchit
off!

• Network Manager:Thisappletmanagesyourwi-fi,Ethernet,andVPN
connections.Thisisusefulforlaptopuserswhoconnecttoseveralwi-finetworks
onthego,asdiscussedinChapter8.Youshouldnotdisablethisprogram.

• NVidia X Server Setting:ThisprogramhelpsyoutoconfiguresettingsforanNvidia
graphicscardthatusestheproprietaryNVidiadriver.Asyouwouldhaveguessed,
thisprogramcanonlybeusedforNvidiagraphicscards.Ifyouleaveiton,youcan
usethisprogramtochangegraphicsdisplaysettingsinaconvenientway.Thisis
inparticularusefulifyouhavetochangegraphicsdisplaysettingsoften—for
example,ifyouregularlyuseyourcomputerwithanexternalprojector. 

• Personal File Sharing:Thisapplicationallowsuserstoenablefilesharingwith
otherusers.Thisisaconvenientprogramthatmakesiteasytoworktogetherwith
otherusers,butatthesametimeit’salsoapotentialsecurityrisk.Forthatreason,
youmightwanttoswitchthisprogramoffunlessyoureallyneedit.Notethat 

• Power Manager:ThisprogramcontrolsallaspectsofGNOME’spower
management,includingtheusefulhibernatefeaturethatcansavethecontentsof
thesystem’sRAMtoprovidequickerstartup.Ifyourcomputerisanotebook,this
toolshouldbeconsideredessential.IfyouhaveadesktopPCandarelookingto
savepowerbyusinghibernate,suspend,orscreenblankingafteraperiodof
inactivity,youwon’twanttodisablePowerManager.Print Queue Applet:This
appletprovidesaninterfaceforyoutocancelorrepeatprinterjobs.Itisalso
responsibleforautomaticallysettingupaprinterforusewhenyouplugina
printer.Youcandisablethisappletifyouwillneverprintfromyourcomputer.

• Remote Desktop:Thisbackgroundserviceallowsothercomputerstoconnectto
yourcomputer,afteraninvitationhasbeenissued(seeChapter33).Ifyouhaveno
intentionofremotelyaccessingyourcomputer,thisservicecanbedisabled.

• Secret Storage Service:Thisisabackgroundcomponentnecessaryforthe
applicationthatgeneratesandstoresencryptionkeys.Ifyoudonotencryptfiles
and/ore-mails,thisservicecanbedisabled.

• SSH Key Agent:ThisisaservicethatallowscachingofpasswordsforSSHkeys.If
youdon’tknowwhatitis,youcansafelyignoreit.

• Ubuntu One:ThisitemgivesaccesstoUbuntuOne,theUbuntucloudsolution
offeredbyCanonical.Switchitonifyouintendtousethisservice.Inmanycases,
thisisaservicethatyoucansafelyconsidertoswitchingoff.
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• Update Notifier:ThisistheUpdateManagertool.Youshouldn’tdisablethis
applet,becauseitperformstheessentialtaskofcheckingwhetheranysystem
updatesareavailable.Itrunsinthebackgroundafteritisstartedandhardly
impactsstartuptimeatall.However,ifyouabsolutelymustprunevaluable
millisecondsfromstartup,youcandisableit.Youcanthencheckforupdates
manually,wheneveryoudesire,bystartingtheUpdateManagerutilitymanually.

• User Folders Update:Thistoolpopsupduringthestartofyoursessionifyouhave
recentlychangedthedefaultlanguageusingtheLanguageSupportapplication)of
yourcomputer.Thetoolgivesyouanoptiontotranslatethefoldernames
Desktop,Templates,Public,Documents,Music,Pictures,andVideosinyour
/homedirectorytothenewdefaultlanguage.Youcandisablethistoolifyoudon’t
changeyourlanguagesettings.

• Visual Assistance:ThisutilityrunsassistivetechnologiessuchastheOrcascreen
reader,magnifier,andBrailleapplicationifthesetoolswereenabledinthe
AssistiveTechnologiesPreferenceswindow(usingtheAssistiveTechnologies
application).Ifyouarenotusingassistivetechnologies,youcandisablethis
applet.

TipIntheStartupApplicationsPreferenceswindow,you’llfindanAddbutton,whichletsyouaddanyprogram
youliketotheGNOMEstartup.YoucouldaddEvolution,forexample,sothatitstartsautomaticallywheneveryou
login.

STOP WAITING FOR AN ADDRESS 

IfyouuseanEthernetorwi-ficonnectiontoaccessyournetwork,youmightfindthatUbuntuspendsafew
secondsduringeachbootacquiringanInternetaddress.Thisischaracterizedbyalongpausewhile
nothingseemstobehappening.Therefore,onewaytoprovideaninstantspeedboostistogiveyour
computerastaticIPaddress.Chapter8explainshowtoconfigureyournetworkinterface.

However,toassignastaticaddress,you’llneedtofindoutwhatIPaddressrangeyourrouter(orother
DHCPserver)uses.Youcandiscoverthisbylookingattherouter’sconfigurationsoftware.Sometimesthis
isaccessedviaawebbrowser.LookforthesectionofthewebinterfacecalledDHCPConfigurationor
somethingsimilar.

NoteBeforeyoustartassigningastaticIPaddress,bearinmindthatstaticIPaddressesarecoolifyou
don’tconnecttoothernetworksfrequently.Ifyoudowanttoswitcheasilybetweennetworks,don’tapply
thistip.
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Frequently,IPv4localareanetworkaddressesareinthe192.168.x.xrange,wherex.xcanbeanyseriesof
numbersfrom0.1to255.254,wherethelastnumberusedmayneverbea0or255(3.255,forinstance,
isnotallowed).Forinstance,youmayfindthatyourrouterusesthe192.168.1.2-254range.Inthiscase,
assigningastaticIPaddressthatwillworkwiththerouterissimplyamatterofchoosinganIPaddressin
thisrange.However,thisroutermayhandoutaddressessequentiallyfrom2upward,soit’sbesttochoose
anaddressit’sunlikelytoreach,evenifyouhappentohavemanycomputersconnectedtothenetwork.
Startingat50isagoodidea,soyoucouldassigntheaddress192.168.1.50.

Don’tforgetthatwhendefiningstaticIPaddresses,youneedtomanuallysupplythegateway,subnet,and
DNSaddresses.Intheexample,thegatewaywouldbe192.168.1.1(theaddressoftheLANinterfaceon
therouter),andthesubnetwouldbe255.255.255.0.TheDNSaddressonasmallhomenetworkwill
probablybethesameasthegatewayaddress,becausetherouterwillusuallybesettoforwardDNS
requestsbydefault.Beawarethatcompletelydifferentconfigurationscanbeused,soonlyapplythistipif
you’reabsolutelysureaboutthenetworkconfigurationyouneed!

BUILD YOUR OWN READAHEAD PROFILE 

Ubuntuincludesafeaturecalledreadahead,whichisabletoorderthelistoffilestobeloadedduring
bootupbytheirlocationsontheharddisk.AdefaultreadaheadlistisinstalledonastandardUbuntu
installation.ThisiscreatedonagenericPC,butyoucanbuildyourownversionofthelist,customizedfor
yourowncomputer.

Herearethestepstocreateyourownreadaheadlist:

1. RebootUbuntu,andatthebootmenu,highlighttheUbuntuentryandpressE.If
Ubuntuistheonlyoperatingsystemonyourcomputer(thatis,yourcomputer
doesn’tdual-bootwithWindows),youmightneedtopressShifttoseetheboot
menuwhenprompted.

2. Highlighttheline,beginningwiththewordlinuxandpressEagain.

3. Usingtheright-arrowkey,movethecursortotheendoftheline.Insertaspace
andtypeprofile.ThefollowingishowtheentirelinereadonourtestPC;yours
maybeslightlydifferent(notethatthebeginningofthelinewascroppedoff
becauseoftheresolutionofthescreen).Justaddthewordprofiletothelineif
youwanttousethelistofreadaheadfiles:

< quiet splash profile 

4. PressControl-Xtobootthecomputer.Thisbootwilltakelongerthanusual,
becausethebootprofileisbeingrebuilt.Whenthecomputerhasbootedup,and
alldiskactivityhasstopped(whichmighttakeaminuteortwoaftertheDesktop
hasappeared),rebootyourcomputer.Youshouldfindthatbootupisfaster.
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Prelinking 
AlotofUbuntusoftwarereliesonotherpiecesofcodetowork.Thesearesometimesreferredtoas
libraries,whichisagoodindicatoroftheirpurpose:toprovidefunctionsthatprogramscancheckinand
outwhenevertheyneedthem,asiftheywereborrowingbooksfromalibrary.

Wheneveraprogramstarts,itmustlookfortheseotherlibrariesandloadthemintomemoryso
they’rereadyforuse.Thiscantakesometime,particularlywithlargerandmore-complicatedprograms.
Becauseofthis,theconceptofprelinkingwasinvented.Byaseriesofcomplicatedtricks,theprelink
programmakeseachbitofsoftwareyoumightrunawareofthelibrariesitneeds,sothatmemorycanbe
betterallocated.

Prelinkingclaimstoboostprogramstartuptimesbyupto50percentormore,buttheproblemis
thatit’sahack—aprogrammingtrickdesignedtomakeyoursystemworkinanonstandardway.
Becauseofthis,someprogramsareincompatiblewithprelinking.Infact,somemightsimplyrefuseto
workunlessprelinkingisdeactivated.Atthetimeofthiswriting,suchprogramsareintheminority.
However,keepinmindthatprelinkingcanbeeasilyreversedifnecessary.Alternatively,youmightwant
toweighwhetherit’sworthsettingupprelinkinginthefirstplace.

ConfiguringPrelinking
Ifyoudecidetogoaheadwithprelinking,you’llneedtodownloadtherelevantsoftwarefromthe
Ubuntusoftwarerepositories.OpentheUbuntuSoftwareCenterandtypeprelinkintothesearchbox.
ClickInstall.

Beforeyoucanrunaprelinkingsweepofyoursystem,youneedtoenableitinoneofits
configurationfiles.Todothis,typethefollowinginaterminalwindow:

gksu gedit /etc/default/prelink 

ChangethelinethatreadsPRELINKING=unknowntoPRELINKING=yes.ThensavethefileandquitGedit.
Ifthefilecurrentlydoesnotexist,theprelinkpackageisnotinstalled.Usesudo apt-get install 
prelinktoinstallthesoftware,andthenedittheconfigurationfileasindicatedhere.

Torunaprelinkingscanofyoursystem,simplyissuethiscommand:

sudo prelink -a 

Thiswillprelinkpracticallyallthebinaryfilesonyoursystemandmaytakesometimetocomplete.
Youmayalsoseesomeerroroutput,butyoudon’tneedtopayattentiontoit.

Prelinkingwasautomaticallyaddedasadailycronjobwhenyouinstalledit,soanynewprograms
youaddwillbeautomaticallyprelinked.

DeactivatingPrelinking
Ifyoufindthatprelinkingmakesaparticularapplicationmalfunctionorsimplystopworking,youcan
tryundoingprelinkingforindividualbinaries.Todothis,usewhereistofindoutwherethemainbinary
fortheprogramresidesandissuetheprelinkcommandwiththe--undocommandoption.Forexample,
toremoveprelinkingfromtheGedittexteditorprogram,youcouldtypethefollowing:

whereis gedit 

Thiscommandwillshowthatthegeditbinaryisfoundatthelocation/usr/bin/geditinthefile
system.Next,attempttoundoprelinkingonthebinary:

sudo prelink --undo /usr/bin/gedit 
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However,thismaynotwork,becausesomeprogramsmightrelyonadditionalbinariesonthe
system.Therefore,thesolutionmightbetoundoprelinkingfortheentiresystem,whichyoucandoby
typingthefollowing:

sudo prelink -ua 

Afterthis,youshouldremovetheprelinkpackage,viatheUbuntuSoftwareCenter,tostopitfrom
runningagaininthefuture(ormanuallyremoveitscronentry).

CautionPrelinkingisdangerous,asservicesandprogramsmaystopworkingifyouuseit.Ifitworks,your
computerwillbefaster.Butbepreparedtodosomeadditionalmanualworktoundoprelinkingforsomeofthe
programsonyourcomputer.

OPTIMIZING THE KERNEL 

YoucandownloadtheLinuxkernelsourcecodeandcompileyourownversionofit.Thisgivesyoutotal
controloverthekernelconfiguration,soyoucanleaveoutpartsyoudon’twantinordertofreememory.
Oncurrentkernelshowever,youwon’toftenneedtocompileyourownkernel.TheLinuxkernelis
modular;soitjustwon’tloadcomponentsthatarenotgoingtobeneeded.Butstill,youcancompileyour
kerneltoleaveoutcertaincomponentscompletely.

Byrecompiling,youcanalsosetcertainoptimizationsettings,suchascreatingaversionofthekernel
specificallybuiltforyourmodelofCPU.Ontheotherhand,themerefactofrecompilingyourkernelallows
youtolearnalotaboutthewayitworks.Soevenifit’snotreallyusefulforbetterperformance,itmaygive
youabetterunderstandingofthewayLinuxworks.

Althoughcompilingakernelisasimpleprocedure,you’llneedtoanswermanycomplexquestionsand
haveanin-depthknowledgeofthewayLinuxworks.Youcouldalsohaveamodelofaworkingkernel
tocribfrom,whichisagreatwaytoavoidsomegrowingpainswhileteasingoutoptimalkernel
compilationsettings.

Inaddition,compilingyourownkernelbringswithitseveralissues.Thefirstisthatitmaynotworkwith
anybinarymodulesthatyouhaveinstalled,suchasgraphicscardsorwirelessdrivers.Youcanoptto
updatetheseyourself,butthisaddstothecomplexity.

ThesecondproblemisthatUbuntuisbuiltaroundprecompiledkernels.Severalsoftwarepackagesexpect
toworkwiththeprecompiledkernel,andinaddition,Ubuntumayoccasionallydownloadanupdated
prepackagedkernelautomaticallyaspartofthesystemupdatefeatureandoverridetheoneyou’ve
created.Ifthereareanysecurityproblemswiththekernelversionyoucompiled,you’llneedtorecompilea
newkernelfromscratch(orpatchtheoneyouhave).Thismeansyou’llhavetokeepaneyeonthe
securitynewssitesandtakeactionwhennecessary.

Yourcustomizedkernelmayalsofailtoautomaticallydetectnewlysupportedhardware,meaningyou’ll
havetoacquireandloadthedriversmanually.
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Thatsaid,compilingakernelisanexcellentwayoflearninghowLinuxworks,andifitallgoeswell,the
senseofachievementisenormous.Buttherearenumerousdisadvantages,whichiswhyyoushouldavoid
recompilingyourkernel.  

SomepeoplechoosetodownloadthekernelsourcecodefromtheofficialLinuxkernelsite,
www.kernel.org.However,itmakesmoresensetodownloadtheofficialUbunturelease,becausethiswill
betailoredforthewayyoursystemworks.UsingtheSynapticPackageManager,simplysearchforlinux-
source.

Youcanfindseveralguidestocompilingyourownkernelonline,butwerecommendthefollowingposting
ontheUbuntuforumswebsite,whichlooksatcompilingakernelunderUbuntu:
https://help.ubuntu.com/community/Kernel/Compile.

Optimizing the Kernel 
Whereasprecompilingthekernelisnotreallythewaytomakeyoursystemfaster,optimizationofthe
kerneldoeshelp.Inthefilesystemofyourcomputer,you’llfindlotsoffilesinthe/proc/sysandthe
/sysdirectories.The/proc/sysdirectoryrelatestokernelsettings,whilethe/sysdirectoryismoretodo
withthedevicesyouareusing.OptimizinganUbuntusystembytuningthesefilesisspecialistwork,but
let’sjustgiveyouoneexample,whichisaboutthescheduler.

ThescheduleristhekernelcomponentthathandlesI/Orequests.Basically,theschedulercando
onlyonethingatatime:itcanreaddatablocks,oritcanwritethem.Asanadministrator,youcan
specifywhatitshoulddo.Theschedulersettingisappliedtoeachdevicethatisinstalledinyour
computer.Foryourharddisk,whichinmostcasesusesthename/dev/sda,youcanfindthesettingin
thefile/sys/block/sda/queue/scheduler.Todisplaythecurrentcontentsofthisfile,usethecommand
cat /sys/block/sda/queue/scheduler:

root@natty:/sys/block/sda/queue# cat scheduler  
 
noop deadline [cfq]  

Asyoucansee,inthefileyoucanusethreedifferentvalues:

• noop:Theschedulerdoesn’tdoanythingwithI/ObutgivesitdirectlytotheI/O
controller.ThisisausefulsettingifyourcomputerusesafastRAIDcontroller.

• deadline:Theschedulerwillwaitaslongasitcantowritedatatodisk.Bydoing
this,itcanwritethedataasefficientaspossible,whichwillmakewritesonyour
computerfaster.

• cfq(completefairqueueing)ThisvaluedoesnothingtooptimizeI/Oonthe
scheduler,whichgivesanequalsharetoreadandwriterequests.

Bydefault,theschedulerissettocfq,whichmakessenseformostdesktopsystemsandalsofor
systemsthatdomorereadingofdatathanwriting.Ontheotherhand,acomputerthatwritesmorethan
thatitreads(whichistypicallynotthecaseforadesktopcomputer)willbenefitfromsettingthe
deadlineoption.

Tochangethesettingfromthecommandlineyouneedtoechothenewvalueintotheconfiguration
file.Todothis,usingrootpermissions,useforexampleecho deadline > 
/sys/block/sda/queue/scheduler.Thisimmediatelyappliesthenewvalue:

root@natty:/sys/block/sda/queue# echo deadline > scheduler 

x

http://www.kernel.org
https://help.ubuntu.com/community/Kernel/Compile
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Afterdoingthis,startsomeintensivewriteactivityonyourcomputer(copyingafewgigabytesof
datafromanexternaldrivetoyourharddisk).Youmightseesomeimprovement.

Freeing Up Disk Space 
AfterusingUbuntuforsometime,youmightfindthatthediskbeginstofillup.Youcankeepaneyeon
diskusagebyusingtheSystemMonitorapplicationandlookingundertheFileSystemstaborusingthe
followingcommandinaterminalwindow:

df -h 

Eithermethodwillshowthefreespaceintermsofmegabytesorgigabytesforeachpartition,also
expressedasapercentagefigure.Ifthediskdoesstarttogetfull,youcantakestepstomakemorespace
available.

NoteYoucanalsofindinformationaboutanyconnecteddiskbyright-clickingitinNautilusandselecting
Properties.

Emptyingthe/tmpFolder
Aneasywaytoregaindiskspaceistoemptythe/tmpfolder.LikeitscounterpartintheWindows
operatingsystem,thisisthefolderinwhichtemporarydataisstored.Mostapplicationscleanupafter
themselves,butsomedon’t,leavingbehindmanymegabytesofdetritus.Tocheckifthisisthecaseon
yourcomputer,youcanusethedu -hscommandfromaterminal,whichgivesasummaryofuseddisk
spaceinthisfolder.Ifthefoldercontainsmanymegabytesofdata,youcanapplythistip.Ifit’sjustafew
megabytes,it’sbettertoleavethefolderaloneandmoveontothenexttip.

Becausethe/tmpfolderisaccessedpracticallyeverysecondthesystemisupandrunning,toempty
itsafely,it’snecessarytoswitchtorunlevel1,theUbuntualternativetoWindowssafemode.This
ensuresthatfewotherprogramsarerunningandavoidstheriskofdeletingdatathatisinuse.Before
doingthis,makesureyou’veclosedallprogramsthatyouareworkingin,becauseswitchingtherunlevel
willcloseallactiveprograms!First,switchtothetextconsolebypressingCtrl+Alt+F1.Thenenterthese
commandstoswitchtorunlevel1:
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sudo killall gdm-binary 
sudo telinit 1 

Arecoverymenuwillappear.SelecttheDroptoRootShellPromptoption.Thenenterthefollowing
toemptythe/tmpfolderandreboot:

Caution!Usingtherm –rfcommandasdescribedbelowispotentiallydangerous.Makeabsolutelysurethat
thereisnospacebehindthe/,asinrm –rf / tmp,becauseinthatcasethecommandwoulderaseeverything
thatisonyourharddisk!

rm -rf /tmp/* 
reboot 

TipOnasimilartheme,don’tforgettoemptytheTrashonyourgraphicaldesktop.Thiscanholdmany
megabytesofolddata.IfyouseeanerrormessageaboutpermissionswhenemptyingtheTrash,youcandoso
manuallyfromaterminalwindow.Simplytypesudo rm -rf ~/.local/share/Trash/{files,info}/ togetthejobdone.

EmptyingtheCacheofPackageFiles
YoumightalsochoosetoclearouttheAdvancedPackagingTool(APT)cacheofold.debpackagefiles.
Onasystemthathasbeenveryfrequentlyupdated,thiscanfreemanymegabytes(possiblygigabytes)
ofspace.

Youcanemptythecachebytypingthefollowingcommandinaterminalwindow:

sudo apt-get clean 
 

NoteThefilesconcernedareheldinthefollowingdirectory:/var/cache/apt/archives/.Alternatively,you
canusetheapt-get autocleancommand;thissimplyremovesanypackagefilesthatarenolongeravailableon
themainrepositoryserver(thatis,thosethatareout-of-date)butleavesanythatyoumightneedinthefuture.
Usingthiscommandisconsideredamuchsaferwaytoremoveunwantedpackagefiles.

Ifyouwanttorestoreanypackageslater,simplylocatethemintheSynapticPackageManagerlist,
clickthecheckbox,andclickMarkforReinstallation.Thiswillcausethepackagetobedownloaded,
installed,andconfigured.

RemovingUnusedSoftware
Ifyoustillneeddiskspace,consideruninstallingunusedprograms.Asyou’velearned,youcanmanage
softwarethroughtheUbuntuSoftwareCenter.
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Toremoveapackage,searchforitintheInstalledSoftwaresectionandclicktheRemovebutton.
However,it’snotagoodideatosimplyscrolldownthelistandremoveanythingthatseemsdispensable.

Asalways,removingsoftwarecancreatedependencyproblems,soyoumightfindyourselflimited
inwhatsoftwareyoucanactuallyremove.

It’salsoworthperiodicallyissuingthesudo apt-get autoremovecommand,whichwillremoveany
unuseddependencypackagesonthesystem.Theoretically,thesewillalwaysberemovedprovidedapt-
get autoremoveisusedwhenspecifyingpackagestouninstall,butthewayUbuntuisupdatedmight
meanthatahandfulofunuseddependencieshangaroundafterthey’renolongerneeded.

Ifyoufindyou’readdingandremovinglotsofsoftware,youmightfindanapplicationsuchas
BleachBit(http://bleachbit.sourceforge.net/)quiteuseful.Thiscanremoveclutterthattakesup
spaceandcouldcontainprivateinformationthatwouldbebestclearedaway.Youcandownload
BleachBitthroughtheUbuntuSoftwareManager.Youcanrunthesoftwareeitherasanormaluser
(whichmakesithardertomessthingsup),orasroot.Touseit,simplyscrolldownthelistandselectthe
partsyou’dliketoremove(forinstance,thecookiesfromFirefox),andthenclicktheDeletebutton.
ClickingthePreviewbuttonwillgiveyouagoodideaofwhatisgoingtoberemovedandtheamountof
spaceit’slikelytosave.

Summary 
Inthischapter,youlookedatstreamliningyourinstallationofUbuntu.Thisinvolvesspeedingupthe
bootprocedurebyrunningbootscriptsinparallel,anddecreasingthebootmenudelay,alongwitha
handfulofothertricks.Youalsolookedatoptimizingyourharddisksettingstoallowforgreaterspeed
whenloadingandsavingfiles.

Additionally,wediscussedprelinkingprogramssothattheyloadfaster,recompilingthekernelso
thatit’soptimizedforyoursystem,andfreeingdiskspacebyvariousmeans.

Inthenextchapter,youlearnhowtoperformbackupstosafeguardyourdata.
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Backing Up Data 

Everycomputeruserknowsthatbackingupdataisvital.Thisisusuallybecauseeverycomputeruserhas
lostdataatsomepoint,perhapsbecauseofacorruptedfileoranaccidentaldeletion.

SomeofthepeoplebehindUNIXwerehighlyawareofsuchoccurrences,andbuiltinseveral
advancedandusefulbackuptools.ThesehavebeenmirroredwithinLinux,withtheresultthatcreating
andmaintainingbackupsiseasy.

Inthischapter,youfirstlookatwhatdatashouldbebackedupandthenexploretwowaystomake
backups:viatheSimpleBackuputilityandthecommandline.

What Data Should You Back Up? 
Dataonyoursystemcanbeclassifiedintothreebroadtypes:programdata,configurationdata,and
personaldata.It’straditionallyreasonedthatbackingupalltypesofdataisinefficient,becauseitwould
meanbackingupmanygigabytesofinformationregularly.Becauseofthis,youusuallywanttobackup
thelattertwotypesofdata:configurationandpersonal.ThetheoryisthatifyourPCishitbyahard-
disk-wreckingdisaster,youcaneasilyreinstalltheOSfromtheCDorDVD.Restoringyoursystemfrom
backupisthensimplyamatterofensuringthattheconfigurationfilesarebackinplace,soyour
applicationsworkasyouwouldlikethemto,andyourpersonaldataisonceagainmadeaccessible.

Practicallyallthepersonalconfigurationdataforprogramsyouuseeveryday,aswellasyour
personaldata,isstoredinyour/homedirectory(althoughtheconfigurationfilesforsoftwareused
systemwideareusuallystoredinthe/etcdirectory).Youmightalsowanttoconsiderlocatingyour/home
directoryinaseparatepartition,foradditionalsecurity.

Ifyoutakealookinyour/homedirectory,youmightthinkthattheprevioussentenceisincorrect.On
afreshlyinstalledsystem,thedirectoryappearslargelyempty,apartfromahandfulofdirectoriesfor
music,photos,andsoon.However,most,ifnotall,oftheconfigurationfilesarehidden;theirdirectory
andfilenamesareprecededwithaperiod(.),whichmeansthatLinuxdoesn’tdisplaythemina
standarddirectorylisting.

ToviewhiddenfilesandfoldersintheNautilusfilemanager,chooseViewShowHiddenFiles.
Thiscanbequiteaneye-openerwhenyouseethemassesofdatayoudidn’tevenrealizewerethere,as
shownintheexampleinFigure23-1.
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Figure 23-1. Most of the configuration files for programs are hidden—literally—in your /home directory. 

Theconfigurationfilesheldinyour/homedirectoryrelatesolelytoyouruseraccount.Anyother
userswillhavetheirownconfigurationfiles,entirelyindependentofyours.Inthisway,alluserscan
havetheirownconfigurationsettingsforvariousapplications,whichcanbebackedupindependently.

UnderUbuntu,youcanbackupbothconfigurationdataandpersonalfilesbyusingSimpleBackup,
whichcanbedownloadedfromtheUbuntusoftwarerepositories.

Keepinmindthatthere’slittlepointinmakingbackupsifyouleavetheresultantarchivefileson
yourharddisk.Forfullbackupprotection,thearchivesshouldbestoredelsewhere,suchasonan
externalharddisk,networkmount,orCD/DVD-ROM.ConsiderusingtheBraseroDiscBurner
ApplicationontheMainMenu.

Using Simple Backup 
SimpleBackupisaseriesofprogramsthatenablequickandeasybackupandrestorationofpersonal
data,aswellassystemconfigurationfiles.Itsoutput,whichtakestheformofbackupdirectories
containinganarchiveofthefiles,plusconfigurationdata,canbewrittentoyourharddisk(oranetwork
mountattachedtoit),ortoaremoteInternetlocation,suchasanFTPserver.

SimpleBackupwascreatedcourtesyoftheGoogleSummerofCodesponsorshipschemeandwas
designedwiththehelpofUbuntudevelopers.ToinstallSimpleBackup,opentheUbuntuSoftware
Centerandthensearchforsbackup.ClicktheentrySimpleBackupConfiginthelistofresultsandclick
Install.ThiswilladdentriesforSimpleBackup-ConfigurationandSimpleBackupRestorationtoyour
computer.
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BackingUpDataviaSimpleBackup
Toconfigureabackup,startSimpleBackupConfiguration.Afterenteringyourpassword,you’llseethe
SimpleBackupSuitewindow,asshowninFigure23-2.Usingthisinterface,youcanchoosethefilesthat
SimpleBackupbacksup,aswellaswhenitdoesso.Afteryou’vemadeyourchanges,clickSave
configurationonthetoolbar.Dothisbeforemakingabackup.Ifscheduledbackupsareset,it’ssufficient
tosavethechangesandquittheprogram.Thebackupjobswilltakeplaceautomatically,inthe
background,atthesettimes.



Figure 23-2. Simple Backup can work automatically or with custom settings you specify. 

OntheGeneraltab,youspecifygenericpropertiesofthebackupprogram.Bydefault,itwilldoafull
backuponceeverysevendaysandwillwritetheresultsasuncompressedfiles,whichmaybesplit
intoseveralchunks.Unlessyouarelimitedintheamountofstoragespaceavailable,youcanjust
keepthesesettingstostartwith.
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NoteSimpleBackupdoesn’tcreateacompletelynewfullbackupofyourcomputereachtimeitruns,because
thatwouldtaketoolong.Thefirsttimeitruns,afullbackupistaken,butthosecreatedafterwardareincremental 

backups,andonlyfilesthatareneworthathavechangedarebackedup.Thebackupdirectorycreatedduringthe
firstrunisgiventhefileextension.ful,whilethebackupdirectoriescreatedafterthishavetheextension.inc.
Asyoumightexpect,iftheoriginal.fulbackupdirectorycan’tbefound,anewfullbackupwillbecreated.

Including Files and Folders in the Backup Job 

Tospecifywhatexactlyyouwanttocreatethebackupof,clicktheIncludetab,whichenablesyouto
specificallydefinedirectoriesandfilesthatyouwanttoincludeinthebackup.Theprogramstartswitha
gooddefaultthatincludesalldirectoriesinwhichthecontentchangesoften.Ifsorequired,youcanclick
AddFileorAddDirectorytoadddirectoriesandfilestothedefaultselection.

Bearinmindthataddingadirectorydoessorecursively,whichmeansthatanydirectories
containedwithinthatdirectoryarealsobackedup.Forthisreason,youdon’tneedtospecificallyadd
your/home/<username>directory,becausetheentire/homedirectoryisincludedinthebackupbydefault.
Thismeansthebackupwillalsoincludeallotherusers’directorieswithin/hometoo.

Excluding Files and Folders from the Backup Job 

Youhaveawiderangeofchoiceswhenitcomestoexcludingfilesandfoldersfromthelist.Directories
canbeexcludedbasedontheirlocation.Filescanbeexcludedbasedonlocation,type,orsize.

ClickingtheExcludetabrevealsasetofsidetabsontheleftsideoftheprogramwindowwhich
enableyoutoexcludeitemsfromthebackupasfollows:

• Paths:Toexcludeaspecificfileorfolder,clickthissidetab.Aswithincludingfiles,
clicktheAddFileorAddDirectorybuttonandthenbrowsetotherelevant
location.

• File Types:Toexcludecertaintypesoffiles,clickthissidetab,asshowninFigure
23-3.AfterclickingtheAddbutton,you’llseethatyoucanchoosefromabrieflist
ofstandardfiletypesorfilterbyfileextension(suchas.mp3forMP3filesor.zip
forcompressedZipfiles).Ifyouwanttobackupyourmultimediafiles,removethe
correspondingfiletypeentriesfromthislist.

• Regex:Ifyou’recompetentatusingregularexpressions,youcanusethemto
specifyextremelypreciserulesbyclickingthissidetab.

• Max Size:Anyfileslargerthanthestatedsizeonthistabaren’tbackedup.By
removingthechecknexttotheDoNotBackupline,youcandeactivatethis
feature(althoughthatcouldleadtomassivebackupfiles,whichwouldtakealong
timetogenerate).
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Figure 23-3. Excluding certain types of large files leads to far smaller backup files. 

Changing the Backup Directory Destination 

Bydefault,thebackupdirectorycreatedbySimpleBackupisstoredinthe/var/backupdirectory.By
clickingtheDestinationtabintheBackupPropertiesdialogbox,youcanchoosetosaveitinadifferent
locationonyourharddisk.Ofcourse,ifyouhaveanetworkmount,youcanalsoopttosaveitthere.In
mostcases,weadvisethatyouuse/var/backuptostorethenewlycreatedbackupfiles,andcopythefiles
totheirpermanentdestinationslater.Youmightevenchoosetodothisperiodicallyandautomatically.
ByfollowingtheinstructionsinChapter24,whichexplainhowtoscheduletasks,youcouldsetupacron
jobtoautomaticallycopythefilestoanetworkmountorremovablestoragedevice.Oryoucanjust
mountanexternalUSBdiskatthe/var/backupdirectory,sothatthebackupisautomaticallywrittentoa
USBdisk.

NoteRememberthatSimpleBackupcreatesincrementalbackups,soyoushouldcopyallthebackup
directoriesandfileswithin/var/backuptotheexternalstoragedevice,ratherthanjustthelatestone.
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YoucaneventransferthebackupdirectoryacrosstheInternetviaSSHfiletransferortheless
secureFTPstandard.Todoso,simplyentertheprotocol,username,password,andURLinthe
followingformat:

sftp://username:password@mysite.com/remotedirectory 

It’simportanttoprecedetheaddresswiththeprotocolyouintendtouse:sftp://forSSHsecure
FTPorftp://forFTP.

Changing the Time Period Between Backups 

ClickingtheScheduletabintheSimpleBackupSuitewindowletsyousetthefrequencyofthebackup.
Youcanopttobackuphourly,daily,weekly,ormonthlybyselectingSimple.Next,fromtheDobackups
drop-downlist,youcanselectthebackupfrequency.Youcanalsosettheexacttimeofthebackupif
necessaryafteryouhaveselectedtheCustomoption.Forexample,youcouldsetabackuptotakeplace
everyweekonaTuesdayat12.30p.m.SimpleBackupusesthesystemscheduler,cron(discussedin
moredetailinChapter24).TheuseofcronmeansthatSimpleBackupdoesn’tneedtoberunningallthe
timeforthebackuptotakeplace.SimpleBackupisstartedandstoppedautomaticallyinthebackground
asneeded.

Purging Old Backup Files 

ByclickingthePurgingtabintheBackupPropertiesdialogbox,youcanopttoautomaticallydeleteold
backupdirectories.Thissavesonstoragespace.Purgingcanbedoneeitherbyspecifyingacutoffdate,
sothatanybackuparchiveolderthanthespecifiednumberofdaysisdeleted,oritcanbedone
logarithmically.Thismeansthattheprogramkeepsjustonebackupoutofthemanythatmightbe
createdinaweek,month,andsoon.Allothersaredeleted.Asitoffersyouthebestlevelofprotection,
it’sagoodideatogofortheLogarithmicapproach,becauseitallowsyoutogobackasfarasayearin
time.

RestoringDataviaSimpleBackup
Iftheworsthappens,andyouneedtorestoreanynumberoffilesfromthebackup,youcanclickSystem
AdministrationSimpleBackupRestoration.

Thefirststepistoselectthelocationofthebackupdirectories.Ifthebackupsaren’tcontainedin
/var/backup,click“Customdestination”andeithertypethepathintothefieldorclickthefilebrowser
buttonandlocatethebackupdirectoriesandclickApply.ThenclicktheAvailableBackupsdrop-down
listtochooseabackupdirectoryfromwhichtorestore.Thedirectorynamescontainthedatesandtimes
thebackupsweremade,anditmakessensetochoosethelatest(unlessyouwanttoreverttoanolder
version).

Afterthebackuphasbeenselected,thefilesthatthebackuparchivecontainsaredisplayed.Each
directoryhasasmalltriangletoitsleft,whichyoucanclicktoexpandthedirectoryandshowits
contents.

Afteryou’vefoundthefile(s)ordirectoriesyouwanttorestore,highlightthemandclicktheRestore
button.Butbeware,becausethiswillrewritethefilesanddirectoriestotheiroriginallocations—filesor
directoriesalreadytherewithmatchingfilenameswillbeoverwritten!

Ifyouwanttorestorethefilestoadifferentlocation,clicktheRestoreAsbuttonandthenchoosea
folder.SimpleBackupstoresitsinformationinastandard.tar.gzfilewithintheselecteddirectorywhen
youbackup.Thismeansit’spossible,ifnecessary,tomanuallyaccesstheinformationinthebackup.
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CautionRestoredfilesanddirectoriesareownedbyroot.ThisisbecauseSimpleBackuprunswithsuperuser
powers.Therefore,oneofthefirstthingsyouhavetodoistochangetheownershipandgroupofthefiletowhat
theywereoriginally.SeeChapter21formoredetailsaboutfileownershipandhowtochangeit.

Creating and Compressing Archives  

AlthoughSimpleBackupallowstheuninitiatedtomakequickandregularbackups,therearemanyother
waystopackageafolderandstoreitasasinglefile.Linuxusersoftencreatearchivesintheformof.tar
files.tarstandsforTapeARchiveandreferstobackingupdatatoamagnetictapebackupdrive.
OriginallydesignedforbackingupfileswithUNIXoperatingsystems,ithasalsobecomeastandard
methodoftransferringfilesacrosstheInternet,particularlywithregardtosourcefilesorother
installationprograms.

NoteLinuxcomeswithacouplemorebackupcommands,whichyoumightchoosetouse.Theyarecpioand
pax.Bothaimtoimproveontarinvariousways,butneitherisbroadlysupportedatthemoment.cpioisinstalled
bydefaultunderUbuntu,andpaxcanbefoundviatheUbuntuSoftwareCenter.Examinetheirmanpagesformore
detailsifyouwanttoknowmore.

Creating Archives with Nautilus 

Anarchiveisafilethatcanactasacontainerforotherfiles.ThemostcommontypeofarchiveinLinux
isthe.tarfile,buttherearemanyothers.Usuallyyou’llusearchivefilestopacktogetherthecontentsof
afolder,forexample,your/homedirectory.Althoughyoucanarchiveasinglefile,it’snotveryuseful!
Someofthearchivetypesevencompresstheinformationsoitconsumeslessspaceinyourdiskoris
downloadedfasterwhenpostedtoawebsite.

Tocreateanarchivefile,openNautilusandbrowsetotheparentofthefolderyouwishtoarchive.
Right-clickthefolderandselecttheoptionCompress…TheCompressdialogboxwillopen.

Youcansetthenameofthedestinationfileandselectthetype.Youhaveafewoptionstochoose
from,eachwithitsspecificfunctionality.Table23-1brieflydescribeseachofthoseoptions.Some
archivetypesallowyoutopassword-protectitscontentssoyoucanaddalayerofsecuritytothe
information.Onlyusersprovidedwiththepasswordwillbeabletoaccessyourfiles.Additionally,you
canselectthelocationinwhichthenewarchivefilewillbecreated.Bydefaultitisinthesamepathas
thefolderyouarearchiving.
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Table 23-1. Types of Files to Create with the Compress Dialog Box 

File 

Extension 

 

Compressed? 

Password-

Protected? 

 

Description 

.ar No No AIXsmallindexedarchive

.cbz Yes Yes ZIPArchivedComicBook

.jar NoNo Javaarchive

.tar NoNo  Uncompressedtararchive

.tar.bz2 YesNo tararchivecompressedwithbzip2,highercompressionratio
thangzip

.tar.gz YesNo tararchivecompressedwithgzip,fasteroperationthan
bzip2

.tar.lzma YesNo tararchivecompressedwiththeLZMAalgorithm

.zip YesYes WinZiparchive


Whenyoucreateanarchivefromafolder,theoperationisautomaticallyrecursive,soitaddsall

subdirectoriestothesamearchive.
Foldersandfilesaddedtothearchivehavetheinitialforwardslashremovedfromtheirpaths.So,

ratherthanstoreafileinthearchiveasthis:

/home/keir/Mail/file1 

thefilewillbestoredasfollows:

home/keir/Mail/file1 

Thedifferencebetweenthetwoformsconcernsuswhenthefilesareextractedfromthearchive.If
thefileshadtheinitialslash,totheparticularfilewouldberestoredto/home/keir/Mail/file1.Ifthere
werealreadyafileofthatnameinthatlocation,itwouldbeoverwritten.Withtheleadingslashremoved,
anewdirectoryiscreatedwhereveryouchoosetorestorethearchive.Inthisexample,itcreatesanew
directorycalledhome,andthenadirectorycalledkeirwithinthat,andsoon.

ManagingArchiveFiles
Onceyouhavecreatedanarchivefile,youcanmanageitscontentsjustusingtheFileRoller,anarchive
managerforGNOMEthatispreinstalledwithUbuntu.UsingFileRolleryoucaneasilybrowsethe
contentofanarchivefile,orextractindividualfilesfromit.
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Viewing the Contents of an Archive File 

ToopenanarchivewiththeFileRoller,browsetoitslocationinthediskwithinNautilusandright-click
thearchive.SelectOpenwithArchiveManagerfromthecontextmenu.

TheFileRolleropens,displayingthecontentofthearchivefile.Youhaveseveraloptionstogetmore
informationaboutthefileorchangethewayitscontentisdisplayed,forexampleasfollows:

• ClickFileandselectTestIntegritytocheckwhetherornotthearchiveis
corrupted.

• ClickFileandselectPropertiestoviewinformationaboutthearchive,suchas
location,thedateinwhichitwasmodified,thesizeandcompressionratio,andso
on.

• ClickViewandselectwhetheryouwanttoseeallfilesasiftheywereinthesame
folder(ViewAllFiles,Ctrl+1),orifyouwanttorespectthefolderstructurein
whichthefilesarestored(ViewasaFolder,Ctrl+2).

• ClickViewandselectFolders(orpressF9)tosplitthenavigationpaneanddisplay
thefolderhierarchytotheleftforeasierbrowsingofbigandcomplexarchives.

TipApopularcompressedarchivefiletypeisrarfiles.YouusuallymanagethemwithWinRarinWindows.To
addsupportforrarfilestotheFileRoller,installthepackageunrarusingtheUbuntuSoftwareCenter.Another
package,rar,letsyouarchiveandcompressinadditionalformatsusingNautilus(.bz2,.cbr,.lzma,.rar).

Extracting Folders and Files 

Youcanextractoneormorefoldersorfilesfromanarchive,orevenitswholecontents,tothefolderyou
choose.Justselectthefolder/sand/orfile/syouneedandclicktheExtractbutton.TheExtractdialog
boxisdisplayed.Hereyoucanselectthedestinationfolderinwhichyouwillextractyourfiles.Youcan
alsospecifywhetheryouwillbeextractingallthefilescontainedinthearchive,oronlyspecificfiles
withinit.UnderActions,youhavesomeoptionsforchangingthebehavioroftheextractoperation:

• Re-create folders:Whenselected,thewholefolderstructurewillberecreatedinthe
destinationdirectory.Fileswithinsubfolderswillbeplacedintothe
correspondingdirectory.Ifthisoptionisleftunchecked,allfileswillbeextracted
totherootofthefolderyouspecifyasadestination. 

• Overwrite existing files:Whenselected,filesstoredinthedestinationfolderwhich
havethesamenameasafilebeingextractedwillbedeleted.Ifitisunchecked,
fileswithconflictingnameswillnotbeextracted.

• Do not extract older files:Thisoptionisusedinconjunctionwith“Overwrite
existingfiles”andworksonlyifthatoptionisselectedaswell.Whenselected,if
thereisaconflictbetweenanexistingfileandonebeingextracted,onlythefile
withthemostrecentmodificationdatewillbesaved.
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SavingtheFiletoaCD-R/RWortoaDVD-R
Afterthe.tarfilehasbeencreated,theproblemofwheretostoreitarises.Aswementionedearlier,
storingbackupdataonthesameharddiskasthedataitwascreatedtobackupisuseless,becauseany
problemthatmightaffecttheharddiskmightalsoaffectthearchive.Youcouldenduplosingbothsets
ofdata!

Ifthearchiveislessthan700MB,itshouldbepossibletostoreitonaCD-RorCD-RW.Ifthebackup
fileislargerthan700MB,youmightwanttoburnthebackupfiletoDVD,usingaDVD-R/RWdrive.

NoteRememberthatUbuntuhasaverycapableCD/DVDburningtoolcalledBrasero.Youcaneasilystartitby
typingitsnamefromtheApplicationsmenu.Notethatalthoughit’slistedasamultimediaapplication,itisinfact
capableofburningalltypesofdatadiscs.Togetstarted,justclicktheDataProjectbutton.Thensimplydragthe
backupfile(s)ontotheprogramwindowandclicktheBurnbuttonatthebottomright.

Ofcourse,youneedtoinsertavalidCDorDVDintotheopticaldriveofyourcomputerandmake
sureitcanwritesuchdisks.IfUbuntudetectsthatthereisnovalidandwritablediscintheopticaldrive,
itwillgiveyoutheoptiontostoreyourcontentintheformofadiscimagewiththeextension.iso.That
formatiswidelyusedandbroadlyrecognizedbymostoperatingsystems.

Inanycase,youshouldejectyourdiscandinsertitagaininordertobeabletoreadit.

Summary 
Inthischapter,youlookedatmakingbackups.First,yousawwhereintheLinuxfilesystemyour
personalfilesandothervitaldataarestored.ThenyoulookedathowtheSimpleBackuptoolcanbe
usedtobackupsystemconfigurationandpersonaldata.Younextlearnedhowtocreateandmanage
archivestobackupanykindofdata.Finally,youlearnedhowtoburnCDsandDVDsofyourbackup
filesfromwithinNautilus.

Inthenextchapter,welookathowtaskscanbescheduledtooccuratvarioustimesunderUbuntu.
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Scheduling Tasks 

Inthisbook,you’velearnedaboutvarioustasksyoucanperformtokeepUbunturunningsmoothly.
Althoughsomeofthesetasksrequirehumanintervention,many—suchasbackingupyourimportant
filesorclearingtheclutterfromthetmpfoldertoensurethatyoualwayshaveenoughfreediskspace—
canbeautomatedrelativelyeasilybyusingthemethodsinthischapter.Thiswillgiveyoumoretimeto
dootherstuffandwillalsoensurethatthosevitaltasksarecarriedoutregularlyandwithoutfail.They
canberuneitherperiodicallyorasone-timetasks.

Scheduling with GNOME Scheduler 
UnderLinux,thetraditionalwayofschedulingtasks,suchascreatinganarchivedfileofaparticular
folder,isviathecrondaemon.Thisworksonbehalfoftheusertoautomateindividualjobsandisalso
usedbythesystemtorunitsownmaintenancetasks.Thecroncommandisusefulforschedulingheavy
loadsatatimewhenyouknowthesystemwillbeunderused.

Forcrontorunsystemtasks,itreadsafilecalled/etc/crontab.Traditionally,cronstartssoonafter
bootupandsitsinthebackgroundwhileyouwork,checkingeveryminutetoseewhetherataskisdue.
Assoonasonecomesup,croncommencesthetaskandthenreturnstoawaitingstatus.

Usershavetheirowncrontabfile,whichisstoredbyusernameinthe/var/spool/cron/crontabs/
directory.Thisdirectoryisownedbyroot,andnormaluserscan’tvieweachother’scrontab.Theuser’s
crontabfileisupdatedinatexteditor,butyouneedeitheraspecialcommandoraprogramtohelpyou
doit.ThisiswhenGNOMESchedulercomestohelp.

GNOMESchedulerisagraphicalinterfacethatallowsyoutoeditthecrontabfile,eitherfortheroot
user(ifyouhaveenoughprivileges)orforyourself.

Itisnotinstalledbydefault,soyou’llhavetousetheknowledgeacquiredinChapter20about
installingsoftwareandgrabtheprogramnamedScheduledTasks.Youcansearchforthatnamein
UbuntuSoftwareCenterandclickinstallwhentheprogramislisted.

Onceinstalled,you’llfinditatApplicationsSystemToolsScheduledtasks.Bydefault,itwillrun
underyouruseraccountandallowyoutoscheduleyourownpersonaltasks.Ifyouwanttoschedule
tasksfortherootuser,youshouldrunitwithelevatedprivileges.Okay,it’snotobvioushowtodothat.
Aneasywayisbyfollowingtheseinstructions:

1. GotoApplicationsSystemToolsandright-click“Scheduledtasks.”

2. Selecttheoption“Addthislaunchertodesktop.”

3. GotoyourDesktopandright-clickonthenewScheduledtasksicon.

4. SelectProperties.
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5. The“ScheduledtasksProperties”dialogboxwillopen.EdittheCommandbox,
addinggksudoatthebeginningofthecommand.Itshouldenduplikethis,as
showninFigure24-1:

gksudo /usr/bin/gnome-schedule 

6. ClickClose.Whenyoudouble-clicktheScheduledtasksicononyourDesktop,
youshouldbepromptedwithyourpasswordbecauseyou’retryingtoelevate
yourprivilegesandactasroot.

 TipYoucanapplythisproceduretoallprogramsthatyouwanttorunasroot.Instep1,makesuretoselectthe
programyouwanttorunwithelevatedprivilegesandapplytherestofthisprocedure.

7. Congratulations!Youcannowedittherootuser’sowncrontab.Withtheroot
useryoucanactuallyeditthecrontabofanyuser.Takeintoaccountthatthis
willonlyworkifyouareasudoer,asdescribedinChapter21.



Figure 24-1. Adding gksudo to an application launcher enables you to run it with elevated privileges, if you 

have the rights to do so.  
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CreatingaRecurrentTask
CreatinganewscheduledtaskiseasywithGNOMEScheduler.

Oneofthemostcommontypesofscheduledtasksistherecurringtask.Thisisacommandor
programthatyouwanttorunonaperiodicbasis—forexample,thecleaningofcertainfoldersoryour
system’sbackup.Youdon’twanttorunthosetasksjustonce,buttoconfigurethemandbeatease
becauseyouknowthey’rerunningwithoutyourintervention.

Tocreatearecurrenttask,openGNOMESchedulerandclickNew.TheAddaScheduledTaskdialog
boxwillopen.SelecttheoptionAtaskthatlaunchesrecurrently.

YouwillseetheCreateaNewScheduledTaskdialogbox,showninFigure24-2.



Figure 24-2. Creating a new scheduled task. 

Youcangiveyourtaskadescriptionthatwillallowyoutorememberwhatthattaskwascreatedfor.
Youcanusespacesorspecialcharactersinyourdescription.

Asthenameimplies,therearetwocriticalcomponentstocreateascheduledtask:thetaskandthe
schedule.Thetasktellsyoursystemwhattodo;theschedule,whentodoit.

InLinuxthetaskisdefinedbyacommandorascript.Youcannotconfiguremultiplelinesof
commandsinsidethescheduledtask;ifwhatyouwanttodoistoocomplexforasingleline,youshould
createascript.

GNOMESchedulerisveryversatileregardinghowyoudefinethetimeatwhichthetaskwillrunand
itsperiodicity.YoucanplayaroundinthesectionTime&DateoftheCreateaNewScheduledTask
dialogboxuntilyoufindtheperfectscheduleforyourtask.InthePreviewsection,ahuman-readable
translationofthescheduleisdisplayedsoyoucanbesurethatyourinputsproducethedesiredresults.



CHAPTER24■SCHEDULINGTASKS

488

TheBasicoptionallowsyoutoselectfromsixsimpleschedules:everyminute,everyhour(atevery
fullhour),everyday(at00:00),everyweek(oneveryMondayat00:00),everymonth(at00:00onday1),
oratreboot.Theminuteistheminimumscheduletimeframe,soyoucannotscheduleatasktorun
every15seconds.

TheAdvancedoptionletsyoutobealittlemoreimaginative.AseveryUNIXandLinux
administratorcantellyou,thecrontabhasfivetimefieldsthatyoucanconfigure:Minute,Hour,Day,
Month,andWeekday(0beingSunday,1Monday,andsoon).Youcanfilleveryoneofthemorjustone.
AllthefieldsarecombinedbythesystembyusingtheANDoperator.Thatmeansthatallconditions
mustbemetforthecommandtorun.Forexample,inthefollowingconfiguration:

• Minute:0

• Hour:15

• Day:*

• Month:*

• Weekday:*

Thetaskwillruneverydayat15:00(3p.m.).Again,remembertocheckthePreviewsectiontoverify
thatthescheduleyouarecreatingmatchesyourintentions.

YoucanpresstheEditbuttonbesideeachfieldtogetsomemoreoptions;forexample,ifyouwanta
tasktorunonlyonworkingdays,youcanedittheWeekdayfieldandspecifytherangefrom1(Monday)
to5(Friday).

WhatyoudowiththeEditbuttoncanalsobedonebymanuallyeditingeachfieldwiththe
conventionshowninTable24-1.TheexamplesaregivenfortheMinutefield. 

Table 24-1. Task Conventions 

Expression Description 

* Runthetaskateveryminute

5 Runthetaskatminute5

*/5 Runthetaskeveryfiveminutes

5-15 Runthetaskeveryminutefromminute5tominute15

5-15/5 Runthetaskeveryfiveminutesfromminute5tominute15

5,14,37 Runthetaskatminutes5,14,and37

Whendone,clicktheApplybutton,andthetaskwillbescheduledtorunatthespecifiedtimes.In
orderforittohappen,it’snotnecessarythattheScheduledTasksprogramtobeopen,becauseitisthe
crondaemonwhichhandlestheexecutionofthetaskitself,anditstartsautomaticallywiththesystem.

ButwhathappensifthePCisturnedoffwhenthetaskwasmeanttorun?Well,it’sembarrassingto
say,butwhathappensisthatitjustwon’trun.That’swhyyouhaveotheroptionstoscheduleatask,for
example,anacron,whichwetalkaboutlaterinthischapter.Let’scoverfirsttheoptiontocreateaone-
timetask.
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SchedulingOne-OffTasks
Whatifyouwanttoscheduleaone-time-onlytaskquickly?Forthis,youcanalsousetheGNOME
Scheduler.

Forthistypeofscheduledtask,theGNOMESchedulerdoesn’trelyonthecrondaemon,butonthe
atcommand.Theatcommandisusefulwhenyouhavetoscheduleatasktooccurinaspecificmoment
intimeonlyonce.

Todoso,gotoApplicationsSystemToolsScheduledtasks,clicktheNewbutton,andselectthe
option“Ataskthatlaunchesonetime.”TheCreateaNewScheduledTaskdialogbox,showninFigure
24-3,willappear.



Figure 24-3. Creating a one-time task. 

Asyoucansee,addingajobisaseasyasselectingadateinacalendar.Givethetaskadescription,
selectadateandtime,andtypeinthecommand.ThenclickAddtomakeitreal.

Youmighthavenoticedwhencreatingeitherarecurringoraone-timetaskabuttonwiththelegend
“Addastemplate”intheCreateaNewScheduledTaskwindow.Thisbuttonletsyoutostorethe
configurationforataskwithoutactuallyschedulingit.Itcomesinhandywhenyouhaveseveraltasks
withsimilarconfigurations:youcancreateatemplateandthenbaseonittocreatethetasks.
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NoteTouseatemplate,intheGNOMESchedulermainwindowclicktheManageTemplatesbutton.Selectthe
templateandclicktheUsetemplatebutton.MakethenecessarychangesandclickApplytocreatethetask.

Scheduling with anacron 
Ifcron(andtheGNOMESchedulerforthatmatter)hasanAchillesheel,itisthatitexpectsyour
computertobeupandrunningallthetime.Ifyouscheduleataskforaroundmidnightandyour
computerisn’tswitchedonatthattime,thetasksimplywon’trun.

anacronwascreatedtofixthisproblem(seeFigure24-4).Italsocanrunscheduledtasks,butunlike
cron,itdoesn’trelyonexacttimesordates.Instead,itworksontheprincipleoftimeperiods.For
example,taskscanbesettoruneveryday.Infact,taskscanbesettoruneveryxnumberofdays,
regardlessofwhetherthat’severytwodaysoreveryhundredthousand.Italsodoesn’tmatterifthe
computerisshutdownandrebootedduringthattime;thetaskwillberunonlyonceinthespecified
timeperiod.Inaddition,taskscanbespecificallysettorunatthebeginningofeachmonth,regardlessof
thelengthindaysofeachmonth.



Figure 24-4. anacron is used to run tasks periodically, such as every couple of days. 
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anacronisprimarilydesignedtobeusedforsystemmaintenance,andthe/etc/anacrontabfileholds
thedetailsofthetasks.Unlikewithcrontab,eachuserdoesn’thavehisownanacrontabfile.However,
there’snoreasonwhyyoucan’taddyourowncommandstothemainanacrontabfile.Thisfilecanbe
modifiedinanytexteditor,andyoudon’tneedtouseaspecialcommandorprogram(aswithcrontab),
althoughyou’llneedtoadoptsuperuser(root)powers.

NoteThe/etc/anacrontabfilerunsscriptscontainedinthedirectories/etc/cron.daily,/etc/
cron.weekly,andsoon,dependingonwhenthetasksaremeanttorun(everyday,week,ormonth).The
averageuserneverneedstobotherwithsystemwideanacronjobs.Programscreatetheirownentriesasand
whennecessary.

Eachlineinanacrontabtakesthefollowingform:

days     delay     name of task     command 

Thedaysfieldholdsthenumberofdaysinbetweentherunningofthetask.Tosetthetasktorun
everyday,youwouldenter1.Tomakethetaskruneveryninedays,youwouldadd9.Tosetittorun
monthly,youwouldtype@monthly.

Thedelayfieldtellsanacronhowlongtowaitbeforerunningthetask,specifiedinminutes.Thisis
necessarybecauseanacronisrunatboottimebydefault.Ifitweretorunallthescheduledtasks
simultaneously,themachinecouldgrindtoahaltundertheload.Adelayof5minutesisusually
adequate,althoughifsometasksarealreadyscheduledtorunonthesamedaybeforethattask,you
shouldallowenoughtimeforthemtofinish.

Thename of taskfieldisforyourpersonalreferenceandshouldn’tcontaineitherslashesorspaces.
(Hint:Separatewordswithunderscoresorperiods.)

Thecommandfieldis,aswithcrontab,theshellcommandthatshouldberun.
Thefieldscanbeseparatedbyblankspacesorbytabs.

Noteanacronisrunastherootuser,soifyoudoaddyourownentrytoanacrontab,anyfilesitcreates
willbeownedbyroottoo.Ifyouuseanacrontocreateabackupofyour/homedirectory,forexample,the
resultantbackupfilewillbeownedbyroot.Youwillhavetotakebacktheownershipofyourfileslater,as
seeninChapter21.

Let’slookatanexampleofananacrontabentry:

1     15     backup_job     tar -cjf /home/ubuntu/mybackup.tar.bz2 /home/ubuntu 

Thiswillrunthespecifiedtarcommandeveryday(because1isinthedaysfield),andwithadelay
of15minutesafteranacronisfirstrun.

anacronisrunautomaticallyeverytimeyouboot,butyoucanalsorunitmanuallybysimplytyping
itatthecommandprompt(withsuperuserpowers):

sudo anacron 
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Summary 
Inthisbriefchapter,youlookedathowyoucanscheduletasksunderUbuntu,whichessentiallymeans
makingprogramsrunatcertaintimes.You’velearnedtoschedulerecurringtasks,one-timetasks,and
tasksthatrunonspecifictimeperiods.
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Accessing Computers Remotely 

OneareawhereLinuxparticularlyexcelsisinitssupportfornetworking,includingacrosstheInternet.If
youwanttolearnabouthownetworksoperateonafundamentallevel,Linuxisanidealchoice,because
itputsyouindirectcontactwiththetechnology.

Thewidespreadintegrationandsupportfornetworkingextendstoseveralusefulsystemtools,
whichletyouaccessLinuxacrossanykindofnetwork,includingtheInternet.Infact,it’sevenpossible
toaccessaLinuxmachinerunningonadifferentcontinent,justasifyouweresittinginfrontofit!

ThischapterpresentsthemanywaysyoucanaccessanUbuntucomputerremotely.Youmight
needtodoso,forexample,ifyouwanttoadministeryourcomputerfromanotherPCortohelpanother
personwhoisusingUbuntuinhisowncomputer.Inaddition,welookatwaysthatyoucanuseUbuntu
toaccessalmostanyothercomputer,includingWindowsPCs.

Using Secure Shell 
ThehistoryofUNIXhasalwaysfeaturedcomputersconnectingtoothercomputersinsomefashion,
whethertheyweredumbterminalsconnectingtoamainframecomputerorUNIXmachinesactingas
nodesonthefledglingInternet.Becauseofthis,awidevarietyoftechniquesandprotocolswere
inventedtoallowcomputerstocommunicateandlogintoeachotheracrossnetworks.However,
althoughthesestillworkfineoverthemodernInternet,we’renowfacedwiththreatstotheprivacyof
data.Intheory,anydatatransmittedacrosstheInternetcanbepickedupbyindividualsatcertainkey
stagesalongtheroute.Ifthedataisn’tprotectedinanyway,itcanbeeasilyinterceptedandread.

Tocountersuchanoccurrence,thesshsuiteofprogramswascreated.Althoughtheseprograms
startedasopensource,theygraduallybecameproprietary.Therefore,severalneweropensource
versionswerecreated,includingtheoneusedonthemajorityofLinuxdistributions(including
Ubuntu):OpenSSH.

Thegoalofsshistocreateasecureconnectionbetweentwocomputers.Youcanthendojustabout
anytask,includinginitiatingashellsessionsoyoucanusetheremotecomputerasifyouweresittingin
frontofit,orcopyingfilestoandfromtheremotemachine.sshusesvarioustechniquesatbothendsof
theconnectiontoencryptnotonlythedatapassingbetweenthetwomachines,butalsotheusername
andpassword.

NoteThischapterreferstoremoteandlocalmachines.Theremotemachineisthecomputeryou’reconnecting
toacrossthenetworkorInternet.Thelocalmachineistheoneyou’resittinginfrontof.Thesetwotermsare
widelyusedinnetworkingdocumentation.
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LoggingIntoaRemoteComputer
Themostbasictypeofsshconnectionisaremotelogin.Thisgivesyouacommandpromptonthe
remotecomputer,asifyouhadjustsatdowninfrontofitandloggedintoatextconsole.

Butbeforeyoucanlogintoanymachineviassh,youneedtobesuretheremotecomputerisableto
acceptsshconnections.Thismeansthatitneedstoberunningthesshserverprogram(calledaservice
ordaemon),andalsothatitsfirewallhasanopenportforincomingconnections.

ThetwomajorcomponentsofOpenSSHaretheclientandtheserver.Somedistributionsinstall
bothpackagesandruntheservercomponentallthetime.However,onlytheclientcomponentof
OpenSSHisinstalledunderUbuntubydefault.Toinstalltheservercomponent,andthereforeaccess
yourUbuntusystemremotely,youneedtoopentheUbuntuSoftwareCenterandsearchforopenssh-
server.Anapplicationnamedsecureshell(SSH)server,forsecureaccessfromremotemachines,willbe
atthetopofthelist.Clicktoinstallit.Configurationisautomatic,althoughifyou’reusingtheUbuntu
firewall(seeChapter8),youwillneedtoconfigureanincomingruletoopenport22,thestandardport
forsshconnections.TakeintoaccountthatforsecurityreasonstheSSHportisoftenchangedfromthis
defaultvaluetosomeother,lessobvioustoanattacker.

TipIfyouuseFirestarter,asdescribedinChapter8,youcansimplyselectthedefaultincomingsshrule.
There’snoneedtomanuallyspecifyaportnumber.

Initiatingansshsessionwitharemotemachineisusuallyachievedbytypingsomethingsimilarto
thefollowingatacommandpromptonthelocalmachine:

ssh <username>@<IP address> 

Inotherwords,youspecifytheusernameyouwanttologinas,aswellastheIPaddressofthe
remotemachine.Ifthere’safullyqualifieddomainname(FQDN)forthesystemyouwanttoaccess,you
couldspecifythatinsteadoftheIPaddress.Ifyoudon’tspecifyausername,yourcomputerwillattempt
toconnectwiththeusernamewithwhichyouarecurrentlyloggedin.

NoteAnFQDNisthehostnameofasystemplusitsInternetaddress,suchasmycomputer.example.com.
Unlessyouhavehadthisfunctionspecificallysetupforyoubyasystemadministrator,you’llprobablyhaveto
connectviaitsIPaddress.However,ifyourentawebserver,youmightbeabletosshintoitbyusingthedomain
nameoftheserver.

You’llbepromptedforyourpassword,which,obviously,isthepasswordfortheaccountyou’re
tryingtologintoontheremotecomputer.

Whenyouloginforthefirsttime,you’llseethefollowingmessage:

The authenticity of the host <host IP address> can't be established 

Figure25-1showsanexample.Thismeansthattheremotecomputer’sencryptionkeyhasn’tyet
beenaddedtoyourPC’sstorefile.However,afteryouagreetotheinitiallogin,theencryptionkey
willbeadded,anditwillbeusedinthefuturetoconfirmthattheremotecomputeryou’reconnectingto
isauthentic.
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Figure 25-1. When logging in via ssh for the first time, you need to confirm acceptance of the  

encryption key. 

NoteThere’safinelinebetweensecurityconcernandparanoia.Connectingtoaremotemachineforthefirst
timeandacceptingitssshkeyisconsideredinsecurebysomepeople,becauseyoucannotbe100percentsure
thattheremotemachineistheoneyouwanttoconnectto.Itmighthavebeenswappedforadifferentmachineby
crackers.Inaddition,thekeymightbeinterceptedonitsjourneytoyou.Becauseofthis,thosewhoarehighly
securityconsciouscanusethessh-keygenprogramorSeahorse(seeChapter8)tocreateakeyontheremote
machinefirst,andthenimportittothelocalmachinebeforeloggingin.Seethessh-keygenmanpageor
www.openssh.comformoredetails.

Afterconfirmingthatyouwanttomaketheconnection,you’reinvitedtoenterthepasswordforthe
useraccountunderwhichyouinitiatedthesshconnection.Afterthisisdone,youshouldfindyourself
withashellloginontheremotecomputer.Youcanrunthesamecommandsasusualandperform
identicaltasks.IfyouhavestartedtheSSHsessionbyaddinga–Xtothesshcommand(asinssh –X 
linda@192.168.1.52),youcanevenstartgraphicalprogramsfromtheremotemachine.

Themachineyou’reloggedintowillshownosymptomsofbeingusedremotely.Itisn’tlikethe
movies,wherewhatyoutypeonyourlocalmachineissomehowmirroredontheremotemachineforall
tosee.However,obviously,ifauseroftheremotemachineweretoviewhernetworkconnectionsusing
somethingsimilartothenetstatcommand,thenshewouldseeanothercomputerattachedviassh.

http://www.openssh.com
mailto:linda@192.168.1.52


CHAPTER25ACCESSINGCOMPUTERSREMOTELY

496

Toendansshsession,simplytypeexittoreturntothecommandpromptonyourownmachine.
YoucanalsopressCtrl+Dtologout.

TipThere’saversionofthesshclientthatrunsonavarietyofnon-Linuxoperatingsystems,makingitpossible
tologintoyourUbuntumachinefromaWindowscomputer.TheprogramiscalledPuTTYandcanbedownloaded
fromwww.chiark.greenend.org.uk/~sgtatham/putty/andmanymirrorsofthissitearoundtheworld.PuTTYis
alsoavailableforLinux,andyoucaninstallitusingUbuntuSoftwareCenter.ItisusefultoaccessanotherLinux
machineswithouthavingtoopenaterminalwindoweachtime.Anothergraphicalfront-endforsshandscpis
SecPanel,alsoavailableinUbuntuSoftwareCenter.

MANAGING REMOTE SESSIONS 

Wheneveryouopenanykindofshelltoentercommandsandrunprograms,youmighthavenoticedthat
anycommandsyoustartrunninglastonlyaslongastheshellwindowisopen.Whentheshellwindowis
closed,anytaskrunningwithinitendstoo.Thisisbecausetheshellisseenasthe“owner”oftheprocess,
andwhentheownerdies,anyprocessesitstartedalsodie.

Whenusingsshtostartaremoteshellsession,thisalsoapplies.Wheneveryoulogout,anytasksyou
wererunningareended.Thiscanbeannoyingif,forexample,you’vestartedalengthydownloadonthe
remotemachine.Effectively,youmustremainloggedinviasshuntilthedownloadhasfinished.

Togetaroundthis,youcanusethehandyscreenprogram.Thisisn’tspecificallydesignedtobeanaidto
remotelogins,butthere’snoreasonwhyitcannotbeusedinsuchasituation.

Thescreenprogrameffectivelystartsshellsessionsthatstickaround,eveniftheshellwindowisclosed
orthesshconnectionisendedorlost.Afterloggingintotheremotecomputerviassh,youcanstarta
screensessionbysimplytypingtheprogramnameattheprompt:screen.Afterchoosingacolorscheme
whenprompted,whichcanhelpremindyouthatyou’rerunningascreensession,therewon’tbeany
indicationthatyou’rerunningascreensession.There’snotaskbaratthebottomoftheterminalwindow,
forexample.screenworkscompletelyinthebackground.

Let’sconsiderwhathappenswhenyoudetachandthenreattachtoascreensession.Todetachfromthe
screensession,pressCtrl+AandthenCtrl+D.You’llthenbereturnedtothestandardshelland,infact,
youcouldnowdisconnectfromyoursshsessionasusual.However,thescreensessionwillstillbe
runninginthebackgroundontheremotecomputer.Toprovethis,youcouldlogbackinandthentypethis:
screen -r.Thiswillresumeyourscreensession,andyoushouldbeabletopickupquiteliterallywhere
youleftoff;anyoutputfrompreviouscommandswillbedisplayed.

Toquitascreensession,youcaneithertypeexitfromwithinitorpressCtrl+Aandthen\
(backslashkey).

Thescreenprogramisverypowerful.Tolearnmoreaboutit,readitsmanpage.Toseealistofits
keyboardcommands,pressCtrl+A,andthentypeaquestionmark(?)whilescreenisrunning.

http://www.chiark.greenend.org.uk/~sgtatham/putty/
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TransferringFilesBetweenRemoteComputers
Thesshutilitybringswithittwobasicwaysoftransferringfilesbetweenmachines:scpandsftp.scpis
fineforsmallerfiletransfers,butifyouwanttocopyalotoffiles,sftpisprobablyabetterchoice.Oryou
canusescpwiththe–roptionforarecursivecopy.Whateveryouprefer!

Using scp 

Strictlyspeaking,scpismerelyaprogramthatcopiesfilesfromonecomputertoanotherinasecure
fashionbyusingtheunderlyingsshprotocol.Youdon’thavetobeloggedintoanothercomputerviassh
touseit(butyoudoneedtousecredentialswithscptotelltheothercomputerwhoyouare).For
example,ifyouweremerelybrowsingyourowncomputerandwantedtotransferafiletoaremote
computer,youcouldtypethescpcommandinthefollowingform:

scp myfile <username>@<IP address>:/home/username/ 

TheIP addressistheIPaddressofthecomputertowhichyouwanttosendthefile.Inotherwords,
youmustfirstspecifythelocalfileyouwanttocopyacross,andthenprovidethelogindetailsforthe
remotecomputerinthesameformataswithansshlogin.Then,afteracolon,youspecifythepathon
theremotecomputerwhereyouwouldlikethefiletobecopied.

NoteIfithelps,considerthelatterpartofthescpcommandafterthefilenameasonelargeaddress:firstyou
provideyourusername,thenthecomputeraddress,andthenthepath.

Usingthecommandwhenyouareloggedintoanothercomputerviasshworksinexactlythesame
way.Frankly,scpdoesn’treallycarefromwhereyouareusingit.Let’sconsideranexample:Assume
therearetwocomputers:AandB.Youhaveauseraccountoneachone.SosittingatthekeyboardofA,
youestablishansshconnectionwithBbytypingthefollowing:

ssh <username>@computer_B 

ThisletsyoulogintoBasifyouweresittinginfrontofit.Youspotafilecalledspreadsheet.xlsthat
youwanttocopytoyourlocalmachine(A).Youthereforeissuethefollowingcommand:

scp spreadsheet.xls <username>@computer_A:/home/username/ 

ThiswillcopythefilefromcomputerBtocomputerAandplaceitinthe/home/username/directory.

TipWithscp,youcancopyentiredirectoriestoo.Simplyaddthe-rcommandoption,likeso:scp -r 
mydirectory <username>@<IP address>:/path/.
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Using sftp 

Tocopyalotoffilestoorfromaremotecomputer,thesftpprogramisthebestsolution,becauseituses
thesamesecureconnectionalreadydescribed.Ifyou’veeverusedashell-basedFTPprogram,you’llfeel
rightathome,becausesftpisn’tverydifferent.

Youcaninitiateansftpsessionbyusingthiscommandformat:

sftp <username>@<IP address> 

Thesamerulesaswhenyou’relogginginwithsshapply,bothintermsofformattingthelogin
commandandalsoconfirmingtheencryptionkeyifthisisthefirsttimeyou’veloggedin.

Thesftpcommandsarefairlybasic.Forexample,tocopyafilefromtheremotemachine,simply
typethis:

get <filename> 

Thiswillcopythefileintothedirectoryyouwereinonthelocalmachinebeforeyoustartedthe
sftpsession.

Byspecifyingapathafterthefilename,thefilewillbecopiedtothespecifiedlocaldirectory,asin
thisexample:

get spreadsheet.xls /home/keir/downloaded_files/ 

Sendingfilesfromthelocalmachinetotheremotemachineisjustaseasy:

put <filename> 

Byspecifyingapathafterthefilename,youcanensurethatthefileissavedtoaparticular
remotepath.

Oneusefulthingtorememberisthatanycommandprecededbyanexclamationpoint(!,calleda
banginLinux-speak)isexecutedonthelocalmachineasashellcommand.So,ifyouwantedtoremove
afileonthelocalmachine,youcouldtypethis:

!rm -rf <filename> 

Simplytypingabangsymbol(thefamiliarexclamationmark)onitsownstartsashellsessiononthe
localmachine,soyoucanperformevenmoretasks.Whenyou’refinished,typeexittoreturntothesftp
program.

Foralistofpopularsftpcommands,seeTable25-1.

Table 25-1. Common sftp Commands 

Command Function 

cd Changetheremotedirectory

lcd Changethelocaldirectory

get Downloadthespecifiedfile

mget Downloadmultiplespecifiedfiles

ls Listtheremotedirectory
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Command Function 

lls Listthelocaldirectory

mkdir Createadirectoryontheremotemachine

lmkdir Createadirectoryonthelocalmachine

put Uploadthespecifiedfiletotheremotemachine

mput Uploadmultiplespecifiedfilestotheremotemachine

pwd Printthecurrentremotedirectory

rmdir Deletetheremotedirectory

rm Deletetheremotefile

exit Quitsftp 

!command Executethespecifiedcommandonthelocalmachine

! Startatemporarylocalshellsession(typeexittoreturntosftp)

help Showalistofcommands

Accessing GUI Applications Remotely 
Sofar,we’velookedatconnectingtoaremotemachinebyusingcommand-linetools.ButUbuntuis
basedaroundthegraphicaldesktop,soisthereanywayofrunning,say,aNautilusfilebrowserwindow
soyoucanmanipulatefilesontheremotemachine?Yes!

ThegraphicalsubsystemofLinux,X,isdesignedtoworkacrossanetwork.Infact,ifyourunLinux
onyourdesktopPC,Xstillworksviaaloopbacknetworkwithinyourmachine(meaningthatnetwork
commandsaresentoutbutaddressedtotheverysamemachineonwhichtheyoriginated).Becauseof
this,it’spossibletomakeprogramsonaremotemachinerunonalocalmachine’sXserver.Theactual
workofrunningtheapplicationishandledbytheremotemachine,buttheworkofdisplayingthe
graphicsishandledbythelocalmachine.ThistechniqueisreferredtoasX-forwarding.

NoteApartfromtheremoteaccesssolutionsmentionedhere,youcanalsoconsiderusingTeamViewer.Thisis
acommercialapplicationthatisfreeforpersonaluse.Itconsistsofanagentthatyouneedtoinstallonthe
computerthatyouwanttoaccess,andaremotecontrolinterfacethatneedstobeinstalledonthecomputerofthe
personthatwantstogiveassistance.OneofthemostimportantbenefitsofusingTeamVieweristhatitgoes
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straightthroughfirewalls.YoucandownloadtheTeamVieweragentandremotesupportprogram
fromteamviewer.com.

RunningXApplicationsonaRemoteComputer
Bydefault,Xservercommunicationsaren’ttypicallyencrypted,soifonemachineweretosimply
connecttoanXserveroveranetwork(oreventheInternet),thedatatransferwouldbeunencryptedand
opentoeavesdroppers.

Butsshonceagaincomestotherescue.YoucanconfiguresshsothatXapplicationsontheremote
computercanberunonthelocalmachine,withthedatasentthroughthesshconnection.Logintothe
remotemachinebyusingssh,butalsospecifythe-Xflag,whichtellsSSHtoforwardgraphicalscreensto
yourcomputer:

ssh –X <username>@<IP address> 

Whenyou’reloggedin,youcansimplystartanyapplicationbytypingitsnameasusual.Theonly
differenceisthattheprogramwillappearonthescreenofthelocalmachine,ratherthanontheremote
machine,asshowninFigure25-2.

UsingXacrosstheInternetorevenalocalnetworkisn’tveryfast,andyoucanexpectdelayswhen
youopenmenusorifthescreenmustfrequentlyredraw.However,itcanproveveryuseful,ifyouneed
forexampletoinstallaprogrambyusingaWizard,orifyouneedtorunagraphicalapplicationsuchas
Gedit.Systemadministratorsnormallydolikethisapproachalot.



Figure 25-2. Using X-forwarding, you can run graphical applications from other Linux boxes on your 

computer. 
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AccessingUbuntuviaRemoteDesktop
AlesssecurebutmoreconvenientwaytoaccessyourUbuntuPC’sdesktopapplicationsacrossa
networkistouseUbuntu’sRemoteDesktopfeature.Theadvantageofthismethodisthattheentire
Desktopoftheremotecomputerappearsinawindowonthelocalcomputer’sDesktop.

RemoteDesktopusestheVirtualNetworkComputing(VNC)softwaretosharetheDesktop.Sharing
isthekeywordbecause,effectively,anyonewhoconnectswilltakecontrolofthemainDesktop.They
willcontrolthemouseandkeyboardinput.Thisisagreatwayofhelpingafriendinneed!

However,thereareacoupleofimportantdifferencescomparedtoaccessingXacrossanssh
connection:

• Althoughthepasswordissentencrypted,therestoftheVNCdatatransfersaren’t.
CompleteencryptionispossiblebyusingspecialversionsofVNC,orviaan
OpenSSHtunnel,butthiscanbedifficulttosetup.

• TheremoteDesktopisn’tblanked,soanyonestandinginfrontofthecomputer
willbeabletoseewhatyou’redoing.Thiscouldpresentasecurity/privacyrisk.

Ifyou’repreparedtoputupwiththesecaveats,thenallowingRemoteDesktopaccessona
computeriseasy.Here’stheprocedure:

1. OpenApplicationsandtypeRemoteDesktop.ThenclicktheRemoteDesktop
application(notRemoteDesktopviewer!)tostartRemoteDesktop.Inthe
Sharingsectionofthedialogbox,putacheckalongsideAllowOtherUsersto
ViewYourDesktopandensurethatthere’sacheckintheboxalongsideAllow
OtherUserstoControlYourDesktop,asshowninFigure25-3.IntheSecurity
section,youcanchoosewhethertheusercanconfirmeachconnectionand
whetheryouwanttosetapassword.Bothoptionsaddtothesecurityofyour
system,althoughtheconfirmationoptionwillmeanthatsomeonewillhaveto
beatthecomputertoauthorizeanincomingconnection.
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Figure 25-3. Ubuntu’s Remote Desktop feature lets you share your Desktop, but isn’t as secure as making 

an X server connection across ssh. 

NoteIgnoretheinformationinthedialogboxabouthowuserscanviewyourdesktop.Instead,youshouldfind
outyourcomputer’sIPaddressandusethat.

2. OnthecomputerfromwhichyouwanttoconnecttotheremoteDesktop,
fromtheApplicationsmenu,typeRemoteDesktopViewerandclickittostart
it.

NoteRemoteDesktopVieweralsoincludestheoptiontoconnecttocomputerswithssh,notonlyVNC.
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3. Withanyluck,you’llseetheremotecomputerlistedinthepanelontheleftof
theprogramwindow.Justselectitanddouble-click.Ifitisn’tlisted,clickthe
Connectbutton.SelectVNCastheProtocol.IntheHostfield,entertheIP
addressofthecomputeryouwanttoconnectto.UndertheConnection
Optionsheadingwithinthedialogbox,youcanselecttorunthesessionfull-
screen(whichistosay,lettheremoteDesktopentirelytakeoverthelocal
computer’sscreen);opttocreateaconnectionwherebyyouonlyviewthe
remoteDesktop,ratherthancontrolit;andopttoscaletheremoteDesktop,so
itshrinkstofitwithintheprogramwindow.Afteryou’vemadeyourchoices,
clickConnect.

4. You’llbepromptedtoenterthepassword,ifoneisapplicable,andyoushould
thenseetheremotecomputer’sDesktopinawindow.

Afteryou’vefinishedwiththeRemoteDesktopsession,pressCtrl+Alttoreleasethecursorand
simplyclosethewindow’stab,orclicktheClosebuttontoterminatetheconnection.

Connecting to Remote Windows Computers 
TheTerminalServerClientprogram(TerminalServerClient)allowsyoutoconnecttoavarietyof
remoteDesktopserverprogramsand,inparticular,Windows7,Vista,XP,or2000computersviathe
RemoteDesktopProtocol(RDP).Unfortunately,WindowsXPHomeandearlierversionsofWindows
don’tsupportRDPconnections,whichmeansthattheyaren’tabletorunanRDPserverandallowother
computerstoaccesstheirDesktops.WindowsVistaBasicandVistaPremiumalsosufferfromthis
limitation.However,thereisawaytoaccesstheDesktopofthesecomputersremotelybyusingsome
add-insoftware.

ConnectingtoWindows7andVista
Beforeinitiatingtheconnection,youshouldensurethattheWindows7orVistacomputerissetfor
incomingremoteconnections,ifyouhaven’talready.First,makesurethatyourWindowsaccounthasa
password—TerminalServerClientwon’tbeabletoconnectotherwise.Next,ensurethatWindows
RemoteDesktopfeatureisactivated.ClicktheStartbutton,right-clickComputer,andclickProperties.
Inthewindowthatappears,clicktheRemoteSettingslinkontheleftside.Inthedialogboxthatappears,
clickAllowConnectionsfromComputersRunningAnyVersionofRemoteDesktop(LessSecure),and
thenclickApply.

NoteTheseinstructionsassumethatyouintendtoconnectusingaWindowsadministratorusernameand
password.Ifnot,you’llneedtoclicktheSelectUsersbuttonandaddtheuseraccountsyouwishtouse.

BackontheUbuntucomputer,fromApplications,startTerminalServerClient.Whentheprogram
isrunning,intheComputerfield,typeeithertheIPaddressofthemachineoritsFQDN.Youdon’tneed
totypetheusername,password,oranyotherdetails.ClickConnect,andanewwindowshouldappear,
inwhichyoushouldseealoginprompt.YoushouldthenlogintoWindows,usingyourusernameand
password.
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ConnectingtoWindowsXPProfessional,2000,andNT
HereweuseanXPProfessionalmachineasanexample,buttheinstructionsarealsovalidforWindows
2000andNT.

First,makesuretheWindowsXPcomputerisconfiguredtoallowincomingRDPconnections.To
configureit,right-clickMyComputerandselectProperties.IntheSystemPropertiesdialogbox,click
theRemotetab,andmakesure“Allowuserstoconnectremotelytothiscomputer”isselected,asshown
inFigure25-4.TheWindowscomputertowhichyouwanttoconnectmayalsoneedtobeupdatedwith
thelatestservicepacks,particularlyinthecaseofaWindows2000computer.

Toconnect,usetheTerminalServerClientprogram.Whenit’srunning,intheComputerfieldtype
eithertheIPaddressofthemachineoritsFQDN(ifapplicable).Youdon’tneedtotypetheusername,
password,oranyotherdetails.ClickConnect,andanewwindowshouldappear,inwhichyoushould
seeanXPloginprompt.YoushouldthenlogintoWindows,usingyourusernameandpassword.



Figure 25-4. You need to enable the option under Remote Desktop to access Windows XP Professional 

machines using RDP and the Terminal Server Client program. 
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CautionIfyouhaven’tsetapasswordforyouruseraccountontheWindowsmachine,youwon’tbeabletolog
in.ThisisaquirkoftheWindowsXPRDPsystem.Thesolutionissimple:usetheUserAccountsappletwithinthe
WindowsControlPaneltoassignyourselfapassword.

ConnectingtoOtherComputers
YoucandownloadaVNCserverforjustaboutanyOS.WindowsandLinuxaresupported,asis
MacOSX.Infact,aVNCserverwillrunonanyWindowscomputer,from95upward.Afterit’sinstalled,
youcanthenusetheTerminalServerClientprogramwithinUbuntutoconnecttothatcomputer’s
remotedesktop.

NoteAnycomputerthat’srunningtheVNCViewerprogramcanaccessacomputerrunningaVNCserver
(includingtheonesetupbyUbuntu’sRemoteDesktopfeature).VariousVNCViewerprogramsareavailablefor
Linux,Windows,MacOSX,andotheroperatingsystems,includingthelikesofAndroidandiPhone.Justsearch
theWeboryourmobiledevice’sAppStorebyusingVNC Viewerasasearchstringtofindviewerprograms.

Ofcourse,you’llhavethesameinsecuritiesandlackofDesktopblankingthatplagueVNC
connectionstoanUbuntuDesktop,asdescribedpreviously.Butifyou’repreparedtoacceptthis,you’ll
bepleasedtohearthatsettinguptheVNCserverontheWindowsmachineiseasy.TightVNC,available
fromwww.tightvnc.com,isoneofthebestvariationsofVNCaround.Youshoulddownloadtheself-
installingpackageforWindows.Duringinstallation,you’llbeaskedwhetheryouwanttoregister
TightVNCasasystemservice.Clickthecheckboxalongsidethisoption.ThiswillactivatetheVNCserver
everytimethecomputerstarts.

Aftertheprogramisinstalled,theserverconfigurationprogramwillappear.Youshouldchangethe
passwordbyovertypingthedefaultinthePasswordfield.

ConnectingtotheremoteWindowsmachineisalsoapieceofcake.OntheUbuntusystem,open
RemoteDesktopViewerandclicktheConnectbutton.Typetheremotecomputer’sIPaddressintothe
HostfieldandthenclickConnect.There’snoneedtofillinanyoftheotherdetails.You’llbeprompted
fortheremotecomputer’sVNCserverpasswordand,afteryouenterthis,theremoteDesktopwill
appearinawindow.

Summary 
Inthischapter,youlookedathowyoucanaccessyourUbuntucomputerremotelyacrosstheInternet.
Youexaminedhowyoucanaccessthecomputerasifyouweresittinginfrontofit,usingthessh
program.Thisallowsyoutostartacommand-linepromptandevenrunGUIprogramsfromtheremote
computer.

Inaddition,wediscussedhowthescreenprogramcanbeusedtokeepsessionsaliveacrossvarious
logins,andhowyoucantransferfilesbyusingthesftpandscpprograms.Thenyoulookedathowto
usetheRemoteDesktopViewerandTerminalServerClienttoolstoaccesstheDesktopofremote
Windowscomputers.

http://www.tightvnc.com


C H A P T E R  26 
 

      

 

507

Taking Control of the System 

Bynow,youshouldbestartingtorealizethattheshelloffersanenormousamountofpowerwhenit
comestoadministeringyourPC.TheBASHshellcommandsgiveyouquickandefficientcontrolover
mostaspectsofyourLinuxsetup.However,theshelltrulyexcelsinonearea:controllingtheprocesses
onyoursystem.

Ifyouareonlyrunningahomecomputer,youmaynothavetopaymuchattentiontoprocesses.
However,ifyouarerunningasharedmachineoranetwork,controllingprocessescanbeessentialfor
administrationofyoursystem.Youcantidyupcrashedprograms,forexample,orevenalterthepriority
ofaprogramsothatitrunswithalittlemoreconsiderationforotherprograms.UnlikewithWindows,
thisdegreeofcontrolisnotconsideredoutofbounds.ThisisjustonemoreexampleofhowLinux
providescompleteaccesstoitsinnerworkingsandputsyouincontrol.

TipThischapterconcentratesonusingtheTerminaltoprovidepowerfulcontroloveryoursystem.Ifyou’d
ratheravoidworkingintheTerminalbutwouldstillliketoviewandcontrolprocesses,youcandosointhe
ProcessestaboftheSystemMonitorprogram.Extrafunctionsareavailableviatheright-clickcontextmenu.This
interfacedoesn’tprovidetheadvancedlevelofcontrolthatyoucangetfromtheshell,though.

Viewing Processes 
Aprocessisoneinstanceofasoftwareprogram,withitsassociatedstate.Whentheuserrunsaprogram
oneormanyprocessesmightbestarted,butthey’reusuallyinvisibleunlesstheuserspecificallychooses
tomanipulatethem.Youmightsaythatprogramsexistintheworldoftheuser,butprocessesbelongin
theworldofthesystem.

Processescanbestartednotonlybytheuser,butalsobythesystemitselftoundertaketaskssuchas
systemmaintenance,oreventoprovidebasicfunctionality,suchastheGUIsystem.Manyprocessesare
startedwhenthecomputerbootsupandthentheysitinthebackground,waitinguntilthey’reneeded
(suchasprogramsthatprovideprintingfunctionality).Otherprocessesaredesignedtowork
periodicallytoaccomplishcertaintasks,suchasensuringthatsystemfilesareuptodate.

Youcanseethemostactiveprocessescurrentlyrunningonyourcomputerbyrunningthetop
program.Formoreadvancedcontrol,youcanalsoseeacompletelistofallprocessesonyourcomputer
byusingtheps auxcommand.Runningtopiseasier,though,becausetopnotonlyshowsthemost
activeprocesses,butalsogivesyousomemanagementoptionsforthem.Runningtopissimplyamatter
oftypingthecommandattheshellprompt.
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AsyoucanseeinFigure26-1,topprovidescomprehensiveinformationandcanbeabit
overwhelmingatfirstsight.However,themainareaofinterestisthelistofprocesses(whichtopcalls
tasks).



Figure 26-1. The top program gives you an eagle-eye view of the processes running on your system. 

Here’sanexampleofalinetakenfromtoponourtestPC,shownwiththecolumnheadingsfrom
theprocesslist:

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND 

5499 root 15 0 78052 25m 60m S 2.3 5.0 6:11.72 Xorg 

Alotofinformationispresentedhere,asdescribedinTable26-1.
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Table 26-1. The top Program Process Information 

Column Description 

PID ThefirstnumberistheProcessID(PID).Thisistheuniquenumberthatthesystemusesto
tracktheprocess.ThePIDcomesinhandyifyouwanttokill(terminate)theprocess(as
explainedinthenextsectionofthischapter).

USER Thiscolumnliststheowneroftheparticularprocess.Aswithfiles,allprocessesmusthave
anowner.Alotofprocessesareownedbytherootuser.Someofthemaresystemprocesses
thatneedtoaccessthesystemhardware,whichissomethingonlytherootuserisallowedto
do.Otherprocessesareownedbyrootforprotection;rootownershipmeansthatordinary
userscannottamperwiththeseprocesses.

Otherprocessesareownedbyordinaryusers.Onanetwork,youmightseeseveralinstances
ofthesamecommandrunningatthesametime,eachownedbyadifferentuser. 

PR Thiscolumnshowsthepriorityoftheprocess(thatis,howimportantitiscomparedtoother
processes,andthereforehowmuchattentionitwillgainfromtheCPU).Thisisadynamic
number,showingwheretheparticularprocessisintheCPUqueueatthepresenttime.

NI Thiscolumnshowsthe“nice”valueoftheprocessonascalefrom-20to19.Thisrefersto
howcharitableaprocessisinitsdesireforCPUtime.Ahighfigurehere(upto19)indicates
thattheprocessiswillingtobeinterruptedforthesakeofotherprocesses.Anegativevalue
meanstheopposite:theprocessismoreaggressivethanothersinitsdesireforCPUtime.
Someprogramsneedtooperateinthisway,andthisisnotnecessarilyabadthing.

VIRT Thiscolumnshowstheamountofvirtualmemoryusedbytheprocess.a

RES Thiscolumnshowsthetotalamountofphysicalmemoryused.a

SHR Thiscolumnshowstheamountofsharedmemoryused.Thisreferstomemorythat
containscodethatisreliedonbyotherprocessesandprograms.

S Thiscolumnshowsthecurrentstatusofthetask.Generally,thestatuswilleitherbeS
(Sleeping),orR(Running).Mostprocesseswillbesleeping,evenonesthatappeartobe
active.Don’tworryaboutthis;itjustreflectsthewaytheLinuxkernelworks.AZinthis
columnindicatesazombieprocess(achildofaprocessthathasbeenterminated).Normally
thisisnothingtoworryabout,asmostzombiesgoawaybythemselvesautomatically.

%CPU ThiscolumnshowstheCPUuse,expressedasapercentage.b

%MEM Thiscolumnshowsthememoryuse,againexpressedasapercentage.Notethatthisfigure
canvaryconsiderably,dependingonwhattheprocessiscurrentlydoing.b

TIME+ Thiscolumnshowsameasureofhowlongtheprocesshasbeenupandrunning.

COMMAND Thisshowstheactualnameoftheprocessitself.

aBothVIRTandRESaremeasuredinkilobytes,unlessanmappearsalongsidethenumber—inwhichcase,
youshouldreadthefigureasmegabytes.
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bThe%CPUand%MEMentriestellyouineasy-to-understandtermshowmuchofthesystemresourcesa
processistakingup.

Thislistwillprobablybelongerthanthescreenhasspacetodisplay,sotopordersthelistof
processesbytheamountofCPUtimetheprocessesareusingandyouonlyseethemostactiveofthese
processes.Everyfewseconds,itupdatesthelist.Youcantestthisquiteeasily.OpenaNautilusfile-
browsingwindow(PlacesHome)andthenletyourPCrestforafewseconds,withouttouchingthe
mouseortyping.ThenclickaniconintheNautiluswindow.You’llseethattheprocesscallednautilus
leapstothetopofthelist(orappearsverynearthetop).

NearthetopofthelistwillprobablybeXorg.Thisistheprogramthatprovidesthegraphical
subsystemforLinux;makingthemousecursorappeartomovearoundthescreenanddrawingprogram
windowsrequiresCPUtime.

TipTypingdwhiletopisrunningletsyoualtertheupdate interval,whichisthetimebetweenscreenupdates.
Thedefaultis3.0seconds,butyoucanreducethatto1secondorevenlessifyouwant(thatis,afractionofa
second,suchas0.5).However,aconstantlyupdatingtopprogramstartstoconsumesystemresourcesandcan
thereforeskewthediagnosticresultsyou’reinvestigating.Also,it’svirtuallyimpossibletoanalyzethedatathat
topshowsifthesedatagetupdatedevery0.5seconds.Becauseofthis,alonger,ratherthanshorter,intervalis
preferable.

It’spossibletoaltertheorderingoftheprocesslistaccordingtoothercriteria.Forexample,youcan
listtheprocessesbythequantityofmemorythey’reusing,bytypingMwhiletopisupandrunning.You
canswitchbacktoCPUorderingbytypingP.

Toquittop,typeq.

RENICING A PROCESS 

YoucansethowmuchCPUtimeaprocessreceiveswhileit’sactuallyrunning.Thisisdonebyrenicingthe
process.Itisn’tsomethingyoushoulddoonaregularbasis,butitcanprovehandyifyoustartaprogram
thatthenusesalotofsystemresourcesandmakesthesystemunbearablyslow.

ThefirstthingtodoistousetoptospottheprocessthatneedstoberestrainedandfindoutitsPID
number.Renicingisbestdoneastherootuser,becauseinordertoprotectthesystem,limitationsare
placedonwhatordinaryuserscansetintermsofCPUscheduling.Runtopasrootbytypingsudo top
(althoughbecareful—withtoprunningasroot,youcankillanyprocess!).ThePIDwillbelistedontheleft
oftheprogram’sentryonthelist.

Onceyouknowthis,typerandthentypeinthePIDnumber.You’llthenbeaskedtospecifyarenicevalue.
Thescalegoesfrom–20,whichisconsideredthehighestpriority,to19,whichisconsideredthelowest.
Zeroisthemedianvalue,andmostnewuser-startedprocessesaregivenavalueof0.Therefore,usinga
valueof19willensurethataprocessstopshoggingsystemresources.However,insteadofsimply
resettingthepriorityto19,youshoulderronthesideofcautionifyoususpectyoumightberenicingan
importantprocess.Checkthecurrentniceness,andmakeonlysmallchangesatatime.
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Afteryoumakeadjustments,youshouldfindthatsomeresponsivenesshasreturnedtothesystem,
althoughhowmuch(ifany)dependsonthenatureoftheprogramsyou’rerunning.

Youmightbetemptedtobumpupthepriorityofaprocesstomakeitrunfaster,butthismaynotworkthe
wayyouwantbecauseofcomplexitiesintheLinuxkernel.Infact,itmightcauseseriousproblems.
Therefore,youshouldrenicewithcareandonlywhenyoumust.

Renicingcanalsobecarriedoutviatherenicecommandattheprompt,avoidingtheneedtousetop.
Alsousefulisthenicecommand,whichcanbeusedtosettheinitialpriorityofaprocessbeforeitstarts
torun.Tolearnmore,seethemanpagesforreniceandnice.

Controlling Processes 
Despitethefactthatprocessesrunningonyourcomputerareusuallyhiddenaway,Linuxoffers
complete,unrestrictedcontroloverthem.Youcanterminateprocesses,changetheirproperties,and
learneveryitemofinformationthereistoknowaboutthem.

Thisprovidesamplescopefordamagingthecurrentlyrunningsystembut,inspiteofthis,even
standardusershavecompletecontroloverprocessesthattheypersonallystarted(oneexceptionis
zombieprocesses,describedabitlaterinthissection).Asyoumightexpect,therootuser(oranyuser
whoadoptssuperuserpowers)hascontroloverallprocessesthatwerecreatedbyordinaryusers,aswell
asthoseprocessesstartedbythesystemitself.

Theuserisgiventhisdegreeofcontroloverprocessesinordertoenactrepairswhensomething
goeswrong,suchaswhenaprogramcrashesandwon’tterminatecleanly.It’simpossibleforstandard
userstodamagethecurrentlyrunningsystembyundertakingsuchwork,althoughtheycancause
themselvesanumberofproblems.

NoteThiscontroloverprocessesiswhatmakesLinuxsoreliable.Becauseanyusercandelveintothe
workingsofthekernelandterminateindividualprocesses,crashedprogramscanbecleanedupwithnegligible
impactontherestofthesystem.

KillingProcesses
Wheneveryouquitaprogramor,insomecases,whenitcompletesthetaskyou’veaskeditto,itwill
terminateitself.Thismeansendingitsownprocessandalsothatofanyotherprocessesitcreatedin
ordertorun.Themainprocessiscalledtheparent,andtheonesitcreatesarereferredtoaschild
processes.
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TipYoucanseeanicehierarchicaldisplayofwhichparentownswhichchildprocessbytypingpstreeatthe
command-lineshell.It’susefultoaddthe-pcommandoption(thatis,pstree -p).ThisaddsthePIDstothe
output.It’sworthpipingthisintothelesscommandsoyoucanscrollthroughit:typepstree | less.Byusinga
pipe,yousendtheresultofthefirstcommandthroughthepagerless,whichallowsyoutobrowsetheresults
pagebypage.

Althoughthisterminationshouldmeanthatyoursystemrunssmoothly,badlybehavedprograms
sometimesdon’tgoaway.Theystickaroundintheprocesslist.Alternatively,youmightfindthata
programcrashesandsoisn’tabletoterminateitself.Inrarecases,someprogramsthatappearotherwise
healthymightgetcarriedawayandstartconsumingalotofsystemresources.Youcantellwhenthis
happensbecauseyoursystemwillstartslowingdownfornoreason,aslessandlessmemoryand/or
CPUtimeisavailabletorunactualprograms.

Youcaninsomecasesgetridofthesetroublesomeprocessesbyloggingoutthenimmediately
loggingbackin.Thisworkshowever,onlyforthoseprocessesthatyou’vestartedafterloggingintothe
computerandnotforsystemprocesses.Anotherwaytohandlethemistokilltheprocessandterminate
itmanually,withtheadvantagethatthisworksforallprocessesandnotjustasmallselection.Thisis
easilydonebyusingtop.

Thefirsttaskistotrackdownthecrashedorotherwiseproblematicprocess.Intop,lookfora
processthatmatchesthenameoftheprogram,asshowninFigure26-2.Forexample,theMozilla
Firefoxwebbrowsergenerallyrunsasaprocesscalledfirefox-bin.



Figure 26-2. You can usually identify a program by its name in the process list. 

CautionYoushouldbeabsolutelysurethatyouknowthecorrectprocessbeforekillingit.Ifyougetitwrong,
youcouldcauseotherprogramstostoprunning.

Becausetopdoesn’tshoweverysingleprocessonitsscreen,trackingdownthetrouble-causing
processcanbedifficult.Ahandytipistomaketopshowonlytheprocessescreatedbytheuseryou’re
loggedinunder.Thiswillremovethebackgroundprocessesstartedbyroot.Youcandothiswithintop
bytypinguandthenenteringyourusername.

Afteryou’vespottedthecrashedprocess,makeanoteofitsPIDnumber,whichwillbeatthevery
leftofitsentryinthelist.Thentypek.You’llbeaskedtoenterthePIDnumber.Enterthatnumberand
thenpressEnteronceagain(thiswillacceptthedefaultsignalvalueof15,whichtellstheprogramto
terminate).
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Theprocess(andtheprograminquestion)shoulddisappear.Ifitdoesn’t,theremightbeagood
reasonwhyyoucan’tterminatetheprocesses.Fortunately,therealsoisamethodtoforceaprocessto
terminate.Justrepeatthesameprocedureasdescribedpreviously,butnowwhentopasksKillPID…
withsignal]15],don’tpressEntertoacceptthisdefaultvalue,butenterthenumber9andpressEnter.
Thiswillremovetheprocesswithforcefromyourcomputer.Onlydothisforprocessesthatyoureally
needtogoaway,becauseaprocessthatisterminatedthisway,won’tcloseitsresourcesnicelyandyou
mightlosedata.

NoteNomagicisinvolvedinkillingprocesses.Allthathappensisthattopsendsthema“terminate”signal.In
otherwords,itcontactsthemandasksthemtoterminate.Bydefault,allprocessesaredesignedtolistenfor
commandssuchasthis;it’spartandparcelofhowprogramsworkunderLinux.Whenaprogramisdescribedas
crashed,itmeansthattheuserisunabletousetheprogramitselftoissuetheterminatecommand(suchasQuit).
Acrashedprogrammightnotbetakinginput,butitsprocesseswillprobablystillberunning.

ControllingZombieProcesses
Zombieprocessesarethosethatarechildrenofprocessesthatarenolongerreachable,forinstance
becausetheyhaveterminated.However,forsomereason,theyfailedtotaketheirchildprocesseswith
them.Zombieprocessesdooccuroccasionally.

Often,zombieprocessesareharmless.Insomecases,theycancauseconfusionandmaybethe
reasonwhyrestartingaprocessdoesn’twork.That’swhyyousometimesneedtokillthemyourself.

Inthetop-rightareaoftop,youcanseeadisplaythatshowshowmanyzombieprocessesare
runningonyoursystem,asshowninFigure26-3.Zombieprocessesareeasilyidentifiedbecausethey
haveaZinthestatus(S)columnwithintop’sprocesslist.Tokillazombieprocess,typekandthentype
itsPID.Thentype9,ratherthanacceptthedefaultsignalof15.



Figure 26-3. You can see at a glance how many zombie processes are on your system by looking at the top 

right of top’s display. 

Inmanycases,zombieprocessesgoawaybythemselves,butinsomecases,theydon’t.Whenthis
happens,youhavetwooptions.Thefirstistosimplylogoutandloginagain.Alternatively,youcan
rebootthecomputer.

UsingOtherCommandstoControlProcesses
Youdon’talwaysneedtousetoptocontrolprocesses.Arangeofquickandcheerfulshellcommands
candiagnoseandtreatprocessproblems.
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Thefirstoftheseisthepscommand.Thisstandsforprocess statusandwillreportalistofcurrently
runningprocessesonyoursystem.Thiscommandistypicallyusedwiththeauxcommandoptions
(there’snoneedtoprovideadashbeforetheoptions,aswithmostcommands):

ps aux 

Thiswillreturnalistsomethinglikewhatyouseewhenyouruntop.Ifyoucanspottheproblematic
process,lookforitsPIDandissuethefollowingcommand:

kill <PID number> 

Forexample,tokillaprocesswithaPIDof5122,youwouldtypethis:

kill 5122 

If,afterthat,youfindtheprocessisn’tkilled,thenyoushouldusethetopprogram,asdescribedin
theprevioussections,becauseitallowsforamorein-depthinvestigation.

Anotherhandyprocess-killingcommandletsyouusetheactualprocessname.Thekillall
commandishandyifyoualreadyknowfrompastexperiencewhataprogram’sprocessiscalled.For
example,tokilltheprocesscalledfirefox-bin,whichisthechiefprocessoftheFirefoxwebbrowser,
youwouldusethefollowingcommand:

killall firefox-bin 

CautionMakesureyou’reasspecificaspossiblewhenusingthekillallcommand.Issuingacommandlike
killallbinwillkillallprocessesthatmighthavethewordbinintheirname!
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CLEARING UP CRASHES 

Sometimesacrashedprocesscancauseallkindsofproblems.Theshellyou’reworkingatmaystop
working,ortheGUIitselfmightstopworkingproperly.

Incaseslikethis,it’simportanttorememberthatyoucanhavemorethanoneinstanceofthecommand-
lineshellupandrunningatanyonetime.Forexample,ifaprocesscrashesandlocksupGNOME
Terminal,simplystartanewinstanceofGNOMETerminaluseCtrl-Alt-t).Thenusetopwithinthenew
windowtokilltheprocessthatiscausingtroublefortheotherterminalwindow.

IfthecrashedprogramaffectstheentireGUI,youcanswitchtoavirtualconsolebypressingCtrl+Alt+F1.
AlthoughtheGUIdisappears,youwillnothavekilledit,andnoprogramswillstoprunning.Instead,you’ve
simplymovedtheGUItothebackgroundwhileashellconsoletakesoverthescreen.Thenyoucanusethe
virtualconsoletoruntopandattempttokilltheprocessthatiscausingalltheproblems.Whenyou’re
ready,youcanswitchbacktotheGUIbypressing(Ctrl)+Alt+F7.

Ifyouknowthenameoftheprogramthat’scrashed,aquickwayofgettingridofitistousethepgrep
command.ThissearchesthelistofprocessesfortheprogramnameyouspecifyandthenoutputsthePID
number.Soif,say,Nautilushadfrozen,youcouldtypepgrep nautilus.Thenyouwouldusethekill
commandwiththePIDnumberthat’sreturned.

Controlling Jobs 
Wheneveryoustartaprogramattheshell,it’sassignedajobnumber.Jobsarequiteseparatefrom
processesandaredesignedprimarilyforuserstounderstandwhatprogramsarecurrentlydoingonthe
system.

Youcanseewhichjobsarerunningatanyonetimebytypingthefollowingattheshellprompt:

jobs 

Whenyourunaprogram,itusuallytakesovertheshellinsomewayandstopsyoufromdoing
anythinguntilit’sfinishedwhatit’sdoing.However,itdoesn’thavetobethisway.Addingan
ampersandsymbol(&)afterthecommandwillcauseittoruninthebackground.Thisisnotmuchuse
forcommandsthatrequireuserinput,suchasvimortop,butitcanbehandyforcommandsthatchurn
awayuntilthey’recompleted.

Forexample,supposethatyouwanttodecompressalargeZipfile.Forthis,youcanusetheunzip
command.AswithWindows,decompressinglargeZipfilescantakealotoftime,duringwhichtimethe
shellwouldeffectivelybeunusable.However,youcantypethefollowingtoretainuseoftheshell:

unzip myfile.zip & 

Whenyoudothis,you’llseesomethingsimilartothefollowing,althoughthefour-digitnumberwill
bedifferent:

[1] 7483 

Thistellsyouthatunzipisrunninginthebackgroundandhasbeengivenjobnumber1.Italsohas
beengivenprocessnumber7483(althoughbearinmindthatwhensomeprogramsstart,theyinstantly
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kickoffotherprocessesandterminatetheonethey’recurrentlyrunning,sothiswon’tnecessarilybe
accurate).

TipIfyou’veevertriedtorunaGUIprogramfromtheshell,youmighthaverealizedthattheshellis
inaccessiblewhileit’srunning.AfteryouquittheGUIprogram,thecontroloftheshellisreturnedtoyou.By
specifyingthattheprogramshouldruninthebackgroundwiththe&(ampersandsymbol),youcanruntheGUI
programandstillbeabletotypeawayandrunothercommands.

Youcansendseveraljobstothebackground,andeachonewillbegivenadifferentjobnumber.In
thiscase,whenyouwanttoswitchtoarunningjob,youcantypeitsnumber.Forexample,thefollowing
commandwillswitchyoutothebackgroundjobassignedthenumber3:

%3 

YoucanexitajobthatiscurrentlyrunningbypressingCtrl+Z.Itwillstillbethereinthe
background,butitwon’tberunning(officially,it’ssaidtobesleeping).Torestartit,youcanswitch
backtoit,asjustdescribed.Alternatively,youcanrestartitbutstillkeepitinthebackground.For
example,torestartjob2inthebackground,leavingtheshellpromptfreeforyoutoenterother
commands,typethefollowing:

%2 & 

Youcanbringthecommandinthebackgroundintotheforegroundbytypingthefollowing:

fg 

Whenabackgroundjobhasfinished,somethinglikethefollowingwillappearattheshell:

[1]+            Done unzip myfile.zip 

Usingjobswithintheshellcanbeagoodwayofmanagingyourworkload.Forexample,youcan
moveprogramsintothebackgroundtemporarilywhileyougetonwithsomethingelse.Ifyou’reediting
afileinvim,youcanpressCtrl+Ztostoptheprogram.Itwillremaininthebackground,andyou’llbe
returnedtotheshell,whereyoucantypeothercommands.Youcanthenresumevimlateronbytyping
fgortyping%followedbyitsjobnumber.

Youcankilljobsbasedontheirnumberaswell.Inthatcase,you’dusekill %<jobnumber>,asin
kill %2tokillthejobwithjobnumber2.

TipAlsousefulisCtrl+C,whichwillkillajobthat’scurrentlyrunning.Forexample,ifyoupreviouslystartedthe
unzipcommandintheforeground,pressingCtrl+Cwillimmediatelyterminateit.Ctrl+Cisusefulifyou
accidentallystartcommandsthattakeanunexpectedlylongtimetocomplete.
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NOHUP 

Whatifyouwanttostartacommandrunninginaterminalwindow,butthenwanttoclosethatterminal
window?Assoonasyouclosethewindow,anyprocessesstartedwithinitarealsoclosed.Trythisnow—
typegcalctoolattheprompttostarttheCalculatorapplicationandthenquittheterminalwindow.

Thishappensbecause,whenyouquit,theparentprocesssendsanyprocessthatitstartedahang-up
signal.Someprocessesaredesignedtoignorethehang-upsignal,sointheprecedingexamplenotevery
processwillquitwhentheterminalwindowdoes,butmostwill.Asyoumightexpect,thehang-upsignalis
aremnantofthewayUNIXusedtoworkmanyyearsago,whenpeopledialedintocomputersacrossslow
connections;itisdesignedtostopprocessesfromcontinuingtoconsumeresourcesaftertheuserhas
hungupthephoneandtherebyendedthesession!

Togetaroundprocessesquittinglikethis,youcanusethenohupcommand.Thisstandsforno hang-up,
andinsimpleterms,ittellsthecommandyouspecifytostickaround,evenaftertheprocessthatstartedit
hasended(technically,thecommandistoldtoignoretheSIGHUPsignal).However,commandsrunvia
nohupcanstillbekilledintheusualway.

Tousenohup,simplyadditbeforethecommand,forexample:

nohup unzip myfile.zip 

Ifthecommandrequiressudoorgksupowers,addeitheroftheseafterthenohupcommand.

Anycommandoutput(includingerrormessages)issenttothefilenohup.out,whichyoucanthenviewin
atexteditor.Notethatifyourunacommandvianohupusingsudoorgksu,thenohup.outfilewillhave
rootprivileges.Ifthat’sthecase,youwillalsohavetodeletethenohup.outfileviasudobeforeyoucan
usenohupagainasanordinaryuser—becauseotherwise,nohupwillbeunabletooverwritetheroot-
ownednohup.out.

Summary 
Thischapterhascoveredtakingcompletecontrolofyoursystem.Youlookedatwhatprocessesare,how
they’reseparatefromprograms,andhowtheycanbecontrolledorviewedbyusingprogramssuchas
topandps.Inaddition,youexploredjobmanagementunderBASH.Yousawthatyoucanstop,start,
andpauseprogramsatyourconvenience.
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Introducing the BASH Shell 

AsyoulearninChapter1,strictlyspeaking,thewordLinuxreferstojustthekernel,whichisthe
fundamental,invisibleprogramthatrunsyourPCandletseverythinghappen.However,onitsown,the
kerneliscompletelyuseless.ItneedsprogramstoletusersinteractwiththePCanddocoolstuff,andit
needsalotofsystemfiles(alsoreferredtoaslibraries)toprovidevitalfunctions.

TheGNUProjectprovidesmanyoftheselow-levelpiecesofcodeandprograms.Thisiswhymany
peoplerefertotheLinuxOSasGNU/Linux,acknowledgingthatwithouttheGNUcomponentsLinux
wouldn’thavegottenoffthestartingblocks.

TheGNUProjectprovidesvariousshellprogramstoo.Ashelliswhattheuserinteractswithona
day-to-daybasis,whetherbymouseorkeyboard.Thewordoriginatesfromthefactthattheshellisthe
outerlayeroftheOS,whichencapsulatesthekernel(andinsomeinstancesprotectsitbyfilteringout
badusercommands).Someshellsoffergraphicalfunctionalitybut,ingeneral,thewordshellis
understoodtomeantext-onlyinterfaces.Thesetextshellprogramsarealsoknownasterminal 
programs,andthey’reoftencolloquiallyreferredtoascommand-line prompts,inreferencetothemost
importantcomponenttheyprovide.Thiskindofshellletsyoutakecontrolofyoursysteminaquickand
efficientway.

Althoughusingtheshellisnotstrictlynecessarynowadays,becausealmosteverythingcanbedone
inUbuntuusingthegraphicalinterface,itremainstruethatbyusingtheshellyoubecomethetrue
masterofyourownsystem.ThisappendixintroducestheBASHshell,whichisthedefaultshellon
Ubuntusystems.

What Is the BASH Shell? 
ThebestwayofexplainingtheBASHshelltoaWindowsuseristocompareittotheDOScommand
prompt.ItletsyouissuecommandsdirectlytotheOSviathekeyboardwithoutneedingtomessaround
withthemouseandwindows(althoughitissometimespossibletousethemousewithinaBASHshellto
copyandpastetext,andsometimestocontrolsimpletext-basedmenus).Thebigdifferenceisthatthe
BASHshellhascommandsforjustabouteverythingyoumightdoonyoursystem,whereastheDOS
commandpromptismostlylimitedtotoolscapableofmanipulatingandviewingfilesanddirectories.

Intheolddays,theDOScommandpromptwasalsothevisiblelayerofanentireoperatingsystem
inwhichDOSprogramsweredesignedtoberun.However,theshellismerelyoneofthemanywaysof
accessingtheLinuxkernelandsubsystems.It’struethatmanyprogramsaredesignedtorunviathe
BASHshell,buttechnicallyspeaking,mostactuallyrunontheLinuxOS,andsimplytakeinputandshow
theiroutputviatheBASHshell.

TheinstinctiveresponseofalongtimeWindowsuseristobewaryoftheBASHshell,becauseit
presentsanentirelynewwayofworkingandanewsetofconceptstolearn.There’snodenyingthatthe
shellprovidesplentyofchallengesforthenewbieuser,buttherewardsitbrings—bothintermsofsense
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ofachievement,aswellasmakingusersmoreeffectiveatcontrollingtheircomputers—morethan
outweightheinitialdifficulties.

LinuxfindsitselfwiththeBASHshelllargelybecauseLinuxisacloneofUNIX.Intheearlydaysof
UNIX,thetext-basedshellwastheonlywayforuserstocontrolthecomputer.Typingincommands
directlyisoneofthemostfundamentalwaysofcontrollinganytypeofcomputerand,inthe
evolutionaryscale,comesstraightafterneedingtosetswitchesandwatchblinkinglightsinordertorun
programs.

ThattheBASHshellcantraceitshistorybacktotheearlydaysofUNIXmightsoundlikeatacit
indicationthattheBASHissomehowprimitive—farfromit.It’soneofthemostefficientandimmediate
waysofworkingwithyourcomputer.Manypeopleconsiderthecommand-lineshelltobeafast,
efficientwayofusingacomputerthathasyettobesupersededbyabettermethod.

NoteWhenyourunashellonaLinuxsystem,thesystemreferstoitasattydevice.Thisstandsfor
teletypewriter,adirectreferencetotheoldsystemofinputtingdataonwhatwereeffectivelyelectronictypewriters
connectedtomainframecomputers.These,inturn,tooktheirnamesfromthedevicesusedtoautomatethe
sendingandreceivingoftelegramsintheearlypartofthe20thcentury.

MostLinuxdistributionscomewithachoiceofdifferentshellprograms.However,thedefaultshell
formostLinuxsystemsisBASH,asisthecasewithUbuntu.BASHstandsforBourne Again SHell.The
nameisapunandalludestotheoriginsofBashasarewriteoftheBourneshell,atried-and-tested
programfromtheheydayofUNIXinthelate1970s.

TheothershellsavailableincludePDKSH(PublicDomainKornSHell,basedonKornShell,another
earlyUNIXshell)andZSH(ZSHell),amorerecentaddition.Theseareusuallyusedbypeoplewhowant
toprogramLinuxinvariouswaysorbythosewhosimplyaren’thappywithBASH.

NoteDiscussingthetechnicaldifferentiatorsbetweenshellsisbeyondthescopeofthisbook,butyou’llfindan
excellentcomparisonatWikipedia:http://en.wikipedia.org/wiki/Comparison_of_computer_shells.

TheBASHshellisconsideredbymanytobethebestofallworldsinthatit’seasyenoughfor
beginnerstolearn,yetisabletogrowwiththemandofferadditionalcapabilitiesasnecessary.BASHis
capableofscripting,forexample,whichmeansyoucanevencreateyourownsimpleprograms.

Why Bother with the Shell? 
YoumighthavefollowedtheinstructionsinthisbookandconsideryourselfanexpertinLinux.Butthe
realmeasureofaLinuxusercomesfromyourabilitiesattheshell.

MostmodernLinuxdistributionspreferyoutousetheGUItodonearlyeverything.Tothisend,
theyprovideGUItoolsforjustabouteverytaskyoumightwanttoundertake.Ubuntuisstronginthis
regard,andyoucanconfigurealotofthingsfromtheDesktop(asthisbookhelpstoprove).

However,it’swellworthdevelopingatleastsomecommand-lineshellskills,foranumberof
reasons:

http://en.wikipedia.org/wiki/Comparison_of_computer_shells
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It’s simple and fast:TheshellisthesimplestandfastestwayofworkingwithUbuntu.Asjustone
example,considerthetaskofchangingtheIPaddressofyournetworkcard.Youcouldright-click
theNetworkManagericon,selecttherelevantmenuoption,andthenworkyourwaythroughthe
NetworkConnectiondialogboxoptions.Thatwilltakeatleastaminuteortwoifyouknowwhat
you’redoing,andperhapslongerifit’snewtoyou.Alternatively,youcouldsimplyopenashelland
typethis:

ifconfig eth0 192.168.0.15 up 

It’s versatile:Everythingcanbedoneviatheshell—fromdeletingfiles,toconfiguringhardware,to
creatingMP3s.AlotofGUIapplicationsactuallymakeuseofprogramsyoucanaccessviatheshell,
althoughitisn’talwaysthecasethatyou’llfindaGUIprogramthatdoesthejobofawell-crafted
shellcommand.Sometimesyousimplyhavetousetheshellforaparticulartask.

It’s consistent among distributions:AllLinuxsystemshaveshellsandunderstandthesame
commands(broadlyspeaking).However,notallLinuxsystemshaveUbuntu’sgraphical
configurationprograms.SUSELinuxusesitsownGUIconfigurationtool,asdoesMandrivaLinux.
Therefore,ifyoueverneedtouseanothersystemordecidetoswitchdistributions,arelianceon
GUItoolsmeanslearningeverythingfromscratch.Knowingafewshellcommandscangetyou
startedinstantly.

It’s crucial for troubleshooting:Theshelloffersavitalwayoffixingyoursystemshoulditgowrong.
YourLinuxinstallationmightbedamagedtotheextentthatitcannotboottotheGUI,butyou’ll
almostcertainlybeabletobootintoashell.Ashelldoesn’trequiremuchofthesystemotherthan
theabilitytodisplaycharactersonthescreenandtakeinputfromthekeyboard,whichmostPCs
candoevenwhenthey’reinasorrystate.ThisiswhymostrescuefloppydisksorCDsoffershellsto
letyoufixyoursystem.

It’s useful for remote access:Onehandythingabouttheshellisthatyoudon’tneedtobeinfrontof
yourPCtouseit.ProgramssuchassshletyoulogintoyourPCacrosstheInternetandusetheshell
tocontrolit(asdescribedinChapter25).Forexample,youcanaccessdataonaremotemachine,or
evenfixitwhenyou’reunabletobeatthemachine’slocation.ThisiswhyLinuxispreferredon
manyserversystemswhenthesystemadministratorisn’talwayspresentonthesite.

It’s respected in the community:Usingashellearnsyouenormousbrowniepointswhenspeakingto
otherLinuxusers.Itiswhatprofessionalsuse,becauseitgivesyougreaterpowerandcontrol.

Seeninthislight,learningatleastahandfulofshellcommandsisvitaltotrulymasteringyourPC.
Thedrawbackwhenusingacommand-lineshellisthatit’snotentirelyintuitive.Takeforinstance

thecommanddiscussedearlierthatchangesthenetworkcard’sIPaddress:

ifconfig eth0 192.168.0.15 up 

Ifyou’veneverusedtheshellbefore,itmightaswellbeSanskritwrittenonthesideofanancient
tomb.WhatonEarthdoesifconfigmean?Andwhyisthewordupattheend?

NoteIfyou’recurious,thecommandtellsthenetworkcard,calledbyLinuxeth0,toadoptthespecifiedIP
address.Thewordupattheendmerelytellsittoactivate—tostartworkingnow.Iftheworddownwerethere
instead,itwoulddeactivate!Don’tworryaboutunderstandingallthisrightnow;laterinthisappendix,weexplain
howyoucanlearnabouteveryLinuxcommand.



APPENDIXAINTRODUCINGTHEBASHSHELL

522

Learningtousetheshellrequireslearningtermslikethese.Hundredsofcommandsareavailable,
butyoureallyneedtolearnonlyabout10or20foreverydayuse.Thecomparisonwithanewlanguageis
aptbecause,althoughyoumightthinkitdauntingtolearnnewterminology,withabitofpracticeitwill
allbecomesecondnature.Afteryou’veusedacommandafewtimes,you’llknowhowtouseitinthe
future.Andaswediscusslater,lotsofbuilt-inhelpisavailable.Themainthingtorealizeisthattheshell
isyourfriend.It’stheretohelpyougetstuffdoneasquicklyaspossible.Whenyoubecomefamiliarwith
it,you’llseethatitisabeautifulconcept.Theshellissimple,elegant,andpowerful.

When Should You Use the Shell? 
TheamountofusetheLinuxshellseesishighlydependentontheuser.SomeLinuxbuffscouldn’t
managewithoutit.Theyuseittoreadandcomposee-mail,andeventobrowsetheWeb(usuallyusing
muttandtheelinksprogram,respectively).

However,mostpeoplesimplyuseittomanagefiles,viewtextfiles(suchasprogram
documentation),runprograms,andadministerthesystem.Allkindsofprograms—includingGUIand
command-line—canbestartedfromtheshell.AsyoulearninChapter20,unlikewithWindows,
installingaprogramonUbuntudoesn’tnecessarilymeantheprogramautomaticallyappearsonthe
Applicationsmenu.Infact,unlesstheinstallationroutineisspecificallymadefortheversionofLinux
you’rerunning,thisisunlikely.

NoteUnlikewithDOSprograms,Ubuntuprogramsthatdescribethemselvesascommand-linearerarely
designedtorunsolelyviathecommand-lineshell.Allprogramsarelikemachinesthattakeinputatoneendand
outputobjectsattheother.Wheretheinputcomesfromandwheretheoutputgoestoisbynomeanslimitedto
thecommandline.Usually,withacommand-lineprogram,theinputandoutputareprovidedviatheshell,andthe
programmermakesspecialdispensationforthis,butthiswayofworkingiswhyGUIprogramsoftenusewhat
mightbeconsideredshellprograms.You’lloftenfindthataGUIprogramdesignedto,forexample,burnCDs,will
alsorequiretheinstallationofacommand-lineprogramthatactuallydoesthehardworkforit.

There’sanotherreasonwhytheshellisusedtorunprograms:youcanspecifyhowaparticular
programrunsbeforestartingit.Forexample,tolaunchtheTotemmovieplayerinfull-screenmode
playingthemyvideofile.mpgfile,youcouldtypethis:

totem --fullscreen myvideofile.mpg 

Thissavesthebotherofstartingtheprogram,loadingaclip,andthenselectingthefull-screen
option.Afteryou’vetypedthecommandonceortwice,you’llbeabletorememberitforthenexttime.
Nomatterhowmuchyoulovethemouse,you’llhavetoadmitthatthismethodofrunningprogramsis
veryefficient.

Whenyougetusedtousingtheshell,it’slikelyyou’llhaveitopenmostofthetimebehindyour
otherprogramwindows.
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Getting Started with the Shell 
Youcanstarttheshellinanumberofways.Themostcommonistouseaterminalemulatorprogram.As
itsnamesuggests,thisrunsashellinsideaprogramwindowonyourDesktop.

YoucanstartGNOMETerminal,byenteringterminalintheApplicationLauncherinterfacethat
youfindintheUnityPanel(orbyjustopeninganapplicationlauncherusingtheAlt+F2keysequenceor
theCtrl+Alt+Tkeysequence).

You’llseetheterminalwindow—ablank,violetwindowthat’ssimilartoasimpletexteditor
window.Whenyouruntheterminalforthefirsttime,atthetopofitwillbeahandfuloflinestellingyou
aboutthesudocommand.WeexplaintheimportanceofthisinChapter21,butrightnowthere’sno
needtoworryaboutit.

Belowthisisthemostimportantcomponentoftheterminalwindow:thecommand prompt—afew
wordsfollowedbythedollarsymbol($).Onourtestsystem,thisiswhatwesee:

ubuntu@ubuntu-desktop:~$ 

NoteThefirstpartistheusername—theuseraccountwecreatedduringinstallationandusetologintothe
PC.Afterthe@signisthehostnameofthePC,whichwealsochosewheninstallingUbuntu.Thehostnameofthe
PCisn’timportantonmosthomesystems,butassumesrelevanceifthePCispartofanetwork.The@signtells
usthatwearerunninguserubuntuonthecomputerwiththehostnameubuntu-desktop.

Afterthecolonisthecurrentdirectoryyou’rebrowsing.Inthisexample,thetildesymbol(~)appears
insteadofanactualpathordirectoryname.ThisismerelyLinuxshorthandfortheuser’s/home
directory.Inotherwords,whereverweseea~onourtestPC,wereaditas/home/ubuntu/ - where 
ubuntu is the name of the current user and also the name of the home directory of this user.
Afterthisisthedollarsymbol($),whichindicatesbeingcurrentlyloggedinasanordinaryuser,as
opposedtotherootuser.However,unlikemostotherLinuxdistributions,Ubuntudoesn’tusetheroot
accountduringday-to-dayoperations,sothisisamootpoint.Finally,thereisacursor,andthisiswhere
youcanstarttypingcommands!

NoteIfyouweretologinasroot,ahash(#)wouldappearinsteadofthe$prompt.Thisisimportantto
remember,becauseofteninmagazinesandsomecomputermanuals,theuseofthehashsymbolbeforea
commandindicatesthatitshouldberunasroot.Inaddition,ifyouselecttherecoveryoptionoftheinstallationCD,
you’llberunningasroot,andahashwillappearattheprompt.SeeChapter21formoreinformationabouttheroot
user.

RunningPrograms
Whenwerefertocommandsattheshell,we’reactuallytalkingaboutsmallprograms.Whenyoutypea
commandtolistadirectory,forexample,you’restartingasmallprogramthatwilldothatjob.Seenin
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thislight,theshell’smainfunctionistosimplyletyourunprograms—eitherthosethatarebuiltintothe
shell,suchasonesthatletyoumanipulatefiles,orother,more-complicatedprograms(includingthose
thatyou’veinstalledyourself).

Theshelliscleverenoughtoknowwhereyourprogramsarelikelytobestored.Thisinformation
wasgiventoitwhenyoufirstinstalledUbuntuandisstoredinasystemvariable.

NoteAvariableisthemethodLinuxusestorememberthingssuchasnames,directorypaths,orotherdata.
ManysystemvariablesarevitalfortherunningofUbuntu.Thesevariablescanbeseenbytypingsetatthe
commandprompt.

TheinformationaboutwhereyourprogramsarestoredandthereforewhereUbuntushouldlookfor
commandsyoutypein,aswellasanyprogramsyoumightwanttorun,isstoredinthePATHvariable.
Youcantakealookatwhat’scurrentlystoredtherebytypingthefollowing:

echo $PATH 

Don’tforgetthatthedifferencebetweenuppercaseandlowercaselettersmatterstoUbuntu,unlike
withWindowsandDOS.

Theechocommandmerelytellstheshelltoprintsomethingonscreen.Inthiscase,you’retellingit
to“echo”thePATHvariableontoyourscreen.OnourtestPC,thisreturnedthefollowinginformation:

/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin  

Severaldirectoriesareinthislist,eachseparatedbyacolon.
Don’tworrytoomuchaboutthedetailsrightnow.Theimportantthingtoknowisthatwhenever

youtypeaprogramname,theshelllooksineachofthelisteddirectoriesinsequence.Inotherwords,
whenyoutypels,theshellwilllookineachofthedirectoriesstoredinthePATHvariable,startingwiththe
firstinthelist,toseewhetherthelsprogramcanbefound.Thefirstinstanceitfindsistheoneitwill
run.(Thelscommandgivesyouadirectorylisting,asdescribedinthe“ListingFiles”sectionlaterinthis
chapter.)

ButwhatifyouwanttorunaprogramthatisnotcontainedinadirectorylistedinyourPATH?Inthis
case,youmusttelltheshellexactlywheretheprogramis.Here’sanexample:

/home/ubuntu/myprogram 

Thiswillrunaprogramcalledmyprograminthe/home/ubuntudirectory.Itwilldothisregardlessof
thedirectoryyou’recurrentlybrowsing,andregardlessofwhetherthereisanythingelseonyoursystem
calledmyprogram.

Ifyou’realreadyinthedirectorywheretheprograminquestionislocated,youcantypethe
following:

./myprogram 

So,justenteradotandaforwardslash,followedbytheprogramname.ThedottellsBASHthatwhat
you’rereferringtois“righthere.”Likethetildesymbol(~)mentionedearlier,thisdotisBASH
shorthand.
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NoteSomeofthemostbasiccommandsarebuiltintotheBASHprogramandaren’tstand-aloneprograms.
Examplesincludethecommandtochangedirectory(cd)andtheaforementionedechocommand.Logically
enough,thesecommandsareknownasBASH built-ins.Shouldyoutypesuchacommand,BASHwillnotsearch
thePATHdirectoriestofindthecommandbecausethereisnoneed.Youcanfindoutwhetheracommandisa
built-inbyprecedingitwithtype—forexample,type cd.

GettingHelp
Eachcommandusuallyhashelpbuiltin,whichyoucanquery(alittleliketyping/?afteracommand
whenusingDOS).Thiswillexplainwhatthecommanddoesandhowitshouldbeused.Inmostcases,
you’llseeahypotheticalexampleofthecommandinuse,alongwiththerangeofcommandoptionsthat
canbeusedwithit.Forexample,youcangetsomeinstanthelpontheifconfigcommandbytyping
this:

ifconfig --help 

The--helpoptionisfairlyuniversal,andmostprogramswillrespondtoit,althoughsometimesyou
mightneedtouseasingledash.Justtypethecommandalongwith--helptoseewhathappens.You’llbe
toldifyou’redoinganythingwrong.

Inaddition,mostcommandshavetechnicalmanualsthatyoucanreadtogainafairlycomplete
understandingofhowtheywork.VirtuallyeveryUbuntusetuphasasetofthesemanpages,whichcanbe
accessedbytypingthis:

man <command> 

However,manpagesareoftendesignedforexperiencedUbuntuuserswhounderstandthe
terminology.

Somecommandsalsohaveinfopages,whichofferslightlymoredown-to-earthguides.Youcan
readthesebytypingthis:

info <command> 

Ifacommandisn’tcoveredbytheinfosystem,you’llbeshownthedefaultscreenexplainingbasic
factsabouthowtheinfocommandworks.

Notethatbothmanandinfohavetheirownmanandinfopages,explaininghowtheywork.Justtype
man manorinfo info.WeexplainhowtoreadmanandinfopagesinAppendixC.

RunningtheShellviaaVirtualConsole
Asnotedearlier,youcanstarttheshellinanumberofways.ThemostcommonwayamongLinux
diehardsisviaavirtualconsole.Toaccessavirtualconsole,pressCtrl+Altandthenpressoneofthe
functionkeysfromF1throughF6(thekeysatthetopofyourkeyboard).

UsingavirtualconsoleisalittlelikeswitchingdeskstoacompletelydifferentPC.Pressing
Ctrl+Alt+F1willcauseyourGUItodisappearandthescreentobetakenoverbyacommand-lineprompt
(don’tworry—yourGUIisstillthereandrunninginthebackground).You’llbeaskedtoenteryour
usernameandyourpasswordtologin.

Anyprogramsyouruninavirtualconsolewon’taffecttherestofthesystem,unlessthey’resystem
commandsspecificallydesignedtoaffectotherprograms.(Thiscanbeveryuseful—asdiscussedin
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Chapter26,onewaytorescueacrashedGUIprogramistoswitchtoavirtualconsoleandattemptto
terminatetheprogramfromthere.)

YoucanswitchbacktotheGUIbypressingCtrl+Alt+F7.Don’tforgettoquityourvirtualconsole
whenyou’refinishedwithit,bytypingexit.

BOOTING INTO THE SHELL 

Ifyou’rereallyinlovewiththeshell,youcanchoosetobootintoit,avoidingtheGUIcompletely.

StoppingUbuntufromrunningaGUIuponbootingissimplyamatterofstoppingtheprogramthatappears
whenUbuntuboots—GDM.Thisprovidestheloginwindowthatappearsandstartsthewholegraphical
subsystem.Aneasywaytodothisisbyrenamingtheconfigurationfile:gdm.conf. 

sudo mv /etc/init/gdm.conf /etc/init/gdm.disabled 

ThispreventsGDMfromeverstarting.Nexttimeyoubootyourcomputeryouwillbetakentothe
command-lineshell.ToenableGDMagainjustrenamethefilebacktoitsoriginalname.

sudo mv /etc/init/gdm.disabled /etc/init/gdm.conf 

Working with Files 
Solet’sstartactuallyusingtheshell.Ifyou’veeverusedDOS,youhaveaheadstartovermostshell
beginners,althoughyou’llstillneedtolearnsomenewcommandsandforgetsomeentrenchedones!
TableA-1showsvariousDOScommandsalongsidetheirUbuntuequivalents.Thistablealsoservesasa
handyguidetosomeBASHcommands,evenifyou’veneverusedDOS.Attheendofthisappendix,
you’llfindacomprehensivelistofusefulshellcommands,togetherwithexplanationsofwhattheydo
andexamplesoftypicalusage.Perhapsit’sobvious,butmostcommandsareabbreviationsofthewords
thatdescribetheirfunction.Thecpcommandcopiesfiles,forexample,andthermfileremovesfiles.This
canoftenhelpidentifycommandswhenyoufirstencounterthem,andalsoaidinmemorizing.

Table A-1. DOS Commands and Their Shell Equivalents 

Command DOS Command Linux Shell

Command 

Usage 

Copyfiles COPY cp cp <filename> <new location> 

Movefiles MOVE mv mv <filename> <new location> 

Renamefiles RENAME mv mv <old filename> <new filename>a

Deletefiles DEL rm rm <filename>b

Createdirectories MKDIR mkdir mkdir <directory name> 

Deletedirectories DELTREE/RMDIR rm rm –rf <directory name> 

D
ow

nl
oa

d 
fr

om
 W

ow
! e

B
oo

k 
<

w
w

w
.w

ow
eb

oo
k.

co
m

>



APPENDIXAINTRODUCINGTHEBASHSHELL

527

Command DOS Command Linux Shell 

Command 

Usage 

Changedirectory CD cd cd <directory name> 

Edittextfiles EDIT vi vi <filename> 

Viewtextfiles TYPE less less <filename>c

Printtextfiles PRINT lpr lpr <filename> 

Comparefiles FC diff diff <file1> <file2> 

Findfiles FIND find find –name <filename> 

Checkdisk
integrity

SCANDISK fsck fsckd

Viewnetwork
settings

IPCONFIG ifconfig ifconfig 

Checkanetwork
connection

PING ping ping <address> 

Viewanetwork
route

TRACERT tracepath tracepath <address> 

Clearscreen CLS clear clear 

Gethelp HELP man man <command>e

Quit EXIT exit exit 

aTheBASHshelloffersarenamecommand,butthisischieflyusedtorenamemanyfilesatonce.
bToavoidbeingaskedtoconfirmeachfiledeletion,youcanaddthe-foption.Beawarethattherm
commanddeletesdatainstantly,withoutthesafetynetoftheRecycleBin,aswiththeGNOMEdesktop.
cUsethecursorkeystomoveupanddowninthedocument.TypeQtoquit.
dThisisasystemcommandandcanberunonlyonadiskthatisn’tcurrentlyinuse.Toscanthemain
partition,you’llneedtobootfromtheinstallationCDandselecttherescueoption.Thenissuethefsck
command.
eTheinfocommandcanalsobeused.
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CREATING ALIASES 

Ifyou’veeverusedDOS,youmightfindyourselfinadvertentlytypingDOScommandsattheshellprompt.
Someofthesewillactuallywork,becausemostdistributioncompaniescreatecommandaliasestoease
thetransitionofnewcomerstoLinux.

Usingaliasesmeansthatwheneveryoutypecertainwords,theywillbeinterpretedasmeaningsomething
else.However,analiaswon’tworkwithanyofthecommand-lineswitchesusedinDOS.Inthelongrun,
youshouldtrytolearntheBASHequivalents.Youcancreateyourowncommandaliasesquicklyand
simply.JuststartaBASHshellandtypethefollowing:

alias <DOS command>='<Linux shell command>' 

Forexample,tocreateanaliasthatletsyoutypeclsinsteadofclear,typethis:

alias cls='clear' 

NotethattheUbuntucommandmustappearinsinglequotationmarks.Alsonotethatthedircommandis
alreadyimplementedunderUbuntuasaseparatecommandthatfunctionsalmostidenticallytotheLinux
lscommand,althoughit’sintendedforonlybrieffilelistings.Inmostcases,it’sfarbetterjusttousethe
lscommand.

Tomakealiasespermanent,youneedtoaddthemtoyour.bashrcfile.

OpenthefileintheGedittexteditorbytypingthefollowing:

gedit .bashrc 

Atthebottomofthefile,addnewlinesforallthealiasesyouwanttomakepermanent.Simplytypethe
commandshownpreviously.Savethefilewhenyou’vefinished.

Notethatthealiaseswon’tgointoeffectuntilyouopenanewterminalwindoworrebootthecomputer.

ListingFiles
PossiblythemostfundamentallyusefulBASHcommandisls.Thisliststhefilesinthecurrentdirectory.
Ifyouhavealotoffiles,theymightscrolloffthescreen.Ifyou’rerunningGNOMETerminal,youcanuse
thescrollbarontherightsideofthewindowtoviewthelist.

Havingthefilesscrolloffthescreencanbeannoying,soyoucancramasmanyaspossibleonto
eachlinebytypingthefollowing:

ls -m 

Thedashafterthecommandindicatesthatyou’reusingacommandoption.Thesearealsocalled
command-lineflagsorswitches,andtheymodifyhowacommandworks.Nearlyallshellcommands
haveoptions.Infact,somecommandswon’tdoanythingunlessyouspecifyvariousoptions.Inthecase
ofthelscommand,onlyonedashisnecessary,butsomecommandsneedtwodashestoindicatean
option.
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NoteTechnicallyspeaking,usingtwodashesbeforeacommandoptionisarelativelymodernconvention
introducedbytheGNUProjectinthe1980s.Priortothis,UNIXusedasingledashforcommandoptions.Thus,two
dashesusuallyindicateGNU-specificcommandoptions.However,thisisamootpointnowadaysbecauseeven
versionsofUNIX,suchasMacOSX,tendtousetheGNUBASHshell.

Youcanseealistofallthecommandoptionsforlsbytypingthefollowing(ironically,itselfa
commandoption):

ls --help 

Onceagain,theoutputwillscrolloffthescreen,andyoucanusethewindow’sscrollbarstoexamine
it.

Withmostcommands,youcanusemanycommandoptionsatonce,aslongastheydon’t
contradicteachother.Forexample,youcouldtypethefollowing:

ls -lh 

Thistellsthelscommandtoproduce“long”outputandalsotoproduce“human-readable”output.
Thelongoption(-l)listsfilesizesandownershippermissions,amongotherdetails(permissionsare
coveredinthenextchapter).Thehuman-readableoption(-h)meansthatratherthanlistingfilesin
termsofbytes(suchas1,029,725bytes),itwilllisttheminkilobytes,megabytes,gigabytes,andsoon.
Noticethatyoucansimplylisttheoptionsafterthedash;youdon’tneedtogiveeachoptionitsown
dash.

Caution Don’tforgetthatcase-sensitivityisvitallyimportantinUbuntu!Typingls -Lisnotthesameastyping
ls -l.Eachwillproducedifferentresults.

CopyingFilesandDirectories
Anotherusefulcommandfordealingwithfilesiscp,whichcopiesfiles.Youcanusethecpcommandin
thefollowingway:

cp myfile /home/ubuntu/ 

Thiswillcopythefiletothelocationspecified.Inthisexample,thefilenameandlocationare
technicallyknownasarguments.Anythingthatyouspecifyacommandshouldworkwithisreferredto
asanargument,andthiscanoftenbeimportantwhenyoutrytofigureoutwhatthemanpagesaresaying
abouthowacommandworks.

Oneimportantcommand-lineoptionforcpis-r.ThisstandsforrecursiveandtellsBASHthatyou
wanttocopyadirectoryanditscontents(aswellasanydirectorieswithinthisdirectory).Most
commandsthatdealwithfileshavearecursiveoption.
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Note OnlyahandfulofBASHcommandsdefaulttorecursivecopying.Eventhoughit’sextremelycommonto
copyfolders,youstillneedtospecifythe-rcommandoptionmostofthetime.

Onecurioustrickisthatyoucancopyafilefromoneplacetoanotherbut,byspecifyingafilename
inthedestinationpartofthecommand,changeitsname.Here’sanexample:

cp myfile /home/ubuntu/myfile2 

Thiswillcopymyfileto/home/ubuntu,butrenameitasmyfile2.Becarefulnottoaddafinalslashto
thecommandwhenyoudothis.Intheexamplehere,doingsowouldcauseBASHtothinkthatmyfile2
isadirectory.

Thiswayofcopyingfilesisahandywayofduplicatingfiles.Bynotspecifyinganewlocationinthe
destinationpartofthecommand,butstillspecifyingadifferentfilename,youeffectivelyduplicatethe
filewithinthesamedirectory:

cp myfile myfile2 

Thiswillresultintwoidenticalfiles:onecalledmyfileandonecalledmyfile2.

MovingFilesandDirectories
Themvcommandissimilartocp,exceptthatratherthancopyingthefile,theoldoneiseffectively
removed.Youcanmovefilesfromonedirectorytoanother,forexample,likethis:

mv myfile /home/ubuntu/ 

Youcanalsousethemvcommandtoquicklyrenamefiles:

mv myfile myfile2 

Themvcommandcanbeusedtomoveadirectoryinthesamewayaswithfiles.However,there’sno
needtouseacommandoptiontospecifyrecursivity,aswithothercommands.

Forinstance,tomovethedirectory/daffodilintothedirectory/flowers,youcouldtypethe
following(assumingbothdirectoriesareintheoneyou’recurrentlybrowsing):

mv daffodil/ flowers/ 

Notetheuseoftheslashaftereachdirectory.
Torenamedirectories,simplyleaveofftheslashes.Torenamethedirectory/daffodilto/hyacinth,

forexample,youcouldtypethefollowing:

mv daffodil hyacinth 

Note Gettingtechnicalforamoment,movingafileinLinuxisn’tthesameasinWindows,whereafileiscopied
andthentheoriginaldeleted.UnderUbuntu,thefile’sabsolutepathisrewritten,causingittosimplyappearina
differentplaceinthefilestructure.However,theendresultisthesame.



APPENDIXAINTRODUCINGTHEBASHSHELL

531

DeletingFilesandDirectories
Buthowdoyougetridoffiles?Again,thisisrelativelyeasy,butfirstawordofcaution:theshelldoesn’t
operateanykindofRecycleBin.Afterafileisdeleted,it’sgoneforever.(Thereareutilitiesyoucanuseto
recoverfiles,butthesearespecializedtoolsandaren’ttobereliedonforeverydayuse.)

Removingafileisachievedbytypingsomethinglikethis:

rm myfile 

It’sassimpleasthat.
Insomeinstances,you’llbeaskedtoconfirmthedeletionafteryouissuethecommand.Ifyouwant

todeleteafilewithoutbeingaskedtoconfirmit,typethefollowing:

rm -f myfile 

Thefcommandoptionstandsforforce(thatis,forcethedeletion).
Ifyoutrytousethermcommandtoremoveadirectory,you’llseeanerrormessage.Thisisbecause

thecommandneedsanadditionaloption:

rm -rf mydirectory 

Asnotedearlier,therstandsforrecursiveandindicatesthatanyfolderspecifiedafterwardshould
bedeleted,inadditiontoanyfilesitcontains.

Tip YoumighthaveusedwildcardswithinWindowsandDOS.TheycanbeusedwithinUbuntu,too.For
example,theasterisk(*)canbeusedtomeananyfile.So,youcantyperm -f *todeleteallfileswithina
directory,ortyperm -f myfile*todeleteallfilesthatstartwiththewordmyfile.Butremembertobecareful
withthermcommand.Keepinmindthatyoucannotsalvagefileseasilyifyouaccidentallydeletethem!

WORKING WITH FILENAMES THAT HAVE SPACES 

If,atthecommandprompt,youtrytocopy,move,orotherwisemanipulatefilesthathavespacesintheir
names,you’llrunintoproblems.Forexample,supposeyouwanttomovethefilepicture from 
germany.jpgtothedirectory/mydirectory.Intheory,thefollowingcommandshoulddothetrick:

mv picture from germany.jpg mydirectory/ 

ButwhenwetrieditonourtestUbuntusetup,wegotthefollowingerrors:

mv: cannot stat 'picture': No such file or directory 
mv: cannot stat 'from': No such file or directory 
mv: cannot stat 'germany.jpg': No such file or directory 

Inotherwords,BASHhadinterpretedeachwordasaseparatefileandtriedtomoveeachofthem!The
errormessagestellusthatBASHcannotfindthefilepicture,from,orgermany.jpg.

Therearetwosolutions.Theeasiestistoenclosethefilenameinquotationmarks(eitherdoubleorsingle),
sothepreviouscommandwouldreadasfollows:
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mv "picture from germany.jpg" mydirectory/ 

Theothersolutionistoprecedeeachspacewithabackslash.Knownasescaping the character,thistells
BASHyou’reincludingaliteral characterinthefilename.Inotherwords,you’retellingBASHnotto
interpretthespaceinthewayitusuallydoes,whichisasaseparatorbetweenfilenamesorcommands.
Here’showthecommandlooksifyouusebackslashes:

mv picture\ from\ germany.jpg mydirectory/ 

ThebackslashcanalsobeusedtostopBASHfrominterpretingothersymbolsinthewayitusuallydoes.
Forexample,theless-thanandgreater-thansymbols(<>)haveaspecificmeaninginBASH,butthey’re
allowedinfilenames.Sotocopythefile<bach>.mp3tothedirectory/mydirectory,youcouldtypethe
following:

cp /<bach/>.mp3 mydirectory/ 

Generallyspeaking,however,simplyenclosingfilenamesinquotationmarksistheeasiestapproach.Often
youmightfindthatfilenamesunderLinuxavoidusingspacescompletelybyusinghyphensorunderscore
charactersinstead,orbysimplynotincludingthespacecharactersandrunningthewordsintoeachother
(forexample,thirdquarterreport.doc).

ChangingandCreatingDirectories
Anotherhandycommandiscd,forchange directory.Thisletsyoumovearoundthefilesystemfrom
directorytodirectory.Sayyou’reinadirectorythathasanotherdirectoryinit,namedmydirectory2.
Switchingtoitiseasy:

cd mydirectory2 

Buthowdoyougetoutofthisdirectoryafteryou’reinit?Trythefollowingcommand:

cd .. 

The..referstotheparentdirectory,whichistheonecontainingthedirectoryyou’recurrently
browsing.Usingtwodotstoindicatethismayseemodd,butit’sjustthewaythatUbuntu(andUNIX
beforeit)doesthings.It’soneofthemanyconventionsthatUNIXreliesonandthatyou’llpickupasyou
goalong.

Toswitchtotherootofthefilesystem,youwouldtypethefollowing:

cd / 

Tip BASHalwaysremembersthelastdirectoryyouwerein,andyoucanswitchtoitinstantlybytypingcd -.

Youcancreatedirectorieswiththemkdircommand:

mkdir mydirectory 

Whatifyouwanttocreateanewdirectoryand,atthesametime,createanewdirectorytocontain
it?Simplyusethe-pcommandoption.Thefollowingcommandwillcreateanewfoldercalledflowers
and,atthesametime,createadirectorywithin/flowerscalled/daffodil:
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mkdir -p flowers/daffodil 

RELATIVE AND ABSOLUTE PATHS 

Apathissimplythedescriptionofwhereinthefilesystemaparticularfileorfolderlives—forexample,
/home/ubuntu/Music/britneyspears.mp3.Pathscomeintwoforms:absoluteandrelative.The
differencesaresimple.

Anabsolute pathshowsthelocationofthefilefromthegroundup—fromtherootofthefilesystem,
specifyingeachindividualfolderalongtheway.Theprecedingexample(/home/ubuntu/
Music/britneyspears.mp3)isanabsolutepath.There’sanelementarywayofidentifyingthem:absolute
pathsalwaysbeginwithaforwardslash,whichindicatestherootofthefilesystem.

Arelative pathisonethat’sexpressedrelativetothecurrentlybrowseddirectory.Thatmightbealittle
difficulttounderstand,sohere’sanexample.Wealreadyknowthat,whenusedwiththecdcommand,two
dots(..)refertotheparentdirectoryoftheonecurrentlybeingbrowsed.Withthisinmind,whatifthe
userFrankwasbrowsing/home/Frank/Musicandwantedtoswitchtothe/etcdirectory,whichcontains
configurationfiles?Hecouldsimplytypecd /etc,therebyspecifyingtheabsolutepath.That’scertainly
thesimplestmethod.Buthealsocouldspecifyarelativepathasfollows:

cd ../../../etc 

Inotherwords,he’sspecifiedtheparentofthecurrentdirectory,thentheparentofthatdirectory,and
finallytheparentofthatdirectory!Thattakeshimallthewaybacktotherootofthefilesystem,sofinally
hespecifiesthe/etcdirectory,whichiswherehewantstobe.

Youcanmovefromanypositioninthefilesystemtoanywhereelsebyspecifyingarelativepath,andthe
sametechniqueworkswhenyou'remanipulatingfilesbycopying,moving,andsoon.Tobehonest,
specifyinganabsolutepathisusuallythesimplestoption,butrelativepathscanprovesurprisinglyuseful
insomesituations.

Using Autocompletion 
TheTabkeyisyourbestfriendwhenusingtheshell,becauseitwillcauseBASHtoautomatically
completewhateveryoutype.Forexample,ifyouwanttorunUbuntu’swebbrowser,youcanenter
firefoxatthecommandline.However,tosaveyourselfsometime,youcantypefirandthenpressTab.
You’llthenfindthatBASHfillsintherestforyou.Itdoesthisbycachingthenamesoftheprogramsyou
mightrunaccordingtothedirectorieslistedinyour$PATHvariable.

Ofcourse,autocompletionhassomelimitations.OnourUbuntutestsystem,typinglocdidn’t
autocompletetheusefullocatecommand.Instead,itcausedBASHtobeep.Thisisbecauseonadefault
Ubuntuinstallation,thereismorethanonepossiblematch.PressingTabagainimmediatelyshows
thosematches.Dependingonhowmuchyoutype(howmuchofaninitialclueyougiveBASH),you
mightfindtherearemanypossiblematches.

Inthiscase,theexperiencedBASHusersimplytypesanotherletter,whichwillbeenoughto
distinguishthealmost-typedwordfromtherest,andpressesTabagain.Withanyluck,thisshouldbe
enoughforBASHtofillintherest.
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AutocompletionwithFilesandPaths
Tabautocompletionalsoworkswithfilesandpaths.Ifyoutypethefirstfewlettersofafoldername,
BASHwilltrytofillintherest.Thisalsoobviouslyhaslimitations.There’snopointintypingcd myfol
andpressingTabifthere’snothinginthecurrentdirectorythatstartswiththelettersmyfol.This
particularautocompletefunctionworksbylookingatyourcurrentdirectoryandseeingwhat’savailable.

Alternatively,youcanspecifyaninitialpathforBASHtouseinordertoautocomplete.Typingcd 
/hoandpressingTabwillcauseBASHtoautocompletethepathbylookingintherootdirectory(/).In
otherwords,itwillautocompletethecommandwiththedirectory/home.Inasimilarway,typingcd 
myfolder/myfo willcauseBASHtoattempttoautocompletebylookingforamatchinmyfolder.

Ifyouwanttorunaprogramthatresidesinthecurrentdirectory,suchasoneyou’vejust
downloaded,forexample,typing./,followedbythefirstpartoftheprogramname,andthenpressing
TabshouldbeenoughtohaveBASHautocompletetherest.Inthiscase,thedotandslashtellBASHto
lookinthecurrentdirectoryforanyexecutableprogramsorscripts(programswithxaspartoftheir
permissions)andusethemaspossibleautocompleteoptions.

BASHiscleverenoughtospotwhetherthecommandyou’reusingislikelytorequireafile,
directory,orexecutable,anditwillautocompletewithonlyrelevantfileordirectorynames.

ViewingAvailableOptions
Theautocompletefunctionhasaneatsideeffect.Aswementionedearlier,ifBASHcannotfindamatch,
pressingTabagaincausesBASHtoshowalltheavailableoptions.Forexample,typingbaattheshelland
thenpressingTabtwicecausesBASHtoshowallthepossiblecommandsstartingwiththelettersba.On
ourtestPC,thisproducesthefollowinglistofcommands:

badblocks  baobab  basename  bashbug 

banner  base64  bash  batch 

Thiscanbeanicewayofexploringwhatcommandsareavailableonyoursystem.Youcanthenuse
eachcommandwiththe--helpcommandoptiontofindoutwhatitdoes,orbrowsethecommand’sman
page.

Whenyouapplythistricktodirectoryandfilenameautocompletion,it’sevenmoreuseful.For
example,typingcdinadirectoryandthenpressingtheTabkeytwicewillcauseBASHtoshowthe
availabledirectories,providingahandywayofretrievingabriefdirectorylisting.Alternatively,ifyou’ve
forgottenhowadirectorynameisspelled,youcanusethistechniquetofindoutpriortoswitchinginto
it.

OtherAutocompletionExamples
UnderUbuntu,butnotundermostLinuxdistros,youcanalsouseTabautocompletewithother
commands.Infact,anywhereyoumightthinkautocompletewillproveuseful,you’llprobablyfindit
works.Forexample,wheninstallingsoftwarebyusingtheapt-getcommandyoucantypealittleofthe
packagenameyou’dliketoinstall,andthenhitTabtohaveitautocompleted.Aswhenexploring
commandsbyusingtheTabkey(asexplainedearlier),thisisaneatwayofexploringwhatpackagesare
available.
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YouwillalsofindthatTabautocompleteworkswiththemancommand,usedtoviewtechnical
documentation.Justtypemanandthenalittleofthecommandyou’reinterestedin,beforehittingTab
toautocomplete.

Using Keyboard Shortcuts 
YourothergoodfriendswhenusingBASHaretheCtrlandAltkeys.Thesekeysprovideshortcutstovital
command-lineshellfunctions.Theyalsoletyouworkmoreefficientlywhentypingbyprovidingwhat
mostprogramscallkeyboardshortcuts.

ShortcutsforWorkinginBASH
TableA-2liststhemostcommonkeyboardshortcutsinBASH(therearemanymore;seeBASH’sman
pagefordetails).Ifyou’veexploredtheEmacstexteditor,youmightfindtheseshortcutsfamiliar.Such
keyboardshortcutsarelargelythesameacrossmanyofthesoftwarepackagesthatoriginatefromthe
GNUProject.Often,you’llfindanoptionwithinmanyUbuntusoftwarepackagesthatletsyouuse
Emacs-stylenavigation,inwhichcase,thesekeyboardshortcutswillmostlikelyworkequallywell.

Table A-2. Keyboard Shortcuts in BASH 

Shortcut Description 

Navigation  

Left/rightcursorkey Movesleft/rightintext

Ctrl+A Movestobeginningofline

Ctrl+E Movestoendofline

Ctrl+rightarrow Movesforwardoneword

Ctrl+leftarrow Movesleftoneword

Editing  

Ctrl+U Deleteseverythingbehindcursortostartofline

Ctrl+K Deletesfromcursortoendofline

Ctrl+W Deletesfromcursortobeginningofword

Alt+D Deletesfromcursortoendofword

Ctrl+T Transposescharactersonleftandrightofcursor

Alt+T Transposeswordsonleftandrightofcursor
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Shortcut Description 

Miscellaneous  

Ctrl+L Clearsscreen(everythingabovecurrentline)

Ctrl+U Undoeseverythingsincelastcommanda

Alt+R Undoeschangesmadetothelineb

Ctrl+Y UndoesdeletionofwordorlinecausedbyusingCtrl+K,Ctrl+W,andsoonc

Alt+L Lowercasescurrentword(fromthecursortoendofword)

aInmostcases,thishastheeffectofclearingtheline.
bThisisdifferentfromCtrl+U,becauseitwillleaveintactanycommandalreadyontheline,suchasone
pulledfromyourcommandhistory.
cThisallowsprimitivecuttingandpasting.Deletethetextandthenimmediatelyundo,afterwhichthe
textwillremaininthebufferandcanbepastedwithCtrl+Y.

ShortcutsforSystemControl
Intermsofthecontroloveryoursystemofferedbykeyboardcommands,pressingCtrl+Zhastheeffect
ofstoppingthecurrentprogram.Itsuspendstheprogramuntilyouswitchbackintoitortellitto
resumeinanotherway,ormanuallykillit.

Inthesamestyle,pressingCtrl+Cwhileaprogramisrunningwillquitit.Thissendstheprogram’s
processaterminationsignal,alittlelikekillingitbyusingthetopprogram.Ctrl+Ccanprovehandyif
youstartaprogramrunningbyaccidentandquicklywanttoendit,orifacommandtakeslongerthan
youexpectedtoworkandyoucannotwaitforittocomplete.It’salsoahandywayofattemptingtoend
crashedprograms.Somecomplicatedprogramsdon’ttaketookindlytobeingquitinthisway,
particularlythosethatneedtosavedatabeforetheyterminate.However,mostshouldbeokay.

Ctrl+Disanotherhandykeyboardshortcut.Thissendstheprogramanend-of-file(EOF)message.
Ineffect,thistellstheprogramthatyou’vefinishedyourinput.Thiscanhaveavarietyofeffects,
dependingontheprogramyou’rerunning.Forexample,pressingCtrl+Donitsownattheshellprompt
whennoprogramisrunningwillcauseyoutologout(ifyou’reusingaGUIterminalemulatorlike
GNOMETerminal,theprogramwillquit).ThishappensbecausepressingCtrl+DinformstheBASHshell
programthatyou’vefinishedyourinput.BASHtheninterpretsthisasthecuethatitshouldlogyouout.
Afterall,whatelsecanitdoiftoldtherewillbenomoreinput?

Althoughitmightnotseemveryusefulforday-to-daywork,Ctrl+Disvitalforprogramsthatexpect
youtoenterdataatthecommandline.YoumightrunintotheseasyouexploreBASH.Ifyoueverreadin
amanpagethataprogramrequiresanEOFmessageduringinput,you’llknowwhattopress.

Using the Command History 
TheoriginalhackerswhoinventedthetoolsusedunderUNIXhatedwaitingaroundforthingsto
happen.Afterall,beingahackerisallaboutfindingthemostefficientwayofdoinganyparticulartask.
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Becauseofthis,theBASHshellincludesmanyfeaturesdesignedtooptimizetheuserexperience.
Themostimportantoftheseisthecommand history.BASHrememberseverycommandyouenter(even
theonesthatdidn’twork!)andstoresthemasalistonyourharddisk.

DuringanyBASHsession,youcancyclethroughthishistorybyusingtheupanddownarrowkeys.
Pressingtheuparrowkeytakesyoubackintothecommandhistory,andpressingthedownarrowkey
takesyouforward.

Thepotentialofthecommandhistoryisenormous.Forexample,ratherthanretypethatlong
commandthatrunsaprogramwithcommandoptions,youcansimplyusethecursorkeystolocateitin
thehistoryandpressEnter.

TipTyping!-3willcauseBASHtomovethreepacesbackinthehistoryfileandrunthatcommand.Inother
words,itwillrunwhatyouenteredthreecommandsago.

OnourUbuntutestsystem,BASHremembers1,000commands.Youcanviewallofthe
rememberedcommandsbytypinghistoryatthecommandprompt.Thehistorylistwillscrolloffthe
screenbecauseit’ssolarge,butyoucanusethescrollbarsoftheGNOMETerminalwindowtoreadit.To
viewthelast20commands,typehistory 20.Youcanspecifyanynumberhere,infact.Eachcommandin
thehistorylistisassignedanumber.Youcanrunanyofthehistorycommandsbyprecedingtheir
numberwithanexclamationmark(!),referredtoasabang,orsometimesashriek.Forexample,you
mighttype!923.Onourtestsystem,commandnumber923intheBASHhistoryiscd ..,sothishasthe
effectofswitchingusintotheparentdirectory.

Commandnumberingremainsinplaceuntilyoulogout(closetheGNOMETerminalwindowor
endavirtualconsolesession).Afterthis,thenumberingisreordered.Therewillstillbe1,000commands,
butthelastcommandyouenteredbeforeloggingoutwillbeattheendofthelist,andthenumbering
willworkback1,000placesuntilthefirstcommandinthehistorylist.

Tip Oneneattrickistotypetwobangs:!!.ThistellsBASHtorepeatthelastcommandyouentered.

Ratherthanspecifyingacommandnumber,youcantypesomethinglike!cd.ThiswillcauseBASH
tolookinthehistoryfile,findthelastinstanceofacommandlinethatstartedwithcd,andthenrunit.

PressingCtrl+Rletsyousearchthecommandhistoryfromthecommandprompt.Thisparticular
toolcanbetrickytogetusedto,however.Assoonasyoustarttyping,BASHwillautocompletethe
commandbasedonmatchesfoundinthehistoryfile,startingwiththelastcommandinthehistory.
Whatyoutypeappearsbeforethecolon,whiletheautocompletionappearsafterward.

BecauseBASHautocompletesasyoutype,thingscangetalittleconfusingwhenyou’reworking
withthecommandhistory,particularlyifitinitiallygetsthematchwrong.Forexample,typingcdwill
showthelastinstanceoftheuseofcd.Thismightnotbewhatyou’relookingfor,soyoumustkeep
typingthecommandyoudowantuntilitautocompletescorrectly.Alternatively,youcanhitCtrl+Rto
cyclethrougholderexamplesoftheparticularcommandthatyou’vestartedtyping.
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Piping and Directing Output 
It’snotuncommonforadirectorylistingoroutputfromanothercommandtoscrolloffthescreen.
WhenusingaGUIprogramsuchasGNOMETerminal,youcanusethescrollbarstoviewtheoutput,but
whatifyouareworkingatthebarecommand-lineprompt?

BypressingShift+PageUpandShift+PageDown,youcan“scroll”thewindowuptotakealookat
someoftheoldoutput,butverylittleiscachedinthisway,andyouwon’tseemorethanafewscreens.A
farbettersolutionistopipetheoutputofthedirectorylistingintoatextviewer.Anotheruseful
techniqueistoredirectoutputtoafile.

PipingtheOutputofCommands
PipingwasoneoftheoriginalinnovationsprovidedbyUNIX.Itsimplymeansthatyoucanpassthe
outputofonecommandtoanother,whichistosaytheoutputofonecommandcanbeusedasinputfor
another.

Thisispossiblebecauseshellcommandsworklikemachines.Theyusuallytakeinputfromthe
keyboard(referredtotechnicallyasstandard input)and,whenthey’vedonetheirjob,usuallyshowtheir
outputonthescreen(knownasstandard output).

Thecommandsdon’tneedtotakeinputfromthekeyboard,andtheydon’tneedtooutputtothe
screen.Pipingistheprocessofdivertingtheoutputbeforeitreachesthescreenandpassingittoanother
commandforfurtherprocessing.

Let’sassumethatyouhaveadirectorythatispackedfulloffiles.Youwanttodoalongdirectory
listing(ls -l)toseewhatpermissionsvariousfileshave.Butdoingthisproducesreamsofoutputthat
flyoffthescreen.Typingsomethinglikethefollowingprovidesasolution:

ls -l | less 

The|symbolbetweenthetwocommandsisthepipe.ItcanbefoundonmostUSkeyboardsnextto
thesquarebracketkeys(neartheEnterkey—you’llneedtoholddowntheShiftkeytogetit).

Whathappensintheexampleisthatls -lisrunbytheshell,butratherthansendingtheoutputto
thescreen,thepipesymbol(|)tellsBASHtosendittothecommandthatfollows—toless.Inother
words,thelistingisdisplayedwithinless,whereyoucanreaditatyourleisure.YoucanusePageUp
andPageDownorthearrowkeystoscrollthroughit.Afteryouquitless,thelistingevaporatesintothin
air;thepipedoutputisneverstoredasafile.

Intheprevioussection,yousawhowyoucanusethehistorycommandtoviewthecommand
history.Ataround500entries,itsoutputscrollsoffthescreeninseconds.However,youcanpipeitto
less,likeso:

history | less 

Youcanpipetheoutputofanycommand.Oneofthemostcommonusesiswhensearchingfora
particularstringintheoutputofacommand.Forexample,let’ssayyouknowthat,withinacrowded
directory,there’safilewithapictureofsomeflowers.Youknowthatthewordflowerisinthefilename,
butyoucan’trecallanyotherdetails.Onesolutionistoperformadirectorylistingandthenpipethe
resultstogrep,whichisabletosearchthroughtextforauser-definedstring(seeChapter12):

ls -l | grep -i 'flower' 

Inthisexample,theshellrunsthels -lcommandandthenpassestheoutputtogrep.Thegrep
commandthensearchestheoutputforthewordflower(the-ioptiontellsittoignoreuppercaseand
lowercase).Ifgrepfindsanyresults,itwillshowthemonyourscreen.
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Thekeypointtorememberisthatgrepisusedhereasitnormallyisatthecommandprompt.The
onlydifferenceisthatit’sbeingpassedinputfromapreviouscommand,ratherthanbeingusedonits
own.

Youcanpipemorethanonceonacommandline.Supposeyouknowthatthefilenameofthe
pictureyouwantincludesthewordsfloweranddaffodil,yetyou’reunsureofwheretheymightfallinthe
filename.Inthiscase,youcouldtypethefollowing:

ls -l | grep -i flower | grep -i daffodil 

Thiswillpasstheresultofthedirectorylistingtothefirstgrep,whichwillsearchtheoutputforthe
wordflower.Thesecondpipecausestheoutputfromgreptobepassedtothesecondgrepcommand,
whereit’sthensearchedfortheworddaffodil.Anyresultsarethendisplayedonyourscreen.

RedirectingOutput
Redirectingislikepiping,exceptthattheoutputispassedtoafileratherthantoanothercommand.
Redirectingcanalsoworktheotherway:thecontentsofafilecanbepassedtoacommand.

Ifyouwantedtocreateafilethatcontainedadirectorylisting,youcouldtypethis:

ls -l > directorylisting.txt 

Theanglebracket(>)betweenthecommandstellsBASHtodirecttheoutputofthels -lcommand
intoafilecalleddirectorylisting.txt.Ifafilewiththisnameexists,it’soverwrittenwithnewdata.Ifit
doesn’texist,it’screatedfromscratch.

Youcanadddatatoanalreadyexistingfilebyusingtwoanglebrackets:

ls -l >> directorylisting.txt 

Thiswillappendtheresultofthedirectorylistingtotheendofthefilecalleddirectorylisting.txt,
although,onceagain,ifthefiledoesn’texist,itwillbecreatedfromscratch.

Redirectingoutputcangetverysophisticatedanduseful.Takealookatthefollowing:

cat myfile1.txt myfile2.txt > myfile3.txt 

AsyoulearnedinChapter12,thecatcommandjoinstwoormorefilestogether.Ifthecommand
wereusedonitsownwithouttheredirection,itwouldcauseBASHtoprintmyfile1.txtonthescreen,
immediatelyfollowedbymyfile2.txt.AsfarasBASHisconcerned,ithasjoinedmyfile1.txtto
myfile2.txtandthensentthemtostandardoutput(thescreen).Byspecifyingaredirection,youhave
BASHsendtheoutputtoathirdfile.Usingcatwithredirectionisahandywayofcombiningtwofiles.

It’salsopossibletodirectthecontentsofafilebackintoacommand.Takealookatthefollowing:

sort < textfile.txt > sortedtext.txt 

Thesortcommandsimplysortswordsintoalphanumericorder(itactuallysortsthemaccordingto
theASCIItableofcharacters,whichplacessymbolsandnumbersbeforealphabeticcharacters).Directly
afterthesortcommandisaleftanglebracket,whichdirectsthecontentsofthefilespecified
immediatelyafterthebracketintothesortcommand.Thisisfollowedbyarightanglebracket,which
directstheoutputofthecommandintoanotherfile.

Tip ToseeatableoftheASCIIcharacters,typeman asciiatthecommand-lineprompt.
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Therearen’tmanyinstancesinday-to-dayusagewhereyou’llwanttousetheleftanglebracket.It’s
mostlyusedwiththetext-basedmailprogram(whichletsyousende-mailfromtheshell),andinshell
scripting,inwhichalotofcommandsarecombinedtogethertoformasimpleprogram.

REDIRECTING STANDARD ERROR OUTPUT 

StandardinputandstandardoutputarewhatBASHcallsyourkeyboardandscreen.Thesearethedefault
inputandoutputmethodsthatprogramsuseunlessyouspecifysomethingelse,suchasredirectingor
pipingoutputandinput.

Whenaprogramgoeswrong,itserrormessagedoesn’tusuallyformpartofstandardoutput.Instead,itis
outputviastandard error.Likestandardoutput,thisusuallyappearsonthescreen.

Sometimesit’sbeneficialtocaptureanerrormessageinatextfile.Thiscanbedonebyredirectingthe
standarderroroutput.Thetechniqueissimilartoredirectingstandardoutput:

wodim --scanbus 2> errormessage.txt 

ThewodimcommandisusedtoburnCDs,andwiththe--scanbuscommandoption,youtellittosearch
forCD-R/RWdrivesonthesystem,somethingthatfrequentlyresultsinanerrormessageifyoursystemis
notproperlyconfigured.

Aftertheinitialcommand,youseetheredirection.Toredirectstandarderror,allyouneedtodoistype2>,
ratherthansimply>.ThiseffectivelytellsBASHtousethesecondtypeofoutput:standarderror.

Youcandirectbothstandardoutputandstandarderrortothesamefile.Thisisdoneinthefollowingway:

cdrecord --scanbus > error.txt 2>&1 

Thisisalittlemorecomplicated.Thestandardoutputfromwodim --scanbusissenttothefileerror.txt.
ThesecondredirecttellsBASHtoincludestandarderrorinthestandardoutput.Inotherwords,it’snota
caseofstandardoutputbeingwrittentoafile,andthenstandarderrorbeingaddedtoit.Instead,standard
errorisaddedtostandardoutputbyBASH,andthenthisiswrittentoafile.

Using Brace Expansion 
Theultimatelabor-savingtrickatthecommand-lineisbraceexpansion.

Putsimply,anythingwithinbraces({})issubstitutedwithinthespecifiedfilename.Thefollowing
willcreatenewdirectoriescalledPhotosGermany,PhotosEngland,andPhotosSpain:

mkdir Photos{Germany,England,Spain} 

Inotherwords,themkdircommandtakesthewordPhotosandcombinesitwithGermany,England,
andSpain,creatingthreenewdirectories.

IfyoualsowantedtocreateadirectorycalledPhotos,withnocountryafterit,youcoulddosovia
braceexpansionbyspecifyingacommawithnothingbeforeit.Here’sarepeatofthesamecommand
withthisinplace,followedbyafilelistingshowingtheresults:

mkdir Photos{,Germany,England,Spain} 
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$ ls 

Photos  PhotosEngland  PhotosGermany  PhotosSpain 

Anumericoralphabeticrangeofexpansionscanbespecifiedbyusingtwodots(..).Youwillhave
observedthatthisisdifferentfromwildcards,wherethedashisusedtoindicatearange.Thefollowing
willcreatedirectoriescalledPhotosA,PhotosB,PhotosC,andsoon,allthewaytoZ:

mkdir Photos{A..Z} 

BASH Command Index 
Thisappendixprovidesawhistle-stoptourofcommandsthatcanbeusedattheBASHshell.Thisisa
highlyselectivelisting,intendedtoprovideaguidetocommandsthatseeday-to-dayuseonaverage
desktopsystems.Inasimilarfashion,althoughsomecommandoptionsarelisted,they’restrictlylimited
tothosethatreceiveregulardeployment.

Thedescriptionofeachcommandisdeliberatelysimple.Notethatthequantityofspacegiventoa
commandisnotanindicationofitsimportanceorusefulness.Tothisend,eachcommandlistedwithan
asteriskafteritsnameoffersfarmorethanitsbriefdescriptionindicates.Insuchcases,westrongly
advisethatyourefertothecommand’smanpageformoreinformation.

Variousconventionsareusedinthelist:

• Youshouldsubstituteyourowndetailswhereveritalicizedwordsappear.

• Commandsthatcanandmightberunbyordinaryusersareprecededwitha
dollarsign($).

• Commandsthatrequirerootprivileges(theuseofsudo)areprecededwithahash
symbol(#).

Commandsthatpresentdangerstothesystemthroughmisuseareclearlymarked.Suchcommands
shouldnotbeusedwithoutresearchintothecommand’susageandfunction.

Table A-3. Common BASH Commands 

Command Description Typical Command Options Examples of Use 

$ alias Createordisplay
commandaliases

 aliaslist =ls 

$ alsamixer Alteraudiovolumelevels  alsamixer 

$ apropos Searchmanpagesfor
specifiedwords/phrases

 apropos "word or 
phrase" 

$ apt-cache Search,query,and
otherwisemanipulate
theAPTdatabasecache
(seeapt-get)

search:Searchforspecified
package(regexesmaybeused;
seeChapter15)showpkg:Show
informationaboutspecified

apt-cache search
packagename 
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Command Description Typical Command Options Examples of Use 

packagedepends:Show
packagedependenciesof
specifiedpackage,andshow
otherpackagesthatcanmeet
thatdependency

# apt-get Multifunctiontoolused
toinstall,remove,and
otherwiseadminister
softwarepackages,
accordingtotheAPT
database

install:Searchforandinstall
specifiedpackagefrom
repositories(asspecifiedin
/etc/apt/sources.list)
update:Updateorbuild
packagedatabaseby
contactingpackage
repositoriesupgrade:Attempt
toupgradeallcurrentinstalled
packageswithnewversions
dist-upgrade:Attemptto
upgradeallcurrentlyinstalled
packages,automaticallyand
aggressivelyresolvingpackage
conflicts;oftenusedto
upgradeentiredistrotonew
version
remove:Oppositeofinstall;
removespackages
clean:Removeanyold
packageinstallationfilesthat
arestoredonharddisk
-f:Attempttofixbroken
packagedependencies(used
withinstallorremove)
force-yes:Overrideanyerrors
andtherebybypassapt-get‘s
protectivemeasures.
Dangerousoption—usewith
care!

apt-get install
packagename 

$ bzip2 Compressspecifiedfile
(replacesoriginalfile
withcompressedfileand
givesit.bz2file
extension)

-d:Decompressspecifiedfile
-k:Don’tdeleteoriginalfile
-t:Test;doadryrunwithout
writinganydata

bzip2myfile 

$ bzip2recover Attemptrecoveryof
specifieddamaged.bz2
file

 bzip2recovermyfile 
.tar.bz2 
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Command Description Typical Command Options Examples of Use 

$ cal Displaycalendarfor
currentmonth(or
specifiedmonth/year)

 cal4 2005 

$ cat Displayafileonscreen
orcombineanddisplay
twofilestogether

 catmyfile 

$ cd Changetospecified
directory

 cd /usr/bin 

$ cdparanoia* ConvertCDaudiotracks
toharddiskfiles

-B:Batchmode;convertall
trackstoindividualfiles
-S:SetCDreadspeed(2,4,8,
12,andsoon;valuesrelateto
CD-drivespinspeed;usedto
avoidreaderrors)

cdparanoia -S 
8 -B 

# wodim* BurnaudioorCD-R/RW
datadiscs(thelatter
usuallybasedonanISO
image;seemkisofs)

-dev=:Specifythedrive’s
devicenumber(canbe
discoveredbyrunningwodim
withthescanbusoption)
scanbus:Scantoseewhich
CD-R/RWdrivesarepresent
andreturndevicenumbers
-speed=:Specifythewrite
speed(2,4,6,8,andsoon)
-v:Verboseoutput;obligatory
forfeedbackonwodim‘s
progress

wodimdev=0,0,0 -
speed=16 -v 
myfile.iso 

# cfdisk* Dangerous!Menu-based
disk-partitioning
program

 cfdisk/dev/hda 

# chgrp Changegroup
ownershipofa
file/directory

-R:Recursive;applychangesto
subdirectories

chgrpmygroup myfile 

$ chmod Changepermissionsofa
file/directory(wherea=
all,u=user,g=group,
andr=read,w=write,x
=executable)

-R:Recursive;applyto
subdirectoriesreference=:
Copypermissionsfrom
specifiedfile

chmod a+rw myfile 

$ chown Changefileownershipto
specifiedusername

-R:Recursive;applyto
subdirectories

chownusername 
myfile1 
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Command Description Typical Command Options Examples of Use 

# chroot Changetherootofthe
filesystemtothe
specifiedpath

 chroot /home/
mydirectory 

# chvt Switchtothespecified
virtualterminal
(equivalentofholding
downCtrl+Altand
pressingF1–F6)

 chvt3 

 $ clear Clearterminalscreen
andplacecursorattop

 clear 

$ cp Copyfiles -r:Recursive;copy
subdirectoriesandthefiles
therein
-s:Createsymboliclink
insteadofcopying

cpmyfile1 directory/ 

$ crontab Editordisplaytheuser’s
crontabfile(scheduled
tasks)

-e:Editthecrontabfile
(create/amend)
-l:Listcrontabentries
-r:Deletethecrontabfile
-u:Specifyauserandedittheir
crontabfile

crontab -e 

$ date Displaythedateand
time

 date 

$ df Displayfreediskspace
withinfilesystem

-h:Humanreadable;display
sizesinKB,MB,GB,andTB,as
appropriate
-l:Restricttolocalfile
systems,asopposedto
networkmounts

df -h 

$ diff Displaydifferences
betweenspecifiedfiles

-a:Considerallfilestextfiles
(don’thaltwhenaskedto
comparebinaryfiles)
-i:Ignorelowercaseand
uppercasedifferences

diffmyfile1 myfile2 

$ diff3 Displaydifferences
betweenthreespecified
files

 diff3myfile1  myfile2 
myfile3 
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Command Description Typical Command Options Examples of Use 

$ dig LookupIPaddressof
specifieddomain

 digmysite.com 

$ dmesg Displaykernelmessage
log

 dmesg 

# dosfsck* CheckandrepairMS-
DOS–basedfilehard
diskpartition(seealso
fsck)

-a:Repairwithoutaskinguser
forconfirmation
-r:Repairfilesystem,asking
userforconfirmationwhen
twoormorerepairmethods
arepossible
-v:Verbose;displaymore
information

dosfsck -rv /dev/hda4 

# dpkg Install,remove,and
otherwiseadminister
localinstallation
packages(onyourhard
disk);seealsoapt-get 

-i:Installspecifiedpackage
-r:Remove(uninstall)
specifiedpackage
-I:Showinfoaboutspecified
packageignore-depends=
packagename.deb:Don’thalton
packagedependencyissues
(dangerous!)

dpkg –ipackagename 
.deb 

# dpkg-
reconfigure 

Reconfigureanalready
installedpackage

 dpkg-reconfigure
packagename 

$ du Showsizesoffilesand
foldersinkilobytes

-h:Humanreadable;produce
outputinMB,GB,andTB
-s:Summary;displaytotals
onlyfordirectoriesratherthan
forindividualfiles

du -h / home /myuser 

$ eject Ejectaremovable
storagedisk

-t:Closeanalreadyopentray eject / media / dvd-
rom 

$ ex* Startasimpletext-editor
programused
principallywithinshell
scripts

 exmyfile.txt 

$ exit Logoutofshell(end
session)

 exit 
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Command Description Typical Command Options Examples of Use 

$ fdformat Low-levelformata
floppydisk(thiswon’t
createafilesystem;see
alsomkfs)

 fdformat/dev/fd0 

# fdisk* Dangerous!Harddisk
partitioningprogram

-l:Listpartitiontable fdisk/dev/hda 

$ fg Bringjobrunningin
backgroundto
foreground

 fg1 

$ file Displayinformation
aboutspecifiedfile,such
asitstype

 filemyfile 

$ find* Findfilesbysearching
directories(startingin
currentdirectory)

-maxdepth:Specifythenumber
ofsubdirectorylevelstodelve
into,startingfrom1(current
directory)
-name:Specifynameoffileto
searchfor
-type:Specifyfiletypestobe
returned;
-type dreturnsdirectories,
and-type freturnsonlyfiles

find -name "myfile" 

$ free Displayinformation
aboutmemoryusage

-m:ShowfiguresinMB
-t:Totalthecolumnsat
bottomoftable

free -m 

# fsck* Checkfilesystemfor
errors(usuallyrunfrom
rescuedisc)

 fsck/dev/hda1 

$ ftp* FTPprogramfor
uploading/downloading
toremotesites

 ftpftp.mysite.com 

$ fuser Showwhichprocesses
areusingaparticularfile
orfilesystem

-v:Verbose;detailedoutput fuser -vmyfile 
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Command Description Typical Command Options Examples of Use 

$ genisoimage* CreateISOimagefile
fromspecifieddirectory
(usuallyforburningto
discwithwodim)

-o:Options;thismustappear
aftercommandtoindicate
thatcommandoptionsfollow
-apple:UseMacOSextensions
tomakediscreadableon
Applecomputers
-f:Followsymboliclinksand
sourceactualfiles
-J:UseJolietextensions(make
ISOcompatiblewith
Windows)
-R:UseRockRidgeextensions
(preferredLinuxCD-ROMfile
system)
-v:Verbose;displaymore
information(-vvforevenmore
info)

genisoimage -o 
isoimage. 
iso -R -J -v
mydirectory 

Command Description Typical Command Options Examples of Use 

$ grep* Searchspecifiedfilefor
specifiedtextstring(or
word)

-i:Ignoreuppercaseand
lowercasedifferences
-r:Recursive;delveinto
subdirectories(ifapplicable)
-s:Suppresserrormessages
aboutinaccessiblefilesand
otherproblems

grep "phrase I want 
to find" myfile.txt 

# groupadd Createnewgroup  groupaddmygroup 

# groupdel Deletespecifiedgroup  groupdelmygroup 

$ groups Displaygroupsthe
specifieduserbelongsto

 groupsmyuser 

$ gzip Compressfilesand
replaceoriginalfilewith
compressedversion

-d:Decompressspecifiedfile
-v:Verbose;displaydegreeof
compression

gzipmyfile 

# halt Initiateshutdown
procedure,endingall
processesand
unmountingalldisks

-p:Poweroffsystematendof
shutdownprocedure

halt -p 

# hdparm* Dangerous!Tweakor
viewharddisksettings

 hdparm/dev/hda 
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Command Description Typical Command Options Examples of Use 

$ head Printtopmostlinesof
textfiles(defaultisfirst
10lines)

-n:Specifynumberoflines
(suchas-n 5)

headmyfile.txt 

$ help Displaylistofcommon
BASHcommands

 help 

$ history Displayhistoryfile(alist
ofrecentlyused
commands)

 history 

$ host QueryDNSserverbased
onspecifieddomain
nameorIPaddress

-d:Verbose;returnmore
information
-r:Forcenameservertoreturn
itscachedinformationrather
thanqueryotherauthoritative
servers

host82.211.81.166 

$ hostname Displaylocalhost-style
nameofcomputer

 hostname 

$ id Displayusernameand
groupinfoofspecified
user(orcurrentuserif
nonespecified)

 idmyuser 

# ifconfig* Displayorconfigure
settingsofanetwork
interface(assignanIP
addressorasubnet
mask,and
activate/deactivateit)

down:Disableinterface(usedat
endofcommandchain)
netmask:Specifyasubnetmask
up:Enableinterface(usedat
endofcommandchain)

ifconfigeth0 
192.168.0.10 netmask
255.255.0.0 up 

$ info* Displayinfopagefor
specifiedcommand

 infocommand 

# init Changecurrentrunlevel  init1 

$ jobs Displaylistofjobs
runninginbackground

 jobs 

$ kill Killspecifiedprocess  kill1433 
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$ killall Killprocess(es)thathave
specifiedname(s)

-i:Confirmbeforekilling
process
-v:Verbose;reportifandwhen
successful

killallprocessname 

$ last Displaydetailsofrecent
logins,reboots,and
shutdowns

 last 

$ ldd Displaysystemfiles
(libraries)requiredby
specifiedprogram

 ldd/usr/bin/program 

$ less Interactivelyscroll
throughatextfile

-q:Quiet;disablebeepswhen
endoffileisreachedorother
errorencountered
-i:Ignorecase;makeall
searchescaseinsensitive
unlessuppercaselettersare
used

lessmyfile.txt 

$ ln Createlinkstospecified
files,suchassymbolic
links

-s:Createsymboliclink
(defaultishardlink)

ln -s myfile1 myfile2 

$ lpr Printfile(sendittothe
printerspool/queue)

-V:Verbose;printinformation
aboutprogressofprintjob

lprmyfile.txt 

$ lpstat Displayprintqueue  lpstat 

$ ls Listdirectory -a:Listallfiles,including
hiddenfiles
-d:Listonlydirectorynames
ratherthantheircontents
-h:Humanreadable;print
figuresinKB,MB,GB,andTB
-l:Longlist;includealldetails,
suchasfilepermissions
-m:Showascomma-separated
list

ls -hmydirectory 

# lsmod Displaycurrentlyloaded
kernelmodules

 lsmod 

$ lsof Displayanyfiles
currentlyinuse

-u:Limitresultstofilesusedby
specifieduser

lsof -uusername 
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$ man Displayspecified
command’smanual

 mancommand 

$ md5sum DisplayMD5checksum
(normallyusedto
confirmafile’sintegrity
afterdownload)

 md5summyfile 

# mkfs* Dangerous!Create
specifiedfilesystemon
specifieddevice(suchas
afloppydisk)

-t:Specifytypeoffilesystem mkfs -tvfat /dev/fd0 

# modinfo Displayinformation
aboutkernelmodule

 modinfomodulename 

# modprobe Insertspecifiedmodule
intothekernel,aswellas
anyothersitrelieson

-k:Setmodule’sautocleanflag
soitwillberemovedfrom
memoryafterinactivity
-r:Removespecifiedmodule
aswellasanyitreliesonto
operate

modprobemodulename 

$ more Interactivelyscroll
throughtextfile(similar
toless)

 moremyfile.txt 

# mount* Mountspecifiedfile
systematspecified
location

-o:Specifycommandoptions,
suchasrwtoallowread/write
access;varioustypesoffile
systemshaveunique
commands

mount/dev/hda4 /mnt 

$ mv Move(orrename)
specifiedfilesand/or
directories

-b:Backupfilesbeforemoving
-v:Displaydetailsofactions
carriedout

mvmyfile 
mydirectory/ 

$ netstat* Showcurrentnetwork
connections

 netstat –a 

$ nice Runspecifiedcommand
withspecifiedpriority

-n:Specifypriority,ranging
fromthehighestpriorityof–
20,to19,whichisthelowest
priority

nice -n19 
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$ nohup Runspecifiedcommand
andcontinuetorunit,
evenifuserlogsout

 nohupcommand 

$ passwd Changeuser’spassword  passwd 

$ ping Checknetwork
connectivitybetween
localmachineand
specifiedaddress

-w:Exitafterspecifiednumber
ofseconds(suchas-w 5)

pingmydomain.com 

$ printenv Displayallenvironment
variablesforcurrentuser

 printenv 

$ ps* Displaycurrently
runningprocesses

a:Listallprocesses(notethat
commandoptionsdon’t
requireprecedingdash)
f:Displayownershipof
processesbyusingtree-style
graphics
u:Limitresultstoprocesses
runningforandstartedby
currentuser
x:Includeprocessesinresults
notstartedbyuserbut
runningwiththeuserID

ps aux 

$ pwd Displaycurrentdirectory  pwd 

# reboot Rebootcomputer  reboot 

$ renice Changeaprocess’s
prioritywhileit’s
running(seenice)

 renice19 10704 

$ rm Deletesingleormultiple
filesand/ordirectories

-r:Recursive;deletespecified
directoriesandany
subdirectories
-f:Force;don’tpromptfor
confirmationbeforedeleting
(usewithcare!)

rm -rfmydirectory 

# rmmod Deletemodulefrom
kernel

 rmmodmodulename 
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# route* Addandcreate(orview)
entriesinroutingtable
(seeifconfig)

 route add default gw
192.168.1.1 

$ runlevel Displaycurrentrunlevel  runlevel 

$ screen* Programthatruns
pseudoshellthatiskept
aliveregardlessof
currentuserlogin

-ls:Displaylistofcurrently
runningscreensessions
-R:Reattachtoalready
runningscreensessionorstart
newoneifnoneavailable

screen 

$ sftp* SecureShellFTP;like
FTPbutrunningoveran
sshconnection(seessh)

 sftp
username@192.168.1.14 

$ shred Overwritedatainafile
withgibberish,thereby
makingitirrecoverable

-u:Deletefileinadditionto
overwriting
-v:Verbose;showdetailsof
procedure
-f:Forcepermissionstoallow
writingifnecessary

shred -fvmyfile 

$ sleep Pauseinputforthe
specifiedperiodoftime
(wheres=seconds,m=
minutes,h=hours,d=
days)

 sleep10m 

$ smbclient* FTP-styleprogramwith
whichyoucanloginto
anSMB-based
(Windows)fileshare

 smbclient
//192.168.1.1/ 

$ sort Sortentriesinthe
specifiedtextfile(default
isASCIIsort)

 sortmyfile.txt -o
sorted.txt 

$ ssh* Logintoremote
computerbyusing
secureshell

 ssh
username@192.168.1.15 

$ startx StartGUIsession(ifGUI
isn’talreadyrunning)

 startx 

mailto:username@192.168.1.14
mailto:username@192.168.1.15
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$ su Temporarilyloginas
specifieduser;loginas
rootifnouserspecified
(providedrootaccount
isactivated)

-:Adoptuser’senvironment
variables,suchas$PATH 

su 

$ sudo Executespecified
commandwithroot
privileges

 sudocommand 

$ tac Displayspecifiedtextfile
butinreverse(fromlast
tofirstline)

 tacmyfile.txt 

$ tail Displayfinallinesof
specifiedtextfile

-n:Specifynumberoflinesto
display(suchas-n4)

tailmyfile.txt 

$ tar* Combinespecifiedfiles
and/ordirectoriesinto
onelargerfile,orextract
fromsuchafile

-c:Createnewarchive
-j:Usebzip2inorderto
compress(ordecompress)files
-f:Specifiesfilename(mustbe
lastinchainofcommand
options)
-r:Addfilestoexistingarchive
-x:Extractfilesfromexisting
archive
-z:Usegziptocompress(or
decompress)files

tar -zcf
myfile.tar.gz 
mydirectory 

$ tee Displaypipedoutput
andalsosaveitto
specifiedfile

 ls -lh| tee
listing.txt 

$ top* Programthatboth
displaysandletstheuser
manipulateprocesses

 top 

$ touch Givespecifiedfile
currenttimeanddate
stamp;ifitdoesn’texist,
createazero-bytefile
withthatname

 touchmyfile 

$ tracepath Discoveranddisplay
networkpathtoanother
host

 tracepath
192.168.1.20 
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$ umask Setdefaultpermissions
assignedtonewly
createdfiles

 umask u=rwx,g=r,o= 

# umount Unmountafilesystem  umount/media/cdrom 

# useradd Addnewuser -m:Createhomedirectoryfor
user

useradd -musername 

# userdel Deleteallmentionof
userinsystem
configurationfiles
(effectivelydeletingthe
user,althoughfiles
ownedbytheusermight
remain)

-r:Removeuser’s/home
directory

userdel -r  
username 

$ unalias Removespecifiedalias -a:Removeallaliases(use
withcare!)

unaliascommand 

$ uname Displaytechnical
informationabout
currentsystem

-a:Displayallbasic
information

uname –a 

$ unzip UnzipaWindows-
compatibleZipfile

-l:Displayarchivecontentbut
don’tactuallyunzip

unzipmyfile.zip 

$ uptime Displayuptimefor
system,aswellasCPU
loadaverageandlogged-
inusers

 uptime 

$ vim* Texteditorprogram  vim 

$ wc Countthenumberof
lines,words,andbytes
inafile

 wcmyfile.txt 

$ whatis Displayone-line
summaryofspecified
command

 whatiscommand 
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$ whereis Displayinformationon
whereabinary
commandislocated,
alongwithitssource
codeandmanpage(if
applicable)

-b:Returninformationonly
aboutbinaryprograms

whereis -bcommand 

$ xhost Configurewhich
users/systemscanrun
programsontheXserver

+:Whenfollowedbya
usernameand/orsystem
name,givestheuser/system
permissiontorunprograms
ontheXserver;whenusedon
itsown,letsanyuser/system
usetheXserver-:Oppositeof
+ 

xhost + 

$ xinit StartelementaryGUI
session(whennot
alreadyrunningaGUI)

 xinit 

$ zip CreateWindows-
compatiblecompressed
Zipfiles

-r:Recursive;includesall
subdirectoriesandfilestherein
-u:UpdatesZipwithspecified
file
-P:EncryptsZipwithspecified
password
-v:Verbose;displaymore
information
-#:Setcompressionlevel
(from0,whichisno
compression,to9,whichis
highest)

zip -rmyfile.zip 
mydirectory 

$ zipgrep SearchesinsideZipfiles
forspecifiedtextstring

 zipgrep "search
phrasemyfile.zip 
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Glossary of Linux Terms 

ThisappendixprovidesbriefexplanationsofcommontermsusedintheLinuxandUNIXenvironments.
Theseincludetechnicalterms,aswellasconventionsusedintheLinuxcommunity.Becauseofspace
limitations,thisglossaryissomewhatselectivebutstillshouldprovealastingreferenceaswellasa
helpfulguideforthosenewtoLinux.

Cross-referencedtermsarehighlightedinitalics.

Symbols 

. 
Inthecontextoffilemanagementatthecommand-line prompt,thissymbolreferstothe
currentdirectory.

.. 
Inthecontextoffilemanagementatthecommand-line prompt,thissymbolreferstothe
parentdirectoryofthatcurrentlybeingbrowsed.

/ 
Inthecontextoffilemanagementatthecommand-line prompt,theforwardslashrefers
totherootofthefilesystem;italsoseparatesdirectoriesinapathlisting.

~ 
Inthecontextoffilemanagementatthecommand-line prompt,thetildereferstoauser’s
homedirectory.

| 
Thepipesymbolisusedatthecommand-line prompttopipeoutputfromonecommand
toanother.

> 
Whenusedatthecommand-line prompt,therightanglebracketindicatesthatoutput
shouldredirectintoafile.
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< 
Whenusedatthecommand-line prompt,theleftanglebracketindicatesthatacommand
shouldacceptinputfromafile(seeredirect).

# 
Whenitappearsatthecommand-line prompt,thissymbolusuallyindicatesthattheuser
iscurrentlyloggedinasroot.

$ 
Whenitappearsatthecommand-line prompt,thedollarsignusuallyindicatesthatthe
useriscurrentlyloggedinasanordinaryuser.(NotethatsomeversionsofLinux/UNIX
use%or>insteadof$.)

? 
Thequestionmarkisawildcardcharacterindicatingthatanycharactercanbe
substitutedinitsplace;thissymbolistypicallyrelevantonlyatthecommand-line prompt.

* 
Theasteriskisawildcardcharacterindicatingthatzeroormorecharacterscanappearin
itsplace;thissymbolistypicallyrelevantonlyatthecommand-line prompt.

*nix 
PopularbutunofficialwayofdescribingthefamilytreethatcomprisesUNIXandits
variousclones,suchasLinuxandMinix.

A 

administrator 
Auseronthesystemwithultimatepowertoconfigurethesystem.Usuallyunderstandard
Linuxinstallations,thisisanotherwordforeithertherootuseroronewhohasadopted
thatuser’spowerstemporarily.

AIX 
IBM’sproprietaryformofUNIXthatrunsonthecompany’sproprietaryhardware,aswell
ascommodityhardwarebasedaroundAMDandIntelprocessors.Nowadays,IBMis
slowlydeprecatingAIXinfavorofLinux.

alias 
Methodofcreatingauser-definedcommandthat,whentyped,causesanothercommand
toberunorastringtobeexpanded.
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Apache 
Popularopen sourcewebserversoftwarethatrunsonUNIX,Linux,andotheroperating
systemplatforms.ConsideredresponsibleinpartfortheriseinpopularityofLinuxinthe
late1990s.

applet 
Smallprogramthat,inthecontextoftheUbuntuDesktop,runsaspartofalarger
programandoffersfunctionsthatcomplementthemainprogram.TheGNOMEdesktop
incorporatesseveralapplets,and—technicallyspeaking—allfeaturesorelementsofthe
panelsareapplets,includingeventhemainmenus.

APT 
AdvancedPackagingTool;theunderlyingsystembywhichsoftwareismanagedand
installedonUbuntuandDebianLinuxsystems.Shellcommandsbeginningwithapt,such
asapt-get,areusedtoinstallnewsoftwarefromvariousrepositories.UnderUbuntu,the
SynapticPackageManagerprogramprovidesaGUImethodofusingAPT.

archive 
Anyfilecontainingacollectionofsmallerfiles,compressedorotherwise(seealsotar).

B 

BASH 
BourneAgainSHell.ThemostcommonshellinterpreterusedunderLinuxandofferedas
thedefaultonmanyLinuxsystems.BasedontheolderBourneshsoftware.

binary executable 
Anotherwayofreferringtoaprogramthathasbeencompiledsothatitcanbeuseddayto
day.Seealsocompilation.

block device 
HowtheLinux kernelcommunicateswithadevicethatsendsandreceivesblocksofdata;
usuallyaharddiskorremovablestoragedevice.Seealsocharacter device.
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BSD UNIX 
BerkeleySoftwareDistributionUNIX;formofUNIXpartiallybasedontheoriginalUNIX 
source codebutalsoincorporatingrecentdevelopments.BSDisopen sourceandfreeforall
touseandshare,withpracticallynorestrictions.TherearevariousformsofBSDUNIX,
suchasFreeBSD,NetBSD,andOpenBSD.BSDdoesn’tusetheLinuxkernelbutruns
manyofthesameprograms.SomeoftheprogramsofferedwithintheLinuxOScome
fromBSD.

bzip2 
Formoffilecompression.Togetherwiththeolderandless-efficientgzip,itisapopular
formoffilecompressionunderLinuxandtheequivalenttoZipcompressionunder
Windows.Filesemployingbzipcompressionareusuallygivena.bz2fileextension(tar
filesareusuallygiventhedoublefileextension.tar.bz2,oroccasionallyjust.tbz).Seealso
tar.

C 

C 
ProgramminglanguageinwhichmuchoftheLinuxkerneliswritten,aswerelater
versionsofUNIXbeforeit.CwascreatedbysomeofthesamepeoplewhocreatedUNIX,
anditsdevelopmentmirrorsthatofUNIX.

C++ 
Object-orientedprogramminglanguage;originallydesignedtobeanenhancementtoC,
butnowseenasapopularalternative.

C# 
Modernprogramminglanguage,whichusessimilarsyntaxtoC,createdbyMicrosoftand
re-createdonLinuxviatheMonoproject.

character device 
HowLinuxreferstoadevicethatsends/receivesdataasynchronously.Forvarious
technicalreasons,thistypicallyreferstotheterminaldisplay.Seealsoblock device.

checksum 
Mathematicalprocessthatcanbeappliedtoafileorotherdatatocreateaunique
numberrelativetothecontentsofthatfile.Ifthefileismodified,thechecksumwill
change,usuallyindicatingthatthefileinquestionhasfailedtodownloadcorrectlyorhas
beenmodifiedinsomeway.Themostcommontypeofchecksumprogramusedunder
Linuxand UNIXismd5sum. 
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ClamAV 
VirusscannerforLinuxandUNIXsystems.PublishedundertheGPLlicense,sofreefor
use.

client 
Shorthandreferringtoacomputer(orsoftware)thatconnectstoaserver.

closed source 
Thereverseofopen source,inwhichthesource codeisnotavailableforotherstosee,
share,ormodify.Seealsoproprietary.

code 
Seesource code.

command 
Inputtypedattheshellthatperformsaspecifictask,usuallyrelatedtoadministrationof
thesystemand/orthemanipulationoffiles.

command-line prompt 
Seeshell.

commodity 
Inthecontextofhardware,describesPChardwareusuallybasedaroundIntelorAMD
processorsthatcanbeboughtofftheshelfandusedtocreatesophisticatedcomputer
systems(asopposed
tobuyingspeciallydesignedhardware).OnereasonforLinux‘ssuccessisitsabilitytouse
commodityhardware.

community 
ThegeneraltermforthemillionsofLinuxusersworldwide,regardlessofwhattheyuse
Linuxforortheirindividualbackgrounds.ByusingLinux,youautomaticallybecomepart
ofthecommunity.

compilation 
Thepracticeofcreatingabinaryfilefromsource code,usuallyachievedusingthe
./configure,make,make installseriesofcommandsandscripts.
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config file 
Configurationfile;anyfilethatcontainsthelistofsettingsforaprogram.Sometimesit’s
necessarytoeditconfigfilesbyhandbyusingprogramssuchasviorEmacs,butoftenthe
programitselfwillwriteitsconfigfileaccordingtothesettingsyouchoose.

copyleft 
Thelegalprincipleofprotectingtherighttoshareacreativework,suchasacomputer
program,usingalegallybindinglicense.Copyleftalsoensuresthatfutureiterationsofthe
workarecoveredinthesameway.

cracker 
Someonewhobreaksintocomputersystemstostealdataorcausedamage.Thetermis
notnecessarilylinkedtoLinuxorUNIXbutwascreatedbythecommunitytocombatthe
widespreaduseofhackerinthissense.Thewordhackerhastraditionallydefined
someonewhomerelyadministers,programs,andgenerallyenjoyscomputers.

cron 
Backgroundservicethatschedulestaskstooccuratcertaintimes.Itreliesonthecrontab
file.

CUPS 
CommonUNIXPrintingSystem;setofprogramsthatworkinthebackgroundtohandle
printingunderUNIXandLinux.

curses 
Librarythatletssoftwarepresentasemigraphicalinterfaceattheshell,completewith
menusystemsandsimplemousecontrol(ifconfigured).Theversionofcursesusedunder
LinuxandUNIXiscalledncurses.

CVS 
ConcurrentVersionsSystem;applicationthatallowsthelatestversionofsoftware
packagestobedistributedovertheInternettodevelopersandotherinterestedparties.
NowadaysGitorSubversionarepreferredinsteadandworkalongsimilarlines.

D 

daemon 
Seeservice.
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Debian 
Communityorganizationthatproducesdistributionsoffree softwareoperatingsystems,
includingLinux.Becauseitisanonprofitorganizationrunbypassionatefreesoftware
advocates,itisconsideredthemostethicallysoundofallLinuxoutfits.Many
distributions,includingUbuntu,useDebianasthebasisfortheirsoftwarebecauseofits
claimedreliability,relativesimplicity,andcertainsophisticatedfeatures,suchastheAPT
softwaremanagementsystem.

dependency 
Awayofreferringtosystemfilesorothersoftwarethataprogramrequiresinordertorun.
Ifthedependenciesarenotpresentduringprograminstallation,aprogrammightrefuse
toinstall.Byusingrepositories,Ubuntufixesthedependencyproblem.

device 
Linuxshorthanddescribingsomethingonyoursystemthatprovidesafunctionforthe
userorthatthesystemrequiresinordertorun.Thisusuallyreferstohardware,butitcan
alsodescribeavirtualdevicethatiscreatedtoprovideaccesstoaparticularLinux
function.

directory 
WhatWindowsreferstoasafolder;areasonaharddiskinwhichfilescanbestoredand
organized.

distribution 
AcollectionofsoftwaremakinguptheLinuxoperatingsystem;alsoknownasadistro.
Thesoftwareisusuallycompiledbyeitheracompanyororganization.Adistributionis
designedtobeeasytoinstall,administer,andusebyvirtueofitbeinganintegrated
whole.ExamplesincludeUbuntu,SUSE Linux,Red Hat,andDebian.

distro 
Shorthandfordistribution.

documentation 
Anotherwayofdescribingwrittenguidesorinstructions;canrefertoonlinesourcesof
helpaswellasactualprinteddocumentation.
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dpkg 
Debianpackagemanagementsystem; shellcommandthatcanbeusedtoadminister
softwareunderUbuntuandDebian.However,theAPTsystem,whichusesdpkg,isthe
preferredmethodofinstallingsoftware.

E 

Edubuntu 
Officialspin-offofthemainUbuntuprojectthatfeatureseducationalsoftwarealongwith
achild-friendlyuserinterfaceandclassroomadministrationsoftware.Unlikeotherspin-
offprojects,suchasXubuntuandKubuntu,EdubuntufeaturesthesameGNOME
interfaceasthemainUbunturelease,andmuchofthesamesoftware.

Emacs 
Seminaltexteditorandpseudo-shellbelovedbyUNIXaficionados;canbeusedfor
programmingtasks,simplewordprocessing,andmuchmore.Thiseditorhascultural
significanceasoneofthecorepiecesofsoftwareofferedbytheGNU Project.Emacswas
originallydevelopedprincipallybyRichard Stallman.Seealsovi.

environment 
Shorthandreferringtoauser‘suniqueLinuxconfiguration,suchasvariablesthattellthe
shellwhereprogramsarelocated.

F 

FAT32 
FileAllocationTable32-bits;filesystemofferedbyWindows98,Me,2000,andXP.Linux
canbothreadandwritetoFAT32filesystems.SeealsoNTFSandVFAT.

Firefox 
WebbrowserprogramusedunderUbuntuandproducedbytheMozillaFoundation.

FLOSS 
Free,libre,oropensourcesoftware;usedwithinthecommunitytodescribeallsoftwareor
technologythat,broadlyspeaking,adherestotheethicalapproachofopen source
softwareand/orfree software,aswellasitslegalguidelines.

FOSS 
Freeoropen sourcesoftware;alternativetermforFLOSS.
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free 
Whenusedtodescribesoftwareorassociatedareasoftechnology,freeindicatesthatthe
projectabidesbytheethical(ifnotlegal)guidelineslaiddownbytheGNU Project.It
doesn’tnecessarilyindicatethatthesoftwareisfreeinamonetarysense;itsmeaningis
quitedifferentfromfreeware.

Free software 
Softwareinwhichthesource code—theoriginallistingcreatedbytheprogrammer—is
availableforalltosee,share,study,andadapttotheirownneeds.Thisdiffersfromthe
conceptofopen source,becausetherightofotherstofurthermodifythecodeis
guaranteedviatheGNU Public License(GPL)softwarelicense(oracompatiblelicense).
Forvariousreasons,insomeinstancesfreesoftwaredoesnotincludethesourcecode
(althoughthesoftwarecanstillbelegallydecompiled),butthisisrare.

Free Software Foundation 
NonprofitorganizationfoundedbyRichard Stallmantoeffectivelysponsorthecreationof
theGNUoperatingsystem,andfurthertheaimsandgoalsoffree software(includingthe
legaldocuments,suchastheGPL).Itisconsideredthehomeofthefreesoftwareidealand
GNUitself.SometimesabbreviatedasFSF.

G 

GCC 
GNUCompilerCollection;programsusedwhencreatingbinary executablefilesfrom
source code.FormerlycalledGNUCCompiler.

GID 
GroupID;numberingsystemusedbytheoperatingsystemtorefertoagroup.

GIMP 
GNUImageManipulationProgram;high-poweredimage-editingprogramthatruns
underLinux,UNIX,Windows,andotheroperatingsystems.Oftenprecededbythe
definitearticle:TheGIMP.

GNOME 
AGUI-baseddesktopenvironmentusedbyUbuntuaswellasseveralotherdistributions.
ItusestheGTK+libraries.Thenamewasoriginallycreatedasanacronymstandingfor
GNUNetworkObjectModelEnvironment,butnowthetermisconsideredawordandnot
anacronym.SeealsoKDE.



APPENDIXBGLOSSARYOFLINUXTERMS

566

GNU 
GNU’sNotUNIX;seminaloperatingsystemprojectinitiatedbyRichard Stallmanin1983
andintendedtoformafree softwarecloneofUNIX.SeeGNU Project.

GNU/Linux 
AnothernamefortheoperatingsystemreferredtoasLinux.ThenameGNU/Linuxgives
credit
tothevastquantityofGNU ProjectsoftwarethatisaddedtotheLinux kernelwithina
distroto
makeacompleteoperatingsystem.Assuch,GNU/Linuxisthepreferredtermofmany
free  
softwareadvocates.

GNU Project 
OrganizationcreatedbyRichard Stallmaninordertofurthertheaimsoffree softwareand
createthebodyofsoftwarethatmakesuptheGNUoperatingsystem.

GNU Public License 
SoftwarelicenseprincipallycreatedbyRichard Stallmaninordertoprotectsoftware
source codeagainstproprietaryinterestsandensurethatitwillalwaysbeshared.Itdoes
thisbyinsistingthatanysourcecodecoveredbytheGNUPublicLicense(GPL)must
remainlicensedundertheGPL,evenafterithasbeenmodifiedoraddedtobyothers.The
Linuxkernel,aswellasmuchofthesoftwarethatrunsonit,usestheGPL.Thereare
severalversionsoftheGNUPublicLicensethatrefineitsrequirementsandlimitations
(notablyversions2and3),andseveralvariationsdesignedforotheruses;keyexamples
includetheLesserGPL(LGPL),whichrelinquishessomerequirementsoftheGPLandis
usuallyusedwithlibrarysoftware,andtheGNUFreeDocumentationLicensethat,asits
namesuggests,isusuallyusedtolicensetechnicalliterature,suchasmanuals.

GPL 
SeeGNU Public License.

grep 
Globalregularexpressionprint;powerfulshellcommandthatletsyousearchafileor
otherformofinputbyusingregular expressions.Becauseoftheubiquityofthegrep
program,manyLinuxandUNIXusersrefertosearchingasgrepping.Togrep a fileisto
searchthroughitforastring.

group 
Collectionofusersunderoneheading(groupname)tofacilitatesystemadministration.

1
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GRUB 
GRandUnifiedBootloader;bootmanagerprogramthatoffersamenufromwhichyoucan
choosewhichoperatingsystemyouwishtoboot.It’sneededtoloadthekernelprogram
andtherebyinitiatetheLinuxbootprocedure.

GUI 
Graphicaluserinterface;describesthesoftwarethatprovidesagraphicalsystemto
displaydataandletyoucontrolyourPC(usuallyviaamouse).

guru 
OnewhoisexperiencedandknowledgeableaboutLinux/UNIXandiswillingtosharehis
orherknowledgewithothers.Inaperfectworld,everynewbiewouldhavehisorherown
guru.

gzip 
OneofthetwopreferredformsoffilecompressionusedunderLinux.Filesemploying
gzipcompressionusuallyhavea.gzfileextension.Seealsobzip2.

H 

hack 
Ingeniousand/orextremelyefficientsolutiontoaproblem,particularlywithinthe
programmingworld.

hacker 
Termusedwithinthecommunitytodescribeanyonewhoenjoyscomputersand
possessessomeskilltherein,eitherinaprofessionalcapacityorasahobby.Apositiveand
highlyvaluedterm,thewordisdistinctfromconnotationsofmaliciouslybreakinginto
computerspropagatedbythemedia.Seealsocracker.

host 
Shorthandreferringtoanycomputerthatactsasaservertoanothercomputer.Seealso
client.

HP-UX 
Hewlett-Packard’sproprietaryformofUNIXdesignedtoworkonitsownhardware
platform.
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Hurd 
KerneldevelopedbytheGNU Projectandoriginallyintendedtoformthecenterpieceof
theGNUoperatingsystem.However,withthearrivaloftheLinux kernel,itsnecessitywas
lessened,anditisnowarguablyaminorproject.It’snotassociatedwiththeLinuxkernel
inanyway.

I 

info 
Sourceofdocumentationaccessiblefromtheshell;analternativetothemoreestablished
manpagesystem.AlsoknownasTexinfo.

init 
WithmostversionsofLinux,initistheprogramthatisautomaticallyrunafterthekernel
hasfinishedloading,andthereforeearlyinthebootprocedure.It’sresponsiblefor
effectivelystartingtheoperatingsystem.UnderUbuntu,asystemcalledUpstartisused
instead,butitis100percentbackward-compatiblewiththewayinitworks,totheextent
thatthosenotknowingUpstartwasinusewouldnotrealizethedifference.

init.d 
Collectionofstartupscriptsthatmakeupthecomponentsofarun level.UnderUbuntu,
thesearefoundat/etc/init.d.Symbolic linkstoselectedinit.dscriptsarecontainedin
folderswithin/etc/init.dthatarenamedafterrun levelnumbers,suchasrc0.d,rc1.d,
rc2.d,andsoon.

initrd 
InitialRAMdisk;systemusedbytheLinux kerneltoloadmodulesthatareessentialforthe
kerneltobeabletoboot,suchasdiskcontrollers.

inode 
Partoftheusuallyinvisiblefilesystemstructurethatdescribesafile,suchasitsownership
permissionsorfilesize.

ipchains 
Now-deprecatedcomponentofversion2.2oftheLinux kernelthatallowsthecreationof
networksecuritysetups,suchasfirewallsorport-forwardingarrangements.Seealso
iptables.
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iptables 
Componentofversions2.4and2.6oftheLinuxkernelthatallowspowerfulnetwork
securitysetupsviatheconfigurationofnetfilter.Chieflyusedinthecreationoffirewalls,
butcanbeusedformoreelementaryarrangementssuchasnetworkaddresstranslation
(NAT)routers.Ubuntuoffersafarmoreuser-friendlycommand-linetoolcalledufwthat
aidsconfigurationofiptables.

J 

job 
HowtheBASHshellreferstoarunningprograminordertofacilitateadministrationby
theuser.

journaling 
Filesystemtechnologyinwhichintegrityismaintainedviatheloggingofdiskwrites.

K 

KDE 
KDesktopEnvironment;GUIandsetofadditionalprogramsusedonvariousdistros,such
asMandrivaandavariationofUbuntucalledKubuntu.

kernel 
Essentialbutordinarilyinvisiblesetofprogramsthatrunthecomputer’shardwareand
provideaplatformonwhichtorunsoftware.IntheLinuxoperatingsystem,thekernelis
alsocalledLinux,afteritscreator,Linus Torvalds.

kernel panic 
ErrormessagethatappearswhenthekernelprograminLinuxcannotcontinuetowork.
Inotherwords,apolitewayofindicatingacrashor,moreoften,aproblemarisingfrom
usermisconfiguration.Thisismostoftenseenwhenbootingupaftermakingincorrect
changesto
thesystem.Ingeneral,itisquiteraretoencounterakernelpanic.

kludge 
Communityslangdescribinganinelegantwayofmakingsomethingwork,usuallynotina
waythatisgenerallyacceptedasbeingcorrect.Pronouncedkloodge.
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Kubuntu 
VersionofUbuntuthatsubstitutestheGNOMEdesktopenvironmentforKDE.

L 

LAMP 
AcronymdescribingaseriesofprogramsthatworktogethertoprovideacompleteLinux-
basedweb-hostingenvironment.StandsforLinux,Apache,MySQL,andPHP,Python,or
Perl(thelastthreeinthelistarescriptinglanguages;seescript).

LGPL 
LesserGPL;versionoftheGNU Public License(GPL)inwhichsomeuserestrictionsare
slackened
attheexpenseofvariousfreedomslaiddownbythemainGPL.TheLGPLismostlyused
for
libraryfiles.

library 
Generaltermreferringtocodethatprogramsneedtorunandthat,onceinmemory,is
frequentlyaccessedbymanyprograms(leadingtothephrase“sharedlibrary”).Themost
commonandvitallibraryisglibc(GNUCLibrary),createdbytheGNU Projectandthe
fundamentalbuildingblockwithoutwhichLinuxcouldnotoperate.GNOMEreliesonthe
GTK+libraries,amongothers.

LibreOffice 
FreeOfficesuite,availablefordifferentoperatingsystemsincludingLinux.Formerly
knownasOpenOffice.org.LibreOfficeisincludedasthedefaultofficesuiteinUbuntu.

link 
Filesystemmethodofassigningadditionalfilenamestoablockofdatathatrepresentsa
file;alsoknownasa“hardlink.”Seealsosymbolic link.

Linux 
(1)AkernelprogramcreatedbyLinus Torvaldsin1991toprovideaninexpensive
operatingsystemforhiscomputer,alongwithothercomponents.

(2)Theentireoperatingsystemdiscussedinthisbook,althoughmanyargue(perhaps
quiterightly)thatthisisinaccurate,andusethetermGNU/Linuxinstead,togivecreditto
theinclusionofmanycomponentsoftheGNUoperatingsystem.
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Linux Foundation 
AnonprofitorganizationthataimstofurthertheadoptionoftheLinuxoperatingsystem,
andassuchissponsoredbymanycorporationsthatutilizetheLinuxOSaspartoftheir
business,suchasIBMandNovell.ItisconsideredthespiritualhomeofLinux,ifsucha
distinctioncanbemade,andemploysLinus Torvalds,theoriginatorandleaderofthe
Linuxkernelproject.

local 
Shorthandreferringtotheuser‘sPCoradevicedirectlyattachedtoit(asopposedto
remote).

localhost 
NetworknameusedinternallybyLinuxandsoftwaretorefertothelocalcomputer,
distinctfromthenetwork.

M 

man page 
Concisetechnical documentationaccessiblefromtheshellthatdescribesacommandand
howitshouldbeused.

Minix 
CreatedbyAndrewTanenbaum,thisoperatingsystemisaroughcloneofUNIX.Itwasthe
operatingsystemthatLinus TorvaldshadinmindwhendevisingLinux,andwhichacted
asanearlydevelopmentplatformforhim.

module 
Programcodethatcanbeinsertedorremovedfromthekernelinordertosupport
particularpiecesofhardwareorprovidecertainkernelfunctions.DriversunderWindows
performthesamefunction.

mount 
Toaddafilesystemsothatitisintegrated(andthereforeaccessible)withinthemainfile
system;appliestoexternalfilesystems,suchasthoseavailableacrossnetworks,aswellas
thoseonthelocalPC,suchastheharddiskorCD/DVD-ROMs.

Mozilla Foundation 
OrganizationfoundedbyNetscapetocreateopen sourceInternetsoftware,suchasweb
browsersande-mailclients;originallybasedontheNetscapesource code.Atthetimeof
thiswriting,itproducestheFirefoxandCaminowebbrowsers,theThunderbirde-mail
andUsenetclient,theBugzillabug-trackingsoftware,aswellasotherprograms.The
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underlyingweb-browsingenginesoftwareusedbymanyMozillaFoundationproductsis
knownasGecko.

MySQL 
Popularandpowerfulopen sourcedatabaseapplication.SeealsoLAMP.

N 

newbie 
TermusedtodescribeanyonewhoisnewtoLinuxandthereforestilllearningthebasics.
It’snotaderogatoryterm!Seealsoguru.

NFS 
NetworkFileSystem;reliableandestablishedmethodofsharingfiles,printers,andother
resourcesacrossanetworkofUNIX-basedoperatingsystems.SeealsoSamba.

NTFS 
NTFileSystem;filesystemofferedbyWindowsNT,2000,XP,andVista.Itisusuallyfully
accessibleunderLinux,althoughsomedistributionsdonotallowwritingtoNTFS
partitions.SeealsoFAT32.

O 

open source 
(1)Methodandphilosophyofdevelopingsoftwarewherebythesource code—theoriginal
listingcreatedbytheprogrammer—isavailableforalltosee.Notethatopensourceisnot
thesameasfree software;describingsoftwareasopensourcedoesn’timplythatthecode
canbesharedorusedbyothers(althoughthisisoftenthecase).

(2)Acommunityofusersoranyprojectthatadherestoopensourcevaluesand/or
practices.

OpenOffice.org 
Open sourceofficesuiteprojectcreatedwiththecontinuinginputofSunMicrosystems
(nowpartofOracle)andbasedoncodeSuncontributedtotheopensource community.

P 

partition 
Subdivisionofaharddiskintowhichafilesystemcanbeinstalled.
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PID 
ProcessID;thenumberingsystemusedtorefertoaprocess.

pipe 
Methodofpassingtheoutputfromonecommandtoanotherforfurtherprocessing.
Pipingisachievedwithintheshellbytypingthe|symbol.

POSIX 
PortableOperatingSystemInterface;varioustechnicalstandardsthatdefinehowUNIX-
likeoperatingsystemsshouldoperateandtowhichtheLinuxoperatingsystemattempts
toadhere.

PPP 
Point-to-PointProtocol;networkingtechnologythatallowsdatatransferacrossserial
connectionssuchastelephonelines.Inotherwords,it’sthetechnologythatletsyou
connecttoyourInternetserviceproviderbyusingamodem.

process 
Thewaythesystemreferstotheindividualprograms(orcomponentsofprograms)
running
inmemory.

proprietary 
Effectively,softwareforwhichasoftwarelicensemustbeacquired,usuallyforafee.This
usuallymeansthatthesource codeiskeptsecret,butitcanalsoindicatethatthesource
codeisavailabletoviewbutnottoincorporateintoyourownprojectsorsharewith
others.

R 

redirect 
Usedtosendtheoutputofacommandintoaparticularfile.Thisalsoworkstheotherway
around:thecontentsofaparticularfilecanbedirectedintoacommand.Redirectionis
achievedwithintheshellbyusingtheleftandrightanglebrackets(<and>),respectively.

regex 
Seeregular expression.

regular expression 
Powerfulandcomplexmethodofdescribingasearchstring,usuallywhensearchingwith
toolssuchasgrep(althoughregularexpressionsarealsousedwhenprogramming).
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Regularexpressionsusevarioussymbolsassubstitutesforcharactersortoindicate
patterns.

remote 
Indicatesacomputerorservicethatisavailableacrossanetwork,includingbutnot
limitedtocomputersontheInternet(asopposedtolocal).

Repository 
Installationsourcewheresoftwareinstallationprogramsarelookingforavailable
software.Usingrepositoriesmakesitpossiblefortheinstallationprogramto
automaticallyinstalldependencies.

root 
(1)ThestartingpointoftheLinuxfilesystemdirectorystructure,usuallyindicatedbya
forwardslash(/).

(2)The/rootdirectoryiseffectivelytherootuser’spersonaldirectory.

(3)Theharddiskpartitiononwhichoperatingsystemfilesareinstalled,sufficienttoboot
Linux;underUbuntutherootpartitioncontainsalloperatingsystemanduserdatafiles.

(4)TheuseronsomeversionsofUNIXorLinuxwhohascontroloverallaspectsof
hardware,software,andthefilesystem.

(5)Usedtodescribeauserwhotemporarilytakesonthepowersoftherootuser(viathe
sudocommand,forexample).

RPM 
RedHatPackageManager;systemusedtoinstallandadministerprogramsunderRed 
Hat,SUSELinux,andsomeotherdistributions.TheequivalentofAPT.

RTFM 
ReadtheFinemanual/man page;exclamationfrequentlyusedonlinewhenanewbieasks
forhelpwithouthavingundertakenbasicresearch.

run level 
DescribesthecurrentoperationalmodeofLinux(typically,theservicesthatarerunning).
Runlevel1issingle-usermode(astripped-downsystemwithminimalrunningservices);
runlevels2through5provideaGUI;runlevel6isrebootmode(switchingtoitwillcause
thecomputertoterminateitsprocessesandthenreboot);runlevel0isshutdown
(switchingtoitwillcausethePCtoshutdown).UnderUbuntuandmostderivativesof
Debian,runlevel2isthedefault.
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S 

Samba 
Programthatre-createsunderUNIXorLinuxtheMicrosoftSMB-basedsystemofsharing
files,printers,andothercomputerresourcesacrossanetwork.ItallowsLinuxtobecomea
fileor
printerserverforLinuxandWindowscomputers,andalsoallowsaLinuxclienttoaccessa
Windows-basedserver.

scalable 
Termdescribingtheabilityofasinglecomputerprogramtomeetdiverseneeds,
regardlessofthescaleofthepotentialuses.TheLinux kernelisdescribedasbeing
scalablebecauseitcanrunsupercomputersaswellashandheldcomputersandhome
entertainmentdevices.

script 
Formofcomputerprogramconsistingofaseriesofcommandsinatextfile.Mostshells
allowsomeformofscripting,andentireprogramminglanguagessuchasPerlarebased
aroundscripts.InthecontextoftheLinuxOS,shellscriptsareusuallycreatedtoperform
trivialtasksoronesthatfrequentlyinteractwiththeuser.Shellscriptshavetheadvantage
thattheycanbefrequentlyandeasilymodified.TheLinuxbootprocessreliesonseveral
complexscriptstoconfigureessentialsystemfunctionssuchasnetworkingandtheGUI.
SeealsoinitandUpstart.

server 
(1)Typeofcomputerdesignedtosharedatawithothercomputersoveranetwork.

(2)Softwarethatrunsonacomputerandisdesignedtosharedatawithotherprograms
onthesamePCorwithotherPCsacrossanetwork.

service 
Backgroundprogramthatprovidesvitalfunctionsfortheday-to-dayrunningofLinux;
alsoknownasadaemon.Servicesareusuallystartedwhenthecomputerbootsupandas
suchareconstituentpartsofarun level.

shell 
Broadlyspeaking,anyprogramthatcreatesanoperatingenvironmentinwhichyoucan
controlyourcomputer.TheGNOMEDesktopcanbeseenasashell,forexample.
However,it’smorecommonlyunderstoodwithinUNIXandLinuxcirclesasaprogram
thatletsyoucontrolthesystembyusingcommandsenteredatthekeyboard.Inthis
context,themostcommontypeofshellinuseonLinuxisBASH.
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Shuttleworth, Mark 
EntrepreneurialSouthAfricanbusinessmanwho,asalong-termDebian hacker,devised
andfinanciallysupportsUbuntuviahiscompany,CanonicalLtd.

SMB 
ServerMessageBlock;networktechnologyforsharingfiles,printers,andotherresources.
See
alsoSamba.

Solaris 
FormofUNIXsoldbySunMicrosystems(nowpartofOracle);runsonproprietary
hardwaresystemsaswellasoncommoditysystemsbasedonIntelandAMDprocessors.
Availableinanentirelyopen sourcerenditioncalledOpenSolaris.

source code 
Theoriginalprogramlistingcreatedbyaprogrammer.Mostprogramsthatyoudownload
areprecompiled—alreadyturnedintobinary executablesreadyforgeneraluse—unless
youspecificallychoosetodownloadandcompilethesourcecodeofaprogramyourself.

SSH 
SecureSHell;programthatletsyouaccessaLinux/UNIXcomputeracrosstheInternet.
SSHencryptsdatasentandreceivedacrossthelink.Verycommonlyusedbyprofessional
LinuxandUNIXadministrators.

SSL 
SecureSocketsLayer;formofnetworkdatatransferdesignedtoencryptinformationfor
securitypurposes.It’susedonlineforcertainwebsitesandalsowithinLinuxforcertain
typesofsecure
dataexchange.

Stallman, Richard M. 
LegendaryhackerwhofoundedtheGNU Projectandcreatedtheconceptofcopyleft,as
wellasthesoftwarelicensethatincorporatesit:theGNU Public License(GPL).Seealso 
Linus Torvalds.

standard error 
LinuxandUNIXshorthandfortheerroroutputprovidedbyacommand.

standard input 
LinuxandUNIXshorthandforthedeviceusuallyusedtoprovideinputtotheshell.For
themajorityofdesktopPCusers,thisreferstothekeyboard.
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standard output 
LinuxandUNIXshorthandforthedeviceusuallyusedtodisplayoutputfromacommand.
ForthemajorityofdesktopPCusers,thisreferstothescreen.

string 
Aword,phrase,orsentenceconsistingofletters,numbers,orothercharactersthatisused
withinaprogramandisoftensuppliedbytheuser.

sudo 
ProgramthatrunsunderUNIXandLinuxbywhichordinaryusersaretemporarily
affordedadministratorrights.Ubuntureliesonsudoastheexclusivewayforusersto
administerthesystem.TheequivalentcommandtostartGUIapplicationsunderUbuntu
isgksu.

SVG 
ScalableVectorGraphics;vectorgraphicstechnology.SVGisactuallyanXMLmarkup
languagedesignedtocreate2Dgraphics,increasinglyusedforLinuxdesktopiconsand
webgraphics.

swap 
AreaoftheharddiskthattheLinuxkernelusesasatemporarymemorystoragearea.
DesktoporserverLinuxdiffersfromWindowsinthatitusuallyrequiresaseparatehard
diskpartitioninwhichtostoretheswapfile.

symbolic link 
TypeoffileakintoaWindowsshortcut.Accessingasymboliclinkfileroutestheusertoan
actualfile.Seealsolink.

sysadmin 
Systemsadministrator;awayofdescribingthepersonemployedwithinacompanyto
overseethecomputersystems.Insuchanenvironment,thesysadminusuallyistheroot
userofthevariouscomputers.

System V 
VariantofUNIXusedasafoundationformodernformsofproprietaryUNIX.

T 

tainted 
Describesakernelthatisusingproprietarymodulesinadditiontoopen sourcemodules.
Canalsorefertoinsecuresoftware.
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tar 
TapeARchive;softwareabletocombineseveralfilesintoonelargerfileinordertoback
themuptoatapedriveorsimplytransferthemacrosstheInternet.Suchfilesareusually
indicatedbya.tarfileextension.Notethatatarfileisn’tnecessarilycompressed;the
bzip2andgziputilitiesmustbeusedifthisisdesired.

TCP/IP 
TransmissionControlProtocol/InternetProtocol;standardprotocolstackusedbymost
modernoperatingsystemstocontrolandcommunicateacrossnetworksandalsoacross
theInternet(asopposedtoNetBEUI,commonlyavailableonolderversionsofWindows,
andIPX/SPX,usedonNovell’sNetWareoperatingsystem).

terminal 
Anotherwordforshell.

TeX 
Methodandsetofprogramsfortypesettingcomplexdocuments.Inventedpriortoword
processorsanddesktoppublishingsoftware,andnowconsideredaspecializedtoolfor
layingoutscientifictexts.AnupdatedversionoftheprogramcalledLaTeXisalso
available.

Torvalds, Linus 
Finnishprogrammerwho,in1991,createdtheinitialversionsoftheLinuxkernel.Since
then,hehasutilizedaninternationalnetworkofvolunteersandstaffemployedbyvarious
companieswhohelpproducethekernel.Torvaldshimselfcontributestoandoverseesthe
effortsandisemployedbytheLinux Foundation.

tty 
TeleTYpewriter;shorthandreferringtounderlyingLinuxvirtualdevicesthatallow
programsanduserstoaccessthekernelandtherebyrunprograms.

Tux 
ThenameofthepenguincharacterthatistheLinuxmascot.TheoriginalTuxgraphicwas
drawnbyLarryEwing.

U 

Ubuntu 
Linuxdistributionwithseveraluniquecharacteristics.Ubuntuisdesignedprimarilyfor
desktopuse(althoughotherversionsareavailable,includingsomeforserverhardware
andforhandheldcomputers).Itisintendedforusebyindividualsinanylocationinthe
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world,soithasstrongmultiple-languagesupport.It’srunbytheUbuntu Foundation,
whichisfinanciallybackedbyMark Shuttleworth.Eachreleaseisguaranteedtobe
supportedfor18months,orthreeyearsinthecaseoflong-termsupport(LTS)releases
(fiveyearsinthecaseofserverreleases).

Ubuntu Foundation 
OrganizationsetupbyMark Shuttleworthandhiscompany,CanonicalLtd.,toprovidean
officialhomefortheUbuntudistributionofLinux.

UID 
UserID;numberingsystemusedbytheoperatingsystemtorefertoauser. 

UNITY 
NameforthenewgraphicalinterfaceinUbuntu11.04.Itwasoriginallydevelopedas
interfaceforportabledevices,suchasNetbooks.Becauseitprovedtobeveryuser
friendly,itnowisthedefaultgraphicalinterfaceforUbuntu.

UNIX 
Seminaloperatingsystemcreatedasaresearchprojectin1969byKennethThompson
andDennisRitchieatBellLabs(laterAT&T).Becauseitwasinitiallypossibletopurchase
thesource codeforafee,subsequentrevisionswereenhancedbyavarietyoforganizations
andwentontorunmanymainframeandminicomputersystemsthroughoutthe1980s,
1990s,anduptothepresent.Nowadays,UNIXisfragmentedandexistsinavarietyof
versions.Perhapsmostpopularisitsopen sourcerendition,BSD UNIX,whichhasseen
manydevelopmentssincethesourcecodewasfirstreleased.ThismeansthatBSDUNIX
nolongerexistsbuthasinsteaddiversifiedintoanumberofseparateprojects.Proprietary
versionsarealsoavailable,includingSolaris,HP-UX,andAIX.

Upstart 
Replacementforinit,thesoftwarethateffectivelybootsUbuntuintoauseablestate
whenever
thecomputerisswitchedonorrebooted.However,Upstartgoesbeyondthedesigngoals
ofinit,andcanstopandstartvariousservices(andalsomonitorthem)ontheflywhilethe
systemisup
andrunning.

user 
Thewaytheoperatingsystemreferstoanyonewhoaccessesitsresources.Ausermust
firsthaveauseraccountsetup,effectivelygivingthatuserhisorherownprivatespaceon
thesystem.Inadditiontoactualhumanusers,anaverageLinuxsystemhasmanyother
useraccountscreatedtoletprogramsandservicesgoabouttheirbusiness.Theseare
usuallynotseenbyhumanusers.



APPENDIXBGLOSSARYOFLINUXTERMS

580

V 

variable 
Achangeablevaluethatstoresacertaindatatype(suchasanumber,date,orstring),
rememberingitforfuturereferencebythesystemorscriptitisdefinedby.Variables
definedbyandfortheLinuxkernelarevitaltoit.

verbose 
Commandoptionthatwillcauseittoreturnmore-detailedoutput(or,insomecases,to
returnactualoutputifthecommandisotherwise“quiet”);usuallyspecifiedbyaddingthe
-vcommandoption.

VFAT 
VirtualFileAllocationTable;technicalnameofMicrosoft’sFATfilesystemofferedunder
Windowsandalsoonremovablestoragedevicessuchasflashmemorycards.

vi 
Arcanetexteditorandpseudo-shellbelovedbyUNIXaficionadosthatcanbeusedfor
creationoftextfilesorprograms.Traditionally,UNIXuserseitherloveorhatevi;some
preferEmacs.Nowadaysnewandimprovedversionsofviareavailable,suchasvim,used
underUbuntu.

W 

Wine 
ShortforWineIsNotanEmulator;softwarethatre-createstheWindowsapplication
programminginterface(API)layerwithinLinuxandletsusersrunWindowsprograms.

workspace 
XterminologyreferringtoaGUIdesktop.

X 

X 
ShortforXWindow;softwarethatcontrolsthedisplayandinputdevices,thereby
providingasoftwarefoundationontopofwhichDesktopmanagerslikeGNOMEareable
torun.

X11 
Version11oftheXsoftware,currentlyinuseonmostdesktopLinuxsystems.
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XFree86 Project 
OrganizationthatcreatesXsoftware.Atonetime,everydistributionofLinuxused
XFree86software,butmostnowusesimilarsoftwarefromthe X.orgorganization.

xinetd 
Theserviceresponsibleforstartingvariousnetworkserversonthecomputer.

XMMS 
Audioplayerprogram.

X.org 
OrganizationthatproducestheXWindowsoftwareand,inparticular,asetofprograms
calledX11.X11isusedonmostmoderndistributionsofLinux.Itisbackedbyanumberof
UNIXandLinuxindustryleaders.

xterm 
SimpleprogramthatallowsyoutorunashellunderX.Thisprogramhastheadvantageof
beingavailableonmostLinuxsystemsthatofferaGUI.

Xubuntu 
VersionofUbuntuthatutilizestheXFCE4desktopenvironmentinsteadofGNOME.
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Getting Further Help 

Soyou’vereadthroughthisbookandhaveagoodworkingknowledgeofLinux.Ubuntuisrunning
exactlyasyouwantitto,andthingsaregoingokay.Butthenyouhitabrickwall.Perhapsyouwantto
performataskbutsimplydon’tknowhow.Ormaybeyouknowroughlywhatyouneedtodobutdon’t
knowthespecifics.Althoughthisbooktriestobeascomprehensiveaspossible,itcan’tcoverevery
eventuality.

Youneedtofindsomehelp,butwheredoyouturn?Fortunately,manysourcesofinformationare
availabletothosewhoarewillingtohelpthemselves.Linuxcontainsitsownseriesofhelpfilesinthe
formofmanandinfopages,andthesearegoodplacestostart.Inaddition,someprogramscomewith
theirowndocumentation.Ifneitherofthesesourcesprovidesthehelpyouneed,youcanheadonline
andtakeadvantageofthemassiveLinuxcommunityaroundtheworld.

Read the Manual! 
Beforeaskingforhelponline,it’simportantthatyoufirstattempttosolveyourproblemsbyusing
Linux’sbuilt-indocumentation.Ifyougoonlineandaskaquestionsosimplethatitcanbeanswered
withalittleelementaryresearch,youmightfindpeoplereplyingwiththepithyadmonitionRTFM.(This
standsforRead The <expletive> Manualor,inmorerefinedcompany,Read The Fine Manual).Inother
words,dosomebasicresearchandthencomebackifyou’restillstuck.

It’snotthatpeopleonlinedon’twanttohelp.It’sthattheydon’tlikeitwhenpeoplearetoolazyto
helpthemselvesandexpectotherstodoeventheslightestworkforthem.AlthoughnotallLinuxpeople
youencounterwilltakesuchahardline,doingalittlehomeworkfirstcanprovideanswerstoalotof
questions,removingtheneedtoaskothers.Thisisparticularlytruewhenitcomestothefundamentals.

Documentationtypicallycomesinthreeformats:manpages,infopages,andREADMEfiles.

ManPages
manpagesaretheoldestformofUNIXdocumentation.Intheolddays,afteranindividualhadcreateda
pieceofsoftware,heorshewouldwriteabriefbutconcisemanpageinordertogiveothersaclueasto
howtooperateit.Theprogrammerwouldcomeupwithafewscreensofdocumentationthatcouldbe
calledupfromthecommandprompt.Thisdocumentationwouldoutlinewhatthesoftwaredidandlist
allthewaysinwhichitcouldbeused.

Nowadays,dependingonthesoftwarepackage,manpagesaresometimescreatedbytechnical
writers,buttheconceptofprovidingessentialinformationstillapplies.manpagesunderLinuxprovide
alltheinformationyouneedabouthowtouseaparticularcommandorpieceofsoftware.

Soundsgreat,doesn’tit?Alas,there’saproblem:manpagesarewrittenbysoftwareengineersfor
softwareengineers.Theyexpectyoutoalreadyunderstandthetechnologybeingdiscussed.Thisis
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illustratedverywellbythemanpageforwodim,softwarethatcanbeusedtoburnCDimagestodisc.You
canviewthismanpagebytypingman wodimatthecommandprompt.

Thefirstlineofthemanpagestates,“Wodimisusedtorecorddataoraudiocompactdiscsonan
OrangeBookCD-recorderortowriteDVDmediaonaDVD-recorder.”

Mostofthatisclear,butwhatdotheymeanbyOrange Book?Theydon’texplain.(Ifyou’recurious,
headovertohttp://searchstorage.techtarget.com/sDefinition/0,,sid5_gci503648,00.html.)

Fartherdowninthemanpage,yousee,“WodimiscompletelybasedonSCSIcommands...Even
ATAPIdrivesarejustSCSIdrivesthatinherentlyusetheATApacketinterfaceas[a]SCSIcommand
transportlayer.”

What’sSCSI,orATAPIforthatmatter?Again,themanpagedoesn’texplain.(Bytheway,they’re
methodsofinterfacingwithstoragedevicesattachedtoyourcomputer.)

Butwhyshouldmanpagesexplainastheygoalong?Theirfunctionistodescribehowtouseapiece
ofsoftware,nottoprovideabeginner’sintroductiontotechnology.Iftheydidthat,asinglemanpage
couldruntohundredsofpages.

Inotherwords,manpagesareusuallynotforcompletebeginners.Thisisn’talwaysthecaseand,
becauseLinuxseeswidespreadusagenowadays,manpagesaresometimescreatedwithless
knowledgeableusersinmind.Butevenso,theformatisinherentlylimited:manpagesprovideconcise
guidestousingsoftware.Luckily,therearesometipsyoucanbearinmindtogetthemostfromaman
page.Butbeforeyoucanusethosetips,youneedtoknowhowtoreadamanpage.

How to Read a Man Page 

Toreadamanpage,yousimplyprecedethecommandnamewithman.Forexample,toreadtheman page
ofwodim,apieceofsoftwareusedtowriteISOimagestoCD-R/RWdiscs,typethefollowingcommand:

man wodim 
Thisopensasimpletextviewerwiththeman pagedisplayed.Youcanusethecursorkeystomove

upanddownlinebyline,oryoucanusethePageUpandPageDownkeys(thesearesometimeslabeled
PgUpandPgDn)tomovepagebypage.Youcansearchbypressingtheforwardslashkey(/).This
highlightsallinstancesofthewordyoutype.Youcansearchforotherexamplesofthewordinthe
documentbypressingtheNkey(pressingShift+Nwillsearchbackward).Theaverageman pagewill
includemanyheadings,butthefollowingarethemostcommon:

Name:Thisisthenameofthecommand.Therewillalsobeaone-sentencesummaryofthe
command.

Synopsis:Thisliststhecommandalongwithitsvariouscommandoptions(sometimesknownas
argumentsorflags).Effectively,itshowshowthecommandcanbeused.Itlookscomplicated,but
therulesaresimple.Firstisthecommanditself.Thisisinbold,whichindicatesitismandatory.This
ruleappliestoanythingelseinbold:itmustbeincludedwhenthecommandisused.Anything
containedwithinsquarebrackets([])isoptional,andthisisusuallywhereyouwillfindthe
commandoptionslisted.Apipesymbol(|)separatesanycommandoptionsthatareexclusive,
whichmeansthatonlyoneofthemcanbeused.Forexample,ifyousee[apple|orange|pear],only
oneofapple,orange,orpearcanbespecified.UsuallyattheendoftheSynopsislistingwillbethe
mainargument,typicallythefile(s)thatthecommandistoworkonand/orgenerate.

Description:Thisisaconciseoverviewofthecommand’spurpose.

Options:Thisexplainswhatthevariouscommandoptionsdo,asfirstlistedintheSynopsissection.
Bearinginmindthatcommandoptionstellthesoftwarehowtowork,thisisoftenthemostuseful
partoftheman page.

http://searchstorage.techtarget.com/sDefinition/0
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Files:Thislistsanyadditionalfilesthatthecommandmightrequireoruse,suchasconfiguration
files.

Notes:Ifthissectionispresent(andoftenitisn’t),itsometimesattemptstofurtherilluminate
aspectsofthecommandorthetechnologythecommandisdesignedtocontrol.Unfortunately,
Notessectionscanbejustasarcaneastherestoftheman page.

See Also:Thisreferstotheman pagesofothercommandsthatarelinkedtothecommandin
question.Ifanumberappearsinbrackets,thatmeansthereferenceistoaspecificsectionwithin
theman page.Toaccessthissection,typeman <section no.> command.

Althoughthereareguidelinesfortheheadingsthatshouldappearinman pages,aswellastheir
formatting,thefactisthatyoumayencounterotherheadings,oryoumayfindnearlyallofthem
omitted.Someman pagesaretheresultofhours,ifnotdays,ofeffort;othersarewrittenintenminutes.
Theirqualitycanvarytremendously.

Tips for Working with Man Pages 

Thetricktoquicklyunderstandingaman pageisdecodingtheSynopsissection.Ifyoufindithelps,split
thenonobligatorycommandoptionsfromthemandatoryparts.Forexample,wodim’sman pagesaysthat
youmustspecifythedev=option(it’sinbold),soattheveryleast,thecommandisgoingtorequirethis:

wodim dev=X <filename> 
ThenyoushouldskiptotheOptionssectionandworkoutwhichoptionsarerelevanttoyour

requirements.Whileyou’rethere,you’llalsoneedtofigureoutwhatthedev=commandoptionrequires.
AlthoughthecommandoptionscontainedinsquarebracketsintheSynopsissectionare,intheory,

nonobligatory,thecommandmightnotworksatisfactorilywithoutsomeofthem.Forexample,with 
wodim,weusethe-speedcommandoption,whichsetstheburnspeed,andalsothe-voption,which
providesverboseoutput(otherwise,thecommandrunssilentlyandwon’tdisplayanyinformation
onscreen,includingerrormessages!).

Anotherhandytipindecodingman pagesisunderstandingwhatstandardinputandstandard
outputare.Inverysimpleterms,standardinput(stdin)isthemethodbywhichacommandgetsinput—
thekeyboardonmostLinuxsetups.Standardoutput(stdout)iswheretheoutputofacommandissent,
whichisthescreenonmostLinuxsetups.Oftenaman pagestatesthattheoutputofacommandwillbe
senttostandardoutput—inotherwords,unlessyouspecifyotherwise,itsoutputwillappearonscreen.
Therefore,it’snecessarytospecifyafiletowhichthedatawillbesent,eitherbyredirectingtheoutput,
orbyusingacommandoptiontospecifyafile.Forexample,thegenisoimagecommandcanbeusedto
createISOimagesfromacollectionoffilesforsubsequentburningtoCD.Butunlessthe-ooptionis
usedtospecifyafilename,genisoimage’soutputwillsimplybesenttostandardoutput—itwillappear
onthescreen.

Finally,here’sthebesttipofallforusingman pages:don’tforgetthatmanhasitsownman page.
Simplytypeman man.

InfoPages
man pagesdatefromthedaysofrelativelyprimitivecomputers.Backthen,mostcomputerscouldonly
displaypageafterpageoftextandallowtheusertoscrollthroughit.Inaddition,memoryanddiskspace
werescarce,whichiswhysomeman pagesareincrediblyconcise—fewerwordstakeuplessmemory.

TheTexinfosystemisavaliantattemptbytheGNUProjecttoovercometheshortfallsofman pages.
Oftenthisisreferredtoasinfo,becausethat’sthecommandusedtosummonTexinfopages(normally,
youtypeinfo command).
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Forstarters,infopagesaremoreverbosethantheequivalentman pages,andthatgivestheauthor
morespacetoexplainthecommandorsoftware.Thisdoesn’tnecessarilymeanthatinfopagesare
easiertounderstand,butthere’sabetterchanceofthatbeingthecase.

Second,infopagescontainhyperlinks,justlikewebpages.Ifyoumovethecursorovera
hyperlinkedword,usuallyindicatedbyanasterisk(*),youcanproceedtoarelatedpage.Inasimilar
sense,pagesarelinkedtogethersothatyoucanmovebackandforthfromtopictotopic.

Thebadnewsisthattheman pagesystemisfarmorepopularandestablishedthanTexinfo.A
programmerwhocreatesanewapplication,unlesstheprogramispartoftheGNUProject,willnotlikely
botherwithaninfopagebutwillalmostcertainlyproduceaman page.

Infact,inmanycases,typinginfo commandwillsimplybringuptheman page,exceptinthe
softwareusedtobrowseinfopages.

However,nearlyalltheGNUtoolsaredocumentedbyusinginfopages,eitherintheirownpagesor
aspartofthecoreutilspages.Forexample,toreadaboutthecpcommandandhowtouseit,youcan
typethis:

info coreutils cp 
Tobrowsethroughallsectionsofthecoreutilspages,typethis:

info coreutils 
Becauseman pagesaresoestablished,everyoneexpectstofindoneforeveryutility.Somostutilities

thathaveinfopageswillalsohaveman pages.Butinsuchacase,theman pagewillstateneartheend
thatthemaindocumentationfortheutilityiscontainedinaninfopage,andyoumayfinditmore
fruitfultousethatinstead.

Navigatingthroughinfopagesisachievedviathekeyboardandissomethingofanart.But,asyou
mightexpect,there’sauser-friendlyguidetousinginfo:justtypeinfo info.Rememberthatwords
precededwithanasteriskarehyperlinks,andyoucanjumpfromlinktolinkusingtheTabkey.

READMEFilesandOtherDocumentation
Someprogramscomewiththeirowndocumentation.Thisisdesignedtogiveuserstheinformation
theyneedtogetstartedwiththeprogram(asopposedtotheman page,whichisaconciseandcomplete
guidetothesoftware).Alternatively,programdocumentationsometimesgivesabriefoutlineofthe
program’sfeatures.

Thefilesareusuallysimpletext,sotheycanbereadinanytexteditororwordprocessor,andare
typicallycalledREADME.UnderUbuntu,thesedocumentsareusuallystoredinaprogram-specific
directorywithin/usr/share/doc(althoughasmallminorityofprogramsuse/usr/doc).

Notallprogramsarefriendlyenoughtoprovidesuchdocumentation,butevenso,you’llstillfinda
directoryforthesoftwarein/usr/share/doc.Thisisbecausethesoftwaremightalsocomewithagetting
startedguidewrittenbytheUbuntupackagemaintainer.Suchguidesdetailspecificsofusingthe
softwareunderUbuntu,suchaswhereconfigurationfilesarelocatedorhowtheprograminteroperates
withothersoftwareonthesystem.SometimesthisdocumentationiswrittenbyaDebianpackage
maintainer,becausenearlyallUbuntusoftwarehasitsoriginsintheDebianproject(www.debian.org).

Inaddition,thedirectorywillprobablycontaincopyrightinformation,explainingthesoftware
licenseusedbythesoftware,aswellasaCHANGELOG,whichisatextfilelistingfeaturesthathavebeen
addedtoeachreleaseofthesoftware.Thedirectorymightcontainsomeotherfilestoo,detailingwhere
tosendinformationaboutbugs,forexample.

ViewingtheREADMEdocumentationiseasy.Forexample,forthesudocommand,youcouldtypethis:

cd /usr/share/doc/sudo 
less README 

http://www.debian.org
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SometimestheREADMEdocumentationisinacompressedtarball,inwhichcaseitwillhaveeithera
.tar.gzora.tar.bz2fileextension.However,lessiscleverenoughtorealizethisandextractthe
documentforreading.

Getting Help Online 
Ifyoucan’tfigureouttheanswerbyreferringtothedocumentation,youhavelittlechoiceotherthanto
lookonline.Fortunately,Linuxbenefitsfromamassivecommunityofusers,allofwhomareusually
willingtohelpeachother.

Thebestwayofgettinghelpistovisitaforum.Thereyoucanpostmessagesforotherstoreplyto.
Alternatively,youmightchoosetosignupforamailinglist.Thisisawayofsendinge-mailtoseveral
hundreds,ifnotthousands,ofpeopleatonce.Anyindividualcanthenreply.Mailinglistsoftenhavethe
benefitofallowingpersonalattentionandinteraction,butthiscomesattheexpenseofeachsubscriber
receivingawholelotofmail.

Forums
TheofficialUbuntuprojectforumsarelocatedatwww.ubuntuforums.org.You’llfindforumsforjustabout
everyneed,fromsecuritytobeginner’sissues,butthemostpopularbyfaristheonedevotedtothe
currentreleaseofUbuntu.LookintheGeneralHelpforumifyourquestionisn’tspecificallyrelatedto
oneoftheothertechnologyareaslisted.

Beforeyoucanpost,youneedtoregisterbyprovidingane-mailaddress.Thisisrequiredtokeep
downthequantityofunwantedjunkpostingstotheforum.

Youmightthinkitfinetopostanewquestionimmediatelyafterregistering,butdon’tforgetthe
simpleRTFMrulesmentionedatthebeginningofthisappendix:ifyoudon’tdoelementaryresearch
firstandtrytosolveyourownproblem,youmayelicitahostileresponsefromtheotherposters,
especiallyifyourquestionisonethatcomesuptimeandtimeagainandhasbeenanswered
severaltimes.

So,firstusethecomprehensivesearchfacilityprovidedwiththeforums.Forexample,ifyou’re
lookingforadviceongettingaFoomaticD1000scannerworking,usethatasasearchtermandseewhat
comesup.Thechancesarethatyouwon’tbethefirstpersonwhohasrunintoproblemswiththatpiece
ofhardware,andsomeoneelsemayhavealreadypostedasolution.

Oftenyouneedtoreadthefullthreadtofindananswer.Someonemaystartbyaskingthesame
questionasyouand,withthehelpandguidanceoftheforummembers,findsasolution,whichisgiven
severalmessageslater.

Inaddition,someindividualswritetheirownHOWTOguideswhentheyfigureouthowtodo
something.ThesearenormallycontainedintheTutorials&Tipsforum,undertheOtherCommunity
Discussionsheading.

Ifyou’reunabletofindasolutionbysearching,considerpostingyourownquestion.Keepyour
questionsimple,clear,andconcise,becausenoonelikesreadingthroughacresoftext.Ifpossible,
provideasmanydetailsaboutyoursystemasyoucan.Youwillalmostcertainlywanttoprovidethe
versionnumberoftheLinuxkernelyou’reusing,forexample.Youcanfindthisversionnumberby
typingthefollowinginaGNOMETerminalwindow:

uname  -sr 
Inaddition,anyotherdetailsyoucanprovidemayprovehandy.Youdefinitelyshouldmentionthe

versionofUbuntuyou’reusing,whichisLucidLynx(oftenreferredtosimplyasLucid).Ifyou’reasking
abouthardware,giveitsentiremodelnameand/ornumber.Don’tjustaskforhelpwithaFoomatic
scanner.AskforhelpwithaFoomaticD1000scanner,modelnumberADK1033,Revision2.Ifyou’re
askingaboutapieceofsoftware,provideitsversionnumber(tofindthat,clickHelpAbout).

http://www.ubuntuforums.org
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Sometimesintheirreplies,otherforummembersmayaskyoutopostfurtherdetailsortoprovide
logfiles.Ifyoudon’tunderstandthequestion,simplyaskthepostertogiveyoumoredetailsand,if
necessary,instructionsonwhattodo.Justbepolite.Explainthatyou’reanewbie.Ifyouthinkthe
questionisextremelyobvious,sayso—apologizeforaskingwhatmaybeastupidquestion,butexplain
thatyou’vetriedhardtoanswerityourselfbuthavefailed.

Don’tforgetthattheUbuntuforumsincludetheAbsoluteBeginnerTalkforum,wherefundamental
questionsareaskedallthetime.

MailingLists
Usingtheforum’ssearchfunctionalsohastheadvantageofsearchingthearchivesofthemailinglists.

Mailinglistshaveanumberofadvantagesanddisadvantages.Theadvantagesarethatamailinglist
providesanexcellentwaytolearnaboutUbuntu.Allyouhavetodoisreadthroughthee-mailmessages
youreceiveinordertopartakeofaconstantinformationdrip-feed.Inaddition,somemailinglistsare
designedtomakepublicannouncements,soyou’llfinditeasytolearnaboutthelatesthappeningsin
theUbuntucommunity.

Mailinglistsalsohaveaterrificsenseofcommunity.Theyofferaneatwayofgettingtoknowother
Ubuntuusersandtalkingtothem.E-mailsoftendriftoff-topicintohumorandgeneraldiscussion.

Thedisadvantagesofmailinglistsarethatyoucaneasilyreceiveinexcessof200messagesaday,
dependingonwhichmailinglistyoujoin(althoughyoucanalsoopttoreceiveperioddigestsofrecent
messages;thesearriveintheformofasingledaily,weekly,ormonthlye-mail).Evenifyouhavea
moderatelyfastInternetconnection,thatquantityofmessagescantakealongtimetodownload.In
addition,you’llneedtosortoutanypersonalorbusinesse-mailfromtheenormousquantityofmailing
listtraffic(althoughthemailinglistmessagesusuallyhavethelisttitleinsquarebracketsinthesubject
field;youcanthereforecreateamailrulethatsortsthemailaccordingtothis).

YoucanlearnmoreabouttheUbuntumailinglistsathttps://lists.ubuntu.com.

OtherOfficialSites
TheOfficialUbuntuDocumentationisanongoingcommunityefforttocreatesimpleandeffective
instructionsontheuseofUbuntu.Intruth,thereisnothingpresentlyonthesitethatisn’talready
describedinthisbook,soitsusefulnessforyouislimited,butitmightbeidealtosendthelinktoafriend
orrelativewho’snewtoUbuntu.Inaddition,youmightwanttotakealookattheUbuntuwiki:
https://wiki.ubuntu.com.Onceagain,thisislargelycommunitygenerated.Itcontainsawholeworldof
fascinatinginformationaboutUbuntu,butcanbesomewhatdifficulttonavigateandtendstobeaimed
athigher-levelUbuntuusers,suchasdevelopers.However,it’sanexcellentplacetolearn“off-the-wall”
Ubuntuknowledge,suchashowtogetUbuntuworkingwithparticularhardware.

Third-PartySites
Ofcourse,theUbuntuprojectdoesn’thaveamonopolyonsitesthatdiscussUbuntu.Severalthird-party
websitesareworthatleastanoccasionalvisit,andotherforumwebsitesaredevotedtoLinux.

OnewevisitonaregularbasisistheUbuntuGeekblog:www.ubuntugeek.com.Writtenbyateamof
dedicatedUbuntuexperts,thisblogispackedfulloftipsforalllevelsofUbuntuusers.Inaddition,we
liketovisithttp://linuxhelp.blogspot.com,whichisasimilarblogwrittenbyaLinuxuserwhouses
Ubuntuandlikestosharetipsandtechniques.

Perhapsthekingofthird-partyUbuntusitesisUbuntuGuide:http://ubuntuguide.org.This
containsbriefinstructionsonhowtodoavarietyofcommontasksunderUbuntu,suchasinstalling
certaintypesofsoftwareoradministeringparticularhardware.Itcoversalotofthesamegroundasthis
book,butisstillworthinvestigatingifyouwanttobrowsethroughsomeexcellenttipsandadvice.
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OnesitetocheckonaregularbasisfornewsaboutfuturereleasesofUbuntuandupcoming
applicationsisOMG!Ubuntu!,whichyoucanfindathttp://www.omgubuntu.co.uk.Thereyoucanthe
mostup-to-dateinformationaboutthedevelopmentofnewsoftware,newtrendsinthedevelopmentof
Ubuntu,andanalysesofthefutureofUbuntu.

Finally,oneofthebestLinuxforumsandgeneraladvicesitescanbefoundat
www.linuxquestions.org.ThishasaforumdedicatedspecificallytoUbuntu,butalsocontainshundreds
moredevotedtojustabouteveryaspectofLinux,includingforumsforbeginners.

http://www.omgubuntu.co.uk
http://www.linuxquestions.org
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 Numbers and Symbols 
~symbol,557
#,558

BASHcommandindex,541
promptwhenloggedinasroot,523

>,redirectingcommandoutput,539
<,558
$prompt,BASHcommandindex,541
&,runningcommandsinbackground,515
*character,558
*nixcharacter,558
/symbol,557
?character,558
{}symbols

braceexpansion,540541
|symbol,pipingcommandoutput,538

 A 
AACS.SeeAdvancedAccessContentSystem
AbiWord,288
Absolutepaths,533
Accelerationsetting,mousepreferences,98
Accelerationslider,keyboards,103
Accessibilitytab

keyboardpreferencesdialogbox,102
MousePreferencesdialogbox,99

Accessibility.See Remoteaccess
admgroup,452
admingroup,452
Administration,controllingprocesses,507
Administrator,sysadmin,558,577
AdobeFlashgaming,410
AdobeFlashPlayer,411
AdvancedAccessContentSystem(AACS),350
Advancedpackagingtool.SeeAPTAdvanced

programmableinterruptcontroller(APIC)
AIX,558
Aliascommand,541

Aliases,558
commands,528
makingaliasespermanent,528

AlienArenagame,408
Alienprogram,93
Alsamixercommand,541
Altkey,keyboardshortcuts,535–536
Alt-D,535
AlternativeInstaller,softwareinstallation,65
Alt-L,536
Alt-R,536
Alt-T,535
Amarok,351
Ambiance,189
Ampersandsymbol(&),runningcommandsin

background,515
anacroncommand,schedulingtaskswith,490,

491
anacrontabfile,490
Anglebrackets(<),redirectingcommandoutput,

539
Antivirusprotection

addingvirusscanningtoUbuntu,183
ClamAVprogram,179
Ubuntu,147,179

AOLInstantMessenger(AIM),333
Apache,20,559
AppArmor,170

applicationsecuritywith,169,170
Complainmode,170
Enforcemode,170

Applecomputer,runningUbuntuvirtually,28
Applets,599

BatteryChargeMonitor,211
CharacterPalette,212
ClipboardTextEncryption,212
Clock,212
ConnecttoServer,212
DictionaryLookup,212
DiskMounter,212
Drawer,212
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Applets(cont.)
DwellClick,212
Eyes,212
Fish,212
ForceQuit,212
InhibitApplet,212
Invest,212
LockScreen,212
LogOut,213
MainMenu,213
NotificationArea,213
RunApplication,213
SearchforFiles,213
Separator,213
ShowDesktop,213
ShutDown,213
StickyNotes,213
SwitchOff,213
SystemMonitor,213
TerminalServerClientApplet,213
TomboyNotes,213
Trash,213
WeatherReport,213
WindowList,213
WindowSelector,214
WorkspaceSwitcher,214

ApplicationsecuritywithAppArmor,169,170
ApplicationSwitchereffect,198
Applications

accessingGUIapplicationsremotely,499,
503

runningXapplicationsonremotecomputer,
500

Aproposcommand,541
APT(AdvancedPackagingTool),emptyingcache

ofpackagefilestofreeupdiskspace,473
Apt-cachecommand,541
apt-getcommand,542

emptyingcacheofpackagefilestofreeup
diskspace,473

removingunusedsoftwaretofreeupdisk
space,474

.arfiletype,482
ArchiveManager,261
Archives,559

creatingandcompressingarchives,481
creatingwithNautilus,481,482
extractingfoldersorfilesfrom,483
filetypes,482,483
managingarchivefiles,482,483
storingarchivefiles,476

tarfiles,481
viewingcontentsofarchivefiles,483

Ardour,364
Arguments,commands,529
AssistiveTechnologiesPreferencesdialogbox,99
AsteriskPasswordReveal,32
ATIgraphicscard

displayconfigurationscreen,72
graphicalproblems,71
monitorresolutionnotrecognized,67

Audacity,364
Audio

creatingaudioCDs,364,366
listeningtoaudioCDs,361,362
listeningtopodcasts,360,361
makingmusic,364
multimediaplayback,349,351
playingaudiofiles,351,356
purchasingfromonlinemusicstores,357,

359
recordingaudio,364
recordingfrommicrophone,366,367
rippingtracks,362,363,364
tuningintoonlineradiostations,359

AudioCDs
creatingaudioCDs,364,366
rippingtracks,363,364

Audiofileformats,362,363
FLAC,363
MP3,363
OggVorbis,362
Speex,363
WAV,363

Audioplayback
MP3playback,349
normalization,365
playingaudiofiles,351,356
Rhythmbox,354,356

purchasingfromonlinemusicstores,357,
359

tuningintoonlineradiostations,359
Autocleancommand,emptyingcacheof

packagefilestofreeupdiskspace,473
Autocompletion,BASHcommands,533,535

examples,534
viewingavailableoptions,534
withfilesandpaths,534

Autoremovecommand,removingunused
softwaretofreeupdiskspace,474

auxcommandoptions,514
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awkcommand,269
A-ZglossaryofLinuxterms,557–581

 B 
Background

bringingcommandtoforeground,516
runningcommandsin,515
sendingseveraljobstobackground,516
sleepingjobs,516

Backingupdata,29,32,475
commonpersonaldatafiletypes,29
configurationdata,475,476
creatingandcompressingarchives,481
creatingarchiveswithNautilus,481,482
decidingwhatdatatobackup,475,476
defaultbackupdirectory,479
digitalimages,30
fullandincrementalbackups,478
InternetExplorerFavorites,30
managingarchivefiles,482,483
personaldata,476
programdata,475
removingWindowstofreespace,27
SimpleBackup,476,477

changingthebackupdirectory
destination,479

changingtimeperiodbetweenbackups,
480

deletingoldbackupfiles,480
excludingfilesandfolders,478
includingfilesandfolders,478
restoringdata,480

storingarchivefiles,476
transferingbackupdirectoryacrossInternet,

480
viewingcontentsofarchivefiles,483

Backslash(BBB),escapingcharacters,532
Backupcommands

cpio,481
pax,481
tar,481

BackupPropertiesdialogbox,SimpleBackup,
477
Destinationtab,479
Excludetab,478
Includetab,478
Purgingtab,480
Timetab,480

BansheeMediaPlayer,256,354

BASHshell,519,559
acronymexpanded,520
advantages

consistentamongdistributions,521
crucialfortroubleshooting,521
professionaluse,521
simpleandfast,521
useful for remote access,521
versatile,521

bootingintotheshell,526
braceexpansion,540–541
commandhistory,536–537
commands

aliascommand,541
aliases,528
aproposcommand,541
apt-cachecommand,541
apt-getcommand,542
arguments,529
autocompletion,533–535
built-ins,525
bzip2command,542
bzip2recovercommand,542
calcommand,543
catcommand,543
cdcommand,527,532
cdparanoiacommand,543
cfdiskcommand,543
chgrpcommand,543
chmodcommand,543
chowncommand,543
chrootcommand,544
chvtcommand,544
clearcommand,527,544
commandoptions,528,529
copyingfilesanddirectories,529–530
cpcommand,526,529,544

r(recursive)option,529
crontabcommand,544
datecommand,544
deletingfilesanddirectories,531
dfcommand,544
diffcommand,527,544
diff3command,544
digcommand,545
dmesgcommand,545
DOSandshellequivalents,526
dosfsckcommand,545
dpkgcommand,545
dpkg-reconfigurecommand,545
ducommand,545
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BASHshell,commands(cont.)
echocommand,524
ejectcommand,545
excommand,545
exitcommand,527,545
fdformatcommand,546
fdiskcommand,546
fgcommand,546
filecommand,546
findcommand,527,546
freecommand,546
fsckcommand,527,546
ftpcommand,546
fusercommand,546
genisoimagecommand,547
grepcommand,547
groupaddcommand,547
groupdelcommand,547
groupscommand,547
gzipcommand,547
haltcommand,547
hdparmcommand,547
headcommand,548
helpcommand,548
helpoption,525
historycommand,537,548
hostcommand,548
hostnamecommand,548
idcommand,548
ifconfigcommand,527,548
index,541–555
infocommand,527,548
infopages,525
initcommand,548
jobscommand,548
killcommand,548
killallcommand,549
lastcommand,549
lddcommand,549
lesscommand,527,549
listingfiles,528529
lncommand,549
lprcommand,527,549
lpstatcommand,549
lscommand,528,529,549
lsmodcommand,549
lsofcommand,549
mancommand,527,550
manpages,525
md5sumcommand,550
mkdircommand,526,532

poption,532
mkfscommand,550
modinfocommand,550
modprobecommand,550
morecommand,550
mountcommand,550
movingfilesanddirectories,530
mvcommand,526,530,550
netstatcommand,550
nicecommand,550
nohupcommand,551
passwdcommand,551
pingcommand,527,551
pipingoutput,538–539
printenvcommand,551
pscommand,551
pwdcommand,551
rebootcommand,551
recursivecopying,530
redirectingoutput,539
renamecommand,527
renicecommand,551
rmcommand,526,531,551

f(force)option,531
r(recursive)option,531
wildcards,531

rmmodcommand,551
routecommand,552
runlevelcommand,552
runningprograms,523–525
screencommand,552
setcommand,524
sftpcommand,552
shredcommand,552
sleepcommand,552
smbclientcommand,552
sortcommand,552
sshcommand,552
startxcommand,552
sucommand,553
sudocommand,553
taccommand,553
tailcommand,553
tarcommand,553
teecommand,553
topcommand,553
touchcommand,553
tracepathcommand,527,553
typecommand,525
umaskcommand,554
umountcommand,554
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unaliascommand,554
unamecommand,554
unzipcommand,554
uptimecommand,554
useraddcommand,554
userdelcommand,554
vicommand,527
vimcommand,554
wccommand,554
whatiscommand,554
whereiscommand,555
wodimcommand,543
xhostcommand,555
xinitcommand,555
zipcommand,555
zipgrecommand,555

introducing,519
keyboardshortcuts,535–536
reasonsforusingshells,520
runningshellviavirtualconsole,525
terminalemulatorprogram,523
variables,524
whentouse,522
workingwithLinuxfiles,526

BASHshellcommands
alsamixercommand,541
auxcommandoptions,514
bringingcommandtoforeground,516
cdcommand,543
controllingjobs,515–517
controllingzombieprocesses,513
fgcommand,516
jobscommand,515
killcommand,514
killallcommand,514
killingprocesses,511
lesscommand,512
nicecommand,511
nohupcommand,517
othercommandstocontrolprocesses,514–

515
pgrepcommand,515
pscommand,514
pstreecommand,512
redirectingoutput,540
renicecommand,511
runningcommandsinbackground,515
terminatingcommands,516
topprogram,507
unzipcommand,515
viewingprocesses,507–511

BASIClanguage,295
BatteryChargeMonitorapplet,211
BatteryPowertab,powermanagement,142
BigBirdprogram,424
Binaryexecutable,559
BIOS

password,168
Setupoption,168
setupprogram,40,67

BitTorrent
inboundtrafficpolicy,Firestarter,175
outboundconnectionrules,Firestarter,177

Blacklistingexistingbuilt-indriver,117
BleachBitapplication,474
Blockdevice,559
Blogs,338
Bluetooth

browsingfilesonremotedevice,137
configuringBluetooth,134–140
pairingBluetoothdevices,136–137
sendingfilesfromUbuntuPCtoanother

device,138
transferringfilesbetweenBluetoothdevices,

136–138
usingBluetoothkeyboardormouse,139–140

Bluetoothapplet
bluetoothmanagerprogram,465
sendingfilesfromUbuntuPCtoanother

device,138
Bluetoothmanagerprogram,465
Bondingbluetoothdevices,135–136
Bootloader,25,75,77
Bootmenu,reducingbootmenudelay,464
Bootsector,25
Booting

assigningstaticIPaddress,467
computer no longer boots, postinstallation,68
controllingwhichprogramsstartupwith

GNOMEdesktop,465
creatingreadaheadlist,468
dual-bootsetup,23
managingGNOMEsessions,465–468
partitioninglaptopfordual-booting,25
reducingbootmenudelay,464
runningstartupscriptsinparallel,463,

464
screen goes blank or corrupted,62
speedingupbooting,463–468
Ubuntu working, Windows won’t boot,68
Upstart,463

BootingUbuntu,75
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Bouncekeys
keyboards,103

BourneAgainShell.See BASH shell
Braceexpansion,540–541
Brasero,484

creatingaudioCDs,364,366
listeningtoaudioCDs,361

Brasero/NautilusCD/DVDCreator,258
Broadband,connectingtomobilebroadband

network,120–122
Browsers.SeeWebbrowsers
BSDUNIX,560
Btrfsfilesystem,232
Bugs,applicationsecuritywithAppArmor,170
Built-ins,BASHshellcommands,525
Buzz,342
Bzip2command,542,560
Bzip2recovercommand,542

 C 
Cprogramminglanguage,560
C#programminglanguage,560
C++programminglanguage,560
Cache,emptyingcacheofpackagefilestofreeup

diskspace,473
Calcommand,543
Calc(spreadsheet),300

charts,303
deletingandinsertingcells,302
enteringandformattingdata,301
filters,303
functions,302
sortingdata,303

Calculator
Calc,Windows,247
Calculator,Ubuntu,247

Calendarsmode,evolution,evolutionalarm
notifierutility,465

Cameras,Ubuntusupportforhardware,92
Capslockkey,configuring,101
Catcommand,redirectingcommandoutput,539
.cbzfiletype,482
Cdcommand,changingdirectories,532
CDplayer/ripper

SoundJuicer,247
WindowsMediaPlayer,247

CD/DVDburning
Brasero,247
Brasero/NautilusCD/DVDCreator,258

Nero,247
Cdparanoiacommand,543
CD-R/RW,savingfilesto,484
cdromgroup,452
CDs

creatingaudioCDs,364,366
listeningtoaudioCDs,361,362
rippingtracks,363,364

CentOS,Linuxdistributions,19
Certificateandkeystoragetool,465
Cfdiskcommand,543
cfq(completefairqueuing),471
cfqvalue,scheduler,471
Characterdevice,560
CharacterPaletteapplet,212
Characters,escapingcharacters,532
Checkfornewhardwaredriverstool,465
Checksum,560
Chgrpcommand,543
chkdskcommand-linetool,Windows,68
Chmodcommand,543
Chowncommand,543
ChromeOS,Linuxdistributions,19
Chrootcommand,544
Chvtcommand,544
Cinelerramovie-editingsoftware,381
CinePaint,382
ClamAntiVirus(ClamAV)program,179

dealingwithinfections,182
drawbacks,179
installing,179
scanningforviruses,180
updatingvirusdatabase,179

ClamTk,179
ClamAV’sdrawback,179
dealingwithinfections,181
falsepositives,182
installing,179
scanningforviruses,180
updatingClamAVdatabase,179

Clearcommand,527,544
Clicking

choosetypeofclickbeforehandoption,100
choosetypeofclickwithmousegestures

option,100
dwellclick,99
Initiateclickwhenstoppingpointer

movementoption,99
Client,561
ClipboardTextEncryptionapplet,212
Clockapplet,212
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Closedsource,561
Cloudcomputing,337,342

definition,342
socialnetworks(seeSocialnetworking)
UbuntuOne,storingdataonline,343
UbuntuOne,storingdataonline(seeUbuntu

One)
Code.SeeSourcecode
Codecs

FluendoMP3codec,353
installingcodecsinonepackage,352,353
installingformoviefileformats,370,371
multimediaplayback,352
playingaudiofiles,351

COMMANDcolumn,topprogramoutput,509
Commandhistory

repeatingthelastcommand,537
BASHshell,536–537

Commandprompt,523
Command-lineprograms,522
Command-lineprompts,519.See also Source code

symbolsusedat,557
command-lineshell,5
Commands,561

aliascommand,541
aliases,528
alsamixercommand,541
aproposcommand,541
apt-cachecommand,541
apt-getcommand,542
arguments,529
autocompletion,533–535
BASHcommandindex,541–555
bzip2command,542
bzip2recovercommand,542
calcommand,543
catcommand,543
cdcommand,527,532,543
cdparanoiacommand,543
cfdiskcommand,543
chgrpcommand,543
chmodcommand,543
chowncommand,543
chrootcommand,544
chvtcommand,544
clearcommand,527,544
commandoptions,528,529
copyingfilesanddirectories,529–530
cpcommand,526,529,544

r(recursive)option,529
crontabcommand,544

datecommand,544
deletingfilesanddirectories,531–532
dfcommand,544
diffcommand,527,544
diff3command,544
digcommand,545
dmesgcommand,545
DOSandshellequivalents,526
dosfsckcommand,545
dpkgcommand,545
dpkg-reconfigurecommand,545
ducommand,545
echocommand,524
ejectcommand,545
excommand,545
exitcommand,527,545
fdformatcommand,546
fdiskcommand,546
fgcommand,546
filecommand,546
findcommand,527,546
freecommand,546
fsckcommand,527,546
ftpcommand,546
fusercommand,546
genisoimagecommand,547
grepcommand,547
groupaddcommand,547
groupdelcommand,547
groupscommand,547
gzipcommand,547
haltcommand,547
hdparmcommand,547
headcommand,548
helpcommand,548
historycommand,537,548
hostcommand,548
hostnamecommand,548
idcommand,548
ifconfigcommand,521,527,548
infocommand,527,548
initcommand,548
jobscommand,548
killcommand,548
killallcommand,549
lastcommand,549
lddcommand,549
lesscommand,527,549
lncommand,549
lprcommand,527,549
lpstatcommand,549
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Commands(cont.)
lscommand,528,529,549
lsmodcommand,549
lsofcommand,549
mancommand,527,550
md5sumcommand,550
mkdircommand,526,532

poption,532
mkfscommand,550
modinfocommand,550
modprobecommand,550
morecommand,550
mountcommand,550
movingfilesanddirectories,530–531
mvcommand,526,530,550
netstatcommand,550
nicecommand,550
nohupcommand,551
passwdcommand,551
pingcommand,527,551
pipingoutput,538–539
printenvcommand,551
pscommand,551
pwdcommand,551
rebootcommand,551
redirectingoutput,539–540
referingtoparentdirectory,532
renamecommand,527
renicecommand,551
rmcommand,526,531,551

f(force)option,531
r(recursive)option,531
wildcards,531

rmmodcommand,551
routecommand,552
runlevelcommand,552
runningprogramsfromshell,523–525
screencommand,552
setcommand,524
sftpcommand,552
shredcommand,552
sleepcommand,552
smbclientcommand,552
sortcommand,552
sshcommand,552
startxcommand,552
sucommand,553
sudocommand,553
switchingtorootoffilesystem,532
taccommand,553
tailcommand,553

tarcommand,553
teecommand,553
topcommand,553
touchcommand,553
tracepathcommand,527,553
typecommand,525
umaskcommand,554
umountcommand,554
unaliascommand,554
unamecommand,554
unzipcommand,554
uptimecommand,554
useraddcommand,554
userdelcommand,554
vicommand,527
$vim*command,554
$wccommand,554
whatiscommand,554
whereiscommand,555
wodimcommand,543
xhostcommand,555
xinitcommand,555
zipcommand,555
zipgrecommand,555

Commands.SeeBASHshellcommands
Comma-separatedvalue(CSV)datafiles,284
Commodity,561
CommonUNIXPrintingSystem(CUPS),562
Community

configuringUbuntu,97
UbuntuLinux,561

Compilation,561
CompizFusionsystem,199,200
CompizConfigSettingsManagertool

Accessibilitycategory,200
AdvancedSearchoption,203
Desktopcategory,201
Effectscategory,201
Extrascategory,202
Generalcategory,200
ImageLoadingcategory,202
Preferencesoption,202
Utilitycategory,202
WindowManagementcategory,202

Complainmode,AppArmor,170
Compositing,133
Compressdialogbox

creatingarchiveswithNautilus,481
typesoffilestocreatewith,482

ConcurrentVersionsSystem(CVS),562
Configurationfiles,configfile,562



 INDEX

599

ConfiguringUbuntu
configuringinputdevices,97–104
configuringkeyboardsettings,101–104
configuringmouseoptions,100
creatingkeyboardshortcuts,104

ConnecttoServerapplet,212
Connectingtoremotecomputers,503

Mac,Linux,Windows,505
SSH,493
TightVNC,505
Windows7andVista,503,504
WindowsXP,2000,andNT,504,505

Console,runningshellviavirtualconsole,525
Contactsmanager/Calendar

Evolution,246
MicrosoftOutlook,246

Contentscramblingsystem(CSS),350
DeCSSsoftware,378

Controllingjobs,515–517
Controllingprocesses,511–515
Controllingzombieprocesses,513
Copyleft,15,562
Copyright,349
Cpcommand,r(recursive)option,529
cpiocommand,481
CPUcolumn,topprogramoutput,509
Crackers,150,562
Crashedprocesses

clearingup,515
killingcrashedprogram,513

Crondaemon
problemwith,490
schedulingtaskswithGNOMEScheduler,

485,488
Cronservice,562
Crontabcommand,544
Crontabfile,485
Crontabfile,562
CrossOverProfessional,374
Cryptographickey,150
Ctrlkey,keyboardshortcuts,535,536
Ctrl-A,535
Ctrl-Alt,accessingvirtualconsole,525
Ctrl-C

systemcontrolkeyboardshortcuts,536
terminatingcommands,516

Ctrl-D,systemcontrolkeyboardshortcuts,536
Ctrl-E,535
Ctrl-K,535
Ctrl-L,536

Ctrl-leftarrow,535
Ctrl-R,commandhistory,537
Ctrl-rightarrow,535
Ctrl-T,535
Ctrl-U,535,536
Ctrl-W,535
Ctrl-Y,536
Ctrl-Z,systemcontrolkeyboardshortcuts,536
CUPS.SeeCommonUNIXPrintingSystem

(CUPS)
Curses,562
Cursorblinkingslider,keyboard,101
CVS.SeeConcurrentVersionsSystem(CVS)

 D 
Daemons,562
Data

backingupdata(seeBackingupdata)
commonpersonaldatafiletypes,29

Datamanagement,215
Database

LibreOfficeBase,246,252
MicrosoftAccess,246

Datecommand,544
Deadlinevalue,scheduler,471
Debian,Linuxdistributions,18
Debianpackagemanagementsystem(dpkg),

425,564
Decryption

decryptinge-mail,166
encryptinganddecryptingfiles,161,165

DeCSSsoftware,watchingDVDs,378
Defragmentingdisk,installingUbuntu,38
Delayslider,keyboards,103
Dependency,563
Desktop

remotedesktopfeature,466
Ubuntudesktop,79

Desktopgames
Mines/AisleRiotSolitaire,247,264
Minesweeper/Solitaire,247

Desktopvisualeffects,133–134.See alsovisual
effects

Destinationtab,SimpleBackup,479
Device,563

blockdevice,559
characterdevice,560

Device.SeeDevices
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Devicemanager
blacklistingexistingbuilt-indriver,117
installingWindowsXPdrivers,114,115

DeviceManager,installing,94–95
Devices,9.See alsohardware

addingprinters,124–130
configuringinputdevices,97–104
configuringscanners,132–133
installingDeviceManager,94–95
removablestoragedevices,130–131
Ubuntusupportforhardware,91–95

Dfcommand,544
DHCP(DynamicHostControlProtocol)

assigningstaticIPaddress,467
configuringwirednetworking,106,107

Diagnosticservices
ping,177
traceroute,177
turningoff,Firestarter,178

dialoutgroup,452
DictionaryLookupapplet,212
Diffcommand,269,527,544
Diff3command,544
DiffuseMergeTool,279
Digcommand,545
Digg,341
Digitalaudio

creatingaudioCDs,364,366
listeningtoaudioCDs,361,362
listeningtopodcasts,360,361
multimediaplayback,349,351
playingaudiofiles,351,356
purchasingfromonlinemusicstores,357,

359
recordingfrommicrophone,366,367
tuningintoonlineradiostations,359

Digitalaudio.SeeAudio,349
Digitalcameras,removablestoragedevices,130
DigitalPhotos,385

downloadingandcatalogingimages(seeF-
SpotPhotoManager)

editingphotosusingGIMP(seeGIMP(GNU
ImageManipulationProgram))

Digitalrightsmanagement(DRM),watching
DVDs,378

Digitalrightsmanagement.SeeDRM
Directories,563

changingdirectories,532
copyingdirectories,529–530
creatingdirectories,532
deletingdirectories,531

movingdirectories,530
referingtoparentdirectory,532

Disabletouchpadwhiletypingoption,100
DiskCleanuptool,Windows,27
DiskManagementtool,Windows,24
DiskMounterapplet,212
Disknotificationsoption,465
Disks

defragmenting,38
freeingupdiskspace,472–474

emptyingcacheofpackagefiles,473
emptyingtmpfolder,472
emptyingtrash,473
removingunusedsoftware,474

freeingupspace,26,29
repartitioningharddiskoninstallation,43,

53
understandingpartitioning,23,26
Windowspartitionforresizing,39

Disks.SeeHarddisks
Display,powermanagement,141–144
Distributions.SeeLinuxdistributions
Distributions(distros),563
Distributions,Linux

reasonsforusingshells,521
Distromode,36
Distros.SeeDistributions(distros);Linux

distributions
Dmesgcommand,545
Documentation,GNUFreeDocumentation

License,566
DOScommands,shellequivalents,526
Dosfsckcommand,545
Double-ClickTimeoutsetting,mouse

preferences,99
Dpkg.SeeDebianpackagemanagementsystem

(dpkg)
Dpkgcommand,545
Dpkg-reconfigurecommand,545
DragandDropsetting,mousepreferences,99
DragonPlayer,351
Drawerapplet,212
Drawing(vectorart)

AdobeIllustrator,246
LibreOfficeDraw,246

Drivers
blacklistingexistingbuilt-indriver,117
checkfornewhardwaredriverstool,465
connectingtowirelessnetwork,108
3Ddrivers,133,134
HardwareDriversutility,134
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installingWindowswirelessnetworkdevice
drivers,112–120

installingWindowsXPdrivers,113–120
proprietaryvs.opensourcedrivers,93–94
removingNdisWrapperdrivers,119
Ubuntusupportforhardware,91,92
usingNdisWrappertoinstalldrivers,118–119

Ducommand,545
Dual-bootsetup,23,25
DVD-R,savingfilesto,484
DVD-ROM,discdoesn’tboot,61
DVDs,watchingDVDs,378,382
Dwellclick,99
DwellClickapplet,212
Dynamichostcontrolprotocol.SeeDHCP

 E 
Echocommand,524
Editingpartitiontablemanually

CreatePartitiondialogbox,51
Deviceproperty,48
Formatproperty,48
mainpartition,49
Mountpoints,47,48,51
Sizeproperty,48
Swappartition,50,52
Typeproperty,48
Usedproperty,48

EdubuntuLinux,8,564
Ejectcommand,545
Ekiga,263,335
Emacs,564
E-mail

Evolution,246,254
MicrosoftOutlook,246

E-mailencryption,150
decryptinge-mail,166
signingandencryptinge-mail,165,166
validatinge-mail,166

E-mailfiles
backingupdata,29,31
importingOutlooke-mailviaThunderbird,

31
Empathyinstantmessagingsoftware,262
EnableAssistiveTechnologiescheckbox,99
Encryption,150,166

cryptographickey,150
e-mailencryption,150
encryptinganddecryptingfiles,161,165

exportingpublickeywithSeahorse,156,157
fileencryption,150,162
generatingkeypairwithSeahorse,151,156
importingandsigningpublickeyswith

Seahorse,159,161
Keypairgeneration(seeKeypairgeneration)
MultipleFilesdialogbox,163,164
passwordencryption,150
PasswordKeyring,152
PGPKey,152
publickeyencryptionsystem,150
publishingpublickeywithSeahorse,157
Seahorseapplication,151,161
SecureShellKey,152
signingandencryptinge-mail,165,166
StoredPassword,152

End-of-file(EOF)message,programs,536
Enforcemode,AppArmor,170
Environment,564
Errors

redirectingstandarderroroutput,540
standarderror,576

ESSID(ExtendedServiceSetIdentifier)
connectingtowirelessnetwork,109

Ethernet,106,108
Events,evolutionalarmnotifierutility,465
Evince,29
Evolution,309

calendarsmode,311
contactsmode,310
e-mailcomponent,310
e-mailencryption,150
memosmode,311
signingandencryptinge-mail,165,166
tasksmode,311

Evolution(e-mailcomponent),310
calendars,328

adding/editingdiaryentry,328,329,330
all-dayappointments,328
appointments,328
Googlecalendar,330
meetings,328

configuringe-mailaccess,314
contacts,325

adding/editing,326
addresscards,325
bycompany,325
creatingcontactlist,327
listview,325

Ekiga,335
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Evolution(e-mailcomponent)(cont.)
instantmessaging

AIM,333
configuration,332
Empathy,334
FacebookChat,333
Gadu-Gadu,333
GoogleTalk,333
GroupWise,333
ICQ,333
IRC,333
Jabber,333
MSN,333
mxit,333
MySpace,333
QQ,333
Sametime,333
SILC,334
Yahoo,334
YahooJapan,334
Zephyr,334

memosandtasks,331,332
Skype,334
tasks

aspell-frpackage,320
changingplaintextfont,325
composingmessages,318,319,320
configuringe-mailaccess,312,313
creatingfolders,321,322
creatingHTMLe-mail,325
creatingsignature,320,321
deletingmessages,316,317
emptytrashonexit,325
flaggingmessages,317
forwarde-mailinline,324
importingOutlooke-mailvia

Thunderbird,318
junkmailfilter,322
readinge-mail,316
searchfolders,324
sendingandreceivinge-mails,314
signingandencryption,315,316
sortingandfilteringmessages,322,323
verticalmessagewindow,325

Evolution(Mailclient),29
Evolutionalarmnotifierutility,465
Evolution,E-Mail/PersonalInformation

Manager,253
Excommand,545
Excludetab,SimpleBackup,478
Exitcommand,527,545

Expansion,braceexpansion,540–541
ext4filesystem,231
Extractingfoldersorfilesfromarchives,483
ExtremeTuxRacergame,408
Eyesapplet,212

 F 
Facebook,341
FacebookChat,333
failsafeX,70
Falsepositives,virusscanning,182
FAT32,564
Favorites,InternetExplorer,30
Fdformatcommand,546
Fdiskcommand,546
FFmpegproject,370
Fgcommand,516,546
Filecommand,546
Fileencryption,150,161,165
Fileownership,changingafterrestoringdata,

481
Filepermissions

datafilepermissions,456
viewingpermissions,454

everyoneelsepermissions,455
filetypecodes,455
grouppermissions,455
typeoffile,455
userpermissions,455

FileRoller,261
addingsupportforrarfilesto,483
managingarchivefiles,482,483

Filesharing,personalfilesharingprogram,466
Fileshortcuts,461

hardlinks,461
symboliclinks,461

Filetransferbetweenremotecomputers,497
Files

absoluteandrelativepaths,533
addingdatatoexistingfile,539
autocompletion,534
copyingfiles,529–530
deletingfiles,531
Donotextractolderfilesoption,483
excludingfrombackup,478
extractingfromarchives,483
listingfiles,528–529
movingfiles,530
Overwriteexistingfilesaction,483
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redirectingcommandoutputto539–540
savingfilestoCD-R/RWorDVD-R,484
workingwithfilenamesthathavespaces,531
workingwithfiles,526–533

FilesystemHierarchyStandard(FHS),229
Findcommand,527,546
Firefoxwebbrowser,30,564

addingJavasupport,374
AdobeFlashPlayerplug-in,411
identifyinginstalledplug-ins,372
installingFlashplug-in,374
removingFlashplug-in,374
Totembrowserplug-in,370
Ubuntudesktop,82
videoandaudioplayback,370

Firestarter,171,178
AddNewInboundRuledialogbox,175,

176
enableICMPFiltering,177
Firestarterconfiguration,174,178
inboundtrafficpolicy,175,176
installingFirestarter,171,173
loggingintoremotecomputer,494
outboundconnectionrules,176,177
Outboundtraffic,174
permissivepolicy,174
Policytab,174
restrictivepolicy,174
spyware,174
turningoffdiagnosticservices,177,178

Firewalls
configuringUbuntufirewall,171
Firestarter,171,178
Linux,147
softwareandhardwarefirewalls,171
Ubuntufirewall,147
Ubuntufirewallconfiguration,178

Fishapplet,212
Flash

addingFlashsupport,373,374
AdobeFlashPlayer,411
Gnashplayer,411
installingFlashplug-in,374
removingFlashplug-in,374
web-basedgaming,411

Flickr,341
FLOSS.SeeFreelibre/opensourcesoftware

(FLOSS)
FluendoMP3codec,353
Folderpermissions

alteringpermissions,457

onrootdirectory,457
onUser’sdirectory,456

Folders
excludingfrombackup,478
extractingfromarchives,483
Re-createfoldersaction,483
userfoldersupdatetool,467

Fonts
installingTrueTypecorefonts,287,288
Liberationfonts,286

ForceQuitapplet,212
Foreground,bringingcommandtoforeground,

516
FOSS.SeeFree/opensourcesoftware(FOSS)
Foursquare,342
Freax,17
Free,565
Freecommand,546
Freelibre/opensourcesoftware(FLOSS),

564
FreeLosslessAudioCodec(FLAC)

audiofileformats,363
playingaudiofiles,351

Freesoftware,565
copyleft,15
GNUproject,14
RMS(RichardMatthewStallman),14

FreeSoftwareFoundation,14,565
Free/opensourcesoftware(FOSS),564
FreeCivgame,408
Freeingupspace,26

checkingfreespace,26
minimumforUbuntuinWindowspartition,

26
reclaimingspace,27
removingWindowstofreespace,27
usinganotherharddisk,27

freshclam,179
FretsonFiregame,408
FriendFeed,341
FrozenBubble,408
Fsckcommand,527,546
F-SpotandGIMP,259
F-SpotPhotoManager

connectingcameratoPC,385
importingphotos,386

DoneLoading,386
standardselectiontechniques,386
TaggingImages,386,388
tweakingimages,387
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FTP
transferringbackupdirectoryacrossInternet,

480
Ftpcommand,546
Fullyqualifieddomainname(FQDN),494
Fusercommand,546

 G 
Gadu-Gadu,333
Games

Flashandweb-basedgaming,410,411
installingWindowsgamesonLinux,411,413
Linuxgames,405,410

sources,405
PlayDeb.net,409,410
sourcesforgames,410
UbuntuSoftwareCenter,407

Gates,Bill,attitudetosoftware,15
Gcalctool.SeeGNOMECalculator
GCC.SeeGNUCompilerCollection(GCC)
gedit,500

documentmenu,276
editmenu,275
filemenu,274
helpmenu,276
plug-ins,277

changecase,278
documentstatistics,278
editoroption,277
externaltools,278
filebrowserpane,278
fontandcolorsoption,277
insertdate/time,278
modeliness,278
pythonconsole,278
quickopen,279
snippets,279
sort,279
spellchecker,279
taglist,279
thirdpartyplug-ins,279
viewoption,277

searchmenu,276
viewmenu,275

Generaltab
keyboardpreferencesdialogbox,101
MousePreferencesdialogbox,97,98
powermanagementapplet,143

Genisoimagecommand,547

GettingEverythingUpandRunning,91
GIDs.SeeGroupIDs
GIMP(GNUImageManipulationProgram),385,

390
Airbrushtool,395
Alignmenttool,394
Blendtool,394
Blurtool,395
brushselector,395
BucketFilltool,394
Clonetool,395
colorcorrections,398
ColorPickertool,393
Croptool,394
Croppingandhealingtool,399
cut,copyandpastebuffers,396
EllipseSelecttool,392
Erasetool,394
essentialconcepts,396
filters,400

AlphatoLogofilters,402
Animationfilters,402
Artisticfilters,401
Blurfilters,400
Combinefilters,401
Decorfilters,401
Distortfilters,401
Edge-Detectfilters,401
Enhancefilters,400
Genericfilters,401
LightandShadowfilters,401
Mapfilters,402
Noisefilters,401
Renderfilters,402
Webfilters,402

Fliptool,394
floatingdialogboxes,390
foregroundandbackgroundcolors,395
ForegroundSelecttool,393
FreeSelecttool,392
GimPhoto,403
GIMPshop,403
Healingtool,395
Inktool,395
layers,397
maintoolbarwindow,391,392
Measuretool,393
Movetool,393
Paintbrushtool,394
pathsdialogbox,396
Pathstool,393
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Penciltool,394
Perspectivetool,394
RectangleSelecttool,392
right-clicking,391
Rotatetool,394
Scaletool,394
ScissorsSelecttool,393
SelectbyColortool,393
Sharpentool,395
Sharpening,403
SingleDocumentInterface,390
Smudgetool,395
Texttool,394
Zoomtool,395

Gksudocommand,446,448
gksudo,addingtoapplicationlauncher,486
Glossary(A-Z)ofLinuxterms,557–581
Gnashplayer,411
Gnash,addingFlashsupport,373
GNOME,80,565

addingprogramstoGNOMEstartup,467
managingGNOMEsessionsduringboot,

465–468
powermanagerprogram,466
screenreadersoftware,100

GNOMECalculator,260
GNOMEdesktop

applets,559
controllingwhichprogramsstartupwith,465

GNOMELoginSound,466
GNOMEScheduler

creatingrecurrenttask,487,488
crontabfile,485,486,488
problemwithcron,490
schedulingone-offtasks,489
schedulingtaskswith,485,489
usingtemplates,489

GNOMETerminal,523
GNOMEthemes,187
GNOME-games

Aisleriot,406
Chess,406
fiveormore,406
four-in-a-row,406
Iagno,406
Klotski,406
LightsOffpuzzlegame,406
Mahjongg,406
Minesweeper,406
Nibbles,406
Quadrapassel,406

Robots,406
Sudoku,407
SwellFoop,407
Tali,407
Tetravex,407

Gnome-gamespackage,405
GNU(GNU’sNotUNIX),566
GNUCompilerCollection(GCC),442,565
GNUFreeDocumentationLicense,566
GNUImageManipulationProgram(GIMP),565
GNUproject,14,566

copyleft,16
free,565
Linuxand,519

GNUPublicLicense(GPL),566
lesserGPL(LGPL),566
LesserGPL(LGPL),570

GNUslashLinux,13,17
copyleft,15
IBMPCandMicrosoft,14
Linuxdistributions,18
opensource,19
penguinmascot,18
questforUNIX-likeOS,16
RMS,freesoftware,14
Torvalds,Linus,project,16
Ubuntu,20
UNIX,13

GNU/Linux,566
GNULinux,519
Gnumericspreadsheet,288
GoogleTalk,333
GPartedtool,48
GPL.SeeGNUPublicLicense(GPL)
GRandUnifiedBootloader(GRUB),567
Graphicaluserinterface(GUI),567
Graphics

desktopvisualeffects,134
low-graphicsmode,70
NVidiaXserversettingprogram,466
problems,70,73
X.org,70

Graphicscards,buntusupportforhardware,92
Grepcommand,267,269,547,566

pipingcommandoutputto,538
GroupIDs(GIDs),565
Groupaddcommand,547
Groupdelcommand,547
Groups,566

addinggroups,451
admgroup,452
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Groups(cont.)
admingroup,452
cdromgroup,452
deletinggroups,451
dialoutgroup,452
lpadmingroup,452
plugdev,452
sambasharegroup,452

Groupscommand,547
GroupWise,333
GRUB.SeeGRandUnifiedBootloader(GRUB)
Grubprogram,reducingGrubbootmenudelay,

464
GStreamer,352,380
GStreamermultimediaframework,352
GStreamerplug-in,369,370,371
GUI.SeeGraphicaluserinterface(GUI)
GUIapplications,remoteaccess

accessingremotely,503
accessingUbuntu,501,502,503
command-lineprograms,522
runningXapplications,500

GUI-baseddesktopenvironment.GNOME
Guru,567
Gwibber,339

Detailspane,340
microbloggingoperations,339
socialnetworkingsites,341
socialnetworkingsites(seealsoSocial

networking)
Streamspane,340

Gzipcommand,547,567

 H 
Hack,567
Hackers,149,562,567
Haltcommand,547
Harddisks

computer can’t find on installation,65
installingWindowsonUbuntuharddisk,27
many hard disks visible in partitioner,66
repartitioningoninstallation,43,53 
too many partitions on installation,66
understandingpartitioning,23,26
usinganotherharddisk,27
viewingdiskpartitions,24

Hardware,9.See also devices
addingprinters124–130
checkfornewhardwaredriverstool,465

configuringBluetooth,134–140
configuringscanners,132–133
configuringsoundcards,140–141
DeviceManager,installing,94–95
proprietaryvs.opensourcedrivers,93–94
removablestoragedevices,130–131
Ubuntusupportfor,91
whathardwareworksunderUbuntu,94

HardwareDriversutility,134
Hash(HHH)symbol,promptwhenloggedinas

root,523
Hdparmcommand,547
Headcommand,269,548
Help

infopages,525
manpages,525

Helpcommand,548
Hewlett-Packard’sproprietaryformofUnix.See 

HP–UX
Hexkeys,110
Hibernatefeature,powermanagerprogram,466
Hibernateoption,powermanagement,142,143,

144
Hierarchicalfilesystem,229
Historycommand,537,548
Homedirectory

backingupdata,475
configurationfiles,476
hiddenfiles,475
shorthandforuserCCCshomedirectory,523

Hostcommand,548
Hostnamecommand,548
Hosts,567
HP-UX,567
HTML5moviefileformats,378
Hurd,568
HURD

GNUproject,14
questforUNIX-likeOS,16

 I 
IBMPC,14
ICMPFiltering,Firestarter,177
ICQ,333
Idcommand,548
Identi.ca,341
Ifconfigcommand,521,527,548
ImageEditor

AdobePhotoshop,247
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F-SpotandGIMP,259
GIMP,247

Images,backingupdata,30
Impress(presentation),304

animatingslides,306
drawingtoolbar,305
Emptypresentation,304
Existingpresentation,304
Flashfileoutput,307
Fontworktool,306
panes

handouttab,305
normaltab,304
notestab,305
outlinetab,304
slidesortertab,305
slidespane,304
taskspane,305

Templates,304
using3Deffects,306

Inboundtrafficpolicy,Firestarter,175,176
Includetab,SimpleBackup,478
Infocommand,548,568
Infopages,525
InhibitApplet,212
Initcommand,Upstart,579
Init.d,568
Initrd,568
Inode,568
Input,standardinput,576
Inputdevices

configuringinputdevices,97–104
configuringkeyboardsettings,101–104
configuringmouseoptions,97–100

InstallDriverdialogbox,usingNdisWrapperto
installdrivers,119

Installationofsoftware.SeeSoftware
installationInstallingandremovingsoftware
advancedapplicationmanagement,429
dependencymanagement,423

libc6package,424
packageconflict,424
reversedependency,424

fromsource,442
program-compilationtools,442
unpackingtarballandsolving

dependencies,442
InstallingWindowsapplication,Wine.See

Wine(software)
Linuxinstallationfiles,421

binaryfiles,422

packagefiles,422
self-installingbinaries,422
sourcecode,422

packagemanagementsystem
aptcomponent,423
benefits,423
dpkgcomponent,423
importance,423

softwarerepositories
aptpackage,425
decodingpackagefilenames,428
dpkgpackage,425
maindistributionrepository,426
mainsection,427
multiversesection,428
officialandunofficialrepositories,

426
partnersection,428
proposedupdates,427
recommendedupdates,427
restrictedsection,428
securityupdates,427
softwareversions,426
sourcecodesection,428
universesection,427
unsupported(Backport)updates,

427
SoftwareSourcestool,429

OtherSoftwaretab,430
PPAs,431
UbuntuSoftwaretab,430
updatestab,432

SynapticPackageManager(seeSynaptic
PackageManager)

UbuntuSoftwareCentre(seeUbuntu
SoftwareCenter)

InstallingUbuntu,35
bootingfromDVD-ROM,40
completinginstallation,56
Configuringregionalsettings,53
DVD-ROM,35
Edubuntu,36
importingdocumentsandsettings,

56
installingUbuntuinsideWindows,39,

40
Kubuntu,36
LucidLynx,35
onAppleMacintoshcomputer,59
onAppleMacintoshcomputers,60
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InstallingUbuntu(cont.)
onMac,59,60

BootCamputility,59
Intelprocessor,59
Leopard,59
PowerPCprocessor,59
SnowLeopard,59
Tiger,59
Virtualizationsoftware,60

overviewofinstallationprocess,35,37
performinginstallation,56,57
rebooting,57
repartitioningharddisk,43,53

manuallyeditingpartitiontable,47,53
resizingmainpartition,44,45
usingentiredisk,46
usinglargestcontinuousfreespace,46
usingsecondharddisk,47

runninginlivedistromode,36
settingupuser,54,56
UbuntuNetbookEdition,36
Welcomewindowoptions,41
Windowspartitionforresizing,39
Xubuntu,36

IntegratedPeripheralssection,67
Interface

components,289
customizinginterfaces,290
customizingmenus,292
LibreOfficeconfigurationoptions,293
personalizingappearance,293
toolbars

addingfunctions,290
addingnewtoolbar,292
deletingaicon,292

InternetPrintingProtocol(IPP),configuring
networkprinter,127

InternetRelayChat,333
Investapplet,212
IPaddress,assigningstaticIPaddress,467
Ipchains,568
Iptables,569

Linuxfirewall,147
Ubuntufirewall,171

 J 
Jabber,333
JACK,364
Jamendo,357

.jarfiletype,482
Javaapplets,addingJavasupport,374
jfsfilesystem,231
Jobs

controllingjobs,515–517
processescompared,515
sendingseveraljobstobackground,516
sleepingjobs,516

Jobscommand,515,548
Journaling,569

 K 
KDesktopEnvironment(KDE),569
Kernel,3,77,569

choosingfrommenuofkerneloptions,63
Linux,519
optimizing,470–472
preinstallation problems,62
shellsand,519

Kernelpanic,569
Keypairgeneration

encryptiontype,154
evolution’sencryption/signingfeature,151
ExpirationDateoption,154
KeyStrengthoption,154
newPGPkeydialogbox,153
PassphraseforNewPGPkeydialogbox,154
PasswordKeyring,152
PGPkey,152
Seahorseapplication,151
SecureShellkey,152
StoredPassword,152

Keyboardindicatorapplet,101
Keyboardlayoutoptionsdialogbox,101
Keyboardpreferencesdialogbox

accessibilitytab,102
configuringkeyboardsettings,101–104
generaltab,101
layoutstab,101
mouseKeystab,103
typingbreaktab,104

Keyboards
accelerationslider,103
bouncekeys,103
configuringkeyboardsettings,101–104
creatingkeyboardshortcuts,104
delayslider,103
shortcuts,535–536
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simulatesimultaneouskeypressescheckbox,
103

slowkeys,103
speedslider,103
standardinput,538
stickykeys,103
switchingbetweenkeyboards,101
usingBluetoothkeyboard,139–140

Keys
certificateandkeystoragetool,465
cryptographickey,150
reducingnumberofkeystosign,161

Killcommand,514,548
Killallcommand,514,549
Killingprocesses,511
Kinomovie-editingsoftware,381
Kludge,569
KOffice,288
Kubuntu,570
Kubuntudesktop,81
KubuntuLinux,8
KVMswitch,64

 L 
Laconica,341
LAMP,6.SeeLinux,Apache,MySQL,

PHP/Python/Perl(LAMP)
opensourcesoftware,20

Languages,switchingbetweenkeyboards,101
Laptops

partitioningfordual-booting,25
Ubuntusupportforhardware,92

Lastcommand,549
Layoutoptionsdialogbox,keyboard,101
Layoutstab,keyboardpreferencesdialogbox,

101
Lddcommand,549
Lemmingsgame,408
Lesscommand,pipingcommandoutputto,538
LesserGPL(LGPL),566,570
Liberationfonts,286
Libraries,prelinking,469
Library,570
LibreOffice,281,570

applications
Calc(spreadsheet),300
Impress(presentation),304
Writer(wordprocessor),297

Base,282

Calc,282
corefunctions,294

creatingmacros,295
HelpAgent,294
insertingobjectswithOLE,295
savingfiles,296
usingwizards,294

CSVdatafiles,284
Draw,282
Evolution,282
filecompatibility,283

Documentformatting,284
sharingfiles,284
VBAcompatibility,283

filetypeoptions,284
Impress,282
interface

customization(SeeInterface,customizing
interfaces)

Documentarea,289
formattingtoolbar,289
menubar,289
ruler,289
standardtoolbar,289
Statusbar,289

keyfeatures,282,283
Math,282
RTFtextdocuments,284
Writer,282

LibreOfficeBase,252
LibreOfficeCalc,250
LibreOfficeImpress,251
LibreOfficeWriter,248
Link-local,configuringwirednetworking,106
Links,symboliclink,577
Linux

antivirusprotection,147
A-ZglossaryofLinuxterms,557–581
bootingintotheshell,526
description,519
distributions,18
EdubuntuLinux,564
firewalls,147
GNUslashLinux,17
installingRealPlayer,371,372
installingWindowsgames,411,413
movie-editingsoftware,381
officesoftware,288
opensource,19,20
penguinmascot,18
philosophyofsharing,21
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Linux(cont.)
reasonsforusingshells,520
rootandordinaryusers,149
runningshellviavirtualconsole,525
shorthandforuserCCCshomedirectory,523
terminalemulatorprogramusingshell,523
UNIXand,13
variables,524
versions,18
vs.Windowssecurity,147,148
whentouseshell,522
workingwithfiles,526–533

Linux0.01,17
Linuxbuilt-indocumentation

forums,587
infopages

coreutilspages,586
Texinfosystem,585

mailinglists,588
manpages,583

decodingSynopsissection,585
headings,584
wodim,583

READMEfiles,586
third-partysites,588
Ubuntuwiki,588

Linuxdistributions,563
CentOS,19
ChromeOS,19
Debian,18,563
Mandriva,19
RedHat,19
Slackware,18
SuSELinux,19
Ubuntu,19

Linuxdrivers
Ubuntusupportforhardware,91,92

LinuxFoundation,571
Linuxgames,410

AlienArena,408
ExtremeTuxRacer,408
FreeCiv,408
FretsonFire,408
FrozenBubble,408
gnome-gamespackage,405
Pingus,408
PlayDeb.net,409
Pysol,408
SuperTux,408
Tremulous,408
Warzone2100,408

Linuxkernel,GNUPublicLicense(GPL),566
Linux,Apache,MySQL,PHP/Python/Perl

(LAMP),570
Linux-basedweb-hostingenvironment,570
Lncommand,549
Localmachine,493,571
Localhost,571
LocatePointeroption,mousepreferences,98
LockScreenapplet,212
LogOutapplet,213
Loginscreen,Ubuntu,78

only offered text login, installation,65
only offered text login, postinstallation,69

Low-graphicsmode,70
lpadmingroup,452
Lprcommand,527,549
Lpstatcommand,549
Lscommand

h(human-readable)option,529
l(long)option,529
moption,528

Lsmodcommand,549
Lsofcommand,549

 M 
Mac,installingUbuntu,59,60
Magnatune,357,358
Mailprogram

redirectingcommandoutput,540
MainMenuapplet,213
MainsPowertab,powermanagement,142
Mancommand,527,550
Manpages,BASHcommandindex,541
Mandriva,Linuxdistributions,19
Md5sumcommand,550
Media

creatingopensourcemediaplayer,370
installingRealPlayer,371,372

MEMcolumn,topprogramoutput,509
MeMenu

AccountConfigurationsection,339
Broadcastsection,339
IMStatussection,339
Socialnetworking(seeSocialnetworking)
Titlesection,339

Memtest86program,58,62
Microphonerecording,366,367
Microsoft,historyof,14
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MicrosoftOffice
Access,282
EquationEditor,282
Excel,282
FrontPage,282
PowerPoint,282
Visio,282
Word,282

MicrosoftOffice,backingupdata,29
MicrosoftTrueTypecorefonts,352
MINIX,(minimalUNIX),16,571
Mkdircommand,526

creatingdirectories,532
poption,532

Mkfscommand,550
Mobilebroadbandnetwork,connectingto,120–

122
Modinfocommand,550
Modprobecommand,550
Module,571
Monitorresolutions,71,72
Morecommand,269,550
MotionThresholdsetting,mouse,99
Mount,571
Mountcommand,550
Mouse

choosetypeofclickbeforehandoption,
100

configuringmouseoptions,97–100
Initiateclickwhenstoppingpointer

movementoption,99
motionthresholdsetting,99
usingBluetoothmouse,139–140

Mousefunctionality.Seemouse,97
Mousefunctionality,Ubuntu

configuringmouseoptions,97–100
MouseKeystab,keyboardpreferencesdialog

box,103
MouseOrientationoption,mousepreferences,

98
MousePreferencesdialogbox

Accessibilitytab,99
configuringmouseoptions,97–100
Generaltab,97,98

options,98,99
touchpadtab,100

Moviefileformats,369
DivX,370
installingcodecsfor,370,371
opensourceformats,378
QuickTime,370

RealVideo,369
WindowsMediaPlayer,369

Movie/DVDplayer
Totemmediaplayer,247,257
WindowsMediaPlayer,247

Movie-editingsoftware,381
Movies

Totemmovieplayer,369
watchingDVDs,378,382
watchingmovies,375,378

MozillaFirefox.SeeFirefoxwebbrowser
MozillaFoundation,571
MozillaThunderbirde-mailclient,31
MozillaWeaveaccount,30
MP3audiofileformats,363
MP3format

FluendoMP3codec,353
installingcodecsinonepackage,352
playingaudiofiles,351

MP3playback,349
MP3player

Banshee,247
Bansheemediaplayer,247,256
removablestoragedevices,130
Winamp,247

MPlayerproject,370
MS-DOSprompt

cmd.exe/command.exe,247
GNOMETerminal,247

MSNMessenger,333
Multimedia

addingFlashsupport,373,374
addingJavasupport,374
backingupdata,30,478
framework,351
installingcodecsformoviefileformats,370,

371
installingplaybacksoftware,369,375
installingRealPlayer,371,372
playingaudiofiles,351,356
retrievingstreamingcontent,370
Totemmovieplayer,369
watchingDVDs,378,382
watchingmovies,375,378
watchingTV,382,383

Multimediaplayback,351
codecplug-ins,352
DRM,349,350
installingcodecsinonepackage,352,353
MP3playback,349
multimediaframework,351
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Multimediaplayback(cont.)
OggVorbismediaformat,350
playerapplication,351

MusE,364
Music

makingmusic,364
purchasing from online music stores,359

Mvcommand,526,530,550
mxit,333
MyPersonalKeystab

exportingpublickeywithSeahorse,157
PGPkeyoption,155

MySpace,333
MySQL,20,572
MythTV,383

 N 
Nautilus,215

Actionarea,217
browsingfilesonremotedevice,137
components,215
creatingarchives,481,482
e-mailingfiles,225
encryptinganddecryptingfiles,161,165
extensions,225
fileencryption,150
filesearch,219
filesystemconcepts(seeUbuntufilesystem)
filesandfolders,220
hiddenfilesanddirectories,222,475
homefolder,226
keypairgeneration,151
launchingfilesandrunningprograms,222
locationbar,216
matchedselection,225
menubar,216
objectmodes,221
Placespane,217
tabbedbrowsing,225
toolbar,216
ViewAsIcons/List,217
viewmodes,219

emblems,219
history,219
information,219
notes,219
tree,219

viewingfilesizes,224
zoomcontrols,217

Ncurses,562
NdisWrapper

installingconfigurationtools,113
installingWindowswirelessnetworkdevice

drivers,112–119
installingWindowsXPdrivers,113–120
removingNdisWrapperdrivers,119
usingNdisWrappertoinstalldrivers,118–119

NeoOffice,284
Netbooks.SeeUbuntuNetbookEdition
Netstatcommand,550
Network

configuringnetworkprinter,126–127
configuringWindowsFFFSMBsharedprinter,

128–129
NetworkFileSystem(NFS),572
Networkmanagerapplet,466
Networking

assigningstaticIPaddress,467
configuringBluetooth,134–140
configuringwirednetworking,106–107
connectingtomobilebroadbandnetwork,

120–122
connectingtowirelessnetwork,108–112
installingWindowswirelessnetworkdevice

drivers,112–120
workingwithproxyserver,122–123

NetworkManager,105
configuringwirednetworking,106
connectingtowirelessnetwork,108,110,111
installingWindowswirelessnetworkdevice

drivers,112
Newbie,572
NFS.SeeNetworkFileSystem(NFS)
NIcolumn,topprogramoutput,509
nicecommand,511,550
nohupcommand,517,551
Noopvalue,scheduler,471
Normalization,audioplayback,365
NoScriptplug-in,webbrowsersecurity,182
Notebookdisplaylookscorruptedduring

installation,64
NotificationAreaapplet,213
Notificationarea,onlineupdates,168,169
Notifications,disknotificationsoption,465
NTFileSystem(NTFS),572
Numericfilepermissions

octalnotation,460
symbolicnotation,460

Nvidiagraphicscard
displayconfigurationscreen,72
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graphicalproblems,71
monitorresolutionnotrecognized,67
NVidiaXserversettingprogram,466

NVidiaXserversettingprogram,466

 O 
ObjectLinkingandEmbedding(OLE),295
Office.SeeMicrosoftOffice
OggTheoramoviefileformat,378
OggVorbis

audiofileformats,362
playingaudiofiles,351

OggVorbismediaformat,350
OICQ(OpenICQ),333
OnBatteryPowertab,powermanagement

applet,142
OnMainsPowertab,PowerManagementapplet,

142
One-offtasksscheduling

atcommand,489
GNOMEScheduler,489

Onlineactivity
configuringwirednetworking,106–107
connectingtomobilebroadbandnetwork,

120–122
connectingtowirelessnetwork,108–112
gettingonlinewithUbuntu,104–123
installingWindowswirelessnetworkdevice

drivers,112–120
NetworkManager,105
workingwithproxyserver,122–123

Onlinehelp
forums,587,588
Linuxquestions,589
mailinglists,588
OMGUbuntu,589
UbuntuGeekblog,588
UbuntuGuide,588
Ubuntuwiki,588

Onlinemusicstores
Jamendo,357
Magnatune,357,358
purchasingalbums,357
purchasing from online music stores,359
UbuntuOne,358,359

Onlineradiostations,359
Opensource,proprietaryvs.opensourcedrivers,

93–94
OpenSourceInitiative(OSI),20

Opensourcemoviefileformats,378
Opensourcesoftware

Apache,20
MySQL,20
OpenOffice.org,20

OpenDocumentFormat(ODF),285
OpenJDK,352
OpenOffice.org,20,572.See alsoLibreOffice

applications
fonts,286

copyingWindowsfonts,286
installingTrueTypecorefonts,287,288
Liberationfonts,286

NeoOffice,284
OpenDocumentFormat(ODF),285
StarOffice,281
TheDocumentFoundation,281

OpenOffice.org,passwordencryption,150
OpenSSH,493

client,494
server,494

OperatingSystem(OS),2
OptimizingUbuntu,463–474

freeingupdiskspace,472–474
emptyingcacheofpackagefiles,473
emptyingtmpfolder,472
emptyingtrash,473
removingunusedsoftware,474

kernel,470–472
prelinking,469–470
speedingupbooting,463–468

OptimizingYourSystem,463
Options,commands,usingoneortwodashes,

529
Orca,100
OS(operatingsystem)

GNUproject,14
questforUNIX-likeOS,16
UbuntuLinux,2

Oscarprogram,424
Outboundconnectionrules,176
Outlook.See alsoMicrosoftOutlook

importingdatafrom,29
importingOutlooke-mailviaThunderbird,

31
Output

pipingcommandoutput,538–539
redirectingcommandoutput,539–540
redirectingstandarderroroutput,540
standardoutput,577
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Overwriteexistingfilesaction,483
Ownership.SeeFileownership

 P 
Packagefiles,emptyingcacheofpackagefilesto

freeupdiskspace,473
Packagemanagementsystem,423

aptcomponent,423
benefits,423
dpkgcomponent,423
importance,423

Packages,removingunusedsoftwaretofreeup
diskspace,474

Pagers,270
Pairingbluetoothdevices,135–136
Parentdirectory,referingto,532
Partitions,572

bootsector,25
choosingbetween,25
computer can’t find hard disk on installation,

66
CreatePartitiondialogbox,51
freeingupspace,26,29
GParted,48
mainpartition,49
manuallyeditingpartitiontable,47,53

creatingmainandswappartitions,51,53
determiningsizeofWindowspartition,50
preparingpartitions,48

many hard disks visible on installation,66
only offered text login on installation,65
partitioninglaptopfordual-booting,25
repartitioningharddiskoninstallation,43,

53
manuallyeditingpartitiontable,47,53
resizingmainpartition,44,45
usingentiredisk,46
usinglargestcontinuousfreespace,46
usingsecondharddisk,47

swappartition,50,52
too many partitions on installation,66
understandingpartitioning,23,26
viewingdiskpartitions,24
Windowspartitionforresizing,39

Passphrases,connectingtowirelessnetwork,110
Passwdcommand,551
PasswordKeyring,152
Passwords

AsteriskPasswordReveal,32

memorytimefor,96
recordingwhilstbackingupdata,31

PasswordsandEncryptionKeysdialogbox,152,
153
creatingperfectpasswords,167
exportingpublickey,157
importingandsigningpublickeys,159,161
MyPersonalKeystab,155
rootpasswordsecurity,166
syncingpublickey,158

Patents,349
PATHvariable,524
Paths

absolutepaths,533
autocompletion,534
relativepaths,533

paxcommand,481
PCmarket,questforUNIX-likeOS,16
PCIIDnumber,installingWindowsXPdrivers,

113,114,115
PDKSH.SeePublicDomainKornSHell(PDKSH)
penguinmascot,Linux,18
Performance

assigningstaticIPaddress,467
freeingupdiskspace,472–474
optimizingkernel,470–472
prelinking,469–470
speedingupbooting,463–468

Permissions
filepermissions(seeFilepermissions)
folderpermissions(seeFolderpermissions)
numericfilepermissions,460

Permissivepolicy,Firestarter,174
Personalfilesharingprogram,466
PersonalPackageArchives(PPAs),431
PersonalizingUbuntu.SeeconfiguringUbuntu
PGPkey

keypairfore-mail/fileencryption,153
MyPersonalKeystab,155
NewPGPKeydialogbox,153,154
PassphraseforNewPGPKeydialogbox,154

pgrepcommand,clearingupcrashedprocesses,
515

PhotoEditor
AdobePhotoshop,247
Shotwell,247

PID.SeeProcessID(PID)
PIDcolumn,topprogramoutput,509

killcommand,514
killingprocesses,512

Pingcommand,527,551
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ping,diagnosticservices,177
Ping.fm,342
Pingusgame,408
Pipe,573
Piping

grepcommand,268
outputofcommands,538–539
redirectingoutput,539–540

PiTiVimovie-editingsoftware,381
Playback

MP3playback,349
multimediaplayback,349,351

Playbacksoftware
addingFlashsupport,373,374
installing,369,375
installingcodecsformoviefileformats,370,

371
installingRealPlayer,371,372
Totemmovieplayer,369

PlayDeb.net,409,410
PlayOnLinux,411,413
plugdevgroup,452
PluginFinderServicedialogbox

installingFlashplug-in,374
removingFlashplug-in,374

Plug-ins
installingFlashplug-in,374
installingseahorse-pluginspackage,162
removingFlashplug-in,374

Podcasts,360,361
PointerSpeedsettings,mousepreferences,98
Point-to-PointProtocol(PPP),573
Policytab,Firestarter

inboundtrafficpolicy,175
outboundconnectionrules,176

POSIX,573
Postinstallationproblems,67,69

computer no longer boots,68
monitor resolution not recognized,67
only offered text login,69
Ubuntu working, Windows won’t boot,68
USB mouseFFFkeyboard not recognized,67

PostscriptPrinterDescription(PPD)file,
configuringlocalprinter,125

Powermanagement,valueofpowersaving,
144

Powermanagementapplet
generaltab,143
OnBatteryPowertab,142
OnMainsPowertab,142

Powermanagerprogram,466

PPP.SeePoint-to-PointProtocol(PPP)
PRcolumn,topprogramoutput,509
Preinstallationproblems,61

computer freezes during installation,63
disc doesn’t boot,61
Kernel Panic errors,62
notebook display looks corrupted during 

installation,64
screen goes blank or corrupted,62
unrecoverable error message,63
usingAlternativeInstaller,65
using KVM switch and screen is corrupted,

64
Pre-installationsteps,23,32

backingupdata,29,32
digitalimages,30
e-mailfiles,29
e-mailfiles,31
internetexplorerfavorites,30
MicrosoftOfficefiles,29
miscellaneousfiles,31
MozillaFirefoxbookmarks,30
multimediafiles,30
usernamesandpasswords,32

freeingupspace,26,29
reclaimingspace,27
removingwindows,27
secondharddisk,28

partitioning
bootloader,25
diskmanagementtool,Windows,25

dual-bootsetup,24
understandingpartitioning,23,26
virtualizationsoftware,28

Prelinking,469–470
cautionwhenusing,470
configuringprelinking,469
deactivatingprelinking,469

Presentations
LibreOfficeImpress,246,251
MicrosoftPowerPoint,246

PrettyGoodPrivacy(PGP)key,152
Printqueueapplet,466
Printqueues,129
Printenvcommand,551
Printers

addingprinters,124–130
administeringprinter,129–130
configuringlocalprinter,124–126
configuringnetworkprinter,126–127
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Printers(cont.)
configuringWindowsFFFSMBsharedprinter,

128–129
supportforLinux,124
Ubuntusupportforhardware,92

Privatekeyencryptionsystem,150
ProcessID(PID),573
Processes,507,573

childrenofterminatedprocesses,513
clearingupcrashedprocesses,515
controllingprocesses,511–515
controllingzombieprocesses,513
jobscompared,515
killingprocesses,511
othercommandstocontrolprocesses,514–

515
parentandchildprocesses,511,512
renicingprocesses,510–511
troublesomeprocesses,512
viewingprocesses,507–511

Program-compilation
build-essentialmetapackage,442
configurescript,443
GCC,442
makeprogram,442

Program-compilationtools
makecommand,443
sudomakeinstallcommand,444

Programs
end-of-file(EOF)message,536
quittingcurrentprogram,536
runningprogramsfromshell,525
stoppingcurrentprogram,536
terminalprograms,519

Prompt
commandprompt,523
logginginasroot,523

Proprietary,573
Proprietarydrivers,connectingtowireless

network,108
Proxyserver,workingwithproxyserver,122–123
pscommand,auxcommandoptions,514
pstreecommand,parentandchildprocesses,

512
PublicDomainKornSHell(PDKSH),520
Publickeyencryptionsystem,150

exportingwithSeahorse,156,157
importingandsigningwithSeahorse,159,

161
publishingwithSeahorse,157

Purgingtab,SimpleBackup,480

PuTTY,496
PuzzleBobble,408
Pwdcommand,551
Pysolgame,408

 Q 
Qaiku,342
QEMU,28
QQ,333
Queues,printqueues,129
QuickTime

moviefileformats,370
retrievingstreamingcontent,370

Quittingcurrentprogram,536

 R 
Radiostations,359
rarfiletype,483
RDP.SeeRemoteDesktopProtocol
Readaheadlist,creating,468
RealSimpleSyndication(RSS),360
RealPlayer

handlingitsownfiletypes,376
installingRealPlayer11,371,372

Rebootcommand,551
RebootingUbuntu,85
Recoverymode,70

cleanoption,77
dpkgoption,77
failsafeXoption,77
fsckoption,77
gruboption,77
netrootoption,77
resumeoption,76
rootoption,77
startingupUbuntuLinux,76

Recoverymodebootsettings,75
Recurrenttask,GNOMEScheduler,487,488
Recursivecopying,530
RedHat,Linuxdistributions,19
RedHatPackageManager(RPM),574
Redirectingcommandoutput,addingdatato

existingfile,539
Redirectingoutput,268,573
Redirectingstandarderroroutput,540
Regex.SeeRegularexpression(regex)
Regionalsettingsconfiguration,53
Regularexpression(regex),573
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reiserfsfilesystem,231
Relativepaths,533
Remote,574
Remoteaccess

accessingGUIapplicationsremotely,499,
503

accessingUbuntuviaremotedesktop,503
accessingviaremotedesktop,501
connectingtoMac,Linux,Windows,505
connectingtoremotecomputers,503,505
connectingtoWindows7andVista,503,504
connectingtoWindowsXP,2000,andNT,

504,505
filestransferbetweenremotecomputers,

497,499
loggingintoremotecomputer,494,496
managingremotesessions,496
reasonsforusingshells,521
runningXapplicationsonremotecomputer,

500
SSH,493,499

Remotedesktopfeature,466
RemoteDesktopProtocol(RDP),501,503,504
Remotedevice,browsingfilesonremotedevice,

137
Remotemachine,493
Removablestoragedevices,unattachingdevices,

131
Renamecommand,527
Renicecommand,551
Renicingprocesses,510–511
Repartitioningharddiskoninstallation,43,53

manuallyeditingpartitiontable,47,53
resizingmainpartition,44,45
usingentiredisk,46
usinglargestcontinuousfreespace,46
usingsecondharddisk,47

Repeatkeyssettings,keyboard,101
Repositories,574
REScolumn,topprogramoutput,509
Resolution

graphicalproblems,71
monitorresolutions,71,72
screenresolution,70

Restoringdata,SimpleBackup,480
RestrictedExtras,353
Restrictivepolicy,Firestarter,174
RhythmboxMusicPlayer,351,354,356

audiofileplayback,354,356
listeningtoaudioCDs,361
playingaudiofiles,351

purchasingfromonlinemusicstores,357,
359

rippingtracks,363
tuningintoonlineradiostations,359

RichTextFormat(RTF)textdocuments,284
RichardMatthewStallman,576
RichardMatthewStallman.SeeRMS
Rippingtracks,362,363,364

choosingaudiofileformat,362,363
listeningtoaudioCDs,361

Rmcommand,526,531,551
f(force)option,531
r(recursive)option,531
wildcards,531

Rmmodcommand,551
RMS(RichardMatthewStallman)

attitudetosoftware,15
copyleft,15
freesoftware,14
vs.BillGates,15

Root,574
Root(administrator)account,promptwhen

loggedinasroot,523
Rootdirectory,switchingtorootoffilesystem,

532
Rootuser,446
Rootusers,BASHcommandindex,541
Rootkits,148
Rosegarden,364
Routecommand,552
RPM.SeeRedHatPackageManager(RPM)
RSS,SeeRealSimpleSyndication
RTFM,574
RunApplicationapplet,213
Runlevel,574
Runlevelcommand,552

 S 
Scolumn,topprogramoutput,509
Samba,575
sambasharegroup,452
Sametime,333
sbackup,476
Scalable,575
ScalableVectorGraphics(SVG),577
Scanbusoption,wodimcommand,540
Scanners

configuringscanners,132–133
Ubuntusupportforhardware,92
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Scheduler,471
Schedulingtasks

anacroncommand,490,491
GNOMEScheduler,485,489

creatingrecurrenttask,487,488
one-offtasks,489

scpprogram,497
Screen

goes blank or corrupted, preinstallation,62
only offered text login, postinstallation,69
standardoutput,538

Screencommand,552
Screenprogram,496
Screenreadersoftware

GNOME,100
Screenlets,203
Script,575
Scrollingoptions,touchpad,100
Seahorseapplication,151,161,495

exportingpublickey,156,157
generatingkeypair,151,156
importingandsigningpublickeys,159,161
publishingpublickey,157
reducingnumberofkeystosign,161

Seahorse-pluginspackage,162
SearchforFilesapplet,213
Secretstorageservice,466
SecureShell(SSH)

filestransferbetweenremotecomputers,
497,499

scpprogram,497
sftpprogram,498,499

Firestarterconfiguration,174,175
loggingintoremotecomputer,494,496
managingremotesessions,496
runningXapplicationsonremotecomputer,

500
sessionend,496
sessioninitiation,494
SSHkey,152

SecureShell(SSH)tool,transferringbackup
directoryacrossInternet,480

SecureSocketsLayer.SeeSSL
Security

addingvirusscanningtoUbuntu,179,183
applicationsecuritywithAppArmor,169,170
BIOSSetupoption,168
commonsensesecurity,166,168
configuringUbuntufirewall,171
encryption,150,166
lockingdoorsandclosingwindows,178

onlineupdates,168,169
passwords,166
restrictingphysicalaccesstoPC,168
rootandordinaryusers,149
rootkits,148
softwareinstallation,167
Ubuntufirewallconfiguration,178
updatingsystem,167
webbrowsersecurity,182,183
Windowsvs.Linux,147,148

sedcommand,269
SendTooption,sendingfilesfromUbuntuPCto

anotherdevice,138
Sensitivitysetting,mousepreferences,99
Separatorapplet,213
ServerMessageBlock(SMB),576
Servers,575

workingwithproxyserver,122–123
Services,575
Setcommand,524
sftpcommands,498,499,552

!command,499
cdcommand,498
exitcommand,499
getcommand,499
helpcommand,499
lcdcommand,498
llscommand,499
lmkdircommand,499
lscommand,499
mgetcommand,499
mkdircommand,499
mputcommand,499
putcommand,499
pwdcommand,499
rmcommand,499
rmdircommand,499

sftpprogram,497,498,499
shellcommands

controllingjobs,515–517
controllingzombieprocesses,513
killingprocesses,511
othercommandstocontrolprocesses,514–

515
viewingprocesses,511

Shellcommands,viewingprocesses,507
shellcommands.SeeBASHshellcommands
Shells,575

BASHshell,519
braceexpansion,540–541

bootingintotheshell,526
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commandprompt,523
commands

DOSandshellequivalents,526
comparisonof,520
description,519
kerneland,519
reasonsforusingshells,520
runningprograms,523–525
runningshellviavirtualconsole,525
symbolsusedatcommand-lineprompts,

557
terminalemulatorprogram,523
whentouse,522
workingwithfiles,526–533

ShockwaveDirectorplug-in,374
Shortcuts,keyboardshortcuts,535–536
ShowDesktopapplet,213
SHRcolumn,topprogramoutput,509
Shredcommand,552
ShutDownapplet,213
Shutdowndialogbox,99
ShuttingdownUbuntu

GuestSessionoption,84
Hibernateoption,84,85
LockScreenoption,84
LogOutoption,84
Restartoption,84,85
ShutDownoption,84,85
Sleepoption,85
Suspendoption,84,85
SwitchUseroption,84

Shuttleworth,Mark,576
Signingandencryptinge-mail,165,166
SILC(SecureInternetLiveConferencing),

334
SimpleBackup,476,481

backingupdata,477
BackupPropertiesdialogbox,477
changingtimeperiodbetweenbackups,

480
croncommand,480
defaultbackupdirectory,479
deletingoldbackupfiles,480
excludingfilesandfolders,478

FileTypestab,478
MaxSizetab,478
Pathstab,478
Regextab,478

fullandincrementalbackups,478
restoringdata,480

Simulatesimultaneouskeypressescheckbox,
103

SingleDocumentInterface(SDI),390
Skype,334
Slackware,Linuxdistributions,18
Sleepcommand,552
Sleepmode,powermanagement,142,143
Sleepingjobs,516
Slowkeys,keyboards,103
SMARTutility,disknotificationsoption,465
SMB(ServerMessageBlock)

configuringnetworkprinter,126
configuringWindowsFFFSMBsharedprinter,

128–129
Smbclientcommand,552
Socialnetworking,337,338

applications,338
Buzz,342
cloudcomputing(seeCloudcomputing)
Digg,341
Facebook,341
Flickr,341
Foursquare,342
FriendFeed,341
Gwibber,microblogging(seeGwibber)
Identi.ca,341
MeMenu,339
Pingfm,342
Qaiku,342
StatusNet,341
Twitter,341

Software
freesoftware,14
installingandremovingsoftware(see

Installingandremovingsoftware)
installingplaybacksoftware,369,375
movie-editingsoftware,381
removingunusedsoftwaretofreeupdisk

space,474
Softwareinstallation

AlternativeInstaller,65
backingupdata,29,32
freeingupspace,26,29
graphicalproblems,70,73
installationproblems,65,66

computer can’t find hard disk,65
many hard disks visible in partitioner,

66
only offered text login,65
too many partitions,66

1

D
ow

nl
oa

d 
fr

om
 W

ow
! e

B
oo

k 
<

w
w

w
.w

ow
eb

oo
k.

co
m

>



INDEX

620

Softwareinstallation(cont.)
postinstallationproblems,67,69

computer no longer boots,68
monitor resolution not recognized,67
only offered text login,69
Ubuntu working, Windows won’t boot,

68
USB mouseFFFkeyboard not recognized,

67
preinstallationproblems,61

computer freezes during installation,63
disc doesn’t boot,61
Kernel Panic errors,62
notebook display looks corrupted during 

installation,64
screen goes blank or corrupted,62
unrecoverable error message,63
usingAlternativeInstaller,65
using KVM switch and screen is corrupted,

64
preinstallationsteps,23,32
whatinstallingUbuntuactuallymeans,23

SoftwareUpdateNotifier,83
Solaris,576
SolvingInstallationProblems,61,73.See also

SoftwareInstallation
sortcommand,redirectingcommandoutput,

539
Soundcards

configuringsoundcards,140–141
Ubuntusupportforhardware,92

SoundPreferencesdialogbox,configuringsound
cards,140

SoundRecorder,366,367
Sourcecode,compilation,561
Spaces,workingwithfilenamesthathavespaces,

531
Speedslider,keyboards,103
Speexaudiofileformats,363
Spreadsheet

LibreOfficeCalc,246,250
MicrosoftExcel,246

SSH.SeeSecureSHell(SSH)
Sshcommand,552
ssh-keygenprogram,495
SSID(ServiceSetIdentifier),connectingto

wirelessnetwork,109
SSL(SecureSocketsLayer),119
Stallman,RichardMatthew.SeeRMS
Standarderror,redirectingoutput,540

Standardinput,538,576
Standardoutput,538,577
StarOffice,281
StartupApplicationsPreferencesdialogbox

addingprogramstoGNOMEstartup,467
controllingwhichprogramsstartupwith

GNOMEDesktop,465
Startupscripts.Seebooting
Startxcommand,552
StaticIPaddress,assigning,467
StatusNet,341
Stickykeys,keyboards,103
StickyNotesapplet,213
Storage,secretstorageservice,466
Storagedevices,removablestoragedevices,130–

131
Streamingcontent,retrieving,370
String,577
Sucommand,553
Sudocommand,446,553,577
sudoeruseraccount,78
SuperGrubDisk,69
SuperTuxgame,408
Superuser.SeeRootuser
SuSELinux,distributions,19
SVG.SeeScalableVectorGraphics(SVG)
Swapfile,577
Sweep,364
Swfdec,373
SwitchOffapplet,213 

Symboliclink,577
SynapticandUpdateManager,379,383
SynapticPackageManager,435

metapackages,439
removingsoftware,439
searchforsoftware

filters,435
in-depthsearch,435
quicksearch,435
ultra-quicksearch,435

softwareinstallation,437
usingAPT,559

Sysadmin,577
Systemcontrol,keyboardshortcuts,536
Systemfiles,dependency,563
SystemMonitorapplet,freeingupdiskspace,

472
SystemRestore,reclaimingspace,27
SystemV,577
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 T 
Taccommand,553
tailcommand,269,553
Tainted,577
TakingControloftheSystem,507
Tanenbaum,Andrew

questforUNIX-likeOS,16
TapeARchive(tar)files,481,578
.tar.bz2filetype,482
Tarcommand,553
.tarfiletype,482

creatingarchiveswithNautilus,481
savingfilestoCD-R/RWorDVD-R,484

.tar.gzfiletype,482

.tar.lzmafiletype,482
Tasks

schedulingwithanacron,490,491
schedulingwithGNOMEScheduler,485,489

TCP/IP,578
Teecommand,553
Teletypewriter.See Tty device 

TeleTYpewriter(tty),578
Terminal,578
Terminalemulatorprogram,usingshell,523
Terminalprograms,519
TerminalServerClientAppletapplet,213
Terminalwindow,523
Terminatingcommands,516
Terminology,A-ZglossaryofLinuxterms,557,

581
TeX,578
Texteditor/viewer

Gedit,247
Notepad,247

Textfiles,267
addinglinenumbers,271
awkcommand,269
Bash,270
catcommand,269
diffcommand,269
DiffuseMergeTool,279
edtexteditor,271
Emacstexteditor,271,272
features,273
gedit,272

bottompane,273
creatingfile,274
displayarea,273
editingconfigurationfiles,274

menubar,273,274
openingfile,274
savingfile,274
sidepane,273
statusbar,273
toolbar,273

grepcommand,269
headcommand,269
joiningtwofiles,271
lesscommand,269
morecommand,269
nanotexteditor,271
pipingoperation,267
redirecting,268
removingduplicatelines,271
removinglinebreaks,270
sedcommand,269
sortcommand,269
sortlist,271
spell-checker,270
standardinput,268
standardoutput,268
tailcommand,269
Vimtexteditor,271,272
wordcount,270
wordwrap,271

3Ddrivers,133,134
3Dgraphics,proprietarydrivers,93
3Gdevices,connctingtomobilebroadband

network,120
TightVNC,505
Timetab,SimpleBackup,480
TIME+column,topprogramoutput,509
tmpfolder,emptyingtofreeupdiskspace,472
TomboyNotesapplet,213,346
Topcommand,553
Topprogram

alteringupdateinterval,510
clearingupcrashedprocesses,515
informationoutputonprocesses,509
killingprocesses,512,513
renicingprocesses,510
troublesomeprocesses,512
viewingprocesses,507
zombieprocesses,513

Torvalds,Linus,16,578
Totembrowserplug-in,370
Totemmediaplayer,playingaudiofiles,351
Totemmovieplayer,351,369

audiofileplayback,354
installingcodecs,371
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Totemmovieplayer(cont.)
moviefileformats,369
watchingDVDs,379
watchingmovies,375,378

Totem-xinepackage,379,380
Touchcommand,553
Touchpadtab,mousePreferencesdialogbox,

100
Tracepathcommand,527,553
Traceroute,diagnosticservices,177
Transferringfilesbetweenremotecomputers,

497,499
scpprogram,497
sftpprogram,498,499

Trash,emptyingtofreeupdiskspace,473
Trashapplet,213
Tremulousgame,408
Troubleshooting,reasonsforusingshells,521
TrueTypecorefonts,287,352
Trust

importingandsigningpublickeyswith
Seahorse,159,161

reducingnumberofkeystosign,161
weboftrust,160

TryUbuntu10.04option,42
Tty.SeeTeleTYpewriter
Ttydevice,520
Tux,578
TV

checkingforvideoinput,382
installingTvtime,383

Tvtime,382
Twitter,341
2>,redirectingstandarderroroutput,540
Typecommand,525
Typingbreaktab

keyboardpreferencesdialogbox,104

 U 
Ubuntu,578

accessingrecoverymodebootsettings,75
accessingviaremotedesktop,501,503
addingprinters,124–130
administratoraccount,78
antivirusprotection,147,179,183
AppArmor,170
blacklistingexistingbuilt-indriver,117
bootingintotheshell,526
ClamTk,179

configuringinputdevices,97–104
configuringkeyboardsettings,101–104
configuringmouseoptions,97–100
configuringUbuntu,96
cuttingandpastingtext,89
Debian,563
desktop,79
DeviceManager,94–95
firewallconfiguration,147,171,178

iptables,171
Netfilter,171
ufwtool,171

fonts,286
copyingWindowsfonts,286
installingTrueTypecorefonts,287,288

games(seeGames)
gettingonlinewithUbuntu104–123
graphicalproblems,70,73
hardwaredetection,32
hardwaresupport,91–95
installationproblems,65,66
installingcodecsinonepackage,352,353
installingDeCSS,379
installingplaybacksoftware,369,375
installingUbuntu,35(seealsoinstalling

Ubuntu)
installingUbuntuinsideWindows,39,40
installingUbuntuonMac,59,60
installingWindowsonUbuntuharddisk,27
Linuxdistributions,19
loginscreen,78,79
low-graphicsmode,70
minimumfreespaceinWindowspartition,

26
MP3playback,349
optimizingUbuntu,463–474
postinstallationproblems,67,69
powermanagement,141–144
preinstallationproblems,61
rebooting,84,85
recoverymode,70
removablestoragedevices,130–131
runninginlivedistromode,36
runningprograms,86
runningWindowswithinvirtualmachineon,

29
sendingfilesfromUbuntuPCtoanother

device,138
ShutdownOptionsbutton,78
shuttingdown,84,85
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softwareinstallation(seeSoftware
installation)

startingup,75,77
sudoeruseraccount,78
testingcomputer’smemory,62
UniversalAccessPreferencesbutton,78
usingvirtualizedcomputertotryUbuntu,28
videoforLinuxproject,382
virtualizationsoftware,29
watchingDVDs,378,382
watchingmovies,375,378
watchingTV,382,383
whathardwareworksunderUbuntu,94
Windowsvs.Linuxsecurity,147,148
workingwithfiles,526–533
workingwithvirtualdesktops,87
X.org,70

UbuntuClassic
Applets(seeDesktopApplets)
menus,209
panels,209

addingastart-likebutton,210
addingmenus,209
deletingamenu,210
modifyingthemenus,210
movingpanelitems,211

Ubuntucommunity.Seecommunity
Ubuntudesktop,185

Applicationlaunchers,82
applications,83
Applicationsmenu,86
classicinterface,185

sessiontype,186,187
Classicmode,187
clock,83
Closebutton,82
DesktopBackground

AppearancePreferences,193
backgroundstyle,194
switchingandaddingimages,194

DesktopVisualEffects
CompizConfigSettingsManager,199(See

alsoCompizConfigSettingsManager
tool)

DesktopWidgets,203
Extrasetting,197
extravisualeffects,198
Firefox,203,204
Nonesettings,196
Normalsetting,197
standardvisualeffects,197

FilesandFolderslaunchers,82
Firefoxwebbrowser,82
FontPreferences,195,196
GNOME,80
HomeButton,82
Homefolderlaunchers,82
Indicatorapplet,83
launchercreation,206

hardlink,208
symboliclink,208
UbuntuTweak,207

loginscreen,204
Maximizebutton,82
MeMenu,83
Minimizebutton,82
mousefunctionality,81,88
NetworkManager,83
notificationarea,83
notifications,83
Offbutton,83,84
panels,UbuntuClassic(seeUbuntuClassic)
SoftwareUpdateNotifier,83
theme

additionalcomponents,191,192
Ambiance,189
Appearanceapplication,188
assistivethemes,187
colors,190
controls,190
CustomizeTheme,189
GNOME,187
icons,191
pointer,191
WindowBorder,191

TopPanel–Natty,81
Trashicon,83
UbuntuOne,82
UbuntuSoftwareCenter,82
Unitylauncher,81
VolumeControlapplet,83
WorkspaceSwitcher,82
WorkspaceSwitchertool,87,88

Ubuntufilesystem,229
accessingnetworkedfiles,240

IPaddress,240
networkname,240

accessingremovablestoragedevices,242
Btrfsfilesystem,232
casesensitivity,filenames,232
directoriesandfiles,229
driveproperties,238
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Ubuntufilesystem(cont.)
drivereferences,232
ejectingmedia,243
ext4filesystem,231
hierarchicalfilesystem,229
jfsfilesystem,231
managingvolumes,239

checkingfilesystem,239
deletingpartition,239
editingfilesystemlabel,239
editingpartition,239
formatingvolumes,239
mountingvolumes,239
unmountingvolumes,239

mounting
externalstoragedevices,236
networkstorage,236

mountingvolumes
drives,236

realfilesandvirtualfiles,234
reiserfsfilesystem,231
root,229
sharedfolder,Windowsusers,241
viewingdiskandvolumeinformation,236
workingincomputerwindow,242
workinginwindowspartitions,240
xfsfilesystem,232
zfsfilesystem,232

UbuntuFoundation,579
UbuntuGuide,97
UbuntuLinux,171,178

applicationinstallation,5
asOS(operatingsystem),5,6
background,20
community,9,561
definition,2
derivatives,8
editions,8
EdubuntuLinux,564
fulldesktopsolution,4
improvements,7,8
installingWindowsgamesonLinux,411,413
Linuxdistributions,3
Linuxforhumanbeings,4
Linuxgames,410
OS,2
reasonstotry,1
strengths,10
vs.Windows,9

UbuntuOne
accessinginformationonweb,347

filesynchronization,344
managingGNOMEsessions,466
subscription,343

freeUbuntuOneservice,343
synchronizingEvolutioncontacts,347
Tomboynotessynchronization,346

UbuntuOnemusicstore,358,359
Ubuntuprograms,245,522

alternativechoices,246,247
ArchiveManager,261
Banshee,247
Bansheemediaplayer,256
Brasero,247
Brasero/NautilusCD/DVDCreator,258
Calculator,247
Dictionary,262
Ekiga,263
Empathyinstantmessagingsoftware,262
Evolution,246,254
FileRoller,247
F-SpotandGIMP,259
Gedit,247
GIMP,247
GNOMECalculator,260
GNOMETerminal,247
LibreOffice

Base,246,252
Calc,246,250
Draw,246
Impress,246,251
Writer,246,248

Mines/AisleRiotSolitaire,247,264
MozillaFirefox,246,254
PiTiVi,247
Shotwell,247
SoundJuicer,247
Totemmediaplayer,247,257
vs.windowsprograms(seeWindows

Programs)
Wineproject,265

UbuntuRestrictedExtras,352,353
UbuntuSoftwareCenter,82,416

browsingandsearchingmechanisms,418
BackandForwardbuttons,418
pathbar,418
Searchdialogbox,421
softwareitemscreen,GNOMEDo,420

games,407
manualinstallation,440
navigationpane,416

editmenu,417
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filemenu,416
GetSoftwareelement,417
helpmenu,417
Historysection,417
InProgresselement,417
InstalledSoftwaresection,417
statusbar,417
viewmenu,417

ratingandreviewing,421
structureof,416

UbuntuStudio,364
UbuntuUpdateManager,434
UIDs.SeeUserIDs(UIDs)
Umaskcommand,554
Umountcommand,554
Unaliascommand,554
Unamecommand,554
UNITY,579
UniversalAccessPreferencesbutton,Ubuntu,78
Universalextractor,installingWindowsXP

drivers,116
UNIX,13,579

BSDUNIX,560
questforUNIX-likeOS,16

unrarpackage,483
Unrecoverableerrorduringinstallation,63
unzipcommand,runningcommandsin

background,515
Unzipcommand,554
Updatemanagertool,managingGNOME

sessions,467
Updatenotifierapplet,managingGNOME

sessions,467
Upstart,463,579
Uptimecommand,554
USBkeyboardnotrecognized,67
USBmemorysticks,removablestoragedevices,

130
USBmousenotrecognized,postinstallation,67
USBmouse/keyboardnotrecognized,67
USERcolumn,topprogramoutput,509
Userfoldersupdatetool,467
UserIDs(UIDs),579
Useraddcommand,554
Userdelcommand,554
Users,579

BASHcommandindex,541
shorthandforuserCCCshomedirectory,523

Usersandgroupaccounts,445
accountcreation

accounttype,450

advancedsettings,451
changinguserpassword,450
contactinformation,451
newusercreation,450
password,451
userprivileges,451

addinganddeletingusers,449
creatinganddeletinggroups,451,452
definition,445
deletingusers,451
filepermissions,447
rootuser,446

gksudogedit,447
Sudopasswdroot,446
vs.Sudo,448

UIDsandGIDs,449
userpasswords,addingandchanging,453

 V 
Validatinge-mail,166
Variables,Linux,524
Vectorartwork,ScalableVectorGraphics(SVG),

577
Verbose,580
VFAT.SeeVirtualFileAllocationTable(VFAT)
Vi,580
Vicommand,527
Video

addingFlashsupport,373,374
installingcodecsformoviefileformats,370,

371
moviefileformats,369
watchingmovies,375,378

VideoEditor
PiTiVi,247
PremiereElements,247

Viewingprocesses,507–511
Vimcommand,554
Vimtexteditor,stoppingandstarting,516
VIRTcolumn,topprogramoutput,509
Virtualconsole

accessing,525
runningshellviavirtualconsole,525

VirtualFileAllocationTable(VFAT),580
VirtualNetworkComputing(VNC)software

accessingUbuntuviaremotedesktop,501,
503

connectingtoremotecomputers,505
Viewerprogram,505
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VirtualBox,28
Virtualizationsoftware,28,29
Virusscanning

addingtoUbuntu,179,183
ClamAV,180
ClamTk,179,180
dealingwithinfections,181,182
falsepositives,182
scanningforviruses,181
superuserpermissions,181
updatingvirusdatabase,179

Visualassistanceutility,467
Visualeffects,desktopvisualeffects,133
VMware,28
VoiceoverIP(VoIP),363

Ekiga,335
Skype,334

VoiceoverIP(VOIP),263
VoiceoverIP.SeeVoIP
VolumeControlapplet,83
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